Company Name:
Syracuse Research Corp

Contract Number:
GS-00F-0019L (GSO0F0019L)

Order Number:
HSCETC-08-F-00037 (HSCETC08F00037)

Requisition/Reference Number:
ISSO-08-0033 (1SSO080033)

Latest Modification Processed:
P00005

Period of Performance:
9/30/2008 through 10/31/2009

Services Provided:
Providing support services for the Security Operations Center (SOC) and Computer Security
Incident Center (CSIRC).
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1. DATE OF ORDER 2. CONTRACT NO. (If any)
_ GS-00F-0019L
09/30/2008

6. SHIPTO:

3. ORDER NO.
HSCETC-08-F-00037

4. REQUISITION/REFERENCE NO.
18s0-08-0033

a. NAME OF CONSIGNEE

ICE Chief Information Officer

5. ISSUING OFFICE {Address correspondence to}

ICE/Info Tech Svs/OCIQ/Admin Ph Svc
Immik;ration and Customs Enforcement

b. STREET ADDRESS

Immigration and Customs Enforcement

801 I Street,

Office of Acquisition Management Suite 700

425 I Street NW, Suite 2208

Washington DC 20536 c. CITY d. STATE | e. ZIP CODE
Washington DC 20536
f. SHIP VA

7.TC:

a. NAME OF CONTRACTOR
SYRACUSE RESEARCH CORP

B. TYPE OF ORDER

b. COMPANY NAME

c. STREET ADDRESS
7502 ROUND POND ROAD

[1a. PURCHASE
REFERENCE YOUR:

Please fumish the following on the terms

& b. DELIVERY

Except for bifling inslructions on the
reverse, his delivery order is subject
to instructions contained on this side
only of this form and is issued
subject to the terms and conditions

d. CITY

NORTH SYRACUSE

e. STATE
NY

f. ZIP CODE
132122510

and conditions specified on both sides of

this order and on

the attached sheet, if any,

including delivery as indicated.

of the above-numbered contract.

9. ACCOUNTING AND APPROPRIATION DATA

See Schedule

10. REQUISITIONING OFFICE

ICE Chief Informatio

n Officer

11. BUSINESS CLASSIFICATION (Check appropriate box(es)) 12. F.0.B. POINT
. SERVICE- . .
{7] a sMALL [ ] b. OTHER THAN SMALL [ ] c DISADVANTAGED [ ]e [S)ISAVBEIIEED Destination
E‘ d. WOMEN-OWNED me' HUBZone f. EMERGING SmMALL VETERAN-
BUSINESS OWNED
13. PLACE OF 14. GOVERNMENT B/L NO. 15. DELIVER TO F.Q.B. POINT 16. DISCOUNT TERMS

ON OR BEFORE (Date)
a. INSPECTION b. ACCEPTANCE 30 Days After Award
Destination Destination Net 30
17. SCHEDULE (See reverse for Rejections)
QUANTITY UNIT QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED | UNIT PRICE AMOUNT ACCEPTED
(a) (b} (c) (d} (e} n @)
DUNS Number: 063053771
This Task Order Award is to provide support
services for the Security Operations Center
(SOC) and Computer Security Incident
Response Center (CSIRC}) Reguirement.
Continued ...
18. SHIPPING POINT 19. GROSS SHIPPING WEIGHT 20. INVOICE NO. }g(?h
{Cont.
pages}
21. MAIL INVOICE TO:
a. NAME DHS, ICE $238,031.60 ‘
SEE BILLING
INSTRUCTIONS | b STREET ADDRESS Burlington Finance Center
ON REVERSE {or P.0O. Box} P.O. Box 1620 176
Attn: ICE-QCIO~IAD GRAND
TOTAL
e oIy 4. STATE | e. ZIP CODE $238, 031.60 ‘
~Williston VT 05495-1620

22, UNITED STATES OF AMERICA _—
BY (Signature}

%

Mecte 5. F e iz

23. NAME (Typed)

JoNelle M. Hildreth
TITLE: CONTRACTING/ORDERING OFFICER

AUTHORIZED FOR LOCAL REPRODUCTION
PREVIOUS EDITION NOT USABLE

OPTIONAL FORM 347 (Rev. 32005)
Prescribed by GSAFAR 48 CFR 53.21%(e)
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IMPORTANT: Mark all packages and papers with contract andfor order numbers.
DATE OF ORDER |CONTRACT NO. ORDER NO.
09/30/2008 [GS-00F-0013L HSCETC-08~F-00037
ITEM NO. SUPPLIES/SERVICES QUANTITY{UNIT UNIT AMOUNT QUANTITY
ORDERED, PRICE ACCEPTED
(A} B) ¢y | HDY (E} (F} (G)

The Statement of Work and Clauses are
hereby incorporated.

This Task Order is subject to the terms and
conditions of GS-00F~0019L.

Amount awarded: $10,897,169.39
Amount obligated: $238,031.60

The ceiling for this Task Order is
$10,897,169.30

This Task Order will be awarded as
Labor-Hour for a base period of 2 months
and three option periods.-The period of
performance for base period and the option
periods are as follows:

Base Period: 9/30/2008 through 11/30/2008
Option Period I: 9 months-12/01/2008
through 08/31/2009 . '
Option Period II: 12 months-09/01/2009
through 08/31/2010

Option Period IXII: 12 months-=09/01/2010
through 08/31/2011

Accounting Info:

b2High

Period of Performance: 09/30/2008 to
08/31/2011

0001 BASE PERIOD/PHASE IN 0.00

{NTE-60 DAYS
(Not Separately Priced)

0002  |administrative Specialist .‘MLH s

0003 Jr. IT Security Specialist wl - [ 0.00

Continued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))
NSN 7540-01-152-8082 . 503-48-101

OPTIONAL FORM 348 (Rev. 6/35)

Prescribed by GSA
FAR (48 CFR} 63.213{c)
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SCHEDULE - CONTINUATION 3 53
IMPORTANT: Mark all packages and papers with contract andfor order numbers.
DATE OF ORDER | CONTRACT NO. ORDER NO. B
09/30/2008 |GS-00F-0019L HSCETC-08-F~00037
ITEM NO. SUPPLIES/SERVICES QUANTITY]UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A} (B) €} - (D) (E) {F) {G)
0004 IT Security Specialist LH
0005 Project Control Specialist LH
0006 Project Manager (Task Lead) LR
Q007 Project Manager LH
0008  |Technical Writer/Editor LH
0009 Subject Matter Expert LH
1001 Option Period I L,H 0.00
Amount: $0.00(Option Line Item)
11/28/2008
{Not Separately Priced)
1002 Administrative Specialist 0.00
Amount: b4 {(Option Line Item})
08/28/2009
1003 Jr. IT Security Specialist ’ 0.00
Amount : ﬁ(Option Line Item)
08/28/2009
1004 IT Security Specialist 0.00
Amount : h(Option Line
Item)
08/28/2009
1005 Project Control Specialist .0.00

Amount: 3 b4 (Opticon Line Item)

08/28/2009

Continued ...

TOTAL CARRIED FORWARD. TO ST PAGE (ITEM 17{H)}

OPTIONAL FORM 348 (Rev. 6105)

NSN 7540-01-152-8082

503-48-101

Prescrived by GSA
FAR (48 CFR) 53.213{¢)
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SCHEDl}L_E - CONTINUATION 4 53
IMPORTANT: Mark all packages and papers with contract andfor order numbers.
DATE OF ORDER |CONTRACT NO. ORDER NO.
09/30/2008 |GS-00F-0019L HSCETC-08-F-00037
ITEM NO. SUPPLIESISERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B} ) (D) . B {F} (G}
1006 Project Manager (Task Lead) ’ 0.00
hmount : SENTNNN oot ion Line Ttem)
08/28/2009
1007 Program Manager 0.00
amount: JMMONIN option Line Item
08/28/2009
1008 Technical Writer/Editor 0.00
Amount : Option Line Item)
08/28/2009
1009 Subject Matter Expert 0.00
Amount : nOption Line Item)
08/28/2009
1010 ODC (Trawvel) 0.00
NTE £ b4
Amount: § b4 (Option Line Item)
08/28/2009
1011 ODC (Conferences) 0.00
NTE S b4
Amount: § b4 (Option Line Item)
08/28/2009
2001 Option Period II LH 0.00
Amount: $0.00(Option Line Item)
08/28/2009
2002  |administrative Specialist 0.00
amount : NI (Option Line Item)
08/28/2009
2003 Jr. IT Security Specialist 0.60

Anount: (ST (Option Line Item)
08/28/2009

Continued ...

TOTAL CARRIED FORWARD TO 18T PAGE (ITEM 17(H}}

‘NSN7540-01-152-8082

503-4B-101

OPTIONAL FORM 348 (Rev. 895}
Prescrbed by GSA
FAR {48 CFR}53:213c}
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SCHEDULE - CONTINUATION 5 53
IMPORTANT: Mark all packages and papess with contract andfor order numbers.
DATE OF ORDER  JCONTRACT NO. ORDER NO.
09/30/2008 JGS-00F-0019L HSCETC-08~-F-00037

ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED

(A) (B) € | (€) {F} (G}

2004 IT Security Specialist
anount: SIRLCIRE (ot ion Line

Item)
08/28/2009

2005 Project Centrol Specialist
Amount:'ﬁ(Option Line Item)

08/28/2009

2006 Program Manager (Task Lead) 0.00

Amount : (Option Line Item) -
08/28/2009

2007 Project Manager

amount: SZIN(Option Line Item)

08/28/2009

2008 Technical Writer/Editdr . 0.00

amount: I (Option Line Item)

08/28/2009

2009 Subject Matter Expert
pnount: ST Ml opt ion Line

Item}
08/28/2009

0.00

2010 0ODC (Travel) 0.00

NTE b4
Amount: §
08/28/2009

b4 {(Option Line Item)

2011 ODC (Conferences) 0.00

NTE
Amount :
08/28/2009

(Option Line Item)

3001 Option Period III ] LH 0.00 0.00
Continued ... '

TOTAL CARRIED FORWARD TO 18T PAGE (ITEM 17(H))
NSN 7540-01-152-8082 503-48-101

OPTIOMAL FORM 348 {Rev. 615)
Peesciibed by GSA
FAR (48 CFR) 53.213{c)
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PAGE OF PAGES
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IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER |CONTRACT NO
09/30/2008 |GS-00F-0019L

ORDER NO.

HSCETC-08-F-00037

ITEM NO.

(A}

SUPPLIES/SERVICES

{B)

QUANTEITY]UNIT
ORDERED
(C) (D)

UNIT
PRICE
(E)

AMGOUNT

{F}

QUANTITY
ACCEPTED
(G)

3002

3003

3004

3005

3006

3007

3008

3009

Amount: $0.00(Option Line Item)
08/28/2010 ’

Jr. IT Security Specialist
Amount : ﬁ(Option Line Item}

08/28/2009

IT Security Specialist

Amount: “(Option Line
Item) ’

08/28/2009

Project Control Specialist
Amount : n(Option Line Item)
08/28/2009

Program Manager (Task Lead)
Amount : h(Option Line Item)

08/28/2009

Project Manager
Amount : (Option Line Item)
08/28/2009

Technical Writer/Editor
Amount : Option Line Item)
08/28/2009

Subject Matter Expert
nnownt: TR oot ion Line

Item)
08/28/2009

ODC (Travel)
NTE & b4

Amount: §
08/28/200%

b4 {Option Line Item)

Continued ...

0.00

TOTAL CARRIED FORWARD TO 15T PAGE (ITEM 17{H))

NSN 7540-01-152-8082

§03-48-101

OPTIONAL FORM 343 (Rev. 895
Prescribedby GSA
FAR (48 CFR} 53.213(0)
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SCHEDULE - CONTINUATION 7 53
IMPORTAN_T: Mark all packagss and papars with contract andfor order numbers.
DATE OF ORDER |CONTRACT NO. ORDER NO.
09/30/2008 |GS-00F-0019L HSCETC-08-F-00037
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A} (B} (C) (D) (E} {F) (G)
3010 ODC (Conferences) 0.00
NTE § b4
Amount : b4 (Option Line Item)
08/28/2009
3011 0.00

Administrative Specialist

The total amount of award: $10,897,169.39.
The obligation for this award is shown in
box 17(i).

TOTAL CARRIED FORWARD TQ 18T PAGE (ITEM 17(H})

NSN 7540-01-152-8082

503-43-101

OPTICRAL FORM 348 (Rev. 605}

Prescribed by GEA
FAR {48 CFR) 53.213(c)



HSCETC-08-F-00037
CLAUSES

This order is being issued in accordance with clauses applicable to the terms and conditions of contracts
issued under Schedule 70 of GSA

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)
This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of

a clause may be accessed electronically at this address www.arnet.gov/far/

CLAUSE CLAUSE _ CLAUSE

52.202-1 Definitions (JULY 2004)

52.203-3 Gratuities (APRIL 1984)

52.203-5 Covenant Against Contingent Fees (APRIL 1984)

52.203-6 Restrictions on Subcontractor Sales to the Government {(SEPTEMBER 2006)

52.203-7 Anti-Kickback Procedures (JULY 1995)

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or (JANUARY 1997)
Improper Activity '

52.203-10  Price or Fee Adjustment for Illegal or Improper Activity (JANUARY 1997)

52.203-11 Certification and Disclosure Regarding Payments to Influence (SEPTEMBER 2007)

Certain Federal Transactions
52-203-12  Limitation on Payments to Influence Certain Federal Transactions (SEPTEMBER 2007)

52.203-13 Contractor Code of Business Ethics and Conduct (DECEMBER 2007)
52.204-2 Security Requirements (AUGUST 1996)
52.204-4 Printed or Copied Double-Sided on Recycled Paper (AUGUST 2000)
52.204-6 Data Universal Numbering System (DUNS) Number (OCTOBER 2003)
52.204-7 Central Contractor Registration (JULY 2006)
52.204-8 Annual Representations and Certifications (JANUARY 2006)
52.204-9 Personal Identity Verification of Contractor Personnel (SEPTEMBER 2007)
52.204-10  Reporting Subcontract Awards (SEPTEMBER 2007)
52.209-5 Certification Regarding Debarment, Suspension, Proposed (DECEMBER 2001}
Debarment, and Other Responsibility Matters
52.214-34 Submission of Offers in the English Language (APRIL 1991} -
52.215-2 Audit and Records-Negotiation (JUNE 1999)
52.216-24  Limitation of Government Liability (APRIL 1984)
52.217-3 Evaluation of Options (JULY 1990)
52.217-8 Option to Extend Services - (NOVEMBER 1999)

The Government may require continued performance of any services within the limits and at the rates specified
‘in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by
the Secretary of Labor. The option provision may be exercised more than once, but the total extension of
performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written
notice to the Contractor within 60 days. '



HSCETC-08-F-00037

CLAUSES

52.217-9 Option to Extend the Term of the Contract

(MARCH 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60
days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this 0pt1on

clause.
(c) The total duration of this contract, including the exercise of any options under this cIause shall not exceed

35 months.

52.222-3 Convict Labor (JUNE 2003)

52.223-13 Certification of Toxic Chemical Release Reporting (AUGUST 2003}

52.223-14 Toxic Chemical Release Reporting (AUGUST 2003)

52.223-15 Energy Efficiency in Energy Consuming Products (DECMBER 2007)

52.225-13 Restrictions on Certain Foreign Purchases (JUNE 2008)

52.227-14 Rights in Data — General. (DECEMBER 2007)

52.232-33 Payment By Electronic Funds Transfer—Central Contractor (OCTOBER 2003)
Registration

52.233-2 Service of Protest (SEPTEMBER 2006)

52.233-3 Protest after Award (AUGUST 1996)

52.233-4 Applicable Law for Breach of Contract Claim (OCTOBER 2004)

52.237-2 Protection of Government Buildings, Equipment and Vegetation (APRIL 1984)

52.239-1 Privacy or Security Safeguards (AUGUST 1996)

52.243-3 Changes-Time-and-Materials or Labor-Hours (SEPTEMBER 2000)

52.246-6 . Inspection Time-and Material and Labor-Hour (MAY 2001)

52.249-14 Excusable Delays (APRIL 1984)

HSAR CLAUSES:

CLAUSE CLAUSE CLAUSE

NUMBER TITLE DATE

3052.204-70  Security Requirements for Unclassified Information, ~ (JUNE 2006)
Technology Resources

3052.204-71 Contractor Employee Access, Alternate I (JUNE 2006)

a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse,disclosure, or
unauthorized access to or modification of which could adversely affect the nationalor homeland security
interest, or the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a
of title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria
established by an Executive Order or an Act of Congress to be kept secret in the interest of national




HSCETC-08-F-00037
CLAUSES- '

defense,homeland security or foreign policy. This definition includes the following categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act
of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296,.196 Stat. 2135), as amended,
the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable
PCII Procedures Manual, as amended, and any supplementary guidance officially communicated by an
authorized official of the Department of Homeland Security (including the PCII Program Manager or his/her

designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as
amended, “Policies and Procedures of Safeguarding and Control of SSI,” as amended, and any supplementary
guidance officially communicated by an authorized official of the Department of Homeland Security (including
the Assistant Secretary for the Transportation Security Administration or his/her designee);

3) Infoi‘mation designated as “For Official Use Only,” which is unclassified information of a sensitive nature
and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare, the conduct of
Federal programs, or other programs or operations essential to the nationalor homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or protections in
accordance with subsequently adopted homeland security information handling procedures.

(b) “Information Technology Resources” include, but are not limited to, computer equipment, networking
equipment, telecommunications equipment, cabling, network drives, computer drives, network software,
computer software, software programs, intranet sites, and internet sites.

(¢) Contractor employees working on this contract must complete such forms as may be necessary for security
or other reasons, including the conduct of background investigations to determine suitability. Completed forms
shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the
Contractor's employees shall be fingerprinted, or subject to other investigations as required. All contractor
employees requiring recurring access to Government facilities or access to sensitive information or IT resources
are required to have a favorably adjudicated background investigation prior to commencing work on this
contract unless this requirement is waived under Departmental procedures.

(d) The Contracting Officer may require the contractor to prohibit individuals from working on the contract if
the government deems their initial or continued employment contrary to the public interest for any reason,
including, but not limited to, carelessness, insubordination, incompetence, or security concerns.

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not
disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the
Contracting Officer. For those contractor employees authorized access to sensitive information, the contractor
shall ensure that these persons receive training concerning the protection and disclosure of sensitive information

both during and after contract performance.

10
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CLAUSES
(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the

subcontractor may have access to Government facilities, sensitive information, or resources.

(End of clause)
3052.209-70  Prohibition on Contracts with Corporate Expatriates (JUNE 2006)

a) Prohibitions. Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of
Homeland Security from entering into any contract with a foreign incorporated entity which is treated as an
inverted domestic corporation as defined in this clause, or with any subsidiary of such an entity. The Secretary
shall waive the prohibition with respect to any specific contract if the Secretary determines that the waiver is

required in the interest of national security.

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue
Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be

applied by substituting “more than 50 percent' for *at least 80 percent' each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the
Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of the Internal
Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic
corporation if, pursuant to a plan (or a series of related transactions)—

(1) The entity completes the direct or indirect acquisition of substantially all of the properties held directly or
indirectly by a domestic corporation or substantially all of the properties constituting a trade or business of a
domestic partnership; _

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held—

(1) In the case of an acquisition with respect to a domestic corporation, by former shareholders of the domestic
corporation by reason of holding stock in the domestic corporation; or

(ii) In the case of an acquisitioh with respect to a domestic partnership, by former partners of the domestic
partnership by reason of holding a capital or profits interest in the domestic partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity does not have substantial
business activities in the foreign country in which or under the law of which the entity is created or organized
when compared to the total business activities of such expanded affiliated group.

Person, domestic, and foreign have the meanings given such terms by paragraphs

(1), (4), and (5) of section 7701(a) of the Internal Revenue Code of 1986, respectively.

11
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CLAUSES

(c) Special rules. The following definitions and special rules shall apply when determining whether a foreign
incorporated entity should be treated as an inverted domestic corporation.

(1) Certain Stock Disregarded. For the purpose of treating a foreign incorporated entity as an inverted domestic
corporation these shall not be taken into account in determining ownership:

(i) Stock held by members of the expanded affiliated group which includes the foreign incorporated entity; or

(ii) stock of such entity which is sold in a public offering related to the acquisition described in subsection
(b)(1) of Section 835 of the Homeland Security Act, 6 U.S.C. 395(b)(1).

(2) Plan Deemed In Certain Cases. If a foreign incorporated entity acquires directly or indirectly substantially
all of the properties of a domestic corporation or partnership during the 4-year period beginning on the date
which is 2 years before the ownership requirements of subsection (b)(2) are met, such actions shall be treated as

pursuant to a plan.

(3) Certain Transfers Disregarded. The transfer of properties or liabilities (including by contribution or

_distribution) shall be disregarded if such transfers are part of a plan a principal purpose of which is to avoid the

purposes of this section.

(d) Special Rule for Related Partnerships. For purposes of applying section 835(b) of the Homeland Security
Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in regulations, all domestic
partnerships which are under common control (within the meaning of section 482 of the Internal Revenue Code

of 1986) shall be treated as a partnership.
(e) Treatment of Certain Rights.

(1) Certain rights shall be treated as stocks to the extent necessary to reflect the present value of all equitable
interests incident to the transaction, as follows:

(i) warrants;

(ii) options;

(iii) contracts to acquire stock;

(iv) convertible debt instruments; and

{(v) others similar interests.

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed appropriate to do so to reflect
the present value of the transaction or to disregard transactions whose recognition would defeat the purpose of

Section 835.

(f) Disclosure. The offeror under this solicitation represents that [Check one]:
___itis not a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to

the criteria of (HSAR) 48 CIR 3009.104-70 through 3009.104-73;

12
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CLAUSES
__itis a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the

criteria of (ISAR) 48 CFR 3009.104-70 through 3009.104-73, but it has submitted a request for waiver
pursuant to 3009.104-74, which has not been denied; or

___itis a foreign incorporated entity that should be treated as an inverted domestic corporation pursuant to the
criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it plans to submit a request for waiver

pursuant to 3009.104-74.

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a waiver has
been applied for, shall be attached to the bid or proposal.

(End of provision)

3052.215-70 Key Personnel or Facilities (DECEMBER 2003)

(a) The personnel or facilities specified below are considered essential to the work being performed under this
contract and may, with the consent of the contracting parties, be changed from time to time during the course of
the contract by adding or deleting personnel or facilities, as appropriate.

(b) Before removing or replacing any of the specified individuals or facilities, the Contractor shall notify the
Contracting Officer, in writing, before the change becomes effective. The Contractor shall submit sufficient

information to support the proposed action and to enable the Contracting Officer to evaluate the potential
impact of the change on this contract. The Contractor shall not remove or replace personnel or facilities until

the Contracting Officer approves the change.
The Key Personnel or Facilities under this Contract:
1. Project Manager

2. Senior Subject Matter Expert

3. Shift Supervisor

3052.242-71 Dissemination of Contract Information (DECEMBER 2003)
3052.242-72  Contracting Officers Technical Representative , (DECEMBER 2003)
3052.245-70  Government Property Reports (JUNE 2006)

Contractors, please use these procedures when you submit an invoice for all acquisitions emanating from
ICE/OAQ.

1. In accordance with Section G, Contract Administration Data, invoices shall now be submitted via one of the
following three methods:

a. By mail: |

DHS/ICE

13
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CLAUSES

Burlington Finance Center
P.0. Box 1620

Attn: CIO

Williston, VT 05495-1620

b. By facsimile (fax) at: 802;288—765 8 (include a cover sheet with point of contact & # of pages)

c. By e-mail at: Invoice.Consolidation@dhs.gov

Invoices submitted by other than these three methods will be returned. Contractor Taxpayer Identification
Number (TIN) must be registered in the Central Contractor Registration (http://www.ccr.gov) prior to award
and shall be notated on every invoice submitted to ICE/OAQ to ensure prompt payment provisions are met. The
ICE program office identified in the delivery order/contract shall also be notated on every invoice.

2. In accordance with Section I, Contract Clauses, FAR 52.212-4 (g)(1), Contract Terms and Conditions,
Commercial Items, or FAR 52.232-25 (a)(3), Prompt Payment as applicable, the information required with
each invoice submission is as follows:

An invoice must include:
(i) Name and address of the Contractor;
(ii) Invoice date and number;
(iii) Contract number, contract line item number and, if applicable, the order number;

- (iv) Description, quantity, unit of measure, unit price and extended price of the items delivered;
(v) Shipping number and date of shipment, including the bill of lading number and weight of shlpment if
shipped on Government bill of lading;
(vi) Terms of any discount for prompt payment offered,;
(vii) Name and address of official to whom payment is to be sent;
{viii) Name, title, and phone number of person to notify in event of defective invoice; and
(ix) Taxpayer Identification Number (TIN). The Contractor shall include its TIN on the invoice only if required
elsewhere in this contract. (See paragraph 1 above.)
(x) Electronic funds transfer (EFT) banking information.
(A) The Contractor shall include EFT banking information on the invoice only if required elsewhere in this
contract.
(B) If EFT banking information is not required to be on the invoice, in order for the invoice to be a proper
invoice, the Contractor shall have submitted correct EFT banking information in accordance with the applicable
solicitation provision, contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer; Central
Contractor Registration, or 52.232-34, Payment by Electronic Funds Transfer; Other Than Central Contractor
Registration), or applicable agency procedures.

- (C) EFT banking information is not required if the Government waived the requirement to pay by EFT.

Invoices without the above information may be returned for resubmission.

3. All other terms and conditions remain the same.
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HSCETC-08-F-00037
CLAUSES

Receiving Officer/COTR: Each Program Office is responsible for acceptance and receipt of goods and/or
services. Upon receipt of goods/services, complete the applicable FFMS reports or DFC will not process the

payment.

Advance payments are not authorized. Contractor shall submit invoice monthly or quarterly in arrears.
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1.0 PROJECT TITLE

Security Operations Center (SOC) and Computer Security Incident Response Center (CSIRC)
Support Services.

2.0 BACKGROUND

The United States Immigration and Customs Enforcement (ICE), Office of the Chief Information
Officer (OCIO), Information Assurance Division (IAD) (formerly Office of the Information
System Security Manager) was established in 2004 to coordinate the development - and
implementation of computer and network security policies, products, and services across
Immigration and Customs Enforcement (ICE).

IAD provides security operations and incident response services via the SOC and CSIRC for
approximately 30,000 devices running on the ICE Network. The SOC provides data
communications monitoring in concert with the Department of Homeland Security (DHS)
ONEnet steward, to ensure end-to-end diagnostic support. The SOC manages the day-to-day
operational activities from a security perspective. The ICE SOC coordinates with the DHS SOC
to which it is subordinate. The CSIRC provides ICE with IT Security intelligence and planning
capabilities. The CSIRC uses tools to analyze data and reports to determine ICE’s vulnerability
to network and desktop-based attacks and recommends actions to prevent, repair or mitigate
these vulnerabilities. The ICE CSIRC coordinates with the ICE SOC, DHS CSIRC and other
DHS Organizational Elements; maintains nationwide/worldwide contact about security problems
and solutions and relays that information to the ICE SOC.

This requirement is for the implementation of enhanced security operations and incident
response capabilities for ICE-wide and worldwide.

The Contractor shall provide direct support using Government furnished tools and resources.
Contractor is expected to provide their best practice solutions and continuous process
improvement strategies as part of their solution. The Government will provide federal staff to
oversee the daily operations for tasks associated with this contract.

3.0 SCOPE OF WORK

The objective of the proposed task order is to provide the technical personnel sufficient to
support the Office of Immigration and Customs Enforcement’s (ICE) Information Assurance
Division (IAD). The Contractor shall be responsible for monitoring, detecting, scanning,
recording, auditing, analyzing, investigating, reporting, remediation, coordinating, and tracking
security-related activities for ICE LAN’s and Non-Steward Extranets. The Contractor shall
utilize ICE provided sensors, systems, and tools to continually monitor all ICE LAN’s and Non-
Steward Extranets for signs of intrusion, compromise, misuse, and compliance, and scan the
approximately 30,000 devices for network and system vulnerabilities.
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The Contractor shall be responsible for monitoring, tuning, reviewing and maintaining policy for
the following devices: IBM ISS Intrusion Detection System; Blue Coat proxies; CISCO PIX and
Checkpoint firewalls; Tenable Security Center (vulnerability scanning); McAfee antivirus; and
EnCase Enterprise Forensics System. The Contractor shall a Project Manager and Shift
Supervisors that will disseminate policy, prepare and distribute schedules, monitor Contractor
activities, advise Government personnel of the status of projects, and prepare deliverables. The
Government will approve the Contractor’s proposed key staff. The Contractor shall closely
monitor tasks and provide notification of any deviation from budget, schedule, or resources. The
Contractor shall be responsible for the delivery and coordination of all deliverables defined in

Section 7.0 of this SOW.

4.0 REFERENCES

e Privacy Act of 1974

e DHS Management Directive (MD) 4300, IT Systems Security Publication
e DHS Management Directives Volume 11000 — Security

e DHS Technical Reference Model

e National Institute of Standards and Technology (NIST) Computer Security Resource Center
(CSRC) -

Standards
Guidelines

Special Publications

o DHS 4300A Sensitive Systems Handbook, Version 5.5, September 30, 2007

e DHS 4300B National Security Systems Handbook, Version 4.3, September 30, 2007

e DHS Management Directive (MD) 4010.2 (DRAFT), Section 508 Program Management
Office & Electronic and Information Technology Accessibility

e Section 508 1194.2, Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by
the Workforce Investment Act of 1998 (P.L. 105-220) :

3.0 SPECIFIC TASKS

5.1 Transition Support

The Contractor shall create a transition support plan to ensure that IAD does not have any
significant degradation in its security oversight and compliance supporting services. This plan
will be evaluated in the source selection process and incorporated into the contract.
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The Contractor shall complete the transition of all technical activities. The Contractor shall
complete the transition within 60 days of TO award. The activities included as part of the

 transition are as follows:

e Inventory and orderly transfer of all Government Furnished Equipment/Property
(GFE/GFP), software and licenses;

o Transfer of documentation currently in process; and

+ Coordinating the work with the current Contractor.

The Contractor’s transition plan shall contain a milestone schedule of events. The transition plan
shall transition work with no disruption in operational services. To ensure the necessary
continuity of services and to maintain the current level of support, ICE will retain services of the
incumbent Contractor for the transition period, if required.

The Contractor shall provide a transition plan including major milestones that shall, at a
minimum, meet the following schedule for adding resources and transitioning support

responsibilities:

30 Days info T;ansition 25% 10%
45 Days into Transition 75% , 50%
60 Days into Transition 100% 100%

At the completion of the period of performance of this TO, the Contractor shall fully support the
transition of the IAD requirements to the successor. Activities include supporting all of the
activities listed above by making available personnel and documentation required to facilitate a

‘successful transition.

Upon completion of the period of performance, the CO will issue a modification to fund the
transition period, if applicable.

5.2 Program Management Support

5.2.1 Details

The Contractor shall provide a draft project plan with resources and milestones. This plan will
incorporate the transition from the existing incumbent to ensure the continuity of services.
Within (45) forty-five days of award, the Contractor shall develop draft program plans: Strategic,
Tactical and Business that support the development of documentation charting the course of the
IAD Program. Within (90) ninety days the Contractor will deliver the final draft place holder
for draft Quality Control Plan (QCP) with agreed upon gfadmg metrics (content, timeliness,
technical editing (adherence to ICE style guide)).
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The Contractor shall provide a Program Manager who shall be responsible for the oversight of

“the SOC/CSIRC contract including the high-level program management support. The Program
Manager’s duties, at a minimum, shall include assuring that projects are managed according to
best business practices (Project Management International standards). These project plans will
include: base lined schedules, resources allocation tables, and work breakdown structures. The
Program Manager is also responsible for ensuring that all activities are accomplished within the
general scope of the task order, monitoring/ensuring adequate availability of the funds for
authorized work, resolving management and programmatic issues, monitoring/ensuring
performance within budget and schedule, monitoring appropriate approval procedures for the
authorization of travel, and facilitating/maintaining effective interaction and coordination
between ICE project leads and the Contractor project leads. Given the dynamic environment
within ICE, the Program Manager shall closely monitor all work within the SOC/CSIRC contract
support and provide advanced notification of any deviation from budget, schedule, or resources.

The Program Manager (or an authorized designee) shall provide weekly status reports to the
Government Contracting Officer Technical Representative (COTR) that include individual
project schedules with weekly progress tracking, status of ongoing activities, issues,
recommendations for problem resolution, and upcoming projects/activities. Additionally, the
Contractor will deliver weekly project/activity quad charts for ICE OCIO reporting.

The Program Manager/designee shall work with the Government COTR to ensure that any
activities associated with the special projects are clearly identified, and tracked and invoiced
separately.

The Program Manager/designee shall meet with the Government COTR on a weekly or ad hoc
basis. All meetings shall have agendas if planned in advance. Meeting minutes will be provided
for all formal meetings. The meeting minutes will capture the following information: subject,
- date, attendees, major decisions, areas of non-agreement, and any action items assigned during
the meeting. A master action item list will be maintained by the Program Manager. The
Program Manager will facilitate the coordination of meetings (IAD will identify meeting spaces
and the Contractor will send out invitation and background information.) Crosscutting
issues/risks identified in meetings will be promulgated to the appropriate IAD representative.
The Contractor will maintain and populate a meeting minute’s repository.

'The Program Manager/designee shall monitor the performance of their personnel, identify any
degraded quality of service, and propose corrective actions to the Government COTR up to and
including employee termination. To ensure that the quality of product delivered under this
- contract maintains a high quality standard the Contractor will submit a Quality Assurance Plan
(QAP) as part of their proposal. The QAP will detail the review process for: content, technical
“editing, and timeliness. This will be part of the monthly reporting.

By the 10™ business day of the month, the Program Manager/designee shall submit a financial
report of the previous month’s completed travel expenses, labor costs, overtime, and any travel.
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This Financial Report shall be cumulative for the contract period and include projected burn rates
for the balance of the contract.

The Program Manager/designee shall provide management, coordination, and administrative
support to ensure the smooth daily operation of contract resources; optimal utilization of
resources and growth; and creating, maintaining and enforcing load, and delivery standards and
functions. Specific functions include the following:

Manage teams of subject matter experts;
Prioritize requirements;
¢ Maintain a master schedule for all SOC/CSIRC projects and activities:
o -Baseline schedules that identify schedule slippage;
o Resource mapping to projects and activities (contract personnel assigned);
o Critical path identification for high-priority projects;
Communicate progress to Government Task Managers;
e Manage scope and expectations; and
Coordinate external and internal resources.

5.3 Security Operations Center/Computer Security Incident Response Center

5.3.1 Details

The SOC/CSIRC task covers the following areas: monitoring, detecting, scanning, recording,
auditing, analyzing, investigating, reporting, remediating, coordinating, and tracking (see
Attachment 1),

53.2 Services Required

5.3.2.1 Monitoring

The Contractor shall utilize ICE provided sensors, systems, and tools to continually monitor all
ICE LAN’s and Non-Steward Extranets for signs of intrusion, compromise, misuse, and
compliance. Contractor shall proactively monitor and track down anomalies, non-compliant
systems, and other observed events that are detrimental to the overall security posture of ICE.

5.3.22 Detecting

The Contractor shall employ skilled analysts capable of detecting sophisticated and nuanced
attacks, be able to discern and remove false positives, and make informed decisions on the
information provided by ICE systems. The Contractor’s analysts shall utilize their monitoring
presence and learn to spot patterns within the ICE network and build a picture of what is normal.
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5.3.2.3 Scanning

The Contractor shall create a plan to proactively scan the ICE network on a continuous basis.
The plan must clearly outline the approach for annual scanning of approximately 30,000 devices
for network and system vulnerabilities. The plan must also provide a structure to monitor the
remediation status of the scan results. ICE expects the Contractor to evaluate the scan results for
accuracy and risk. The Contractor shall provide the analyzed results to the various responsible
parties within ICE for resolution. The Contractor shall act as the subject matter expert for the
scan results and must consult with the remediation teams, if necessary, on various methods for
resolution. The plan must include the creation of the following reporting deliverables:

1. Scanning report to include:

Data and time of scan;

Network segment(s) scanned,

Individual who performed/verified scan;

Risk/threat level associated with scan; and

Roll up of scan results:
o Network map with scan coverage;
o Network map with scanning results overlay; and
o Pie chart that describes overall scan results.

¢ The Contractor shall detail progress towards this continuous control in weekly
and monthly reports. These reports will include:

o IP Address ranges scanned;
o Numbers, categories and risks levels of vulnerabilities identified; and
o Remediation efforts being tracked.

2. Remediation report to include:

e Repeat findings;
o How long this vulnerability has been tracked and not remediated;
o Trending Information;
= Threat Level;
= Sensitivity level of network segment; i.e. eGOV site; and
* How long the vulnerability has been identified but not
corrected. :

3. Mitigation suggestions.
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5.3.24 Recording -

The Contractor shall provide expertise in recording, retaining, and archiving of security event
- logs from various security systems on ICE network (see Devices Section 5.2). All security event
logs must be synchronized by a network NTP server for auditing, analysis and reporting. Logs
should also be maintained in accordance with current DHS security policies to assist in event
reconstruction and correlation. Security event logs should include the following data:

Source\Destination IP address;
Protocol\Port number;

Date & Time with time zone;
Event Name;

Event Priority\Level;

Payload or Flow Data (IDS); and
Session Duration.

NO LR W

5.3.25 Auditing

The Contractor shall conduct weekly audits on the configuration of security event monitoring
devices. The Contractor shall create a detailed plan for verifying the continuous monitoring,
detection and response of security events on ICE network. Weekly audits must include but not
be limited to log reviews of successful and failed authentication attempts, file accesses, security
policy changes, account changes (account creation, account deletion, and account privilege
assignments), and use of privileges. ICE expects the Contractor to provide audit results in a
weekly report for the devices listed in Section 5.4.

The Contractor shall detail progress towards remediation from the results of audit findings in
weekly and monthly reports.

5.3.2.6 Analyzing (Log Review)

The Contractor shall act as a subject matter expert in daily log analysis for identifying security
incidents, policy violations, and malicious code. The Contractor shall also perform correlation of
NIDS logs with other records such as firewall\proxy logs, anti-virus, server audit trails as well as
vulnerability information on ICE targets. The Contractor shall prioritize its resources for daily
analysis of security logs to detect incidents on ICE network and assist in remediation.

The Contractor shall create the followmg trend reports which will be submitted to ICE on a
weekly & monthly basis:

1. Security events prioritize by Threat Level;
2. Open & Close incidents;
3. Blacklist or suspicious source IP targeting ICE targets; and
4. Forbidden or suspicious protocols and ports active of ICE network.
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5.3.2.7 Investigating

The Contractor shall conduct investigations into computer related events including intrusions,
anomalies, misuse, and compliance issues. Investigations will not require the legal framework
involved in actual criminal proceedings, though the investigations could be handed off to legal
authorities in the event criminal conduct is suspected. When the investigation is complete, the
Contractor shall publish a standardized report. The report must detail all investigative activities,
actions taken in response to the incident, and a detailed accounting of all equipment affected.

5.3.2.8 Repdrting (Daily and Monthly Situation Reporting

The Contractor shall provide daily and monthly situation reporting. The daily reporting must
cover each day’s activities, the issues being tracked, and the status of each issue. The monthly
report must contain the following items:

Duty Roster;

Summary of critical or urgent security issues being tracked;

Status of each area of responsibility;

Summary of critical or urgent administrative issues being tracked; and
List of any needs/actions from the government.

DN

The Contractor shall create a shared portal. The portal will be an easy to navigate portal that
clearly shows security status of ICE networks and provides a catalog of security events that can
be displayed in daily, weekly, and monthly views. Portal will also provide ICE with information
on security event current status, details of event, and information relevant to incidents. The
portal shall be the primary repository of security event information and will provide the SOC
with a collaboration capability, watch log, watch supervisor turnover log, and other tools that
assist the SOC with maintaining a superior security picture of the ICE network.

5.3.2.9 Remediating

The CSIRC Contractor/team shall work with other ICE branches to oversee the remediation of
identified security issues within the ICE network. ICE expects the Contractor to oversee the

~ resolution of security issues by reporting out how ICE implements its 3 primary methods of

remediation: installation of a software patch, changes of a configuration setting, and the removal
of the affected ICE asset. Contractor shall assist where required to provide a remediation plan
that lists opened security issues with their steps and projected timelines for remediation.
Remediation shall be tracked via the online portal mentioned in the previous section. Contractor
personnel will be expected to work well with other personnel within ICE and maintain a
professional demeanor. ’
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5.3.2.10 Coordinating

The Contractor shall coordinate with other DHS and US Government agencies daily.
Coordination shall be two-way in nature and provide ICE and DHS Components with
information regarding security incidents in the ICE network. Contractor shall also use
information from other agencies to improve ICE security posture and quickly react to fast
- moving threats directed at USG networks. :

5.3.2.11 Tracking

The CSIRC Contractor/team shall track all security incidents at ICE and provide ICE leadership
with status of the incidents when requested. Tracking shall be proactive and vigilant follow-up
must occur until the incident is closed out.

54 Devices (Operate, Tuning, and Policy Review/Maintenance)

The Contractor shall be responsible for operating, tuning, and policy/review maintenance for the
following devices:

1. Intrusion Detection System (IDS)- The Contractor shall provide continuous monitoring of
the ICE Internet Security Systems (ISS) SiteProtector IDS for signs of compromise,
misuse, compliance, and general health within ICE networks. The Contractor must be
skilled in all aspects of SiteProtector operations including Proventia sensor set-up and
deployment, setup and deployment of ISS server sensors, crafting tailored sensor policies,
tuning of sensor policies to reduce false positives, crafting of specialized TRONS
signatures, tailoring of response events, reviewing and deploying of X-Press Updates
(XPU’s), Event Collector maintenance, and other day-to-day activities related to the
SiteProtector system;

2. Proxies - Blue Coat/Firewalls — CISCO PIX, Symatec Netscreen and Checkpoiht;
3. Vulnerability Scanning - Tenable Security Center;
4. McAfee’s e-Policy Orchestrator;

5. Forensics (EnCase Enterprise) - The Contractor must be skilled in the operation of ICE’s
EnCase Enterprise Forensics system. Contractor will not be required to perform legal
forensic investigations but will be expected to provide forensics support to investigations
that involve computer compromise, misuse, and compliance. Contractor must also be
familiar with the operation of the EnCase Information Assurance Suite and provide ICE
with assistance in system baselining, certification and accreditation, classified/sensitive
spill cleanup, and incident response;

6. Security Engineering Support—Enterprise EnCase for Incident Response;
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7. Altiris Endpoint Security; and
8. Records Management,
6.0 STAFFING
6.1 Max_lagement and Workforce (Organization/Structure to Support 24/7)

The Contractor shall propose staffing to provide continuous SOC/CSIRC services 24 hours daily,
365 days annually. The Contractor shall deploy processes, procedures, and automation to allow
the best possible cost effective approach, including potential variations in workload. The
Contractor is expected to:

Provide a low-level Work Reporting Plan;
Implement a full open SOC/CSIRC collaboration;
Designate one (1) or two (2) senior-level person(s) who will be dedicated to
event/sensor consolidation;

o Prepare an Investigation, Detection and Response Plan that describes the process by
which investigations will be conducted;
Implement DHS Reporting Requirement — High-level;

¢ Prepare a Training Plan for new employees.

6.2  Continuous Training

The Contractor shall refresh the technical skills of its staff at its own expense as the ICE
architecture and technical reference model evolve. Training and associated travel costs shall not
be directly charged to the Government unless specified in writing and approved by the COTR.

A training plan and employee retention strategy shall be provided to the Government. The
training plan and employee retention strategy will include how the Contractor shall ensure that
all contract personnel are knhowledgeable and up to date on current federal policies, guidance,
and technologies related to this contract support.

6.3  Key Personnel

The Government has determined that the Project Manager, Senior Subject Matter Expert, and
Shift Supervisor are key personnel for this Scope of Work. The Contractor may designate other
positions as necessary as key to the work to be performed under this contract. The Project
Manager shall possess the technical and leadership skills requirements set forth under the labor
categories in the Contractor’s GSA Schedule contract. In addition to those skills, it is desired
that the Project Manager along with other key personnel possess the skﬂls/quahﬁcatmns
identified in the followmg table:
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Qualifications for Key Personnel

¢ Shall have experience in
security operations

o Shall have experience in
handling incident response

e Shall have experience
managing IT programs

o PMP (preferred)
Security background

L
¢ GCIA or GCIH (preferred)
o CISSP
e CISM

sl gt AR FRRE

¢ Shall have experience analysts o Shall have security
in preparing reports ' experience
s Military experience in lieu of & Certifications (preferred)
- education (documentation is
required)

7.0 DELIVERABLES AND DELIVERY SCHEDULE

7.1  Deliverable Number 1: Daily Situation Report

The Contractor shall provide daily situation reports. The daily reports will cover each day’s
activities, the issues being tracked, and status of each issue.

COB each day

Contracting Officer's
Technical Representative

(electronic)

7.2 Deliverable Number 2: Monthly Situation Report

The Contractor shall provide monthly situation reports. The monthly reports will contain a duty
roster (Contractor support personnel with their schedules, including travel, leave, and on-call),
summary of critical or urgent security issues being tracked, status of each area of responsibility,
summary of critical or urgent administrative issues being tracked, and a list of any needs from
the government client.

Contracting Officer's




after the end of the | (electronic) | Technical Representative
previous month.

Contracting Officer

7.3  Deliverable Number 3: Annual Scanning and Remediation Report

The Contractor shall provide an annual scanning and remediation report. The annual report must
outline the approach for scanning devices for network and system vulnerabilities. The details of
the scanning and remediation report are outlined in Section 5.1.3.

Contractmg Ofﬁcer ]
Technical Representative

Annual renewal
date of contract

Annually

(electronic)

Contracting Officer

7.4  Deliverable Number 4: Audit/Continuous Monitorihg Plan

The Contractor shall create a detailed plan in verifying the continuous monitoring, detection, and
response of security events for systems on the ICE Network.

As needed 2 Contracting Officer's

(electronic) | Technical Representative
Contracting Officer

7.5  Deliverable Number 5: Monthly and Weekly Trend Analysis Reports

The Contractor shall create the following Trend Analysis Reports: Security Events Prioritized by
Threat Level; Open and Closed Incidents; Blacklist or Suspicious Source IPs Targeting ICE; and
Forbidden or Suspicious Protocols and Ports Active on the ICE Network.

Weekly and Wéekly—fCOB 2 Contracting Officer's
Monthly (4:00pm, Friday (electronic) | Technical Representative
Monthly--3rd - of each Contracting Officer
business day after | report
the end of the
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previous month.

7.6  Deliverable Number 6: Financial Reports

By the last business day of the month, the Contractor shall submit a financial report with
estimates of the current month’s completed labor costs, travel expenses, overtime, and any travel.
This financial report shall include all costs incurred by the Contractor on behalf of the
government, regardless of whether or not those costs have been invoiced by the Contractor, any
Sub-Contractor, or vendor. Incurred cost reporting shall be estimated for the current month, and
the current month’s incurred cost shall be accumulated for both the contract period of
performance as well as the current fiscal year. The Contractor shall also provide projected total
incurred costs for the remainder of the contract period of performance, and fiscal year.

In addition, the Contractor shall provide any and all earned value, periodic reporting, and capital
planning-related financial reports as mandated by the Office of Management and Budget (OMB),
and the Department of Homeland Security (DHS).

b S $i0; -
Monthly COB last Contracting Officer's Technical

business day of | (electronic) | Representative
the month Contracting Officer

7.7 Deliverable Number 7: Ad Hoc Reports

The Contractor shall develop, provide, update, store, and distribute ad-hoc reports as requested
by the Government. '

As needed As needed : Contracting Officer's Technical

(electronic) | Representative

Contracting Officer

7.8  Deliverable Number 8: Quarterly GFP Inventory Listing

The Contractor shall provide the COTR a quarterly inventory listing of all GFP. The listing shall
include but is not limited to identifying the task area, location and cost.
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7.9  Deliverable Number 9: Cumulative End-of-Year Quarterly GFP Inventory Listing

The Contractor shall provide the COTR an end of option year inventory listing of all GFP. The
listing shall include but is not limited to identify the task area, location, and cost.

7.10 Deliverable Number 10: Monthly Travel Listing
The Contractor shall provide the COTR a monthly travel listing of all travel for the month This
shall include but is not limited to the task area, work number, cost, and status.

7.11 Deliverable Number 11: Cumulative Option Year Travel Listing

The Contractor shall provide the COTR a cumulative travel listing of all travel for the Option
Year.’ ‘This shall include but is not limited to the task area, work number, month, cost, and status.

7.12 Ad Hoc Deliverables

All other Contract deliverables shall be delivered in accordance with instructions specified at the
relevant sections of the SOW.

7.13 - Security Plan

The Contractor shall deliver a security plan to identify how they will protect ICE information
and securely interface with the ICE network. The Draft Security Plan shall be delivered within
forty-five (45) days of contract award. The Final Security Plan shall be delivered within ninety

(90) days of contract award.
8.0 PROJECT PLAN AND SCHEDULE

The Contractor shall develop a Project Plan, outlining resources, activities, and milestones
necessary to accomplish work specified in the SOW. Technical activities in the schedule shall be
at a level of detail sufficient for the Contractor to manage the task. The Contractor shall develop
a new Project Plan schedule whenever a modification to the contract occurs. The Contractor shall
provide the initial plan within

thirty (30) days of award.

9.0 PROGRESS REPORTS, STATUS REPORTS & PROGRAM REVIEWS
9.1 Progress Reports
The Contractor shall prepare a monthly progress repoft. Initial reports are due to the COTR 30

days after award and every 30 days thereafter until the last month of performance; the final
delivery will occur ten (10) days before the end of the final option period and will summarize
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performance during the period of performance and provide the status of any planned transition
activity. The monthly report shall contain the following:

Description of work planned;

Description of work accomplished;

Analysis of the difference between planned and accomplished;
Work planned for the following month; and

Open issues. '

.8 @ e 9 o

9.2 Quarterly Status Report

The Contractor shall prepare a quarterly status report for the CO and the COTR.

Generally, these reports should include accomplishments, any deviations from planned activities,
field related issues, other issues, and planned activities for the next period. The reports are for
the CO and COTR, and may be delivered in hardcopy or via electronic (e-mail). Additionally,
the CO and/or the COTR may request impromptu meetings to discuss status or issues.

9.3  Program Reviews

The Contractor shall participate in quarterly Program Reviews with the COTR or designee to
review selected projects. The purpose of this meeting is to ensure the state of production
processing; and, that all application software efforts are coordinated, consistent, and not
duplicative. Budgets, schedules and other program related issues shall also be addressed when
required. The program review is intended to be an informal executive summary of these events,
and should require only minimal presentation time.

9.4 Project Plan and Schedule Deliverables

For all Project Plans and Schedules, the Contractor shall deliver two (2) electronic copy of each
deliverable to the COTR and the Contracting Officer.

9.5 Financial Reporting

The Contractor shall submit monthly reports to ICE’s COTR that must be prepared in sufficient
detail to support OMB A-11 reporting requirements at Exhibits 53 and 300. The initial report is
due forty-five (45) calendar days after award and shall cover the first thirty days of performance.
Subsequent reports will be provided monthly and shall cover the thirty (30) day period that
began at the conclusion of the last reported period. The Contractor shall provide the required

reports in accordance with the format provided by the COTR. :

The Contractor shall prepare a monthly Excel workbook containing one sheet per task and a
summary sheet. ‘

The Contractor shall provide the following information on each sheet:
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Cost Ceiling, Proposal Burn rate, Proposal Cumulative, Funding Ceiling;
Monthly Incurred, Cumulative Incurred; '

Monthly Outlook, Total Estimated Cost; and

Monthly Invoiced, Cumulative Invoiced.

Monthly and summary data shall be provided for the above information. An imbedded chart shall
also be included on the sheet with a primary axis containing the monthly incurred and the
monthly outlook; and a secondary axis containing the remaining information. :

9.6 Quality Control/Acceptance Reports

The Contractor shall deliver Quality Control/Assurance Reports as follows: One (1) CD copy to
the COTR with a letter of transmittal; and a letter of transmittal without attachment will be

provided to the Contracting Officer.

- 10.0 PRODUCT ACCEPTANCE

Initial deliverables shall be considered draft versions and will be reviewed and accepted or
rejected by the Government within ten (10) business days. The documents shall be considered
final upon receiving Government approval.

11.0 PROGRAM MANAGER AND CONTRACTOR PERSONNEL TRAVEL.

Travel within the continental U.S. may be required for coordination and data gathering. All
travel required by the PM Manager or Contractor personnel shall be approved in advance by the
Government Task Manager. Two (2) weeks advanced notice must be provided for any travel
required for the Program Manager or Contractor personnel.

12.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION

The Contractor shall keep an inventory of Government-furnished equipment (GFE), which shall
be made available to the COTR upon request. The Government shall provide basic equipment,
including desktops, to its staff in accordance with the contract. All information developed by the
Contractor under this Task shall be the property of the Federal Government and provided to ICE
upon request and at the end of the period of performance.

13.0 PLACE OF PERFORMANCE

The place of performance for the base period two (2) months shall be at the Contractor’s
facilities. After the completion of the two (2) month base period, work performed by the
contractor under this task order shall be performed primarily at the Government site at 500 12th
St. S.W, 801 I Street, NW, 800 N. Capitol St. N.W., 950 L'Enfant Plaza, S.W, or 1900 Half St.

S.W., Washington, DC.
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ICE is in the process of a relocation and the exact location will be determined at the time of
award. The Government will provide desks for contractor personnel while on-site. ‘

The Contractor shall facilitate a C&A for their computer network and contract spaces (Also an
ISA if required).

1400  HOURS OF OPERATION

The Contractor shall ensure that all supporting personnel are available during ICE core hours
(TBD) Normal operations must be carried on during an 8-hour period between the hours of 6:00
a.m. and 6:00 p.m., Monday through Friday. The Contractor shall provide support on an on-call
basis after normal working hours. The Contractor must plan and have the capability to provide
24x7, 365 days a year critical security support to mitigate the nsk of a Day Zero attack with
minimal notice, not to exceed 2 hours.

15.0 PERIOD OF PERFORMANCE AND TYPE OF CONTRACT

The period of performance for this requirement is shown in the table below:

Base Period Upon Award 2 months:09/29/08-11/30/08
(Phase-In) : -
Option Period I | If exercised, will begin at the | 9 months:12/01/08-08/31/09
end of the base period. :
Option Period 2 | If exercised, will begin at the | 12 months:09/01/09-08/31/10
| end of Option Period 1.
Option Period 3 | If exercised, will begin at the | 12 months:09/01/10-08/31/11
' end of Option Period 2.

The Government contemplates the award of a Labor-Hour Contract for this requirement.

16.0 TRAVEL

Travel outside the local metropolitan Washington, DC area may be expected during performance
of the resulting contract. All travel required by the Program Manager or Contractor personnel
must be approved in advance by the Government Task Manager/COTR. The contractor must
provide two weeks advance notice for any travel required and submit one (1) copy of the travel
authorization form, (Attachment A). Travel and payment of per diem shaﬂ be in accordance
with the Federal Travel Regulations (FTR).

Contractor personnel shall not be reimbursed for travel expenses for travel between their place of
residence and their place of work.
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17.0 ACCESSIBILITY REQUIREMENTS

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic
and information technology, they must ensure that it is accessible to people with disabilities.
Federal employees and members of the public who have disabilities must have equal access to
and use of information and data that is comparable to that enjoyed by non-disabled Federal
employees and members of the public.

All electronic and information technology (EIT) deliverables within this work statement shall
comply with the applicable technical and functional performance criteria of Section 508 unless
exempt. Specifically, the following applicable standards have been identified: A

36 CFR 1194.21 — Software Applications and Operating Systems, applies to all EIT software
applications and operating systems procured or developed under this work statement including
but not limited to Government Off The Shelf (GOTS) and Commercial Off The Shelf (COTS)
software. In addition, this standard is to be applied to Web-based applications when needed to
fulfill the functional performance criteria. This standard also applies to some Web based
applications as described within 36 CFR 1194.22.

36 CFR 1194.22 — Web-based Intranet and Internet Information and Applications, applies to all
Web-based deliverables, including documentation and reports procured or developed under this
work statement. When any Web application uses a dynamic (non-static) interface, embeds
custom user control(s), embeds video or multimedia, uses proprietary or technical approaches
such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then “1194.21
Software” standards also apply to fulfill functional performance criteria.

36 CFR 1194.23 — Telecommunications Products, applies to all telecommunications products
including end-user interfaces such as telephones and non end-user interfaces such as switches,
circuits, etc. that are procured, developed or used by the Federal Government.

36 CFR 1194.24 — Video and Multimedia Products, applies to all video and multimedia products
that are procured or developed under this work statement. Any video or multimedia presentation
shall also comply with the software standards (1194.21) when the presentation is through the use
of a Web or Software application interface having user controls available. This standard applies
to any training videos provided under this work statement.

36 CFR 1194.31 — Functional Performance Criteria, applies to all EIT deliverables regardless of
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to
fulfill the functional performance criteria.

36 CFR 1194.41 — Information Documentation and Support, applies to all documents, reports, as
well as help and support services. To ensure that documents and reports fulfill the required
“1194.31 Functional Performance Criteria”, they shall comply with the technical standard
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associated with Web-based Intranet and Internet Information and Applications at a minimum. In
addition, any help or support provided in this work statement that offer telephone support, such
as, but not limited to, a help desk shall have the ability to transmit and receive messages using

TTY.

Exceptions for this work statement have been determined by DHS and only the exceptions
described herein may be applied. Any request for additional exceptions shall be sent to the
COTR and determination will be made in accordance with DHS MD 4010.2. DHS has identified

the following exceptions that may apply:

36 CFR 1194.2(b) — (COTS/GOTS products), When procuring a product, each agency shall
procure products which comply with the provisions in this part when such products are available
in the commercial marketplace or when such products are developed in response to a
Government solicitation. Agencies cannot claim a product as-a whole is not commercially .
available because no product in the marketplace meets all the standards.

If products are commercially available that meets some but not all of the standards, the agency

~ must procure the product that best meets the standards.

When applying this standard, all procurements of EIT shall have documentation of market
research that identify a list of products or services that first meet the agency business needs, and
from that list of products or services, an analysis that the selected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2. Any selection
of a product or service that meets less accessibility standards due to a significant difficulty or
expense shall only be permitted under an undue burden claim and requires approval from the
DHS Office on Accessible Systems and Technology in accordance with DHS MD 4010.2.

The Contractor shall perform and complete miscellaneous tasks, projects, or activities identified
and assigned by the COTR or designee that are not specifically addressed by the above
descriptions and line items but are associated with the Task Area functions duties and

responsibilities.

36 CFR 1194.3(b) — Incidental to Contract, all EIT that is exclusively owned and used by the
Contractor to fulfill this work statement does not require compliance with Section 508. This
exception does not apply to any EIT deliverable, service or item that will be used by any Federal
employee(s) or member(s) of the public. This exception only applies to those Contractors
assigned to fulfill the obligations of this work statement and for the purposes of this requirement,
are not considered members of the public.

18.0 SECURITY REQUIREMENTS

18.1 General

To ensure the security of the DHS/ICE information in their charge,‘ ICE Contractors and sub-
Contractors must adhere to the same computer security rules and regulations as government
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employees unless an exception to policy is agreed to by the prime Contractors, ICE CISO and
Contracting Officer and detailed in the contract. Non-DHS Federal employees or Contractors
who fail to comply with- DHS/ICE security policies are subject to having their access to
DHS/ICE IT systems and facilities terminated, whether or not the failure results in criminal
prosecution. The DHS Rules of Behavior document applies to DHS/ICE support Contractors
and Sub-Contractors. This document must be executed prior to getting access to any ICE data.
All email communications with ICE data must be sent and received on DHS.associates.gov
accounts, or encrypted with 256 bit AES.

18.2  Security Policy References Clause

The following primary DHS/ICE IT Security documents are applicable to Contractor/Sub-
Contractor operations supporting Sensitive But Unclassified (SBU) based contracts.
Additionally, ICE and its Contractors must conform to other DHS Management Directives (MD)
(Note: these additional MD documents appear on DHS-Online in the Management Directives
Section. Volume 11000 “Security and Volume 4000 “IT Systems” are of particular importance in
the support of computer security practices)

. DHS 4300A, Sensitive Systems Policy Directive
J DHS 4300A, IT Security Sensitive Systems Handbook
o ICE Directive, IT Security Policy for SBU Systems

. Additionally, ICE Contractor and subcontractor personnel are subject to the
following Homeland Security Acquisition Regulations (HSAR) clauses: 3052-
204-70 and 3052-204-71. All DHS MD’s and HSAR clauses are available on the
DHS Intranet site “DHS Online”.

Contractor Information Systems Security Officer (ISSO) Point of Contact Clause
Contractor must appoint and submit name to ICE CISO for approval, via the ICE COTR, of a
qualified individual to act as ISSO to interact with ICE personnel on any IT security matters.

Clause # 1. Protection of Sensitive Information

The Contractor shall protect all DHS/ICE “sensitive information” to which the Contractor is
granted physical or electronic access by adhering to the specific IT security requirements of this
contract and the DHS/ICE security policies specified in the Reference Section above. Contractor
shall ensure that their systems containing DHS/ICE information and data be protected from
unauthorized access, modification and denial of service. Further, the data must be protected in
order to ensure the privacy of individual’s personal information.

Clause #2. Information Technology Security Program
If performance of the contract requires that DHS/ICE data be stored or processed on contractor-
owned information systems, the Contractor shall establish and maintain an IT Security Program.
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This program shall be consistent with the referenced DHS/ICE IT security policy documents and
at a minimum contain and address the following elements:

¢ Handling of DHS/ICE sensitive information and IT resources to include media
protection, access control, auditing, network security, and rules of behavior

o Certification and Accreditation and FISMA compliance (C&A) of Systems
containing, processing or transmitting of DHS/ICE data

e Training and Awareness for Contractor personnel
e Security Incident Reporting

o Contingency Planning

e Security Reviews

¢ Contract Closeout Actions

Clause #2a. Handling of Sensitive Information and IT Resources

The Contractor shall protect DHS/ICE sensitive information and all government provided and
contractor-owned IT systems used to store or process DHS/ICE sensitive information. The
Contractor shall adhere to the following requirements for handling sensitive information:

¢ Media Protection. The Contractor shall ensure that all hardcopy and electronic
media (including backup and removable media) that contain DHS sensitive
information are appropriately marked and secured when not in use. Any sensitive
information stored on media to be surplused, transferred to another individual, or
returned to the manufacturer shall be purged from the media before disposal.
Disposal shall be performed using DHS/ICE approved sanitization methods. The
Contractor shall establish and implement procedures to ensure sensitive information
cannot be accessed or stolen. These procedures shall address the handling and
protection of paper and electronic outputs from systems (computers, printers, faxes,
copiers) and the transportation and mailing of sensitive media.)

e Access Control. The Contractor shall control user access to DHS/ICE sensitive
information based on -positive user identification, authentication and authorization
(Roles and Rules based) mechanisms. Access control measures employed shall

- provide protection from unauthorized alternation, loss, unavailability, or disclosure of
information. The Contractor shall ensure its personnel are granted the most
restrictive set of access privileges needed for performance of authorized tasks. The
Contractor shall divide and separate duties and responsibilities of critical IT functions
to different individuals so that no individual has all necessary authority or systems
access privileges needed to disrupt or corrupt a critical process.

e Auditing. The Contractor shall ensure that its contractor-owned IT systems used to
store or process DHS/ICE sensitive information maintain an audit trail sufficient to
reconstruct security relevant events. Audit trails shall include the identity of each
person and device accessing or attempting to access the system, the time and date of
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the access and the log-off time, activities that might modify, bypass, or negate
security safeguards, and security-relevant actions associated with processing. The
Contractor shall periodically review audit logs and ensure that audit frails are
protected from modification, authorized access, or destruction and are retained and
regularly backed up.

Network Security. The Contractor shall monitor its networks for security events and
employ intrusion detection systems capable of detecting inappropriate, incorrect, or
malicious activity. Any interconnections between contractor-owned IT systems that
process or store DHS/ICE sensitive information and IT systems not controlled by
DHS/ICE shall be established through controlled interfaces and documented through
formal Interconnection Security Agreements (ISA). The Contractor shall employ
boundary protection devices to enforce access control between networks, including
Internet and extranet access. The Contractor shall ensure its email systems are
secure, properly configured, and that network protection mechanisms implemented in
accordance with DHS/ICE requirements. The Contractor shall conduct periodic
vulnerability assessments and tests on its IT systems containing DHS/ICE sensitive
information to identify security vulnerabilities. The results, of this information, will
be provided to the ICE OCIO for review and to coordinate remediation plans and
actions.

DHS employees and Contractors shall not transmit sensitive DHS/ICE information to
any personal e-mail account that is not authorized to receive it.

Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for
contractor-owned IT systems that process or store DHS/ICE sensitive information.
These Rules of Behavior must meet or exceed the DHS/ICE rules of behavior.

The Contractor shall adhere to the policy and guidance contained in the DHS/ICE
reference documents.

Clause #2b. Trammg and Awareness

The Contractor shall ensure that all Contractor personnel (including Sub- Contractor
personnel) who are involved in the management, use, or operation of any IT systems
that handle DHS/ICE sensitive information, receive annual training in security
awareness, accepted security practices, and system rules of behavior. If the
Contractor does not use the Ice provided Awareness training, then they must submit
to the ICE CISO their awareness training for approval. Should Contractor Training
be approved for use, the Contractor will provide proof of training completed to the
ICE CISO when requested.

The Contractor shall ensure that all Contractor personnel, including Sub-Contractor
personnel, with IT security responsibilities receive specialized DHS/ICE annual
training tailored to their specific security responsibilities. If the Contractor does not
use the Ice provided special training, then they must submit to the ICE CISO their
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awareness training for approval. Should Contractor training be approved for use, the
Contractor will provide proof of training completed to the ICE CISO when requested.

e Any Confractor personnel who are appointed as ISSO, Assistant ISSOs, or other
position with IT security responsibilities, i.e., System/LAN Database administrators,
system analyst and programmers may be required to attend and participate in the
DHS Annual Security Conference.

Clause #2d. Certification and Accreditation (C&A) and FISMA Compliance
The Contractor shall ensure that any contractor-owned systems that process, store, transmit or
access DHS/ICE information shall comply with the DHS/ICE C&A and FISMA requirements.

Any work on developing, maintaining or modifying DHS/ICE systems must be done to ensure
that DHS/ICE systems are in compliance with the C&A and FISMA requirements. The
Contractor must ensure that the necessary C&A and FISMA compliance requirements are being
effectively met prior to the System or application’s release into Production (this also includes
pilots).

The Contractor shall use the DHS provided tools for C&A and FISMA compliance and reporting
requirements. '

Clause #2e. Security Incident Reporting

The Contractor shall establish and maintain a computer incident response capability that reports
all incidents to the ICE Computer Security Incident Response Center (CSIRC) in accordance
with the guidance and procedures contained in the referenced documents.

Clause #2f. Contingency Planning

If performance of the contract requires that DHS/ICE data be stored or processed on contractor-
owned information systems, the Contractor shall develop and maintain contingency plans to be
implemented in the event normal operations are disrupted. All Contractor personnel involved
with contingency planning efforts shall be identified and trained in the procedures and logistics
needed to implement these plans. The Contractor shall conduct periodic tests to evaluate the
effectiveness of these contingency plans. The plans shall at a minimum address emergency
response, backup operations, and post-disaster recovery.

Clause #2g. Security Review and Reporting

o The Contractor shall include security as an integral element in the management of this
contract. The Contractor shall conduct reviews and report the status of the
implementation and enforcement of the security requirements contained in this contract
"and identified references. '

e The Government may elect to conduct periodic reviews to ensure that the security
requirements contained in this contract are being implemented and enforced. The
Contractor shall afford DHS/ICE, including the Office of Inspector General, ICE ISSM,
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and other government oversight organizations, access to the Contractor’s and Sub-
Contractors’ facilities, installations, operations, documentation, databases, and personnel
used in the performance of this contract. Access shall be provided to the extent necessary
for the government to carry out a program of inspection, investigation, and audit to
safeguard against threats and hazards to the integrity, availability, and confidentiality of
DHS/ICE data or the function of computer systems operated on behalf of DHS/ICE, and
to preserve evidence of computer crime.

Clause #2h. Use of Government Equipment

Contractors are not authorized to use government office equipment of IT systems/computers for
personal use under any circumstances, unless limited personal use is specifically permitted by the
contract. When so authorized, Contractors shall be governed by the limited personal use policies
in the referenced documents.

Clause #2i. Contract Closeout

At the expiration of this contract, the Contractor shall return all sensitive DHS/ICE information
and IT resources provided during the life of this contract. The Contractor shall certify that all
DHS/ICE information has been purged from any contractor-owned system used to store or
process DHS/ICE information. Electronic media must be sanitized (overwritten or degaussed) in
accordance with the sanitation guidance and procedures contained in reference documents and
with DHS/NIST/NSA approved hardware and software.

Clause # 3. Personnel Security

o DHS/ICE does not permit the use of non U.S. Citizens in the performance of this contract
or to access DHS/ICE systems or information.

e All Contractor personnel (including Sub-Contractor personnel) must have favorably
adjudicated background investigations commensurate with the sensitivity level of the
position held before being granted access to DHS/ICE sensitive information.

e The Contractor shall ensure all Contractor personnel are properly submitted for
appropriate clearances.

¢ The Contractor shall ensure appropriate controls have been implemented to prevent
Contractor personnel from obtaining access to DHS/ICE sensitive information before a
favorably adjudicated background investigation has been completed and appropriate
clearances have been issued. At the option of the government, interim access may be
granted pending completion of a pre-employment check. Final access may be granted
only upon favorable completion of an appropriate background investigation based on the
risk level assigned to this contract by the Contracting Officer.

e The Contractor shall ensure its personnel have a validated need t6 access DHS/ICE
sensitive information and are granted the most restrictive set of access privileges needed
for performance of authorized tasks.
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e The Contractor shall ensure that its personnel comply with applicable Rules of Behavior
for all DHS/ICE and contractor-owned IT systems to which its personnel have been
granted access privileges.

e The Contractor shall impiemeht procedures to ensure that system access privileges are
revoked for Contractor personnel whose employment is terminated or who are reassigned
to other duties and no longer require access to DHS/ICE sensitive information.

e The Contractor shall conduct exit interviews to ensure that Contractor personnel who no
longer require access to DHS/ICE sensitive information understand their obligation not to
discuss or disclose DHS/ICE sensitive information to which they were granted access
under this contract.

Clause #4, Physical Security

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces,
and structures that house DHS/ICE sensitive information or IT systems through which DHS/ICE
sensitive information can be accessed, is limited to authorized personnel. The Contractor shall
ensure that controls are implemented to deter, detect, monitor, restrict, and regulate access to
controlled areas at all times. Controls shall be sufficient to safeguard IT assets and DHS/ICE
sensitive information against loss, theft, destruction, accidental damage, hazardous conditions,
fire, malicious actions, and natural disasters. Physical security controls shall be implemented in
accordance with the policy and guidance contained in the referenced documents.

The Department of Homeland Security (DHS) has determined that performance of the task as
described in the resulting contract requires that the Contractor, subcontractor(s), vendor(s), etc.
(herein known as Contractor) access classified National Security Information (herein known as
classified information) Classified information is Government information which requires
protection in accordance with Executive Order 12958, Classified National Secur;ty Information,

and supplementmg directives.
52.204-2 Security Clause Requirements.
This clause applies to the extent that this contract involves access to information classified

Sensitive Compartmented Information (SCI). The Contractor shall comply with—

(1) The Security Agreement (DD Form 441), including the National Industrial Security Program
Operating Manual (DOD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.
(a) If, subsequent to the date of this contract, the security classification or security requirements

under this contract are changed by the Government and if the changes cause an increase or
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decrease in security costs or otherwise affect any other term or condition of this contract, the

contract shall be subject to an equitable adjustment as if the changes were directed under the

Changes clause of this contract.

(b) The Contractor agrees to insert terms that conform substantially to the language of this
clause, including this paragraph (d) but excluding any reference to the Changes clause of this
contract, in all subcontracts under this contract that involve access to classified information.

The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security
Classification Specification, included in the contract, and the National Industrial Security
Program Operating Manual (NISPOM) for the protection of classified information at its cleared
facility, if applicable, as directed by the Defense Security Service. If the Contractor has access
to classified information at a DHS or other Government Facility, it will abide by the
requirements set by the agency.

DHS shall have and exercise full control over granting, denying, withholding or terminating
unescorted government facility and/or sensitive Government information access for Contractor
employees, based upon the results of a background investigation. DHS may, as it deems
appropriate, authorize and make a favorable entry on duty (EOD) decision based on preliminary
security checks. The favorable EOD decision would allow the employees to commence work
temporarily prior to the completion of the full investigation. The granting of a favorable EOD
decision shall not be considered as assurance that a full employment suitability authorization will
follow as a result thereof. The granting of a favorable EOD decision or a full employment
suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination
of any such access by DHS, at any time during the term of the contract. No employee of the
Contractor shall be allowed to EOD and/or access sensitive information or systems without a
favorable EOD decision or suitability determination by the Office of Professional Responsibility,
Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be allowed
unescorted access to a Government facility without a favorable EOD decision or suitability
determination by the OPR-PSU. Contract employees assigned to the contract not needing access
to sensitive DHS information or recurring access to DHS ’ facilities will not be subject to

security suitability screening.

Contract employees (to include applicants, temporaries, part-time and replacement employees)
under the contract, needing access to sensitive information, shall undergo a position sensitivity
analysis based on the duties each individual will perform on the contract.

The results of the position sensitivity analysis shall identify the appropriate background
investigation to be conducted. Background investigations will be processed through the OPR-
PSU. Prospective Contractor employees with adequate security clearances issued by the Defense
Industrial Security Clearance Office (DISCO) may not be required to submit complete security
packages, as the clearance issued by DISCO may be accepted. Prospective Contractor
employees without adequate security clearances issued by DISCO shall submit the following
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completed forms to the OPR-PSU through the COTR, no less than 35 days before the starting
date of the contract or 35 days prior to the expected entry on duty of any employees, whether a
replacement, addition, subcontractor employee, or vendor:

1. Standard Form 86, “Questionnaire for National Security Positions”
Form will be submitted via e-Qip (electronic forms submission).

2. FD Form 258, “Fingerprint Card” (2 copies)

3. Foreign National Relatives or Associates Statement

4, DHS 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports
Pursuant to the Fair Credit Reporting Act”

5. Optional Form 306 Declaration for Federal Employment (applies to contractors as
well)
6. Authorization for Release of Medical Information

Required forms will be provided by DHS at the time of award of the contract. Only complete
packages will be accepted by the OPR-PSU. Specific instructions on submission of packages
- will be provided upon award of the contract.

Be advised that unless an applicant requiring access to sensitive information has resided in the
US for three of the past five years, the Government may not be able to complete a satisfactory
background investigation. In such cases, DHS retains the right to deem an applicant as ineligible
due to insufficient background information.

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in
the performance of this contract for any position that involves access to, development of, or
maintenance to any DHS IT system.

« Ifa prospective employee is found to be ineligible for access to Government facilities or
information, the COTR will advise the Contractor that the employee shall not continue to
work or to be assigned to work under the contract.

The OPR-PSU may require drug screening for probable cause at any time and/ or when the
contractor independently identifies, circumstances where probable cause exists.

The OPR-PSU may require reinvestigations when derogatory information is received and/or
every 5 years.
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DHS reserves the right and prerogative to deny and/ or restrict the facility and information access
of any Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR
2635 and 5 CFR 3801, or whom DHS determines to present a risk of compromising sensitive
Government information to which he or she would have access under this contract.

The Contractor will report any adverse information coming to their attention concerning contract
employees under the contract to the OPR-PSU through the COTR. Reports based on rumor or
innuendo should not be made. The subsequent termination of employment of an employee does
not obviate the requirement to submit this report. The report shall include the employees’ name
and social security number, along with the adverse information being reported.

The OPR-PSU must be notified of all terminations/ resignations within five days of occurrence.
The Contractor will return any expired DHS issued identification cards and building passes, or
those of terminated employees to the COTR. If an identification card or building pass is not
available to be returned, a report must be submitted to the COTR, referencing the pass or card
number, name of individual to whom issued, the last known location and disposition of the pass
or card. The COTR will return the identification cards and building passes to the responsible ID

Unit.

The Contractor must agree that each employee working on this contract will have a Social
Security Card issued and approved by the Social Security Administration. The Contractor shall
be responsible to the Government for acts and omissions of his own employees and for any
Subcontractor(s) and their employees. ‘ »

Subject to existing law, regulations and/ or other provisions of this contract, illegal or
undocumented aliens will not be employed by the Contractor, or with this contract. The
Contractor will ensure that this provision is expressly incorporated into any and all Subcontracts
or subordinate agreements issued in support of this contract.

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The
individual will interface with the OPR-PSU through the COTR on all security matters, to include
physical, personnel, and protection of all Government information and data accessed by the

Contractor.

The COTR and the OPR-PSU shall have the right to inspect the procedures, methods, and
facilities utilized by the Contractor in complying with the security requirements under this

contract.

Should the COTR determine that the Contractor is not complying with the security requirements
of this contract, the Contractor will be informed in writing by the Contracting Officer of the
proper action to be taken in order to effect compliance with such requirements.
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The following computer security requirements apply to both Department of Homeland Security
(DHS) operations and to the former Immigration and Naturalization Service operations (FINS).
These entities are hereafter referred to as the Department.

When sensitive government information is processed on Department telecommunications and
automated information systems, the Contractor agrees to provide for the administrative
control of sensitive data being processed and to adhere to the procedures governing such data
as outlined in DHS IT Security Program Publication DHS MD 4300.Pub.. Contractor
personnel must have favorably adjudicated background investigations commensurate with
the defined sensitivity level. :

Contractors who fail to comply with Department security policy are subject to having their
access to Department IT systems and facilities terminated, whether or not the failure results in
criminal prosecution. Any person who improperly discloses sensitive information is subject to
criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act).

All contractor employees using Départment automated systems or processing Department
sensitive data will be required to receive Security Awareness Training. This trammg will be
provided by the appropriate component agency of DHS.

Contractors who are involved with management, use, or operation of any IT systems that handle
sensitive information within or under the supervision of the Department, shall receive periodic
training at least annually in security awareness and accepted security practices and systems rules
of behavior. Department contractors, with significant security responsibilities, shall receive
specialized training specific to their security responsibilities annually. The level of training shall
be commensurate with the individual’s duties and responsibilities and is intended to promote a
consistent understanding of the principles and concepts of telecommunications and IT systems
security.

« All personnel who access Department information systems will be continually evaluated
while performing these duties. Supervisors should be aware of any unusual or inappropriate
behavior by personnel accessing systems. Any unauthorized access, sharing of passwords, or
other questionable security procedures should be reported to the local Security Office or
Information System Security Officer (ISSO).

19.0 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION
TECHNOLOGY RESOURCES

(a) The Contractor shall be responsible for Information Technology (IT) security for all systems
_connected to a DHS network or operated by the Contractor for DHS, regardless of location. This
clause applies to all or any part of the contract that includes information technology resources or
services for which the Contractor must have physical or electronic access to sensitive
information contained in DHS unclassified systems that directly support the agency's mission.
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(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall
describe the processes and procedures that will be followed to ensure appropriate security of IT
resources that are developed, processed, or used under this contract.

(1) Within 30 days after contract award, the contractor shall submit for approval its IT Security
Plan, which shall be consistent with and further detail the approach contained in the offeror's
proposal. The plan, as approved by the Contracting Officer, shall be incorporated into the
contract as a compliance document.

(2) The Contractor's IT Security Plan shall comply with Federal laws that include, but are not
limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.); the Government
Information Security Reform Act of 2000; and the Federal Information Security Management
Act of 2002; and with Federal policies and procedures that include, but are not limited to, OMB
Circular A-130.

(3) The security plan shall specifically include instructions regarding handling and protecting
sensitive information at the Contractor's site (including any information stored, processed, or
transmitted using the Contractor's computer systems), and the secure management, operation,
maintenance, programming, and system administration of computer systems, networks, and
telecommunications systems.

(c) Examples of tasks that require security provisions include--

(1) Acquisition, transmission or analysis of data owned by DHS with significant replacement
cost should the contractor's copy be corrupted; and

(2) Access to DHS networks or computers at a level beyond that granted the general public (e.g.,
such as bypassing a firewall).

(d) At the expiration of the contract, the contractor shall return all sensitive DHS information and
IT resources provided to the contractor during the contract, and certify that all non-public DHS
information has been purged from any contractor-owned system. Components shall conduct
reviews to ensure that the security requirements in the contract are implemented and enforced.

(e) Within 6 months after contract award, the contractor shall submit written proof of IT Security
accreditation to DHS for approval by the DHS Contracting Officer. Accreditation will proceed
according to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 5.5,
September 30, 2007) or any replacement publication, which the Contracting Officer will provide
upon request. This accreditation will include a final security plan, risk assessment, security test
and evaluation, and disaster recovery plan/continuity of operations plan. This accreditation,
when accepted by the Contracting Officer, shall be incorporated into the contract as a
compliance document. The contractor shall comply with the approved accreditation
documentation. ‘

20.0 HOMELAND SECURITY ENTERPRISE ARCHITECTURE COMPLIANCE

All solutions and services shall meet DHS Enterprise Architecture (EA) policies, standards, and
procedures as it relates to this Statement of Work and associated Task Orders. Specifically, the
Contractor shall comply with the following Homeland Security EA (HLS EA) requirements:

1. All developed solutions and requirements shall be compliant with the HLS EA.
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2. Al IT hardware or software shall be compliant with the HLS EA Technology Reference
Model Standards and Products Profile.

3. All data assets, information exchanges and data standards, whether adopted or developed,
shall be submitted to the DHS Enterprise Data Management Office for review and
insertion into the DHS Data Reference Model.

4. In compliance with Office of Management and Budget (OMB) mandates, all network
hardware shall be IPv6 compatible without modification, upgrade, or replacement.

21.0 PERSONAL SERVICE

ICE has determined the requirements as outlined in this SOW are in the best interest of the

Government, economic and other factors considered, and is not being used to procure personal

services prohibited by the Federal Acquisition Regulation (FAR) Part 37.104 entitled “Personal
Services Contract.”

22.0 USE OF SUBCONTRACTORS

The Contractor shall assemble staff required for this task. In assembling the staff required for this
task, the Contractor shall consider corporate and personnel strengths of each Sub-Contractor.
The Contractor shall work with the Sub-Contractors to select fully qualified personnel that
provide best value to the Government.

All personnel must function as an integrated team and take direction from the lead Contractor.

- To ensure appropriate segregation of duties and to avoid a conflict of interest, the Contractor

shall not employee the services of other Contractors who are currently working for other OCIO
offices. ,

ICE Retains the right to require consent for any subcontractor. Specifically, due to inherent
conflict of interest concerns, no subcontractor may be used that is performing IT related services
for ICE.

23.0 EXIT PROCEDURES

The Contractor shall ensure that the COTR is notified within 2 business days when any
employee or subcontractor no longer supports this contract. The Contractor shall ensure that the
COTR is notified immediately if any employee or subcontractor is removed from this contract
due to an adverse work action.

24.0 GOVERNMENT POINTS OF CONTACT

Points of contact for this SOW are:

TBD  |Director. | ICE/OCIONAD |




" Information
Assurance Division

TBD Director, ICE/OCIO/IAD
Information
Assurance
Governance Branch
TBD Director, - | ICE/OCIO/IAD
Cybersecurity
Defense Center
Maxine Contracting Officer | ICE/OAQ 202
Edwards : ©)(6)
Wendy Contract Specialist | ICE/OAQ 202
- Wallace
TBD COTR ICE/OCIO/
IAD
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25.0 ' TASKS AND RESPONSIBILITIES

o]

o]
O
o

¢ Monitoring and Analysis of Events

Identify & report forbidden/dangerous protocols in
use o

Prioritize IDS events

Alert according to risk and severity

Identify and report suspected malicious activity
and suspicious network behavior

O
O
o]

e Setting and Implementing Policies & Event Exceptions

Vet/Tune/Tailor new signature sets
Load signature sets and updates

Tailor existing rulesets and signatures to
environment and system type

¢ Verifying Operational Capability Daily and
Log/Record/Report status

o]
O

O
O
O

e Be familiar with EnCase Enterprise and EnCase
Enterprise Information Assurance Suite

Copy/Image Remotely using EnCase servlet

File and targeted word search throughout the ICE
domain

Classified spill recovery

Identify rogue software and/or workstations

Data recovery (non-LE investigative)

Threat Level
pager

0 6 AM-9PMEST  Any .On Call

1 24/7 Level 1
2 Level 2

e Service Level Agreements

e Anti-Virus (EPO)

O
O

o

e Monitoring of Signature Coverage

Console analysis/rogue system discovery
Investigation of anomalies i.e. Compare IDS
coverage to EPO coverage

100% of updated DAT coverage for 3GK systems
connected to network in 5 hrs.

4 hrs for 80% of systems (includes high threat
space) connected to network
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O
o
o]

e Monitoring of Regular System Scans

Review
Report
Recommend

O

O

¢ Analyzing New Virus Threats

Monitoring of multiple Anti-Virus vendors for
“Zero-Day” attacks
Capture of suspicious file & submission (McAfee)

O
o
O
o]
O
O

e Providing Daily Records/Reports

Sensor status
Network coverage
Incidents

Trends

Threat Level
Anomalies from scans

o
O
O

e Providing Monthly Records/Reports

Roll-ups of reports
Scan results

Personnel status

Oversees all Tech/
Handles threat correlation
Prioritizes available resources
Recommends to Gov incident
declaration

Coordinates incidents

Directs real-time focus of the SOC

Investigations

¢ Manages Staff/deliverables
e Handles reporting

¢ Manages contracts

e Manages personnel

¢ Coordinates with NOC &

Analysts
s Manages the dailv workload
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26.0

C&A
COTR
COTS
CSIRC
DHS
Dol
EA
FTP
GOTS
HLS
HQ
IAD
ICE
MD
NIST
OAST
OCIO
PA
QAP
SBU
SLM
SOC
SOW

APPENDIX A - List of Acronyms

Certification and Accreditation

Contracting Officer Technical Representative
Commercial Off The Shelf

Computer Security Incident Response Center
Department of Homeland Security
Department of Justice

Enterprise Architecture

File Transfer Protocol

Government Off The Shelf

Homeland Security

Headquarters

Information Assurance Division

Immigration and Customs Enforcement
Management Directive

National Institute of Standards and Technology
Office on Accessible Systems and Technology
Office of the Chief Information Officer
Privacy Act

Quality Assurance Plan

Sensitive But Unclassified

System Lifecycle Management

Security Operations Center

Statement of Work
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TRAVEL AUTHORIZATION APPROVAL FORM

Name

Travel period

Location

Purpose

Airfare

Train

Vehicle Rental

Personal Vehicle

Hotel (per diem)

Meals (per diem)

Miscellaneous

Contractor Manager (sign) Date:
Contractor Manager (print) Date:
COTR (sign) Date:
COTR (print) Date:
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AMENDMENT OF SOLICITATION'MODIFICATION OF CONTRACT 1. CONTRACT D CODE PAGE T’ms
A 1 38
2. AMENDMENTMODFICATION NO. 3 EFFECTIVE DATE 4. REQUISIMONPURCHASE REQ. NO. 5. PROJECT NO. (if agpficad’s)
00001 See Block 16C -
6. ISSUED BY CODE fTCE/TC/OCIO/PH S 7. ADMINISTERED BY (¥ other than Rer 8) CODE f1CE/TC/OCIO/PH S

ICE/Info Tech Svs/OCIO/Admin Ph Svc
Immigration and Customs Enforcement
Office of Acquisition Management
425 T Street NW, Suilte 2208

Attn: Wendy Wallace

Washington DC 20536

{x) |3A AMENDMENT OF SOLICITATION NO.

ICE/Info Tech Svs/OCIO/Admin Ph Svc
Immigration and Customs Enforcement
Office of Acquisition Management
425 I Street NW, Suite 2208
Washington DC 20536

8. NAME AND ADORESS OF CONTRACTOR (%, street, cocrly, Stats sad 2P Code)

SYRACUSE RESEARCH CORP
7502 ROUND PORD ROAD
NORTH SYRACUSE NY 132122510

©8. DATED (SEE ITEM 11)

10A. MODIFICATION OF CONTRACT/ORDER NO.
GS-00F-0019L

HSCETC~08-F-00037

10B. DATED (SEE ITEM 11)
FACILITY CODE 09/30/2008

€00t 0630537710000

[JThe above numbered solcilation ls amended as se! forth in lizm 14. Tho how end date spocifiod for receipt of Offers [is extended, [k not axtended,
mmmmdmmmmummwmMhmmwumwwammmmmwm
ftems 8 ond 15, end retuming wphsdwm(bwymmwulhbmmmmmpydwwuutad:eq«(c)w

" seperste latter of felsgram which inchudes a reforence 10 the soliciiztion orxd cmendment mumbers. FAILURE OF YOUR ACKNOWLEDGEMENT YO 8E RECEIVED AT

DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. by

THE PLACE
'mammmmrvhwmd«mmmmmyuembmwmum.wmuwau«mm
to tho solicitation end this sndls ived prior to the apening hour end dale speciied.

12 ACCOUNTING AND APPROPRIATION DATA (if requirad)

See Schedule
13, THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/CRODERS. IT MODIFIES THE CONTRACTIORDER ND, AS DESCRIBED 1 IVEM 14,

SHECkonZ | A s ORDER (8 (SSUED 3 THE CHANGES SET Fi IN [TEM 14 AR
: b %m’m PURSUANT TO: fSpociy authortly) [~ SSF ORTH ARE MADE IN THE CONTRACY

B, THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (euch 25 charges / offce,
e G Hpra g IR Al L A GRITY OF FAR 43 1000y, OES (such as changes In paring

WIHORNY OF;

X 52-243-3 Changes-Time-and-Materials or Labor-Hours (SEP 2000)
- D OTHER (Specly ype of modihcation and euthomy) ;

€ IMPORTANT:  Contracior Osnct,  [Eis reguired to sign this door and retum 1 copies 1o the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIRICATION (Organized by UCF soction foadings, inchuding solicksfiontontrodt subjed] metter where feasiie.)

DUNS Number: 063053771 .
The purpose of this modification is to revise the Statement of Work to add security

language under section 18.0, Clause #3, delete 5.1 Transition Support and change the last
bullet in Section 6.1. BAccordingly, delete as originally shown and replace with the
folléwing Statement of Work, Version 2, dated October 20, 2008. (see the attached pages 2

through 38) All other terms and conditions remain unchanged.

wuwmmmwmdmmmmmmmuu1mnmmmoqmmmmmshmwwm

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prinf)

“HERenneth K ¥otse
_ ) - Judy E. Stevens
R y - 16C. DATE SIGNED
eoora 1)1 Jog

15C. DATE GIGNED
STANDARD FORM 30 (REV. §069)

O¢ VoV 2003
\ Prescrbed by GSA

FAR (48 CFR) 53.243




: Sr—
. AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT |" CONTRACTI> CODE - |PAoe oF Phces

2. AMENDMENTAAODEFICATION NO. 3. EFFECTIVE DATE 4. REQURSITION/PURCHASE REQ. NO,
‘P00002 See Block 16C
6. ISSUED BY CODE ICE/TC/IT SERVIC 7, ADMINISTERED BY(”MM”MR@MG) CODE IICE/TC/IT SERVIC
ICE/Info Tech Svs/IT Services ICE/Info Tech Svs/IT Services

Impigration and Customs Enforcement

Immigration and Customs Enforcement
Office of Acquisition Management
801 I Street NW, Suite 930

Office of Acquisition Management
801 I Street NW, Suite 930
Attn: Wendy Wallace

Washington DC 20536
Washington DC 20536

- 8. NAME AND ADDRESS OF CONTRACTOR (W, stwel couny, State s0d 2P Cods) 00 9A. AMENDMENT OF SQLICITATION NO.,

SYRACUSE RESEARCH CORP
7502 ROUND POND ROAD
NORTH SYRACUSE NY 132122510

56. DATED (SEE ITEM 11)

10A. MODIFICATION OF CONTRACT/ORDER NO.
GS~00F-0019L

HSCETC-08~F-00037
108. DATED (SEE /7EM 17)

CODE 0630537710000 ,"‘CWW’E 09/30/2008
13. YTHIG ITEM ONLY T0 IDMENTS OF SOLICITATIONS
[CQisextended, [}is nol sxtendod,

12. ACCOUNTING AND APPRGPRIATION DATA fif raquined)

N/A

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. T MODIFIES THE CONTRACTIORDER NO., AS DESCRIBED IN (TEM 14,

EHECKONE ] A TIIS CHANGE ORDER IS
ORDER NO. IN (TEM 10A.

ISSUED PURSUANT YO: (Spoaily authorly} THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

fafion date, efc) SET

1S SUPPLEM

8. THE ABOVE NUMBERED CONTRACTIORDER IS MODIFIED T0 REFLECT THE ADMINISTRATIVE CrANGES 923 in paying offce,
Jatess ErF O Ry S MoDEIED TO THE AUTHORITY OF FAR 43 103000 (such as changes in peying

] T

X | FAR 52-249-14, Excusable belays (AER 1984)
o

E.IMPORTANT:  Cortractor Osnct,  &)is required to 23 this &

Y andretum 1 ___ copies to tho issuing affico.

- umcmmaormmmuonmnommwbywmmmmm

- DUNS Number: 063053771

Due to Govermment delay with gettin
modification is to extend the base
Accordingly, the base period and option periods
Base Period-September 30,2008 to December 16,
October 31, 2009; Option Period II-November 1,
III-November 1, 2010 to October 31, 2011.

g the contractor security access, the purpose of this
period and change the dates for the option periods.

are changed as follows:

2008; Option Period I-December 17, 2008 to
2009 to October 31, 2010; Option Period

All other temms and conditions remain unchanged.

mh fore changed, i hangod and in full force and effoct,

078 referencod in llom BA or 10A,

15C. DATE SIGNED

95 Nov2o

18A. NAME AND TVILE OF CONTRACTING GFFICER (Type or print)
Maxine D. Edwards \

by
FAR {48 CFR) 53243
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Mg . REFERENCE NO. OF DOCUMENT eEING CONTINUED AGE OF
CONTINUATION SHEET 68-00F-0019L/RSCETC-08~F-00037/800003 L 3
NAME OF OFFERDR OR CONTRACTOR B
SYRACUSE RESEARCH CORP
meMNo, ‘ ’ SUPPLIES/SERVICES auaNnTY|uniT, UNIT PRICE AMOUNT
(A (B) : © |y (E) (F)

0007 Project Managei:
Award hours revised from 0 .to )

Je

Chanqé Item 0008 to read as follows({amount shown
is the obligated amount):

0008 [Technical Wrxiter/Editor )
Award hours revisad trom |7 to

Change Item 0009 to road as-follows(amount shown
is the obligated amount) : . ‘

0009 | subject Matter:Bxpert
A:.waxd. hours revised from nto

Add Ttem 0010 as follows:

0010 Other Direct Costs

Travel/Conferences

The amount of the original avard remains the same

at §238,031.60,

Product/Sexvice Code: D313

Product/Service Description: COMPUTER AIDED

DESIGN/MANUFACT (CAD/CAM) . .

’

Nmnw;;tm ) - OPTIONAL FORM 338 (¢.26)
) : : SponsomILy GEA -

FAR (43 CFR) 83,310
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RETERENCE NO. OF DOCUMENT BEING CONTINUED

CONTINUATION SHEET 638-00F-0019L/HSCETC-08-F-00037/P00003 B

MHEOFOPFMOROONI‘MCIOR

SYRACUSE RESEARCH CORP

ITEMNO. . ' SUPPUES/BERVICES oumm'vumr ) UNIT PRICE AMOUNT
(A) () w©) o] “(E) (F)

Immigration and Customs Enforcement
801 I Street, NW

| Suite 700

washington DC 20536

Accounting Info:

stination :
Period of Performance: 09/30/2008 to 12/16/2008

Change Item 0002 to read as follows(amount shown
iz the obligated amount):

0002 ncm.nistrative Specialist
Award hours revised from

Change Item 0003 to read as followg(amount shown
is the obligated amount): :

0003 Jr. IT Security Specialist
Award hours revised from 0 to

Change Item 0004 to read as follows (mnount shown
is the cbligated amount): -

.- 0004 JIT Security Specialist
e Award hours revised from

is the obligated amount):

0005 Project Contrzql Specialist
Award hours revised from b4

‘1Change Item 0006 to read as follows(amount. shown
is the obligated amount):

Project’Manager (Task Lead)

0006
. jAward hours revised from|[[NNNZIN

Change Item 0007 to read as follows (amount shown
is the obligated amount):
Continued ..,

Change Item 0005 to read as follows(amount shown

MSN 754009122887

OPTIONAL FORSA 335 (4 85)
by GSA
FAR (B CFRY 2,110
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1. CONTRACT ID CODE

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Z AXENONERTMODFICATION NG, 3, EFFECTVE BATE ry
P00003 : See Block 16C
6. ISSUED BY Cooe [ 3CB/TC/IT SBRVIC

ICE/Info Tech Svs/1T Services
Immigration and Customs Enforcement
Office of Acquisition Management
‘801 I Street NW, Suite 930
Washington DC 20536

REQUISIIONAPURCHASE REQ. KO,

7. AOMINISTERED BY (% athex then flem 8)

ICE/Info Tech Svs/IT Services
Immigration and Customs Bnforcement
Office of Acquisition Management
801 I Street NW, Suite 930

Attn: Wendy Wallace
Washington DC 20536

P OF PAGES -
1 .
5. PROJECT NO. (i agpicatio) .

CO0E |1CE/TC/IT SERVIC

IWNDANNESSOFMMMMMWZPW wlal. AMENDMENT OF SOLICITATION NO.

SYRACUSE RESEARCH CORP
7502 ROUND POND ROAD
NORTH SYRACUSE NY 132122510

ﬁsa DATED (SEETEM 7]

IW'”“’ cooe ~ 09/30/2008
11 THIS ITES ONLY APPLIES TQ AMENDMENTS OF SOLICITATIONS

GS~00F-0019L
HSCETC-08-F-00037

108 MODIICATION OF CONTRAGTIORGER NO.

10B. DATED (SE€ [TEM 11]
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"

ded, Oy one cf the fob g methods: {e) By compieting
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12 ACCOUNTENG AND APPROPRIATION DATA (¥ required)
See Schedule .

43, THIS ITEX ONLY APFLIES TO MODIFICATION OF oommmsmms. IT MSODIFIES THE CONTRACYIORDER K0. AS DESCRIBED IN IYEM 14,

CHECKONE ORDER IS IBSUED PU TO: T T 1
_CHECKONG | Am%m‘u RSUANT TO: (Speaty sothorty) THE CHANGES SET FORTH N (TEM 14 ARE MADE N THE CONTRAGT

N70 PURBUBNTTO AU

- THIS SUPPLEWENTAL ZGREEMERT IS ENTERED

B R S BT G o oo iy

X FAR

Clause 52.243-3 Changes-Time-and-Materials
= (ADOCY 00 O e T id 8uthod

' E.IVPORTANT: _ Continctor Disnot,  [Bis required to eign this ocoment s retum

4. DESCRIFTION OF ANENDMENTAIGDIFICATION (Orponizod by UCF soctio: headings, Inchuing socEsRombontnct

DUNS Numbar: 063053771

The purpose of this modification is to reallocate fundin
‘-baee period.

CLIN 0010 has.been added to reflect other direct costs.

. ', bel.lvery: 30 Days After Award

Discount Terms:

- Net 30

Delivery Location Code: ICE/CIO

-JCE Chief Information Officer

Continued ...

subjact maitor whtve faasdio.)

g among labor categories for the

) wammumsm‘msummm rdOMhltem'M¢1M es haretolore changed, romets unchanged and In Al torco end ofioct.

16A. NAME AND TITLE OF CONTRACTING OFFICER (Typa or pving)

Maxine D, Edwards

tracts Officer A
15C. DATE SIGNED | 389, UHTE0 GTATES OF AVERIC 16C, QATE SIGNED
£ { e 1YY Em \“\\
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_ APPROPRIATION SYMBOL CROSSWALK:

United States Department Of Homeoland Security
immigration And Customs Enforcement
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CLIN 1002:

'CLIN 1003:
CLIN 1004:
CLIN 1005:
CLIN 1006:

CLIN 1007:
* CLIN 1008:

CLIN 1009:

CLIN 1010:

CLIN 1011:

ATTACHMENT A
FUNDING

(Use the information below for obligation)

m funding line item 4
funding line item 3

m funding line item 7
rom funding line item 3

from funding line item 8
from funding line item 6
om funding line item 3

rom funding line item 3

from funding line item 5
rom funding line item 3

rom funding line item 1
rom funding line item 1
from funding line item 1
m funding line item 2
from funding line item 3

om funding line item 9

bm funding line item 10




REFERENCE ND. GF DOCUMENT BBING CONTINVED

CONTINUATION SHEET] . h0F-0019L/HSCETC=08-F-00037/P0000¢

s 1

NAME OF OFFEROR OR CONTRACTOR

SYRACUSE RESBARCH CORP
meM o, SUPPLIGO/SERVICES UNTTPAIGE AMOUNT
(a) (B} (B} {n
Charige Item 1008 to read as follows(amouat shown
is the obligated amount): .
1008 Technicsl Writer/Editor
Change Item 1009 to read as follows (amount shown
is ths obligated amount):
1009% Subject Mattar Expert
Change Ytem 1010 to read as follows{amount shown
i3 the obligated amount):
1010 '|ODC (Travel)
e
Change Item 1011 to read as follows{amount shown
is the obligated amount):
1011 ODC {(Confarences)
NTE b4
\
NSN 540011520060 GATIONAL FORY 226 (444)
om

Opansoryd by
FAR (IBCFR) B3.118
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REFERENCH NO, OF DOCUMENT B5ING CONTINUED AGE  OF
, CONTINUATION BHEET . 00F-0019L/A3CETC-08-F~00037/200004 . E
NAVIE OF OFFERQR OR CONTRACTGR
SYRACUSE RESEARCH CORP
ITEM NO. SUPPURSBERVICES UNIT UNIT PRICE AMOUNT
(a) (8) © o (5) (P}

Delivery Location Code: ICE/CIO
ICE Chief mformation Officer
Immigration and Customs Enforcement
801 I Strest, NW

Suita 700

Washington DC 20536

Aacounting Info:

FOB: Destination

Change Ttem 1002 to rxead as follows{amount shown
is the obligated amount):

1002 Administravive Specialist .

Change Item 1003 to read as Follows(amount shown
is the obligated amount):

1003 Jr. IT Security Speciaiiat

Change Item 1004 to read as follows {amount shown
is the obligated amount}: .
1004 |IT Security Specialist

Change Item 1005 to read as follows (amount shewn
is the obligated amount):

1005 Project Coutrol Specialist

-|Chaoge Item 1006 to read as follows(amount shown
is the obligated amount):

1006 Project Managar (Task Lead)

Changa Item 1007 ‘0 read as follows (amount shown

i9 the obligated amount): -

1007 - |Program Manager

Continued ... -

- NN 73001135007 QPTIORAL FORM 336 (483
Speraordty GBA .
PAR {61 CFR) 33,410




AMENDMENT OF SOLICITATION/MODIFIGATION OF CONTRACT

%, AVENTHENTMOUFIGATION NO. 3. EFFECTIVE DATE 4. AEQUETIONPY .
200004 : 12/17/2008 192209CIQ0IAD20002
& msuen 87 GO0 [ 1CE/TC/1T SERVIC | -AOWNGTREDOY Mo twnvoms)  CODE J1cp /7C/TT SERVIC
ICE/Info Tech 8vs/IT Services ’ ICE/Info Tech Svs/IT Sexvices
Inmigration and Customs Enfozrc¢emont Inmigration and Customs Enforxcement
Office of Acquisition Management Office of Requisition Management
B0l I Street N, Svite 930 B0 I Street NW, Suite 930
Washington DG 20536 Attn: Wendy Wallace
washington DC 20536

& TRVE ARD ADORESS QF CONTRAGTOR (va., stree, ceunly, Stz snd 2P Code)

S§YRACUSE RESEARCH CORP
7502 ROUND RONWD ROAD
NORTH SYRACUSE NY 132122810

S0Z 9630537710000
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[MYTR0 obove nunbared SOKRINON I3 SMEnced B 881 frth in o 74, The houe ond date secTiod fay redeipt of QN L)is oxteretad, (0o oot extendsd,
mmamomum.nmmtuwmummmhmnmwumw.wnamnmmmmmmm
#ome 8and 18, and reteming coples of ha orndmne; (V) By scromeagmg recsipt of s amangimont on #ach copy of he affér svbmiied; of {c} By

18 letior er intogram which includos b roTerence (o the setialiatien and aqvndment numbors, FAILURE OF YOUR ACKNOWLEDGEMENT TQ 86 RECRIVED AT
% PLACH C2410MATED FON THE RECHIPT OF OFFERS PRICR TO THE HOUR AND DATE SPECKTED MAY REGULT [N REJECTION OF YOUR OXVER. tty
Vidus of s amendraank you Srake b chers &n o¥ier Aveady sudeniad, auch charpe may be made by teisram er sttny, providod epch telegram f aflar muky roferzace
Lot S0RCAION SAS S emaciemt, and is roceived prior 10 1he OPNing Mt S Haly ypeoisd,

; - -

13. VI8 ITER ORLY APALIEY TO MODIFICATION OF CONTRACTRIORDERY, IT ROVFIES THE CONTRACT!ORDER MO, AS CEICRIBED IN ITEH 44,

cHECX Ok DROER IS 1IS8U2D PURSUANT TO: CHANGES SETFORTHIN 4
Am%"m (Sp2eily euthodly) ThE €3 ITEM 14 ARE MADE IN THE CONTRACT

ARONVG ROBR IS MODIFIED HAN is
s o e BT FORT T ITER 14, PURBUAN 10 T AUTHARAY oF AR AT VEGHANOES (rvoh ar crenges in sying 0w,

YO AUTHORITY OF:

. X FAR Clausa 52.217-9 Option to Extend the Term of the Contxact (MAR 2d001
EAMPORTANT:  Corfractor Qert  Risesspiadiosigniisdocumantondreton 1 espiat 1o G0 lmdng ofica.

(Y miﬁwmmmmwwWmemmw-mmm

DUNS Number: 063053771 : ‘ ) :
The purpogse of this modification is to Bxercise Option Period I. The period of

pacfosmance shall be 12/17/2008 through 10/31/2009.
On Decexber 17, 2008, a verbal authorization was provided by Maxine D. Edwards,

Contracting Officex.

Dalivery: 30 Days After Award
Discount Terms:

Net 30 :

Continued ... ‘
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 AMENDMENT OF SOLICITATION/MGDIFICATION OF CONTRACT _

5. EFFECTVEDATE

Ll o Ulsee Bloék 16C

- POO00S-
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UISTONPURCHASE REG. NO.—

CODE

. -GISSUEDBY. . - .+ COPBIICE/TC/IT SERVIC
ICE/Info Tech Svs/IT Services
Imnigration and Customs Enforcement
Office of Acquisition Management
801 I Street NW, Suite 93
Washington DC 20536

‘&WEA&D@QRESSOFQOW@RM.MWMWWM .
| ' SYRACUSE RESEARCH CORP . - . = . e
"'7502 ROUND POND.ROAD
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7. ADWINISTERED BY (¥ ofher than 15am )
ICE/Info Tech Svs/IT Services
Imunigration and Customs Enforcement
Office of Acquisition Management
801 I Street NW, Suite 930
Attn: Wendy Wallace. -

Washington DC 20536
qu AMENDNENT OF SOLICITATION NO.

CODE [1CE/TC/IT SERVIC .~ -

1‘9& DATED (SEE ITEM 11)

'NORTH. SYRACUSE NY 132122510

FACIITY CODE

102 MODIFICATION OF CONTRACTIORDER NO.,

GS-00F-0019L

HSCETC-08-F-00037
108, DATED (SEE ITEM 11)

- SO 9630537710000

3. 7THiS TEW ONLY AFPLIES 75 ANER o

09/30/2008
F GOLICITATIONS

" [JThe abive numsored ctcitation Is amended as set forth
"+ Offers must acknowledge recelpt of this amendment

itoms 8 and 15, and retuming copies of

inittem 14, The hour and date specified for roceipt of Oters
mwmmmmammdhwwmuumm by one of the fol
the amondment; (b) By acknowlodging rocalpt of this amendment on cach

Olisextondod,  (Jis not extended.
lowing mathods: (a) By comploting
copy of the offor submitted; or {c) By

N REJECTION OF YOUR OFFER. by
provided each tologram or loiter mikes roforerice

" "12. ACCOUNTING AND APFROPRIATION DATA (f roquired) .

~No_Change

12, THIS ITEM ONLY APPUIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/IORDER NO. AS DESCRIBED IN ITEM 14

A THIS CHANGE ORDER 1S
ORDER NO. 1N ITEM 10A.

ISSUED PURSUANT TO: {Spocify authorlly) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

UMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT TH
4, PURGUANT

X SET FORTH IN ITEM 14, PUI

B. THE ABOVE Ni

TO THE AUTHORITY OF FAR 43,1

E ADMINISTRATIVE CHANGE

Ly ?(Mfemnyanmmnnm

e

" DUNS Number: - 063053771

The purpose of this modification is :to change the COTR f
The contact information for James D.

| " .James D. Hopkins.
. -.-Phone Number (202)[ MM Email Address:

€A or 104,

rom Thomas Déﬁias
Hopkins is: ‘

e to

03 horeioforo changed, remeing unchanged and In full forco ard effect

| Erooptas provtdcd herei, a3 terms and cincifons of the icument referonced i fiem 7
. TSRNAHE AND TITLE OF SIGNER (Mpeor il — 16A KAME AND TW1LE OF CONTRACTING OFFICER (T7p0 0r oy
. ' ‘ ' . |Maxine D. Edwards ' IR
: 125, CONTRACTOROFFEROR 75C. DATE SIGNED ~ Jg8\ UNTER STATES BF Vaies
° (Signatirs 6 perean acthorized  sigr)
“ NSN750014826070
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