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MEMORANDUM FOR THE UNDER SECRETARY FOR NUCLEAR SECURITY
FROM: Rickey R, Hass
Deputy Inspector General

for Audits and Inspections
Office of Inspector General

SUBJECT: INFORMATION: Inspection Report on "Allegatidn Regarding Human
Reliability Program Unsuitable Reportable Behdviors at the Office of

Sccure Transportation”

BACKGROUND:

The Department of Energy's (Department) National Nuclear Security Administration, Office of
Secure Transportation (OST), utilizes a professional force of Federal agents to transport nuclear
weapons, weapon components and special nuclear materfal, The OST Agent Operations Eastem
Command (Eastern Operations), located In Oak Ridge, Tennessee, currently has 128 agents
responsible for preventing the theft, sabotage or takeover of protected materials by unauthorized
persons. These agents participate in the Human Reliability Program (HRP), a security and safety
refiability program designed to ensure that they meet the highest standards of reliability and

physical and mental suitability. <

We recelved an allegation that/21®).0K7)E)

(g)(ﬁ)v(b_ﬁﬂ ____{Squad Commander (1Y Was engaged Th unsuitable, reporiable behavior and despite

(©) “management's awareness of the problems, no disciplinary action was taken; (2) forced a
medically restricted agent to participate in physical training; (3) faisified Federal documentation
related to a work injury; (4) threatened to pull agents' HRP access rendering them unable fo train
or perform their duties; and (5) manipulated the promotion selection process to select a personal
friend over another applicant, We initiated this Inspection to determine the facts and '

circumstances surrounding the allegations,

RESULTS OF INSPECTION

The first element of the allegation was partially substantiated. Specifically, through extensive
.-_ (0)(6),(0)(7)

i i i h -—talong with.
interviews with numerous OST agents, we found that Squad Commande aiong with other. YO

agents, engaged in unsuitable, reportable behavior such as uncontrolted anger, hostility or
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aggression toward fellow workers and authority figures. These incidents were not reported as
required. While one of the incidents was relatively recent, many were dated, Including one that
oceurred as much as 10 years prior to our Inspection. Each of the seven incldents reported to us
involved physical or verbal altercations, some of which occwrred off duty. Senior OST officials
told us that none of the incldents were reported'to them, thus they were unable to take
disciplinary or other action,

The most recent event involved an accusation that Squad Commander| — (hreatened-to-kill. . CIEMENTIE)
[EIELBRTIC) los TFEIEINE) in early 2013,

While we confirmed that a heated discussion ocourred between the arties, Squad Commander
(06,07 [ ldenied the threat allegation, [®/ELEITXC) ltold us that[EXELERTICT the incident to

© T IEEIe) " Jand [PTEHERTIC] L OST
[(b)(S).(b)[?){C) } [(b)(ﬁ).(b)('!'){c} ][old us thgtl(_bliﬁ)-(b}(?)(c) I
BIONE) Hid not desire to further clovate the issue, BXSLEITICT — Henied [RE),_|was told of the
lncl'ﬁ"l“and thus, no immediate action was taken, Ultimately, some $ months after the alleged
threat and after our inspection began, the incident did become known to senior OST officials

(bm'(bmﬁ__wh/oﬂakﬁ.c.tiorLtoksusp_end.Squad‘.CommanderHRP access and investigate the matter.

While the specific allegation that Squad Commande{EjFamed—anﬂgentklo~part-icipatc-in-—M}mm
srenuous raining while under medical restriction was not substantiated, we did find that[ — —— ] PAOLRC)
BXELENC) T Jallowed the agent to engage in this strenuous tralning exercise without proper mec fcal
clearance. Despite requirements to the contrary, the Site Ocoupational Medical Director was
never sontacted and did not provide the release required for the agent to cngage in such exercise,

The remalning allegations against Squad Commander| — were-not-substantiated._Independent _ PHEHBHTIC)
of our review, the promotion selection that was the subjeaf of this allegation was rescinded and '
reopened for application by the National Nuclear Security Administration Office of Human®
Capital Management, Consequently, we did not pursue the atlegation that Squad Commander
(b”s)'(b)_@(f’)._wmanipulated the promotion selection process to select a personal friend over another

applicant,

Bven though OST had a number of internal controls in place designed to prevent the type of
problematic behavior we substantiated, we found them not to be completely effective. Agents,
both staff and more senior officials, appeared to ignore reporting requirements based on their
own views of whether a particular Ineldent was worthy of notification. These actions by HRP-

certified individuals contributed to OST management being unaware of all incidents and
reliability concemns related to employee performance. Additionally, we found lhat
RSO ot Squad Comma_ndelfalled to obtaln the required Slte Oceupational Medical -
Director approval prior to allowing an agent under medical restriction to participate in training,
Similar to the attitude adopted for reporting issues,[PIERIE  fold s that “’3’(6’-“’)‘” Tto
(B}E)(B)PNO) ,g\imide_existing.controtsbecausegfld

o id not belicve that a timely medical response would be
(b)(e)‘(b),@ffi_;.__fpto,vided.fAsrsuch;Elimproperly chose to rely on the agent's personal doctor's opinion. A short
" time thereafter, the agent was injured during a training event and has filed a claim for injury.
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We recognize that a number of the reporting issues we identified during the course of our
inspection were dated. However, we are concerned that the failure to report such actlvity could
expose the Department to unnecessary risk, HRP-certified individuals are required to report
related Incidents and adhere to HRP requirements, Otherwise there s an increased risk that
unsuitable individuals could be allowed to protect nuclear weapons, weapon components and
special nuclear material, raising possible natfonal security concerns, We made recommendations

designed to strengthen controls in this important area,

During the course of our inspection, we fearned that OST had also received the same allegations
and that it would complete its own independent review pending the outcome of our review. The
officials further stated that based on our review and its own independent review, if warranted,

appropriate disciplinary action would be taken.

MANAGEMENT REACTION

Management concurred with our recommendations and indicated in subsequent correspondence
that it was in the process of implementing corrective actions. We found management's
comments and planned corrective actions to be responsive to our report findings and
recommendations. Management's formal comments are included in Appendix 4.

ce:  Deputy Secretary

Chief of Staff

General Counsel ‘

Assistant Deputy Administrator for Sceure Transportation



OFFICIALUSE-ONEY

INSPECTION REPORT ON ALLEGATION REGARDING
HUMAN RELIABILITY PROGRAM UNSUITABLE
REPORTABLE BEHAVIORS AT THE OFFICE OF SECURE

TRANSPORTATION

TABLE OF CONTENTS

inspection Report

Detatls O FINAINE 11 ovitieverevranimmursrin i s s !

s LSt AT L TR T P PP S P PP P T YT R PR PR TECEPRRINARRTLE 6

" Management Response and Inspector Comments......oooinniiinn. Ve 7
Appendices |

I, Objective, Scope and Methodology......oivevinirinn P PPN R

. PHIOE REPOIS. ..o verveneeasriaenniees s is e st et b 10

3. Unsuitable Reportable Behaviors,......... U I

4, Man‘agemeﬁt COMMENTS .y 1vvvrsrescrsrsmssirmsonsinn s [UTTTTTTTURTU 12



OTFICIAL USE-ONEY-
ALLEGATION REGARDING HUMAN RELIABILITY PROGRANM
UNSUITABLE REPORTABLE BEHAVIORS AT THE OFFICE
OF SECURE TRANSPORTATION .

HUMAN RELIABILITY PROGRAM

The Office of Secure Transporiation's (OST) Federal agents participate in the Human Reliability
Program (HRP), a sccurity and safety program designed to ensure that the highest standards of
reliability and physical and mental suitability are met. This objective is accomplished through a
system of continuous evaluation that identifies individuals whose judgment and reliability may
be impaired by physical or mehtal/personality disorders, aleohol abuse, use of illegal drugs, or
any other condition or clrcumstance that may be of a security or safety concern, Agents are
required to maintain their HRP accoss in order to perform a substantial portion of their dutics for
OST. The temporary loss of HRP aceess adversely impacts the Department of Energy
(Department), Further, the temporary loss of HRP access may have a financial impact on the
agents because they are unable to work overtime even though overtime is not guarante«:d.1

b){7)(C)

The allegation that "X

[Ee) IO __Squad Commander| - ~—|engagedfimmsuitab]c,r.cpor!ap{c.V,ﬁ;%g))@ﬂ’)m,
Dehaviors was substantiated in part, We received contlicting information, however, as (o
whether[®HEHEXNC) ~ |was

notified of the behavior, Additionaily, we found that other agents engaged.in unsuitable

reportable behavior as well, Because these incidents were not reported as required, senior OST

management indicated that they were unable to take disciplinary or other actions concerning any

of the incidents. We did not substantiate the allegations that Squad Commander] _~—forced.a___ (0X61@I7)
medically restricted agent fo particlpate in physical training, falsified Federal documentation or o

misused the HRP by threatening the agents' HRP access.
Unsuitable Reportable Behavlors

Our inspeetion substantiated certain elements of the allegation that Squad Commander~_ﬁg_‘(’33)[5_)'ﬁ’](?)
engaged in unsultable reportable behaviors, Additionally, we found that other agents had :
engaged in ansuitable behavior as well. We noted that a number of these incidents were dated,
including one that ocourred approximately 10 years prior to our inspection, We confirmed that

(e incidents occurred through witness interviews. However, the incidents were not reported, as
required, to HRP or Personnel Security officials by Squad Commande [ —JosTmanagement, __{PX8ME)T)
or other HRP-certified individuals or non-HRP personnel who witnessed the [ncidents. Asa ©
consequence, senior OST management asserted that they were unaware of these matters and

were therefore unable to address the Issues and/or take any necessary diseiplinary action,

Title 10 Code of Federal Reguiations (CFR) § 712,12 (h)(4) as well as The Office of Secure
Transportation Human Reliability Program Implementation Plan requires that individuals

! Audit Report on Qffice of Secure Transporiaiion Capubilitles (QAS-M-12-05, June 2012}, In this report, the Depariment of

Brergy's Office of tnspector Oeneral determlined that Office of Secure Transporiation agents are working significent amounts of
averlime {o meet current mission requirements. The review delermined that OST agents avernged 712 hours of overtlme and 38

percent of the agents averaged 902 hours of overtlme,

Details of Finding Page 1
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assigned HRP duties report any observed behavior or condition. that could indicate a relinbility
concern to a supervisor, the Designated Physician, the Deslgnated Psychologist, the Site
Occupational Medical Director or the HRP management official,* Additionally, 10 CFR
§712.13 (¢) lists 12 unsuitable reportable behaviors (see Appendix 3), including hostility or
aggression toward fellow workers or authority. Further, OST training specialists, although not
HRP-certified and not required to report ingidents per Title 10 CFR § 712, are required to report
these types of incidents under Department Order 472.2, Personnel Security. The Order states
that individuals with a clearance are required to report personnel security-related matters as they
oecur to the Department's Cognizant Personnel Sceurity Office Immediately upon becoming
aware of the situation or Incident and never later than 2 working days after the event,

We identified seven incidents of reportable behavior by Squad Commander| — and‘alh'er———-%_._gg))@&)m
ngents that ocourred since 2004, Based on our fieldwork and interviews with 19 of the 128 :
{oXE.EITHC) |agents, we confirmed that the incidents were, in our view, acts of reportable
O)OLXD belmviorinvolving.Squad-Commandert — _Jand other agents, As previously noted, some
() incidents were dated; however three had occurred since July 2012. The behavior included
hostility or aggression toward fellow workers or authority figures and uncontrolled anger.
Examples of the incidents included:
« According to I(b)(a).(b}(Tl(C) ‘ illlfs_)ﬂ-gb_)(”(c)
!n early 2013, Squad Commander|  — hreatcnedio‘kil]E"xiéwEi_l&weﬁ.v_gm(b)@)-{PW)
confirmed that a heated discussion oceurred befween the parties, Squad { ommander ©)
OHOMBYTNC) -~ |denied the threat allogation. ©IELLR7NC) Jtold us tha®IEIETIC | the
incident to[PNEMENIC) Fand@IEMEIT)
[oYE)BITNC) Jtold us that[B)E)-EINNC) [dld not desire o further clovate
fhe Tssue, 50 o Turther action was taken, [RXEMOITNC)disputed that [PIEMBXTNC) |
ONEMENTHO) .repurted-the-incidcnt*tUltimatefy, some 5 months after the alleged threat and after
our inspection began, the Incident did become known 1 (R)B)(p)(7)C) f
(b)) BITHC) |and other senior OST officials who took action to suspend
Eg))(ﬁ)'(bl(z)_ . _Squad Commander| —  [HRP access and investigate the matier.
' « At a training event in or around 2008, an after-hours incident oceurred, while in nonduty  by@)b)7)
(31(6)'(13_,@1_ﬂ__A,,,_,ustalus,.between.Squad--Gommander[~- fand [PIELONTIG) [ I
(© [PIETEXTIE) Squad Commander| Claimed that Agent]  —-.]._(bNE)BXT)
{DNBLLATIHE) physically struck{®¥eLEXNC) Jother agents who witnessed the incldent forcibly restraine o
(XENLIIC A gentf=—__J Conversely;Agent ——  Jolaimed that Squad Commander| —|——— (LD
LXEMEIAINC) _,physicui]yslrueE The agents present at the gathering told us that no onc saw who ©
oaeueNTRe) _started the incident_but.that-Agent was restrained and removed from the premises.
@@ Squad.Commander[ — ]told us erbally reported the incident top > PHTIE)
© : the following day. However[PELENTXE " hold us thaE]was,ney.er.informed that_ ~ (bXOMBITHC)

2 The Site Gecupatlonal Medical Director is the physiclan responsible for the overall dircctlon and operation of the ocoupational
medical program a1 the pariicular site,

Detalls of Finding Page 2



OFHICHALUSEUNLY

there was an incident, only that Agent[EE:® jwas forcibly restrained and removed. In
terms of being an HRP reportable matter, only [SH6MMI7HC) ~ |believed the
matter rose to this level,

ég))(ﬁ)-(bj@,__#zﬂln-2004quuad—Gommanderl"'* |and [F/ELEITE) ] osT [EIELpITIC |
[EXEMBTIC) Rt the time, engaged in an after-hours
physical altercation,
%‘6)'(%@( _.quuad—Gommandeij" M}acknowledged the occurrence of only one incident since about 2008,
Other agents, including [(LX8LENTIC) Imanagers and training specialists, disputed Squad

(b)E)OXT)  Commanded—— jaccount and idenfificd seven incidents which were not reported to the

(C) ' 1 1 v ‘ o '
appropriate Sificials as required. We noted that if handled properly, the incidents should

have been reported and included in the individual's HRP file for consideration by HRP officials,

HRP officials would then have been required to determine whether the agent should contlnue to

have HRP access. :

")

After we began our inspection, we learned that[PEBITC) — keported Squad Commander
W) Talleged threat to kill{PXCHONTNO) [This report was made in July 2013, some 5
onihs after the incident, An HRP management official told us that as a result of [BIB)BITNC) |
ég)}(ﬁ}'(b)m . -r:aport,quuad‘Gommander — |HRP access was suspended, Our review of the
' supportmg documeéntation used to suspend Squad Commanderrcveaked--that;the.HRHh__%__(b)(_s_}_i(P)m'
management official did not have access to historical and behavioral information going back to ol
2004, We verbally provided information not previously reported to the HRP management
official who indicated that such Information was critical to making an informed decision and that
the information demonstrated that Squad Commander hadﬁajgmg_,cstablished-pattem of fg))@@)ﬁ)

anger 1ssues.

Medlcal Restrictions

The allegation that an agent at OST{PIEHERTIE) lwas forced 1o participate in strenuous
tralning while under medical restriction was not substantiated, However, we found that[(;";’;(ﬁ’-w””

gg’fs)*(b_)(f) BI®) ot Squad Commander— —|had allowed this agent to participate in the tralning
exercise prior to being released by the Site Occupational Medical Director. The Qffice of Secure
Transportation Human Reliability Program Supervisor Handbook states that any HRP individual
removed for Injury or iliness must be released to return to work by his or her persenal physician
and the HRP Designated Physician prior to participating in a detail assignment, Further, the
statement of dutles in the request for Temporary Detail assignment must be approved by the Site
Oceupational Medical Director, The Office of Secure Transportation Human Réliability
Program Implementation Plan states a medical evaluation of HRP employees whose HRP
certification has been temporarlly removed for medical issues (including, but not limited to,
extended sick leave, rehabilitation and imposed medical restrictions) willtbe conducted to
determine if the medical issues affecting the certification have been resolved. If resotved, the
Slte Occupational Medical Director will recommend reinstatement of the agent to the HRP

management official,

Delalls of Finding Page 3
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On January 31, 2013, an OST Operations agent attempted, but failed to satisfactorily complete

the required Physical Performance Quatlfication run due to "fecling dizzy" resulting In a call for
emergency medical assistance. On Februnry 1, 2013, the agent's personal physician allowed [} toHeneNTiC)
to resume full duties, However, the HRP Designated Physician did not coneur with the personal

physician's recommendation,

Further, on February 1, 2013, the Site Occupational Medical Director recommended, and the
HRP management officlal concurred, that this agent be medically removed from HRP dutles and

[B)E).)THC) Ibe performed. Four days Iaterwmiomd this agent to

“engage i a strenuous tralning exercise even though the agent had still not been medically
released by the Site Occupational Medical Director, The agent participated in the exercise that
BENBIC) ko be armed and outfitted In full tactical pear weighing approximately 80 pounds,
While participating In this exerelsé, the ugcntl(b)(a)-‘b)m Injured resulting in a claim being filed
for a wotk related injury.

Falsification of Federal Documentation

gg’;s)'(bﬂﬁ,,.ﬁflze-alleg‘at—ion—timt—SquadGommander{““ falsified a U.S. Department of Labor Form CA-1,
Federal Employee's Notice of Traumatic Infury and Claim for Continuation of _
Pay/Compensation, when recording the February 3, 2013, injury was not substantiated, The
Form CA-1 indicated that on February 5, 2013, an OST[PIMeNTHC) Jagent fell while

 training resulting in an injury. We were told during our interviews with the agent and

tesponsible officials that the agent voluntarily participated in fraining without any outside
influence wheh the incident occurred, and that the information provided was an accurate account
of the njury,

Threats of Removing HRP Access

During our interviews with OST management and agents, there was no indication that the HRP
had been misused by threatening to pull agents' access,

Contributing Factors and Impact

Even though OST had a number of internal controls In place designed to prevent the type of
problematic behavior we substantiated, we found them not to be completely effective. Agents,
both staft and more senior OST offictals, appeared to ignore HRF reporting requirements based

on thelr own views of whether a particular incident was worthy of notification, Clearly, at least

in part due to these actions, OST management was unaware of a series of incidents that indicated -

reliabllity concerns related to employee performance.

Additionally, we found that there was a failure to obfain the required Site Occupational Medical
Director approval prior to allowing an agent under medical restriction to participate in training,

Similar to the attitude adopted for reporting lssues, > HPHNCT ldecided to override existing
LOOIIC)  controls becausd— [did not believe that a timely medical response would be provided, As such,

(b)(s)'(bﬂ?i‘fl.ﬁ.f.inappropriatc y chose to rely on the agent's personal doctor's opinion rather than obtaining the
required medical clearance.

Detalls of Finding Page 4
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OST's core mission is to proteet nuclear weapons, weapon components and special nuclear
material in the interest of public safety and national security. Procedural and personal failures
such as those identified in this report could, if not addressed and resolved, reduce OST's
operational effectiveness.

Details of Finding Page 5
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RECOMMENDATIONS

To address the Issues identified in this report, we recommend that the Under Secretary for
Nuglear Security: ,

- 1, Re-emphasize to all individuals the requirements fo report HRP and personnet security-
related matters to Department officials as required,

2. Ensure adherence of Agency procedures regarding agents returning to work following
medical restrictions,

Recommendations , : Page 6



MANAGEMENT RESPONSE AND INSPECTOR COMMENTS

Management concurred with our recommendations and indicated in subsequent correspondence
that it was in the process of implementing corrective actions. We found management's

. comments and planned corrective actions to be responsive to our report findings and
cecommendations, The Office of Secure Transporiation's Human Refiability Program staff plans
to conduct annual Site Assistance Visits at each command and provide refresher training on
reporting requirements and discuss program Issues with all Human Reliability Program certified.
employees, Further, during the Site Assistance Visits at each cammand, emphasis will also be
placed on procedures and requirements concerning individuals put on restrioted duties due to

medical conditions,

_ Management's formal comments are included in Appendix 4,

-Management Response and Inspector Comments Page 7
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APPENDIX 1 -

OBJECTIVE, SCOPE AND METHODOLOGY

Objective

The objective of our inspection was (o determine the facts and circumstances concerning

allegations involving [BIEIENTIC) _
(BIE.BNTIC) J(Squad Commander] _—— Specifically, itwasalleged ___Eg’)@

#‘that_SquaduCommander!-w- (1) engaged in unsuitable reportable behavior and despite

management's awareness of the problems, no disciplinary action was taken; (2) forced a
medically restricted agent to participate in physical training; (3) falsified Federal documentation
refated to a work injury; (4) threatened to pull agents' Human Retiability Program access
rendering them unable to train or perform their duties; and (5) manipulated the promotion
selection process to select a personal frlend over another applicant.

Scope

" We conducted our inspection fieldwork from July 2013 through November 2014 at Department

of Energy Office of Secure ‘I'ransportation facilities in Oak Ridge, Tennessee, Albuguerque,
New Mexico and Washington, DC. This inspection was conducted under Office of Inspector

General Project Number 81315014,
Methodology
Inspection actlvities included:
o Evaluated Department of Energy and local Ipo]icies, procedures and guidance.

+ Interviewed and conduéted mectings with Federal and Contractor officials, including
Office of Secure Transportation managers, agents, an Tiiternal Affairs Officer,
Contracting Officer's Representative, the Site Occupational Medical Director and

Counsel.

o Obtained and reviewed documents and emails conceming various aspeots of the
allegation, :

We conducted this allegation-based inspection in accordance with the Couneil of the Inspectors
General on Integrity and Efficiency's Quality Standards for Inspection and Evaluation, January
2012, Those standards require that we plan and perform the inspection to obtain sufficient,
appropriate evidence to provide a reasonable basis for our conclusions and observations based on
our inspection objective, We believe the evidence obtained provided a reasonable basis for our -
conclusions and observations based on our inspection objective. Accordingly, the inspection
‘inchuded tests of controls and compliance with laws and regulations to the extent necessary o
satisfy the ingpection objective, Because our inspection was limited, it would not necessarily
nave disclosed all internal control deficiencies that may have existed at the time of our

‘Objectlve, Scope and Methodology Page 8
OFFEIAL UREONEY
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APPENDIX 1

inspection. Finally, we relied on computer-processed data, to some extent, to satisfy our
objective. We confirmed the validity of such data, when appropriate, by reviewing source

decuments,

Management waived the exit conference.

Objective, Scope énd Methodology Page 9
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APPENDIX 2

PRIOR REPORTS

» Inspection Report on Management of Cerlain Aspects of the Fluman Rellability Program
and Incident Reporting within the Office of Secure Transpariation (DOE/G-0919,
September 2014). In this report, we found that certain aspects of the Office of Secure
Transportation (OST) Human Reliability Program (HRP) were not effectively managed.
In particular, we ldentlfied problems related to notification and consideration of HRP
status prior to assigning OST staff to misstons, In addition, we identified a failure of
OST officials to report and properly assess a deliberate example of unauthorized access.

This report is OUO,

o+ Audit Report on Office of Secure Transportation Capabilities (OAS-M-12-05, June
2012), In this report, the Department of Energy's (Department) Office of Inspector
General (OIG) determined that OST agents are working significant amounts of overtime
to meet current mission requirements. The review determined that OST agents averaged
712 hours of overtime and 38 percent of the agents averaged 902 hours of overtime, In
the OIG's view, the overtime levels currently experienced by OST agents raises concerns
about thelr abillty to safely and securely meet the expected increases in workload over the

next 7 years,

¢ Inspection Report on lnspection of Allegations Relating to Irregularities in the Human
Reliability Program and Aleohol Abuse within the Office of Secure Transporiation (INS-
L-11-01, November 2010), In this report, the Department's O1G identified certain
improvements in the administration of the HRP. Specifically, improvements were in the
arens of HRP certlfication, re-certification, and maintenance of derogatory information
files and processing of HRP disclosure forms, The 01G substantiated specific alcohol-
related incidents within OST involving current agents and agent candidates. OST
appesred to have been proactive in addressing the use of aleohol, However, it was
suggested OST determine whether more aggressive actions, similar to a zero tolerance
policy for agent candidates, is warranted in order to address concerns expressed by OST

Management,

«  Audit Report on Management Controls over Selected Aspects of the Department of
Eneroy's Human Rellability Program (OAS-M-10-01, November 2009). In this report,
the Department's O1G identified inconsistencles in the application of HRP requirements
throughout the Department complex. These inconsistencies involved alcohol and drug-
related duty restrictions and the certification of HRP managers. The audit also noted that
the Department conducted a review in response to a previous report on drug testing
wenknesses at Lawrence Livermore National Laboratory, However, the Department
concluded that adding additional drugs to the screening process was neither cost-effective
nor necessary, The ultimate decision not to screen for additional drugs may have
contributed to delays in discovering steroid use by HRP-certified protective force

personnel at the Oak Ridge Complex.

Prior Reports Page 10
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APPENDIX 3

UNSUITABLE REPORTABLE BEHAVIORS

Per the Office of Secure 'l‘ransponatioh‘s Human Reliability Program Physician Reference
Menual, Fiscal Year 2013, the types of behavior and conditions that would indicate a concemn

include, but are not limited to:

2

Psychological or physical disorders that impair performance of assigned duties,
llegal conduct, arrest or conviction. '

Indications of deceltful or delinquent behavior.

An attempt or implied threat to destroy property or life.

Suicidal tendencics or attempted suicide,

Use of illegal drugs, the abuse of alcohol, or

The abuse of legal drugs.

Recurring financial irresponsibility,

Irresponsibility in performing assigned duties.

. Tnability to deal with stress or the appearance of being under unusual stress,

Rvidence of faiture to understand work directive, hostility or aggression toward fellow

workers or authority, uncontrolled anger, willful violation of safety or security
procedures or repeated absenteeism, ‘

. Significant behavioral changes, moodiness, depression or other evidenge of loss of

emotional controh

Unsultable Reportable Behaviors Page 11
OFTFICTAL USEONLY™




OFFICHALUS T ONEY
APPENDIX 4

MANAGEMENT COMMENTS

Department of Energy w
Undor Gocrotary for Nuglesr churlty ,_él ,ﬁ
Administator, Natlona! Nudoor Security Adminlstrotion

Washington, DG 20008

October 27,2014

MEMORANDUM FOR GREGORY H, FRIEDMAN
INSPECTOR GENERAL

FROM: FRANK 0, KLOTZ /), 1e/aV/ii

SUBJECT: Comments on the Office of lispector Qeneral Draft Repont
Titled "Allegation Regarding Human Rellability Program
Unsultable Reportable Bokaviors at the Office of Secure
’ Trangportation” (SI3IS014./ 2014-01699)

Thank you for the opportunity (0 review and comient on the subjee? drafl report, The
Natfona) Nuslear Seourity Administrutlon concurs with the recommendations provided {n
the-report and 18 i the process of lmplementing correstive actions. Tho Office of Secure
Transporiation (OST) will leverage annua) Site Asslgtance Visits and cahanced refresher
training to ensure awareness of end adherence to the requircments of the Humes
Relisbilily Program, Tn additlon, OST will thoroughly investigate nny addilional
information provided by the Offlee of the Inspector Genurel on previously unreported
fnetdents Identified In this review,

The attachment to this memorandum suramarizes the planoed aetions and timelines for
pdressing the recommendations, as well ss technical and penermd cenuninls for your
consideration to enhance the olarity and fectual socurasy of the report. I you have any
questions regerding this response, pleass contact Dizan Chitds, Director, Audit
Coordinallon and Internal Affairs, ) (301) 903-1341, )

Attachmeni
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APPENDIX 4

Attachiment

NATIONAL NUCLEAR SECURITY ADMINSITRATION
sponse o Report Recommengln tlony

Allegation Regerding Human Reliabilliy Program Unsultuble Reporf&b!e
Behaviors at the Office of Secure Transportation

The OMee of Inspector General recommended the Nationnl Nuctear Sgeurity
Adminisiration;

atlan Lt Re-emphasizs to all individuals the requirement Lo report Human

Besnmendation.
Relinbllity Program (HRP) and personnel security relofed mijters to Departraent officials
8s required, :

Muonggement Responis! Concur

The Offtice of Secure Transportation's HRP suff conduets annual Site Assistance
Vlsits (SAVs) at cach command to meet with all HRP certified employces,
conduc! relresher training, and diseuss generol program-Issues, The SAVs (or
fiscal year (FY) 2013 will place additional emphasis during the refresher training
and general discussions on reporting requirements. Additdonally, oll Office of
$ccure Transportation (OST) HRP centifled employees are required to take, and
pass, @ anaval computer based training (CBT) ot program progedures, roles,
rosponsibllities and reponing requirements. The FY 2013 CBT has already been
enhianced with & new instructional video and tesling quostlons which address
reporing requirements, Based on the rmodification of tho CBT and the'extstng,
structurcd process for conducting SAVa, NNSA considers this recommendation

¢losed,

endn t Ensure adkerenco to Agenoy procedures reparding agents refuming
1o work foltowing medical restrictons, ' ,

Munagement Respanser Coneur

As pant of the FY 2015 SAVs, the OST HRP stafl will place additional emyphasis
on the procedures and requircments that must be followed before an employee
who has been plnced on restricted duties due to & medical condition can retum to
unrestricied dutics, Based on the existing, strustured process for conducting
SAVs, NNSA considers this recommendation closed,
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FEEDBACK

The Office of Inspector General has a continuing interest in improving the usefulness of its
products. ‘We aim to make our repoits as responsive as possible and ask you to consider sharing

your thoughts with us,

Please send your comments, suggestions and feedback to OIGReports@hq.dog.gov and include
your name, contact information and the report number. Comments may also be mailed to;

Office of Inspector General (1G-12)
Department of Energy
Washington, DC 20585

If you want to discuss this report or your comments with a member of the Office of Inspector
General staff, please contact our office at (202) 253-2162,



