ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

IMPORTANT: Mark all packages and papers with contract and/or order numbers. 1 75
1. DATE OF ORDER 2. CONTRACT NO. (If any 6. SHIP TO:

09/ 28/ 2007 HSHQDC- 06- D- 00024 a. NAME OF CONSIGNEE

3. ORDER NO. 4. REQUISITION/REFERENCE NO. )

HSHQDC- 07- J- 00693 RPCS- 07- 00064 Department of Honel and Security

5. ISSUING OFFICE (Address correspondence to) b. STREET ADDRESS

U S. Dept. of Honmeland Security 245 Murray Lane

O fice of Procurenent Operations Bl dg. 410

Pr epar edness Branch

245 Murray Lane, SW

Bui | di ng 410 c.CITY d. STATE | e. ZIP CODE
Washi ngt on DC 20528 Washi ngt on DC 20528
7.7O: f. SHIP VIA

a. NAME OF CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC

8. TYPE OF ORDER

b. COMPANY NAME

c. STREET ADDRESS
3211 JERVANTOWN ROAD

’—‘ a. PURCHASE
REFERENCE YOUR:

IX| b. DELIVERY

Except for billing instructions on the
reverse, this delivery order is
subject to instructions contained on

Please furnish the following on the terms
and conditions specified on both sides of

d. CITY
FAI RFAX

this order and on the attached sheet, if
any, including delivery as indicated.

e. STATE
VA

f. ZIP CODE
22030

contract.

this side only of this form and is
issued subject to the terms and
conditions of the above-numbered

9. ACCOUNTING AND APPROPRIATION DATA

See Schedul e

10. REQUISITIONING OFFICE

Depart ment of Homel and Security

11. BUSINESS CLASSIFICATION (Check appropriate box(es)) 12. F.0.B. POINT
[ a SmALL [X b. OTHER THAN SMALL "] c. DISADVANTAGED [ g.SERVICE- Desti nation
DISABLED
[ ] d. WOMEN-OWNED [ e.HUBZone ~ | f. EMERGING SMALL VETERAN-
BUSINESS OWNED
13. PLACE OF 14. GOVERNMENT BI/L NO. 15. DELIVER TO F.0.B. POINT 16. DISCOUNT TERMS

ON OR BEFORE (Date)

a. INSPECTION b. ACCEPTANCE
Desti nati on Desti nati on Net 30
17. SCHEDULE (See reverse for Rejections)
QUANTITY UNIT QUANTITY
ITEM NO. SUPPLIES OR SERVICES ORDERED| UNIT PRICE AMOUNT ACCEPTED
(a) (b) () (d) (e) ® ()]
Tax | D Numnber: (b)(4)
DUNS Nunber : 310320215+0000
Tax | D No: 1 (b))
DUNS No: 610320215
This is Time and Materials Task Order
Description: |Integration and Support
Cont i nued
18. SHIPPING POINT 19. GROSS SHIPPING WEIGHT 20. INVOICE NO. 17(h)
TOTAL
(Cont.
pages)
21. MAIL INVOICE TO:
a. NAME Depart ment of Honel and Securitv $8, 022, 755. 00 ‘
SEE BILLING -
INSTRUCTIONS | b. STREET ADDRESS Departmental Operations Branch
ON REVERSE | (or P.O. Box) Room 3621 17(i)
245 Murray Lane, SW GRAND
Bui | di ng 410 TOTAL
c. CITY d. STATE | e.ZIP CODE $8, 022, 755. 00 <
Washi ngt on DC 20528

22. UNITED STATES OF AMERICA
BY (Signature)

4

23. NAME (Typed)

Ella M Chaprman
TITLE: CONTRACTING/ORDERING OFFICER

AUTHORIZED FOR LOCAL REPRODUCTION

PREVIOUS EDITION NOT USABLE

OPTIONAL FORM 347 (Rev. 3/2005)
Prescribed by GSA/FAR 48 CFR 53.213(e)



ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

PAGE OF PAGES
2 75

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER
09/ 28/ 2007

CONTRACT NO.

HSHQDC- 06- D- 00024

ORDER NO.

HSHQDC- 07- J- 00693

ITEM NO.

Q)

SUPPLIES/SERVICES

(B)

QUANTITY
ORDERED
©

UNIT

()

UNIT
PRICE
(E)

AMOUNT QUANTITY
ACCEPTED

() ©)

0001AA

0002AA

Servi ces

Functional Category 1. Infrastructure
Engi neeri ng Desi gn, Devel oprent,

| npl ement ati on, and Integration

Admn Ofice:

U S. Dept. of Homel and Security
O fice of Procurement Operations
Prepar edness Branch

245 Murray Lane, SW

Bui I di ng 410

Washi ngt on DC 20528

For:

Department of Homel and Security
O fice of Procurment Operations
245 Murray Lane

Bl dg. 410

Washi ngt on DC 20528

Peri od of Performance: 10/01/2007 to
05/ 31/ 2008

Mar k

Task Order Mangenent | AW SOWN Tasks 6. 1,
6.1.1, 6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This
CLIN cover all reference tasks)

Not -t o- Exceed Ceiling price

Hours: (b)(4)

Accounting Info

CS0000- 000- M7- 4070- 01- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64

Fu nded (b))

24 x 7 Incident Handling Team Support | AW
SON Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4,
6.2.5 6.2.6, 6.2.7, 6.2.8, 6.2.9,
6.2.10,6.2.11, and 6.2.12 (This CLIN covers
all reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s: (b)(6)

Accounting Info
CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 0
Conti nued ...

(b))

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 3 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded: | (b))
0003AA |Malicious Code Support | AW SOWN Tasks 6.3,
6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7
(This CLIN covers all reference tasks)
Not -t o- Eceed Ceiling Price
Hour s: (b)(4)
Accounting Info
CS0000- 000- M7- 4070- 01- 000- 01- 08-0100-0
0- 00- 00-.00- G- COF- - RPCS64
Funded: OIC)
0004AA |Strategic Analysis Services | AW SON Tasks
6.4, 6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5,
6.4.6, 6.4.7 and 6.4.8 (This CLIN covers a
reference tasks) O
Not -t 0- Exceed Ceiling Price
ours|__ o |
Accounting Info
CS0000- 000- M7- 4070- 01- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded: (b)(4)
0005AA |Situati onal Awareness (ElINSTEIN)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3,
6.5.4, and 6.5.5 (This CLIN covers al
reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s: (b)(@)

Armount : (0))
Accounting I nfo:
CS0000- 000- M7- 4070- 01- 000- 01-08-0100-0
0- 00- 00-00- GE- OE- 2510- RPCS64

Funded (b)(4)

Amount : (b))
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 0
Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 4 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 [HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
0- 00- 00-00- GE- OE- 2510- RPCS64
Funded: (b))
0006AA |I nformati on Support Services | AW SON Tasks
6.6, 6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5.
This CLIN covers all reference tasks)
Not -t o- Exceed Ceiling Price
rour s
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01-08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded: | (b))
0007AA |Energency Support Function #2 Support | AW
SON Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and
6.7.4 (This CLIN covers all reference (b)(4)
t asks)
Not -t 0- Exceed Ceiling Price
rours_wo |
Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded | ©)4)
O008AA |OPTI ONAL TASK: M ssion Operating

Envi ronment Support | AW SOW Tasks 6. 8,
6.8.1, 6.8.2, 6.8.3, 6.8.4, 6.8.5, 6.8.6,
6.8.7, 6.8.9, and 6.8.10 (This CLIN covers
all reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s: ()@

Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 0
0- 00- 00- 00- GE- CE- 2510- RPCS64

Funded: (b)(4)

Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 5 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
0009AA |[Transition Plan | AWSOW Task 6.9 1| LO
(Not Separately Priced)
Accounting I nfo:
Funded
0010AA |Surge Support AW SOWN Task 7.0
Not -t 0- Exceed Ceiling Price
Hour s: b))
Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded: o))
0011 Travel -Not to Exceed |AWSON 11.0
(Cost Rei mbur senent)
(b)(4)
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded (b))
0012 O her Direct Costs (ODC) |AWSOWN 12.0
(Cost Rei mbur senent)
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded: )4
0013 OPTI ONAL TASK: Per sonnel

Not -t - Exceed Ceiling Price
Hour s (b)(4)

Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 6 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00-.00- GE- OE- 2510- RPCS64
Funded: (b)(@)
0014 OPTI ONAL TASK: Additional M ssion Operating
Envi r onnent
Not -t 0- Exceed Ceiling Price
s
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded: (b)(4)
OPTI ON YEAR ONE PERI OD OF PERFORMANCE
June 1, 2008 - May 31, 2009
1001AA |Task Order Mangenent | AW SOWN Tasks 6.1, (OIC)
6.1.1, 6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This
CLIN cover all reference tasks)
Not -t o- Exceed Ceiling Price
Hour s:
Anmount : (©))
Amount:| ®@ |Option Line Item
05/ 31/ 2008
Accounting I nfo:
TBD
Funded:| ©®®
1002AA |24 x 7 Incident Handling Team Support | AW

SON Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4,
6.2.5, 6.2.6, 6.2.7, 6.2.8, 6.2.9,
6.2.10,6.2.11, and 6.2.12 (This CLIN covers
all reference tasks)

Not - to-Exceed Ceiling Price
Hour s:

Anmount : )

Continued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 7 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
Amount @ |Option Line Item
05/ 31/ 2008
Accounting I nfo:
TBD
Funded O)@
1003AA |Mali ci ous Code Support | AW SOWN Tasks 6. 3,
6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7
(This CLIN covers all reference tasks)
Not - t o-Exceed Ceiling Price
Hours:
Anmpunt (b)(4)
Amount Line Item
05/ 31/ 2008
Accounting I nfo:
TBD
(®)4)
1004AA |Strategic Analysis Services | AWSON Tasks
6.4, 6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5,
6.4.6, 6.4.7 and 6.4.8 (This CLIN covers a
reference tasks)
Not -t 0- Exceed Ceiling Price
Hours:
Anmount : ®
Amount:| ®@ Option Line Item
05/ 31/ 2008
Accounting I nfo:
TBD
Funded (®)4)
1005AA |[Situational Awareness (EINSTEIN)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3,
6.5.4, and 6.5.5 (This CLIN covers al
reference tasks)

Not - t 0- ihi (i ce

Hour s:

(b)(4)
Anmount :

Amount 0@ | Option Line Item
05/ 31/ 2668
Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE OF PAGES
8 75

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER |CONTRACT NO.
09/ 28/ 2007 [HSHQDC- 06- D- 00024

ORDER NO.

HSHQDC- 07- J- 00693

ITEM NO. SUPPLIES/SERVICES

(A) (B)

QUANTITY
ORDERED
©

UNIT

()

UNIT
PRICE
()

AMOUNT QUANTITY
ACCEPTED
(F ©)

1006AA

1007AA

1008AA

Armount : (b)(4)
Accounti1ng | ntfo:

CS0000- 000- M7- 4070- 01- 000- 01- 08-0100-0
0- 00- 00-.00- GE- OF- 2510- RPCS64
Funded

(b)(4)

Amount
Accounting I nfo:

CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100-0
0- 00- 00- 00- GE- OE- 2510- RPCS64

Funded:

(b)(4)

I nformati on Support Services | AWSOWN Tasks
6.6, 6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5.
This CLIN covers all reference tasks)

Not -t 0- Exceed Ceiling Price

Hours:
Anount :

Amount :Cpt ion Line Item

05/ 31/ 2008

(b)(4)

Accounting I nfo:

CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64

Funded:

(b)(4)

Emer gency Support Function #2 Support | AW
SON Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and
6.7.4 (This CLIN covers all reference

t asks)
Not -t o-Exceed Ceiling Price
Hour s:
(b)(4)
Anpunt

Amount: | ®® |ption Line Item
05/ 31/ 2008

Accounting I nfo:
TBD

Funded (b))

OPTI ONAL TASK: M ssion Qperating
Conti nued ...

(b))

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082 503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE OF PAGES
9 75

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER |CONTRACT NO.
09/ 28/ 2007 [HSHQDC- 06- D- 00024

ORDER NO.

HSHQDC- 07- J- 00693

ITEM NO. SUPPLIES/SERVICES

(A) (B)

QUANTITY
ORDERED
©

UNIT

()

UNIT
PRICE
()

AMOUNT QUANTITY
ACCEPTED
(F ©)

Envi ronnment Support

| AWSON Tasks 6.8, 6.8.1, 6.8.
6.8.4, 6.8.5, 6.8.6, 6.8.7, 6.8.
reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s:
Anount : (b))
Anmount : Line Item
05/ 31/ 2008

Accounting | nfo:
Funded

(b))

1009AA |Surge Support | AWSOWN Task 7.0
Not -t 0- Exceed Ceiling Prjce

Hour s:
Amount :

(b)(4)

Amount : ®@  |ption Line Item
05/ 31/ 2008

Accounting I nfo:
TBD
Funded: (0)4)

1010 Travel -Not to Exceed | AWSON 11.

(Cost Rei nbursenent)
Amount
Amount
05/ 31/ 2008

(b)(4)

Line Item

Accounting I nfo:
TBD
Funded (b)(4)

1011 O her Direct Costs (ODC) | AW SOWN
(Cost Rei nbur senent)
Anpunt (b)(4)

Amount | @@ |ption Line Item
05/ 31/ 2008

Accounting I nfo:
Conti nued ...

2,
8,
6.8.9, and 6.8.10 (This CLIN covers a

0

6.
6.

12.

3,
Z

8
8
|

0

(b)(4)

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 10 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
TBD
Funded: @)
1012 OPTI ONAL TASK: Personne
Not -t o-Exceed Ceiling Price
Hour s:
Amount (b))
Amount Line Item
05/ 31/2008
Accounting I nfo:
TBD
Funded (b)(@)
1013 OPTI ONAL TASK: Additional M ssion Operating
Envi r onnent
Not -t 0o- Exceed Ceiling Price
Hour s:
Amount (b))
Amount ine Item
05/ 31/ 2008
Accounting I nfo:
TBD b
Funded: (b)(4) ®®
OPTI ON PERI OD TWD PERI OO OF PERFORMANCE
June 1, 2009 - May 31, 2010
2001AA |Task Order Mangenent | AW SOWN Tasks 6.1,
6.1.1, 6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This
CLIN cover all reference tasks)
Not -t o- Exceed Ceiling Price
Hour s:
Anount (b))
Amount ;| ®® kption Line ltem
05/ 31/ 2009
Accounting I nfo:
TBD
Funded: (o))
2002AA |24 x 7 Incident Handling Team Support | AW

SOWN Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4,

6.2.5, 6.2.6, 6.2.7, 6.2.8, 6.2.9,
Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 11 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
6.2.10,6.2.11, and 6.2.12 (This CLIN covers
all reference tasks)
Not -t o- Exceed Ceiling Price
Hour s:
Anount I
Anmount ®@ |Option Line Item
05/ 31/ 2009
Accounting I nfo:
TBD
Funded (OIC)
2003AA |Malicious Code Support | AW SOWN Tasks 6.3
6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7
(This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s:
Anount (b))
Amount Line Item
05/ 31/ 2009
Accounting I nfo:
TBD
Funded: ()@
2004AA |Strategic Analysis Services | AW SON Tasks
6.4, 6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5,
6.4.6, 6.4.7 and 6.4.8 (This CLIN covers al (b))
reference tasks)
Not -t 9-Exceed Ceiling Price
Hour s:
Anmount ()@
Amount o@ | Option Line Item
05/ 31/ 2009
Accounting I nfo:
CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100-0
0- 00- 00- 00- GE- OE- 2510- RPCS64
Funded: (b)(@)
2005AA |Situational Awareness (ElINSTEIN)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3,
6.5.4, and 6.5.5 (This CLIN covers al
Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 12 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s
Anmoun (b)(4)
Anoun ine ltem
05/ 31/2009
Anmpunt (b)(4)
Accounting—inf
TBD
Funded:
0@
Amount :
Account‘ing—tnfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00-00-CGE- OE- 2510- RPCS64
Funded: (b))
2006AA |I nformation Support Services | AW SON Tasks
6.6, 6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5.
This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s:
Anmount : O))
O10)
Amount:| ®® Option Line Item
05/ 31/ 2009
Accounting I nfo:
TBD
Funded (b))
2007AA |Energency Support Function #2 Support | AW

SOWN Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and

6.7.4 (This CLIN covers all reference
t asks)

Not - t g—Exeeed—Cei-Hng—Frice

Hour s

Aroun OIC)

Amount (b)(4) ption Line lItem

05/ 31/ 2009

Accounting I nfo:
Continued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 13 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
TBD
Funded: (b)(@)
2008AA |OPTI ONAL TASK: M ssion Qperating
Envi ronnent Support | AW SOWN Tasks 6. 8,
6.8.1, 6.8.3, 6.8.4, 6.8.5, 6.8.6, 6.8.7,
6.8.9 and 6.8.10 (This CLIN covers all
reference tasks)
Not -t o- Exceed Ceiling Price
Hours:
Anmount O))
Amount:| m@ Option Line Item
05/ 31/ 2009
Accounting | nfo:
Funded: (b)(@)
2009AA |Surge Support AW SOWN Task 7.0
Not - t 0- Exceed Ceiling Price
Hours: o
Anount : O
Anmoun (b)) ption Line Item (b)(4)
05/ 31
Accounting I nfo:
TBD
Funded (b)@)
2010 Travel -Not to Exceed | AWSON 11.0
(Cost Rei-nbur cnn‘nnt)
Anmount : (b)(6)
Amount @ Option Line Item
05/ 31/ 2009
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- OE- 2510- RPCS64
Funde (b))
2011 O her Direct Costs (ODC) AWSON 12.0

(Cost —nbur enrmnt)
Anount : (b)(4)
Continued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 14 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
Anpunt:| ®® |Option Line Item
05/ 31/ 2009
Accounting I nfo:
TBD
Funded O))
2012 OPTI ONAL TASK: Per sonne
Not -t 0- Exceed Ceiling Price
Hour s
Anmoun (b)(4)
Amount ;| ®@® | Option Line Item
05/ 31/ 2009
Accounting I nfo:
TBD
Funded (b))
2013 OPTI ONAL TASK: Additional M ssion Operating
Envi r onnent
Not -t 0- Exceed Ceiling Price .
Hour s:
Anpunt (L6
Amount ®@  Option Line Item
05/ 31/2009
Accounting I nfo:
TBD
Funded (b)(4)
OPTI ON PERI OD THREE PERI OD OF PERFORMANCE
June 1, 2010 - May 31, 2011
3001AA |Task Order Mangenent | AW SOWN Tasks 6. 1,

6.1.1, 6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This

CLIN cover all reference tasks)
Not - t-o--Exceed—Ceiling- Price

Hour
Anmou
Continued ...

(b))

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 15 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
Amount:| ®® Iption Line Item
05/ 31/ 2010
Accounting I nfo:
TBD
Funded:| ®®
3002AA |24 x 7 Incident Handling Team Support | AW
SON Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4,
6.2.5 6.2.6, 6.2.7, 6.2.8, 6.2.9,
6.2.10,6.2.11, and 6.2.12 (This CLIN covers
all reference tasks)
Not -t o- Exceed Ceiling Prjce
Hour s:
Amount L0
Amount| g Option Line Item
05/ 31/2010
Accounting I nfo:
TBD
Funded ©® b))
3003AA |Malicious Code Support | AW SOWN Tasks 6.3,
6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7
(This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s:
Amount ()4
Amount Line Item
05/ 31/ 2010
Accounting I nfo:
TBD
Funded (b)(@)
3004AA |Strategic Analysis Services | AWSOWN Tasks

6.4, 6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5,
6.4.6, 6.4.7 and 6.4.8 (This CLIN covers a
reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s:
Armount (b))

Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 16 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
Amount ;| @ ption Line Item
05/ 31/ 2010
Accounting I nfo:
TBD
Funded (0)4)
3005AA |Situational Awareness (ElINSTEIN)
| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3,
6.5.4, and 6.5.5 (This CLIN covers al
reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s
Amoun O10)
Amount: [ ®@ |[Option Line Item
05/ 31/ 2016
Anmount ®))
Accounting Info:
TBD
Funded
(0)(4)
Anount
Accounting I nfo: @)
TBD
Funded: (b))
3006AA |I nformation Support Services | AW SON Tasks
6.6, 6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5.
This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s (b)(4)
Anmoun
Amount : 0@ |ption Line Iten
05/ 31/ 2010
Accounting I nfo:
TBD
Funded (b)(4)
3007AA |Emergency Support Function #2 Support | AW

SON Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and
6.7.4 (This CLIN covers all reference
Continued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

PAGE OF PAGES
17 75

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER |CONTRACT NO.
09/ 28/ 2007 [HSHQDC- 06- D- 00024

ORDER NO.

HSHQDC- 07- J- 00693

ITEM NO. SUPPLIES/SERVICES

(A) (B)

QUANTITY
ORDERED
©

UNIT

()

UNIT
PRICE
()

AMOUNT QUANTITY
ACCEPTED

(F ©)

t asks)

Not -t 0- Exceed Cei lin
Hour
Anou

Price

(b)(4)

Anmount : (b)4)
05/ 31/ 20616

ption Line lItem

Accounting I nfo:
TBD
Funded:

(b)(4)

3008AA |OPTI ONAL TASK: M ssion Qperating

Envi ronnent Support

| AWSOWN tasks 6.8, 6.8.1, 6.8.2,

6.8.4, 6.8.5, 6.8.6, 6.8.9, and 6.

(This CLIN covers all
Not -t 0- Exceed Ceiling Price

Hour s

Anpoun

(b))

Amount 0@  Option Line Item

05/ 31/ 2010

Accounting | nfo:
Funded: (b))

3009AA |Surge Support AW SOWN Task 7.0
Not -t 0- Exceed Ceiling Price
Hour

Anpu

(b)@)

Anpunt
05/ 31/

(b)(4)
010

Option Line Item

Accounting I nfo:
TBD
Funded:

(b))

3010 Travel -Not to Exceed | AW SOW
( Cost inmbur senent )
Anpunt ; (b)(4)

Conti nued ...

11.

6.8. 3,
8. 10

reference tasks)

0

(b)@)

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 18 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
Amount:| e [ption Line Item
05/ 31/ 2
Accounting I nfo:
TBD
Funded: (b)(4)
3011 O her Direct Costs (ODC) AWSON 12.0
(Cost Rei nbur senent)
Anmount : )&
Amount: | ®@ Option Line Item
05/ 31/ 2010
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded: (b)(@)
3012 OPTI ONAL TASK:  Personne
Not -t 0- Exceed Ceiling Price (b)(4)
Hours (b))
Anoun
Amount:| ®@ |Option Line Item
05/ 31/ 2010
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- CE- 2510- RPCS64
Funded  ®®
3013 OPTI ONAL TASK: Additional M ssion Operating

Envi r onment

Not -t 0- Exceed Ceiling Price
Hour s:
Anmpount

(b)@

Anoun b)) ption Line Item
05/ 31/2010

Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 19
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
Q) (B) ©  |O (E) (F) ©)
Accounting Info
TBD
Funded: (0)4)
OPTI ON PERI OD FOUR PERI OD OF PERFORMANCE
June 1, 2011 - May 31, 2012
4001AA |[Task Order Mangenent | AW SOWN Tasks 6. 1,
6.1.1, 6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This
CLIN cover all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour
Aou (b))
Amount : tion Line Item
05/ 31/ 2011
Accounting I nfo:
TBD
Funded: (b))
. (b))
4002AA [Mal i ci ous Code Support | AW SOWN Tasks 6.3
6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7
(This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s:
Anmount : (b)(4)
Anount : ine ltem
05/ 31/ 2011
Accounting I nfo:
TBD
Funde (b)(4)
4003AA [Mali ci ous Code Support | AW SOWN Tasks 6.3

6.3.1, 6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7
(This CLIN covers all reference tasks)

Not -t 0- Exceed Ceiling Price

Hours:
Anmount (b)(4)
Amount Line Item
05/ 31/ 2011

Accounting I nfo:
TBD
Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

PAGE OF PAGES
20 75

IMPORTANT: Mark all packages and papers with contract and/or order numbers.

DATE OF ORDER |CONTRACT NO.
09/ 28/ 2007 [HSHQDC- 06- D- 00024

ORDER NO.

HSHQDC- 07- J- 00693

ITEM NO.

QY

4004AA

4005AA

4006AA

SUPPLIES/SERVICES

®)
Funded ®®

Strategic Analysis Services | AWSOWN Tasks
6.4, 6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5,
6.4.6, 6.4.7 and 6.4.8 (This CLIN covers a
reference tasks)

Not - t o-Exceed Ceiling Price

Hours:
Amount

(b)(4)

Amount @)  Option Line Item
05/ 31/ 2011

Accounting I nfo:
TBD
Funded| ©®®

Situational Awareness (ElI NSTEIN)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3,
6.5.4, and 6.5.5 (This CLIN covers al
reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s
Aoun (b)(4)

Armuntption Line Item
0

05/ 31/

Anount : &)
Accounting I nfo:
TBD
Funded

(b)@)
Anmount
Accounting Info:
TBD
Funded: (0)4)

I nformati on Support Services | AWSON Tasks
6.6, 6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5.
This CLIN covers all reference tasks)

Not -t 0- Exceed Ceiling Price

Hours:
Amount

(b)4)

Conti nued ...

QUANTITY
ORDERED
©

UNIT

®)

UNIT
PRICE
B

AMOUNT QUANTITY
ACCEPTED
F ©

(b)(4)

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 21 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
AnDuntt ion Line Item
05/ 31/ 2011
Accounting I nfo:
TBD
Funded: (0)4)
4007AA |Energency Support Function #2 Support | AW
SON Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and
6.7.4 (This CLIN covers all reference
t asks)
Not -t 0- Exceed Ceiling Price
Hour
ANDU (OI0)
Amount:| ®®@ |Option Line Item
05/ 31/ 2011
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00-00- GE- OF- 2510- RPCS64
Funded (b))
. . O10)
4008AA |OPTI ONAL TASK: M ssion Qperating
Envi ronment Support
| AWSOWN Tasks 6.8, 6.8.1, 6.8.2, 6.8.3,
6.8.4, 6.8.5 6.8.6, 6.8.9, and 6.8.19
(This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s:
Anount ©)4)
Ampunt | ®@ |ption Line ltem
05/ 31/ 2011
Accounting | nfo:
4009AA |[Surge Support | AW SON Task 7.0

Not -t 0- Exceed Ceiling Price
Hour s
Anmoun ©)4
Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 22 75
IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
Anpunt O@  |ption Line Item
05/ 31/ 2011
Accounting I nfo:
TBD
Funded
4010 Travel -Not to Exceed | AWSOW 11.0
(Cost Reinbursenent)
Anount : (b)(4)
Amount : ®@  ption Line Item
05/ 31/ 2011
Accounting I nfo:
TBD
Funded (b)(4)
4011 O her Direct Costs (ODC) AWSON 12.0
(Cost R (b)@)
Anount ; (b))
Amount : (b)(4) Fption Line Item
05/31/2
Accounting I nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08-0100-0
0- 00- 00- 00- GE- OE- 2510- RPCS64
Funded (b)(4)
4012 OPTI ONAL TASK: Personne

Not -t 0- Exceed Ceiling Price
Hour s
Amoun

(b)(4)

Armount (b)(4)
05/ 31/ 201t

ption Line ltem

Accounting I nfo:
TBD
Funded

(bY@

Conti nued ...

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)



ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

SCHEDULE - CONTINUATION 23 75

IMPORTANT: Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER CONTRACT NO. ORDER NO.
09/ 28/ 2007 |HSHQDC- 06- D- 00024 HSHQDC- 07- J- 00693

ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY

ORDERED PRICE ACCEPTED
(A) (B) (C) (D) (E) (F) (G)
4013 OPTI ONAL TASK: Additional M ssion Operating o0
Envi r onment

Not -t 0- Exceed Ceiling Price

Hour s
Anmoun

(b)(4)

Amount QJt ion Line Item

05/ 31/ 20

Accounting I nfo:

TBD

Funded: (b)(4)

The total anmount of award: $8, 022, 755. 00.
The obligation for this award is shown in

box 17(i).

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(H))

NSN 7540-01-152-8082

503-48-101

OPTIONAL FORM 348 (Rev. 6/95)

Prescribed by GSA
FAR (48 CFR) 53.213(c)


http:8,022,755.00

Contract: HSHQDC-06-D-00024
Task Order: HSHQDC-07-J-00601

A.L. The contractor’s Subcontracting Plan dated September 18, 2007 is hereby
incorporated by reference.

A.2. The applicable clauses from the contractor’s EAGLE contract HSHQDC-06-D-
00024 are in full force and effect.

A.3. The contractor shall provide the following types of labor at the corresponding unit
price per hour in accordance with the terms of this contract. The unit price per hour is
inclusive of the hourly wage plus any applicable labor overhead, General and
Administrative (G&A) expenses, and profit. Payment shall be made to the contractor
upon delivery to and acceptance by the Government office requesting services. The total
amounits billed shall be derived by multiplying the actual number of hours worked per
category by the corresponding price per hour.

The hours listed below include the base and the option periods, if exercised by the
Government.

BASE PERIOD

Labor Category Labor Rates
Year 2 EAGLE Contract Rate 7/1/47-

£ AN

(b)@)

OPTION PERIOD 1

Labor Category Labor Rates
Year 3 EAGLE Contract Rate
7/1/08-6/30/09

(b)@)




OTPION PERIOD 2

Contract: HSHQDC-06-D-00024
Task Order: HSHQDC-07-J-00601

Labor Category

(b)(4)

OPTION PERIOD 3

Labor Rates

Year 4 EAGLE Contract Rate
2MA_EARAD

Labor Category

(b)@)

Labor Rates
Year 5§ EAGLE Contract Rate
771/10-6/30/11




Contract; HSHQDC-06-D-00024
Task Order: HSHQDC-07-1-00601

OFTION YEAR 4

Labor Category Labor Rates
Opt 1 EAGLE Contract Rate

(b)(4)

A4 INSPECTION AND ACCEPTANCE

Inspection and acceptance of services will be performed by Contracting Officer
Technical Representative (COTR).

A.5 PERIOD OF PERFORMANCE

The period of performance is as follows:

Base Period: October 1, 2007 through May 31, 2008
Option Period 1: June 1, 2008 through May 31, 2009
Option Period 2: June 1, 2009 through May 31, 2010
Option Period 3: June 1, 2010 through May 31, 2011
Option Period 4: June 1, 2011 through May 31, 2012
A.6 CONTRACTING OFFICER’S TECHNICAL REPRESENTATIVE (COTR)
The COTR for this task order is:

Larry L. Willis

Telephone Nun

E-mail address: ®©)

A.7 SUBMISSION OF INVOICES- SINGLE PAYMENT OFFICE

Original invoices shall be sent to the address identified in block 21 of form Optional
Form 347. The invoice must contain the (1) contract number or blanket purchase



Contract: HSHQDC-06-D-00024
Task Order: HSHQDC-07-1-00601

agreement as applicable, (2) order numbers, (3) applicable contract line item number(s).
The invoice must comply with the payment clause in this award document to be
considered a proper invoice.

A.8 CLAUSES

1. 3052.204-70 Security requirements for unclassified information technology
resources (JUN 2006)

{(a) The Contractor shall be responsible for Information Technology (IT) security for all
systems connected to a DHS network or operated by the Contractor for DHS, regardless
of location. This clause applies to all or any part of the contract that includes information
technology resources or services for which the Contractor must have physical or
electronic access to sensitive information contained in DHS unclassified systems that
directly support the agency’s mission.

(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan
shall describe the processes and procedures that will be followed to ensure appropriate
security of IT resources that are developed, processed, or used under this contract.

(1) Within [“insert number of days™] days after contract award, the
contractor shall submit for approval its IT Security Plan, which shall be
consistent with and further detail the approach contained in the offeror's
proposal. The plan, as approved by the Contracting Officer, shall be
incorporated into the contract as a compliance document.

(2) The Contractor’s IT Security Plan shall comply with Federal laws that
include, but are not limited to, the Computer Security Act of 1987 (40
U.S.C. 1441 et seq.); the Government Information Security Reform Act of
2000; and the Federal Information Security Management Act of 2002; and
with Federal policies and procedures that include, but are not limited to,
OMB Circular A-130.

(3) The security plan shall specifically include instructions regarding
handling and protecting sensitive information at the Contractor’s site
(including any information stored, processed, or transmifted using the
Contractor’s computer systems), and the secure management, operation,
maintenance, programming, and system administration of computer
systems, networks, and telecommunications systems.

(c) Examples of tasks that require security provisions include--
(1) Acquisition, transmission or analysis of data owned by DHS with

significant replacement cost should the contractor’s copy be corrupted;
and



Contract: HSHQDC-06-D-00024
Task Order: HSHQDC-07-J-00601

(2) Access to DHS networks or computers at a level beyond that granted
the general public (e.g., such as bypassing a firewall).

(d) At the expiration of the contract, the contractor shall return all sensitive DHS
information and IT resources provided to the contractor during the contract, and certify
that all non-public DHS information has been purged from any contractor-owned system.
Components shall conduct reviews to ensure that the security requirements in the contract
are implemented and enforced.

(e) Within 6 months after contract award, the contractor shall submit written proof of IT
Security accreditation to DHS for approval by the DHS Contracting Officer.
Accreditation will proceed according to the criteria of the DHS Sensitive System Policy
Publication, 4300A (Version 2.1, July 26, 2004) or any replacement publication, which
the Contracting Officer will provide upon request. This accreditation will include a final
security plan, risk assessment, security test and evaluation, and disaster recovery
plan/continuity of operations plan. This accreditation, when accepted by the Contracting
Officer, shall be incorporated into the contract as a compliance document. The contractor
shall comply with the approved accreditation documentation.

(End of clause)

() Contractors shall identify in their proposals the names and citizenship of all non-U.S.
citizens proposed to work under the contract. Any additions or deletions of non-U.S.
citizens after contract award shall also be reported to the contracting officer.

(End of clause)
2. 3052.204-71 Contractor employee access (JUN 2006)

(a) Sensitive Information, as used in this Chapter, means any information, the loss,
misuse, disclosure, or unauthorized access to or modification of which could adversely
affect the national or homeland security interest, or the conduct of Federal programs, or
the privacy to which individuals are entitled under section 552a of title 5, United States
Code (the Privacy Act), but which has not been specifically authorized under criteria
established by an Executive Order or an Act of Congress to be kept secret in the interest
of national defense, homeland security or foreign policy. This definition includes the
following categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the
Critical Infrastructure Information Act of 2002 (Title 11, Subtitle B, of the
Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as
amended, the implementing regulations thereto (Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PCII Procedures Manual,
as amended, and any supplementary guidance officially communicated by
an authorized official of the Department of Homeland Security (including
the PCII Program Manager or his/her designee);
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(2) Sensitive Security Information (S81), as defined in Title 49, Code of
Federal Regulations, Part 1520, as amended, “Policies and Procedures of
Safeguarding and Control of S S, as amended, and any supplementary
guidance officially communicated by an authorized official of the
Department of Homeland Security (including the Assistant Secretary for
the Transportation Security Administration or his/her designee);

(3) Information designated as “For Official Use Only,” which is
unclassified information of a sensitive nature and the unauthorized
disclosure of which could adversely impact a person’s privacy or welfare,
the conduct of Federal programs, or other programs or operations essential
to the national or homeland security interest; and

{4) Any information that is designated “sensitive” or subject to other
controls, safeguards or protections in accordance with subsequently
adopted homeland security information handling procedures.

(b) “Information Technelogy Resources” include, but are not limited to, computer
equipment, networking equipment, telecommunications equipment, cabling, network
drives, computer drives, network software, computer software, software programs,
intranet sites, and internet sites.

(¢} Contractor employees working on this contract must complete such forms as may be
necessary for security or other reasons, including the conduct of background
investigations to determine suitability. Completed forms shall be submitted as directed by
the Contracting Officer. Upon the Contracting Officer's request, the Contractor's
employees shall be fingerprinted, or subject to other investigations as required. All
contractor employees requiring recurring access to Government facilities or access to
sensitive information or [T resources are required to have a favorably adjudicated
background investigation prior to commencing work on this contract unless this
requirement is waived under Departmental procedures.

(d) The Contracting Officer may require the contractor to prohibit individuals from
working on the contract if the government deems their initial or continued employment
contrary to the public interest for any reason, including, but not limited to, carelessness,
insubordination, incompetence, or security concerns.

{e) Work under this contract may involve access to sensitive information. Therefore, the
Contractor shall not disclose, orally or in writing, any sensitive information to any person
unless authorized in writing by the Contracting Officer. For those contractor employees
authorized access to sensitive information, the contractor shall ensure that these persons
receive training concerning the protection and disclosure of sensitive information both
during and after contract performance.
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(f) The Contractor shall include the substance of this clause in all subcontracts at any tier
where the subcontractor may have access to Government facilities, sensitive information,
Or Tesources.

(End of clause)

ALTERNATE I
(JUN 2006)

When the contract will require contractor employees to have access to Information
Technology (IT) resources, add the following paragraphs:

(2) Before receiving access to IT resources under this contract the individual must receive
a security briefing, which the Contracting Officer’s Technical Representative (COTR)
will arrange, and complete any nondisclosure agreement furnished by DHS.

{h) The contractor shall have access only to those areas of DHS information technology
resources explicitly stated in this contract or approved by the COTR in writing as
necessary for performance of the work under this contract. Any attempts by contractor
personnel to gain access to any information technology resources not expressly
authorized by the statement of work, other terms and conditions in this contract, or as
approved in writing by the COTR, is strictly prohibited. In the event of violation of this
provision, DHS will take appropriate actions with regard to the contract and the
individual(s) involved.

(1) Contractor access to DHS networks from a remote location is a temporary privilege
for mutual convenience while the contractor performs business for the DHS Component.
It is not a right, a guarantee of access, a condition of the contract, or Government
Furnished Equipment (GFE).

(j) Contractor access will be terminated for unauthorized use. The contractor agrees to
hold and save DHS harmless from any unauthorized use and agrees not to request
additional time or money under the contract for any delays resulting from unauthorized
use or access.

(k) Non-U.S. citizens shall not be authorized to access or assist in the development,
operation, management or maintenance of Department [T systems under the contract,
unless a waiver has been granted by the Head of the Component or designee, with the
concurrence of both the Department’s Chief Security Officer (CSO) and the Chief
Information Officer (CTO) or their designees. Within DHS Headquarters, the waiver may
be granted only with the approval of both the CSO and the CIO or their designees. In
order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U, S. ora
citizen of Ireland, Israel, the Republic of the Philippines, or any nation on
the Allied Nations List maintained by the Department of State;
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(2) There must be a compelling reason for using this individual as opposed
to a U. S, citizen; and

(3) The waiver must be in the best interest of the Government.

(1) Contractors shall identify in their proposals the names and citizenship of all non-U.S.
citizens proposed to work under the contract. Any additions or deletions of non-U.S.
citizens after contract award shall also be reported to the contracting officer.

(End of clause)
3. 3052.209-70 Prohibition on contracts with corporate expatriates (JUN 2006)
(a) Prohibitions.

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of
Homeland Security from entering into any contract with a foreign incorporated entity
which is treated as an inverted domestic corporation as defined in this clause, or with any
subsidiary of such an entity. The Secretary shall waive the prohibition with respect to any
specific contract if the Secretary determines that the waiver 1s required in the interest of
national security.

(b) Definitions. As used in this clause:

Expanded Afiliated Group means an affiliated group as defined in section 1504(a) of the

Internal Revenue Code of 1986 (without regard to section 1504(b) of such Code), except
that section 1504 of such Code shall be applied by substituting *more than 50 percent’ for
‘at least 80 percent' each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of
section 835 of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign
corporation for purposes of the Internal Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an
inverted domestic corporation if, pursuant to a plan (or a series of related transactions)—

(1) The entity completes the direct or indirect acquisition of substantially
all of the properties held directly or indirectly by a domestic corporation or
substantially all of the properties constituting a trade or business of a
domestic partnership;

(2) After the acquisition at least 80 percent of the stock (by vote or value}
of the entity is held—

(i) In the case of an acquisition with respect to a domestic
corporation, by former sharcholders of the domestic
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corporation by reason of holding stock in the domestic
corporation; or

(i1) In the case of an acquisition with respect to a domestic
partnership, by former partners of the domestic partnership
by reason of holding a capital or profits interest in the
domestic partnership; and

(3) The expanded aftiliated group which after the acquisition includes the
entity does not have substantial business activities in the foreign country
in which or under the law of which the entity is created or organized when
compared to the total business activities of such expanded affiliated group.

Person, domestic, and foreign have the meanings given such terms by
paragraphs (1), (4), and (5} of section 7701(a) of the Internal Revenue
Code of 1986, respectively.

{c) Special rules. The following definitions and special rules shall apply when
determining whether a foreign incorporated entity should be treated as an inverted
domestic corporation.

(1) Certain Stock Disregarded. For the purpose of treating a foreign
incorporated entity as an inverted domestic corporation these shall not be
taken into account in determining ownership:

(1) Stock held by members of the expanded affiliated group
which includes the foreign incorporated entity; or

(i1) stock of such entity which is sold in a public offering
related to the acquisition described in subsection (b)(1) of
Section 835 of the Homeland Security Act, 6 U.S.C.
395(b)(1).

(2) Plan Deemed In Certain Cases. If a foreign incorporated entity
acquires directly or indirectly substantially all of the properties of a
domestic corporation or partnership during the 4-year period beginning on
the date which is 2 years before the ownership requirements of subsection
(b)(2) are met, such actions shall be treated as pursuant to a plan.

(3) Certain Transfers Disregarded. The transfer of properties or liabilities
(including by contribution or distribution) shall be disregarded if such
transfers are part of a plan a principal purpose of which is to avoid the
purposes of this section.

(d) Special Rule for Related Partnerships. For purposes of applying section 835(b) of the
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership,
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except as provided in regulations, all domestic partnerships which are under common
control (within the meaning of section 482 of the Internal Revenue Code of 1986) shall
be treated as a partnership.

(e) Treatment of Certain Rights.
(1) Certain rights shall be treated as stocks to the extent necessary to
reflect the present value of all equitable interests incident to the
transaction, as follows:
(i) warrants;
(i1) options;
(ii1) contracts to acquire stock;
(iv) convertible debt instruments; and
(v} others similar interests.
(2) Rights labeled as stocks shall not be treated as stocks whenever it is
deemed appropriate to do so to reflect the present value of the transaction
or to disregard transactions whose recognition would defeat the purpose of
Section §35.
(1) Disclosure. The offeror under this solicitation represents that [Check one]: it is not
a foreign incorporated entity that should be treated as an inverted domestic corporation
pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73;
__itis a foreign incorporated entity that should be treated as an inverted domestic
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-
73, but it has submitted a request for waiver pursuant to 3009.104-74, which has not been
denied; or
it is a foreign incorporated entity that should be treated as an inverted domestic
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-
73, but it plans to submit a request for waiver pursuant to 3009.104-74.

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver
request, if a waiver has been applied for, shall be attached to the bid or proposal.

(End of provision)

4. 3052.215-17 Key Personnel or facilities (DEC 2003)
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a) The personnel or facilities specified below are considered essential to the work being
performed under this contract and may, with the consent of the contracting parties, be
changed from time to time during the course of the contract by adding or deleting
personnel or facilities, as appropriate.

(b} Before removing or replacing any of the specified individuals or facilities, the
Contractor shall notify the Contracting Officer, in writing, before the change becomes
effective. The Contractor shall submit sufficient information to support the proposed
action and to enable the Contracting Officer to evaluate the potential impact of the
change on this contract. The Contractor shall not remove or replace personnel or facilities
until the Contracting Officer approves the change.

The Key Personnel or Facilities under this Contract:

Noma Position
©)6) Program Manager

5. 3052.242-72 Contracting Officer’s technical representative (DEC 2003)

a) The Contracting Officer may designate Government personnel to act as the
Contracting Officer's Technical Representative (COTR) to perform functions under the
contract such as review or inspection and acceptance of supplies, services, including
construction, and other functions of a technical nature. The Contracting Officer will
provide a written notice of such designation to the Contractor within five working days
after contract award or for construction, not less than five working days prior to giving
the contractor the notice to proceed. The designation letter will set forth the authorities
and limitations of the COTR under the contract.

(b) The Centracting Officer cannot authorize the COTR or any other representative to
sign documents, such as contracts, contract modifications, etc., that require the signature
of the Contracting Officer,

6. 52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR
PERSONNEL (Nov 2006)

{a) The Contractor shall comply with agency personal identity verification procedures
identified in the contract that implement Homeland Security Presidential Directive-12
{HSPD-12), Office of Management and Budget (OMB) guidance M-05-24, as amended,
and Federal Information Processing Standards Publication (FIPS PUB) Number 201, as
amended.

(b) The Contractor shall insert this clause in all subcontracts when the subcontractor is
required to have routine physical access to a Federally-controlled facility and/or routine
access to a Federally-controlled information system.
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(End of clause)

7. 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits
and at the rates specified in the contract. These rates may be adjusted only as a resuit of
revisions to prevailing labor rates provided by the Secretary of Labor, The option
provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option
by written notice to the Contractor within 30 days.

8. 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT
(MAR 2000)

(a) The Government may extend the term of this contract by written notice to the
Contractor within 60 days; provided that the Government gives the Contractor a
preliminary written notice of its infent to extend at least 30 days before the contract
expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to
include this option clause.

{c) The total duration of this contract, including the exercise of any options under this
clause, shall not exceed 36 months,

9. OPTIONAL TASKS (Reference CLINs 0008AA, 0010AA, 0013, 0014, 1008AA,
1009AA, 1012, 1013, 2008A A, 2009AA, 2012, 2013, 3008AA, 3009AA, 3012, 3013,
4008AA, 4009AA, 4012 and 4013)

This task order contains CLINSs for optional tasks. The contractor shall not incur any
costs under these CLINS unless written authorization is provided by the Contracting
Officer.
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UNITED STATES COMPUTER EMERGENCY READINESS TEAM
INTEGRATION AND SUPPORT SERVICES

1.0 REQUIRING ORGANIZATION

Department of Homeland Security
National Cyber Security Division
245 Murray Lane

Building 410

Mailstop 8500

Washington, D. C. 20528-8500

2.0 OBJECTIVE

The objective of this Integration and Support Services (ISS) Task Order (TO) is to provide
information technology (IT) services to support the Department of Homeland Security (DHS)
National Cyber Security Division (NCSD) United States Computer Emergency Readiness Team
(L/S-CERT) in its cyber security mission.

30 BACKGROUND

3.1 Department of Homeland Security. NCSD functions under DHS and currently supports
and interfaces with other functions of DHS, in particular the Office of Intelligence and Analysis
and the National Operations Center (NOC).

3.1.1 DHS Under Secretary for National Protection and Program Directorate. The mission
of DHS Under Secretary for National Protection and Program Directorate (NPPD) is to identify
and assess current and future threats to the homeland, map those threats against vulnerabilities,
issue timely warnings, and take preventive and protective action. Two key areas of support
include Intelligence Analysis and Alerts and Critical Infrastructure Protection. The goal of the
Intelligence Analysis and Alerts function is to produce actionable intelligence, i.e., information
that can lead to stopping or apprehending terrorists, improve the government's ability to disrupt
and prevent terrorist acts, and to provide useful warning to the private sector and our population.
PREP fuses and analyzes information from multiple sources pertaining to terrorist threats and
partners with intelligence-generating agencies, such as the National Security Agency (NSA), the
Central Intelligence Agency (CLA), and the Federal Bureau of Investigation (FBI}. DHS threat
analysis and warning functions support the President and other national decision-makers. DHS
coordinates with Federal, State, and local agencies and with the private sector. The Critical
Protection function deals with protecting the nation’s critical infrastructure in a shared
responsibility of Federal, State, and local government, in active partnership with the private
sector, which owns approximately 85 percent of the nation's critical infrastructure. NNPD has
the responsibility of coordinating the national effort to secure the nation's infrastructure and
providing the primary Federal contact for coordinating protection activities, including
vulnerability assessments, strategic planning efforts, and exercises.



3.1.2 National Cyber Security Division. The NCSD was created 6 June 2003 as a part of the
DHS, National Protection and Program Directorate (NPPD). The NCSD has been charged with
coordinating the implementation of the strategy outlined in the National Strategy to Secure Cyber
Space, and is partnering with private and public organizations to develop long-term solutions to
address the considerable challenges inherent to securing cyberspace.

The NCSD of the DHS consists of four major components: the US-CERT, Law Enforcement
and Intelligence, Awareness and Outreach, and Strategic Initiatives. The NCSD was established
to serve as the federal government's comerstone for cyber security coordination and
preparedness, including implementation of the National Strategy to Secure Cyberspace.

This acquisition is for the Integration and Support Services (ISS) for the US-CERT. The US-
CERT is the operational arm of the NCSD. The US-CERT is a partnership between DHS and
the public and private sectors to protect the nation’s Internet infrastructure. US-CERT
coordinates the defense against and responses to cyber attacks across the nation. US-CERT
analyzes and reduces cyber threats and vulnerabilities; disseminates cyber threat warning
information; and coordinates incident response activities.

4.0 SCOPE

The scope of this Statement of Work (SOW) includes all integration and support services
necessary to operate the US-CERT. This includes Task Order Management; 24x7 Incident
Handling Team Support; Malicious Code {Malcode) Support; Strategic Analysis Services,
Situational Awareness; Information Support Services; Emergency Support Function #2 Supports;
and the Mission Operating Environment (MOE) Support (optional). The Government may issue
additional tasks under this TO.

4.1 DHS Enterprise Architecture Compliance

Contractors shall comply with DHS Enterprise Architecture requirements when the task order
involves tasks to design, develop, or maintain an IT system for a DHS Headquarters or
Component program. All solutions and services shall meet DHS Enterprise Architecture policies,
standards, and procedures as it relates to this Statement of Work and associated TOs.
Specifically, the contractor shall comply with the following Homeland Security Enterprise
Architecture (HLS EA) requirements:
e All developed solutions and requirements shall be compliant with the HLS EA.
o All IT hardware or software shall be compliant with the HLS EA Technology
Reference Model (TRM) Standards and Products Profile.
» Al data assets, information exchanges and data standards, whether adopted or
developed, shall be submitted to the DHS Enterprise Data Management Office
(EDMO) for review and insertion into the DHS Data Reference Model.



5.0 APPLICABLE DOCUMENTS

1) BOD 5220.22M, National Industrial Security Program Operating Manual

2) DHS MD 4300 Pub, Homeland Security Information Technology Security
Program Publication

3) DHS MD 4010.2 Pub, Section 508 Program Management Office and Electronic and
Information Technology Accessibility

4) DHS MD 4010.2, Appendix A, Software Applications and Operating Systems

5) DHS MD 4010.2, Appendix B, Web-based Intranet and Internet Information and
Applications

6) DHS MD 4010.2, Appendix C, Telecommunications Products

7) DHS MD 4010.2, Appendix D, Video and Multimedia Products

8) DHS MD 4010.2, Appendix E, Self Contained, Closed Products

9y DH MD 4010.2, Appendix F, Desktop and Portable Computers

10) DHS MD 4010.2, Appendix G, Functional Performance Criteria

11y DHS MD 4010.2, Appendix H, Information, Documentation and Support

12) Homeland Security Critical Information Act of 2002

13) GAO, Testimony Before the House Committee on Homeland Security, Subcommittee on
Economic Security, Infrastructure Protection, and Cybersecurity

14) Computer Security Incident Handling Guide

6.0 TECHNICAL REQUIREMENTS/TASKS

This SOW contains the requirements for multiple tasks that will be awarded upon task order
award. Optional tasks may be awarded at the discretion of the Government. The technical
requirements, tasks, and deliverables for each task are detailed in the subsections that follow. A
consolidated list of deliverables for this SOW is included in Section 17.3 of this SOW, entitled
Deliverable/Delivery Schedule. The following is a list and description of each of the tasks and
optional tasks for this task order:

6.1  Task Order Management. The Contractor shall serve as a single point of contact and
provide task order management for all tasks. Te additional support to the Government shall
include development of a Program Management Plan, task order management, supporting
disciplines and regulatory compliance, performing centralized program management support, and
conducting and participating in Program Management Reviews (PMRs). In addition, the
contractor shall assist US-CERT in responding to questions and requests from other DHS and
external organizations. The contractor shall also perform Continuity of Operations (COOP) and
Disaster Recovery (DR} activities as directed by the Government.



6.1.1 Program and Project Management

The Contractor shall develop a Program Management Plan following task order award. The
Program Management Plan shall include the organizational chart identifying relationships,
authorities, responsibilities, and contact information for each individual; master schedule; time
phased budget schedule; and management controls that the Contractor shall employ to meet the
performance, cost, and schedule requirements of the task order. The Program Management Plan
shall also contain a Risk Management Plan that describes the approach that will be used to
actively manage risk on the program. The initial Program Management Plan is due 45 days after
task order award with a revised Program Management Plan due 30 days following award of
Optional Task(s). The Contractor shall provide an updated Program Management Plan annually
and shall provide partial updates as mission requirements dictate.

Deliverable: Program Management Plan
6.1.2 Task Order Management

The Contractor shall be responsible the daily activities required for successful execution of atl
tasks. The Contractor shall oversee the task order by using vehicles such as status reporting,
quality assurance monitoring, and security management reviews. The Contractor shall prepare
and present a Monthly Status Report every 30 days. The Monthly Status Report shall include,
but is not limited to, previous month’s progress; current month’s planned progress; issues and
recommendations; schedule performance; estimated costs versus actual costs; and program risks,
risk mitigation plans, and risk mitigation actions taken.

Deliverable: Monthly Status Report
6.1.3 Support Disciplines and Regulatory Compliance

The Contractor shall employ productivity and management control methods including, but not
limited to, Quality Assurance (QA), Configuration Management (CM), , and Risk Management.
Additionally, work may involve Federal Information Processing Standards (FIPS), and Federal
Laws and Regulations that affect information systems operations. Examples are the Privacy Act
of 1974, the Computer Security Act of 1987, and the Joint Financial Management Improvement
Program (JFMIP). Performance in this area shall entail multiple technical and functional
disciplines.

6.1.4 Task Management Support

The Contractor shall provide and perform general administrative, clerical, and other related
functions necessary to provide task management of the tasks associated with this task order.



6.1.5 Program Management Reviews

The Contractor shall prepare and present a PMR to the Government on a quarterly basis. The
PMR reviews shall address each awarded Task and shall provide detailed performance, schedule,
and cost information for the previous quarter. Additionally, each PMR shall address the current
quarter’s performance and schedule requirements. The PMR review slides shall include, but are
not limited to, prior quarter performance, schedule, and cost data; current quarter performance,
schedule, and cost data; accomplishments; issues and recommendations; and risks identified
and mitigation actions taken.

Deliverable: PMR Slides

6.2 24 X 7 Incident Handling Team Support. The Contractor shall manage and operate an
information security incident handling capability ont a 24 hour per day/7 days per week basis;
perform incident handling; perform incident and security event reporting; and provide surge
support for both planned and unplanned contingencies. The Contractor shall provide and manage
a complete, comprehensive team of highly qualified technical personnel necessary to perform the
work described in this Task. It is anticipated that the Contractor will provide personnel
experienced in, but not limited to, current technologies in information systems and network
administration; computer security; intrusion detection systems; malcode and anti-virus support;
relational database administration, querying, and report generation; and integration of standard
office automation tools.

6.2.1 Manage and Operate the 24x7 Incident Handling Capability

The Contractor shall staff, manage, and operate the Incident Handling Capability 24 hours per
day, seven days per week. The Contractor shall staff the 24x7 Incident Handling Capability with
a minimum of two personnel specializing in incident handling at all times.

6.2.2 Track, Handle, and Report

The Contractor will track, handle, and report all security events and computer incidents in
accordance with government procedures. This includes, but is not limited to, both Level | and
Level 2 computer incidents. To efficiently facilitate and expedite the tracking, handling, and
reporting of all security events and computer incidents, the Contractor shall coordinate with
relevant organizations, which include, but are not limited to, U.S. government agencies; state and
local governments; critical infrastructure owners and operators; and international governments.

6.2.3 Perform Tracking Using the Government Tracking System
The Contractor shall perform tracking of all reported security events and incidents using the

government tracking system. In addition, the Contractor shall document the resolution of each
security event or incident using the government tracking system.



6.2.4 Escalation

The Contractor shall perform escalation of warranted security events and incidents it accordance
with government procedures.

6.2.5 Asgist in Restoration Efforts

For each security event or incident requiring restorative services, the Contractor shall assist in
restoration efforts by providing technical guidance; coordinating recovery efforts; archiving
relevant information; and reporting status information to government personnel.

6.2.6 Follow Government Resolution and Escalation Procedures,

Whenever incidents or security events require resolution, the Contractor shall follow
Government resolution and escalation procedures. Whenever possible, problem resolution will
occur within the Incident Handling Team. In situations where this is not possible, the Contractor
shall escalate the request in accordance with Government procedures.

6.2.7 ldentify Patterns in Reported Compromises

For all inctdents reported, the Contractor shall identify patterns in reported compromises and
identify additional compromises as part of the same incident. The Contractor shall document all
information associated with a particular incident. Using a government provided format, the
Contractor shall draft and submit complaint letters to the Government for approval. Following
govermmment approval, the Contractor shall transmit finalized complaint letters to various
organizations for action.

Deliverables: Draft and Final Complaint Letters
6.2.8 Monitor Other Agency Internet Infrastructures

The Contractor shall monitor the general health and welfare of other federal government
agencies’ internet infrastructures. To perform this, the Contractor shall perform monitoring of
both the systems and networks of federal government agencies. The Contractor shall utilize
government provided tools and utilize sensor data to correlate events and conduct trend analyses
of anomalous events identified through monitoring. This includes, but is not limited to,
determining port and protocol events and internet traffic anomalies.



6.2.9 Perform Other Duties as Necessary

The Contractor shall perform other duties as necessary to efficiently and effectively manage and
operate the Incident Handling Capability on a 24 hours a day, seven days a week basis. Other
duties include, but are not limited to, arranging shift schedules, distributing tasks, and organizing
teams,

6.2.16 Reduce Risk and Facilitate Continuous Improvement

To reduce risk and facilitate continuous improvement, the Contractor shall identify all processes
involved in the management and operation of 24x7 Incident Handling Capability. The
Contractor shall submit this list to the Government for approval. Once approved, the Contractor
shall document all processes on the list involved in the management and operation of the 24x7
Incident Handling Capability in accordance with a government provided format. This includes,
but is not limited to, triage, incident handling, analysis and trend reporting, monitoring networks
and systems, anti-virus support responses, re-direction to applicable security resources, security
vulnerability information dissemination, and incident reporting. The government will have 60
days to review and comment on the draft processes. The Contractor shall submit final Incident
Handling Capability processes to the Government 270 days after task order award.

Deliverables: Incident Handling Capability Process List, Draft Incident Handling Capability
Processes, Final Incident Handling Capability Processes.

6.2.11 Report on Security Incidents (Daily and Weekly Basis)

The Contractor shall report on security incidents and events on a daily and weekly basis in
accordance with govemment procedures. On a daily basis, the Contractor shall prepare
operational status slides using a government provided format. On a weekly basis, the Contractor
shall prepare assessments, reports, and weekly trends of incident and security events using a
government provided format. Following Government approval, the Contractor shall then
disseminate these reports across the federal, state and local governments, and U.S. critical
infrastructures. Dunng off-peak hours, the Contractor shall prepare additional status reports,
assessments, and reports and, following Government approval, disseminate these to facilitate
coordination and dissemination of information to other federal, state, and local governments and
U.S. entical infrastructures.

Deliverables: Operational Status Slides, Assessments, Status Reports, Trends of Incident and
Secunty Events



6.2.12 Provide Planned and Unplanned Contingency Support

In the event of a contingency, the Contractor shall provide contingency support on both a planned
and unplanned basis to support an increased workload. Contingency support will be both for
major planned exercises and for actual crisis operations. For exercise support, the Contractor
shall provide additional assistance as directed by the govermment. For actual contingency
operations, the staffing requirements may increase dramatically during a contingency that
typically lasts for less than a three-week period. To minimize disruption of existing tasks, during
the contingency, the Contractor shall provide additional personnel, with active clearances, for the
duration of any contingency. In the event of unplanned contingency operations, as directed by
the government, the Contractor shall present a staff augmentation plan to the Government
Contracting Officer (CO) for approval. In the plan, the Contractor shall highlight any additional
funding requirements above the current task authorization.

Deliverables: Contingency Staff Augmentation Plan (as required)
6.2.13 Security

All personnel assigned to 24 X 7 Incident Handling Team Support task shall possess an active TS
clearance and be clearable through the TS/SCI level.

6.3 Malicious Code Support. The Contractor shall manage and operate the US-CERT
Malicious Code Laboratory. The Contractor shall develop procedures to analyze and categorize
malcode; perform detailed analysis and characterization of malcode; produce reports on trends in
malcode; develop and implement processes to keep US-CERT and others abreast of malcode
developments; maintain a working inventory of tools and processes; and organize and maintain a
collection of malcode in a safe environment separate from operational systems.

The Contractor shall provide and manage a complete, comprehensive team of highly qualified
technical personnel necessary to perform the work described in this Task. The Contractor shall
assign personnel to this Task proficient in topics of interest related to malcode including, but not
limited to, Automatic detection and characterization; Reactive countermeasures; Proactive
defenses; Threat assessment; Damage assessment; Reverse engineering; and roBOT NETworks
(BOTNETSs). In addition, the Contractor shall provide personnel experienced in, but not limited
to, current technologies in information systems and network administration; computer secunty;
intrusion detection systems; malcode and anti-virus support; and relational database
administration, querying, and report generafion.
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6.3.1 Manage and Operate the Malicious Code Laboratory

The Contractor shall operate the US-CERT Malicious Code Laboratory. The Contractor shall
establish procedures to analyze and categorize software code for malicious intent. The
Contractor shall operate the Malicious Code Laboratory, including the design of the analytical
tools and the analysis of malcode in both static and dynamic (run-time) environments.

Deliverables: Analytical Procedures
6.3.2 Analyze and Categorize Malicious Code

The Contractor shall analyze and categorize malcode. At a minimum, the analysis and
categorization shall consider obfuscation and armoring techniques, vulnerability exploits,
distribution and propagation techniques, potential damage, and impacted operating environments.
The Contractor shall work within the government and commercial community of expertise to
plan appropriate action in response to specific instances of malcode. The Contractor shall
coordinate with the IT security community to determine the extent of potential damage, work
with the community to identify the appropriate responses, and issue warning products.

Deliverables: Analytical Reports
6.3.3 Perform Detailed Analysis and Characterization

The Contractor shall perform detailed analysis and characterization of malcode to adequately
identify or corroborate specific dangers and threats to critical infrastructure.

Deliverables: Analytical Reports
6.3.4 Track Trends and Develop and Implement Processes

The Contractor shall track trends in malcode development and develop and implement processes
to keep US CERT personnel and others current on malcode developments and trends. The
Contractor shall write, produce, and distribute timely information papers covering topics of
concern in malcode.

Deliverables: Malcode Trend Reports
6.3.5 Maintain 2 Working Inventory of Tools and Processes

The Contractor shall maintain a working inventory of tools and processes for the identification
and analysis of code for malicious intent. The Contractor shall operate and maintain tools in a
working environment as necessary for analysis. The Contractor shall establish and maintain
effective working relationships with other government and industry organizations concerned with
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the investigation of malcode to keep abreast of new tools and processes used by other
organizations.

Deliverables: Analytical Tools Inventory and Analytical Processes Inventory
6.3.6 Organize and Maintain a Collection of Malicious Software

The Contractor shalt organize and maintain a collection of malicious software (malware) in a
safe environment that is maintained separate from operational systems.

Deliverable: Malware Inventory
6.3.7 Security

All personnel assigned to the Malicious Code Support task shall be clearable through the TS/SC1
tevel.

6.4 Strategic Analysis Services. The Contractor shall perform strategic analysis of incidents
and analysis of sophisticated cyber attack patterns over extended periods of time. The Contractor
shall conduct detailed technical analysis of incidents; computer autopsies and forensics;
participate in working groups; and conduct and participate in technical briefings. The Contractor
shall provide technical analysis; data fusion; data trend monitoring; emergency response team
services; community of interest analysis cell services; reverse engineering services; network
analysis tools evaluation and integration services; and operational metrics support services.

6.4.1 Technical Analysis

The Contractor shall conduct detailed technical assessments of emerging policy, technical plans,
program documents, and on-going analysis projects. The Contractor shall conduct system
analysis of, as examples, a technical review involving the contents of a compromised systemt,
reverse engineering unusual files and data; or, the identification and documentation of the tactics,
techniques, and procedures used by an attacker to gain unauthorized system access. The
Contractor shall conduct technical reviews of data originating from or reflecting status of
ongoing intrusions and document the findings of apparent activities involved and any intrusive or
damaging trafiic leading to or from the compromised host.

Deliverable: US-CERT Technical Report

6.4.2 Data Fusion

The Contractor shall support data fusion from various data inputs to include reported intrusions,
sensor inputs, network status, open source, and law enforcement and intelligence inputs. The

Contractor shall also provide incident handling support for incident detection, analysis, and
coordination and response.
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Deliverable: Incident Handling and Analysis Report
6.4.3 Data Trend Monitoring

The Contractor shall monitor data trends from intrusion detection systems and traffic analysis
tools. The result of this monitoring will be an analysis of potential compromises and emerging
threats. Information conceming potential compromises, emerging threats, and traffic patterns
shall be identified and documented in Federal Information Notices (FINs) and Critical
Infrastructure Information Notices (CIINs). Contractor prepared FINs and CIINs shall provide
both technical and non-technical information for wide dissemination purposes.

Deliverables: FINs, CIINs
6.4.4 Emergency Response Team Services

Contractor personnel shall participate in rapid emergency response team deployments for on-site
support requiremnents. The Contractor shall identify and maintain a roster of personnel to support
this requirement. Generally, the government will provide a minimum of 12 hours notification
prior to deployment. Deployment may be to areas in the process of disaster recovery and may be
tor extended periods of time.

Deliverable: Deployment Personnel Roster
6.4.5 Community of Interest Analysis Cell Services

Contractor personnel shall be teamed into community of interest analysis cells. Personnel shall
maintain consistent dialogue with community of interest organizations. Personnel may be
required to attend conferences and on-site orientation. Contractor personnel! assigned as Strategic
Analysts shall serve as a liaison and advocate for their respective cells by: 1) ensuring strategic
analysis products produced by the US-CERT are distributed throughout the cells; 2) detecting
trends throughout their cells; and 3) providing a thorough and comprehensive analysis on the
state of their respective cell including creating detailed reports and briefings. Analysis cells will
include, but are not limited to, organizations within the federal government, state/local
government, and critical infrastructure and international counterparts.

6.4.6 Reverse Engineering Services

The Contractor shall be tasked with reverse engineering of malware code, tool evaluations, and
analysis as a result of proliferation of new techniques and tools. The Contractor shall be tasked
to analyze software code applications, scripts, and processes using the resources of the US-CERT
Malicious Code Laboratory to evaluate and assess the technical operations. The contractor shall
prepare Reverse Engineering Reports and Reverse Engineering Briefings as required.

Deliverables:  Reverse Engineering Report, Reverse Engineening Briefing
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6.4.7 Network Analysis Tools Evaluation and Integration Services

The Contractor shall participate in the identification, evaluation, and integration of existing and
future network analysis tools to be used by US-CERT Operations.

6.4.8 Operational Metrics Support Services

The Contractor shall develop, maintain, and automate operational metrics in support of US-
CERT. The metrics shall include both internal and external metrics to assess operational
performance and effectiveness.

6.4.9 Security

All personnel assigned to the Strategic Analysis Services task shall possess an active TS/SCI
clearance.

6.5 Situational Awareness (EINSTEIN). The Contractor shall incrementally provide a
global situational awareness capability, support the development and evolution of current and
future data collection and collaboration technologies; support the development of network sensor
requirements specifications and operations architecture; perform verification, validation, and
delivery of enhanced capabilities; and provide production support necessary to incorporate new
capabilities and systems into DHS operational environments.

The Contractor shall provide and manage a team of highly skilled personnel, experienced in, but
not limited to information assurance, systems programming, systems administration,
infrastructure engineering, network security, analysis, situational awareness, test and evaluation,
and new and emerging technologies in the areas of data collection and collaboration, network
sensors, and global situational awareness.

6.5.1 Global Situational Awareness Capability

The Contractor shall analyze, design, develop, deploy, and incrementally enhance the
information assurance collection management system and the tools required to provide a Global
Situational Awareness {(GSA) capability to DHS, NCSD, and US-CERT. The Contractor shall
plan, develop, and implement a system that will provide information "collectors” and
collaboration tools for the delivery of information to DHS, NCSD, US-CERT, and participating
customers. Additionally, the Contractor shall produce a consolidated situational view capability,
to reside at a US-CERT site, with the ability to allow views of definable subsets of data. The
Contractor shall support information requirements development, submission, and coordination
through the US-CERT approval and validation process. In addition, the Contractor shall
coordinate with the all DHS, NCSD, and US-CERT approved sectors, agencies, components, and
disciplines regarding the deployment and operation of situational awareness capabilities. The
Contractor shall document and deliver the requirements, design, code, user, and version
description documentation to the Government. Following Government review, the Contractor
shall update all documentation developed under this task.
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Deliverables: GSA Requirements Specification, GSA Design Document, GSA Source Code,
GSA User Manual, GSA Version Description Document (as applicable)

6.5.2 Development of Data Collection and Collaboration Technologies

The Contractor shall elicit and develop the requirements (including operational requirements)
needed by the DHS, NCSD, and US-CERT to support the development and migration of current
and future high-speed, passive Data Collection and Collaboration Technologies (DC&C). The
Contractor shall develop, document, and integrate these technologies with pre-existing programs
and interfaces, to the maximum extent possible, to minimize requirement changes with current
and future customers. Following Government review, the Contractor shall update all
documentation developed under this task.

Deliverables: DC&C Requirements Specification, DC&C Design Document, DC&C Source
Code, DC&C User Manual, DC&C Version Description Document (as applicable)

6.5.3 Network Sensor Requirements Specification and Operations Architecture

In conjunction with the Product Development Support effort, the Contractor shall develop the
reguirements specifications and operations architecture needed by the product engineers to
support the integration, throughput, and security requirements of current and future Network
Sensor (NS) technologies or other sensors into existing DHS and other agency infrastructures.
The Contractor shall monitor the operations architecture to identify and subsequently develop
any required enhancements to improve interface capabilities with the DHS management system.
The requirements specification, operations architecture, and developed enhancements shall
encompass the health, welfare, and security of the "sensors” and other deployed systems as well
as an identification of coverage areas (e.g. the Internet Protocol (IP) address range the sensor is
watching compared with the total IP space owned and leased by a particular office/agency) and
decomposed into community of interests defined by the government. Following Government
review, the Contractor shall update all documentation developed under this Task.

Deliverables: NS Requirements Specification, NS Operational Architecture, NS Source Code,
NS User Manual, NS Version Description Document (as applicable)

6.5.4 Verification, Validation, and Delivery of Enhanced Capabilitics
Prior to delivery of any enhanced capability or system to the operational environment, the
Contractor shall thoroughly verify, test, and validate any enhanced capability or system

developed under this task. The Contractor shall deliver and install all equipment, up to and
including, four geographically dispersed operational environments.
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6.5.5 Production Support for the Operational Environment

The Contractor shall support all facets of integrating new systems and capabilities into the
operational environment in, up to and including, four geographically dispersed sites. This
includes, but is not limited to, installation, on-going maintenance, occurrence and event
investigation, and root cause analysis for both production systems and peripheral equipment.
The Contractor shall perform root cause analysis to identify systemic problems, implement
corrective actions, and identify future improvements to operations. The Contractor shall
document lessons learned on a quarterly basis. The Contractor shall minimize downtime by
providing personnel on an on-call basis, 24 hours per day, seven days per week. The Contractor
shall provide full DR and COOP support for all systems and capabilities delivered under this
task.

Deliverables: Lessons Learned
6.5.6 Security

All personnel assigned to the Situational Awareness (EINSTEIN) task shall be clearable through
the TS/SCI level.

6.6  Information Support Services. The Contractor shall support development,
implementation, and maintenance of information services, products, and reports and shall
develop and maintain operating procedures; produce daily reports of computer security events
and incident statistics; prepare quarterly Federal Information Security Management Act (FISMA)
reports of computer security events and incident statistics; review and update documentation; and
provide exercise support services. The contractor shall also support developing and
disseminating processes for daily, quarterly, and annual reports via the US-CERT portal and the
US-CERT internet site.

6.6.1 Operating Procedures

The Contractor shall support the development, refinement, and standardization of operating
procedures between the US-CERT, DHS, federal government Information Sharing Analysis
Centers (ISACs), and international partners. Performance shall include visits to both 11.S.
government and foreign government Computer Security Incident Response Centers
{CSIRCs)/CERTSs and participation in unclassified and classified teleconferences, Video
Teleconferences (VTCs), and other meetings related to this task.

Deliverables: CSIRC/CERT Visit Report
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6.6.2 Computer Security Events/Incident Statistics

The Contractor shall prepare daily reports of computer security events/incident statistics
including, but not limited to:

s a breakout of incidents;
s federal agencies, state/local governments, and critical infrastructures atfected; and
» the status of ongoing activities.

The information contained in the reports shall include, but is not limited to:

incident trends;

analysis of traffic patterns;
vulnerability statistics; and
malcode trends and outbreaks.

* 0

Deliverables: Computer Security Event/Incident Statistics Report
6.6.3 Federal Information Security Management Act Report

The Contractor shall prepare quarterty FISMA reports of computer security events and incident
statistics including a breakout of incidents affecting federal agencies and sub agencies for each
unique government agency and analysis of the activities during the past quarter. The tnformation
contained in the reports shall include, but is not limited to:

incident trends;

analysis of traffic patterns;
vulnerability statistics; and
malcode trends and outbreaks.

o & » @

Deliverables: FISMA Report
6.6.4 Review and Update Services

The Contractor shall be responsible for review and update of documentation, including, but not
Himited to:

Standard Operating Procedures (SOPs);
internal operational processes;
manuals; and

other US-CERT documentation.

* . & & @
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The Contractor shall gather necessary information from US-CERT personnel, other DHS
employees, and relevant references. The Contractor shall create and arrange system files and
folders that contain US-CERT documentation. The Contractor shall develop, write, format, and
edit technical and non-technical information for reports, manuals, procedures, processes, briefs,
and other forms of documentation.

Deliverables: SOPs Updates, Internal Operational Processes Updates, Manual Updates, Other
US-CERT Documentation Updates

6.6.5 Exercise Support Services

Exercise Support falls under the Plans Policy Coordination Program which also entails the
International Support function.

The Contractor shall represent the US-CERT in various exercise scenarios, and, as directed by
the Government, will act on behalf of the US-CERT. Contractor personnel supporting this
requirement shall be highly knowledgeable and experienced in Security Operations Center
functions and responsibilities. Travel involved for Exercise Support shall involve primarily
Continental US (CONUS) travel, but may also include Outside Continental US (OCONUS)
travel. The duration of most exercises is approximately three days but may be longer depending
on level of participation and type of exercise. Contractor personnel supporting this requirement
may be required to support the Initial Planning Phases and Final Planning Conferences. The
Contractor shail maintain and manage a staff, whose knowledge and skills includes. but is not
limited to, writing skills; review and editing technical documents for flow, errors, logic, and
overall conststency with other related documents; ability to prioritize, multi-task, and work with
teams to meet deadlines; document project plans and timelines; knowledge of Critical
Infrastructure and interdependencies and cyber security vulnerabilities and solutions; background
in Network Security Operations, and development of exercise scenarios, plans, and policies.

Currently, the International Support function consists primarily of planning and policy
development. The intent of the program is to provide outreach support to the vanious
international CSIRCs in support of US-CERT operations. The Contractor shall develop
information sharing protocols in accordance with current Federal guidelines. Some OCONUS
travel may be required in support of this effort to meet with International CSIRC organizations to
develop information sharing protocols.

The Contractor shall prepare periodic briefings and after action plans and reports. Planning
exercises with other agencies may involve integration into each organization’s operational
tactics, techniques, procedures, and personnel. In conjunction with other organizations, the
Contractor shall provide technical and organizational skills to respond to realistic computer
defense scenarios for exercises.

Deliverables: Periodic Briefings, After Action Plans and Reports
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0.6.0 Security

All personnel assigned to the Information Support Services task shall be clearable through the
TS/8CT level.

6.7 Emergency Support Function #2 Support. The Contractor shall provide cyber security,
telecommunications, and information technology support for pre-incident, incident, post-
incident, and deactivation activities necessary for any incident involving Emergency Support
Function (ESF) #2 activation. The Contractor shall support the ESF #2 Team Leader in
coordinating with the telecommunications industry; restoring, repairing, and the temporary
provisiomng of communications infrastructure; and protecting, restoring, and sustaining national
cyber and information technology resources.

6.7.1 Pre-Incident ESF #2 Support

The Contractor shall assist the Government in all facets of pre-incident support activities. This
includes, but is not limited to, developing, delivering, and evaluating training for deployment.
The Contractor shall develop and deliver training on all aspects of the National Response Plan,
roles of the ESF #2 members and their capabilities, and the Federal Emergency Management
Agency’s process for procurement during response efforts. The Contractor shall evaluate the
results of the training and modify the training accordingly.

The Contractor shall work closely with National Communications System (NCS) to ensure the
latest cyber security, telecommunications, and information technology is available to all Federal
agencies participating in a response effort. The Contractor shall develop and maintain an up to
date list of the latest cyber security technology available for response efforts. The Contractor
shall maintain an up to date repository that contains the latest cyber security technology for easy
accessibility and reproduction in the event of ESF #2 activation.

The Contractor shall participate in nation-wide deployments to perform any pre-incident support
tasks deemed necessary by the ESF #2 Coordinator or Team Leader.

Deliverabies: US-CERT ESF #2 Activation and Deployment Training Materials, US-CERT ESF
#2 Activation and Deployment Training Records, US-CERT ESF #2 Training Evaluation
Results, Revised US-CERT ESF #2 Activation and Deployment Training Materials (as required),
US-CERT Cyber Secunity Technology Inventory List for Response Efforts, US-CERT Cyber
Security Technology Repository
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6.7.2 Incident ESF #2 Support

During the incident phase, the contractor shall provide support for the following activities:

The Contractor, when required, shall participate in all nation-wide deployments as a result of
ESF #2 activation;

The Contractor shall assess and analyze the potential or actual impact of the disaster or
incident on the information technology sector at affected locations;

The Contractor shall communicate and work with NCSD personnel to create and disseminate
cyber threat warning information associated with any vulnerabilities identified during the
incident period,

As required, the Contractor shall provide inputs to Federal Law Enforcement agencies to
support their mission of investigating and prosecuting malicious attacks against cnitical
national cyber assets;

Following the FEMA procurement process for response efforts, the Contractor shall assist in
temporary provisioning of any information technology or telecommunications infrastructure
necessary for a specific response effort;

The Contractor shall work under the direction of the ESF #2 Coordinator or Team Leader to
fulfill other telecommunications, cyber security, or information technology duties as assigned
during the incident period; and

The Contractor shall participate in nation-wide deployments to perform incident support
tasks deemed necessary by the ESF #2 Coordinator or Team Leader.

6.7.3 Post-Incident ESF #2 Support

During the post-incident phase, the Contractor shall support the following activities:

The Contractor shall assist the ESF #2 Coordinator or Team Leader in the development,
coordination, and execution of service and site restoration plans;

The Contractor shall assist the ESF #2 Coordinator or Team Leader in the identification,
repair, reconstitution, security, and protection of cyber, telecommunications, and information
technology assets from further damage;

The Contractor shall assist in the evaluation of the incident to identify lessons learned;

The Contractor shall assist in post-incident reporting;
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» The Contractor shall assist in the identification and development of initiatives to mitigate the
effects of future incidents; and

« The Contractor shall participate in nation-wide deployments to perform post-incident support
tasks deemed necessary by the ESF #2 Coordinator or Teamn Leader.

6.7.4 Deactivation ESF #2 Support
During the deactivation phase, the Contractor shall support the following activities:

= The Contractor shall provide inputs required for after-actions reports as detailed in the
National Response Plan; and

= The Contractor shall participate in nation-wide deployments to perform deactivation support
tasks deemed necessary by the ESF #2 Coordinator or Team Leader.

6.7.5 Security
All personnel assigned to the ESF #2 task shall be clearable through the TS/SCI fevel.

6.8 OPTIONAL TASK (This task will be exercised by the Government doing the
applicable period of performance): Mission Operating Environment Support. The
Contractor shall provide support for the management and operation of the Mission Operating
Environment (MOE). The Contractor shall provide support that includes, but is not limited to,
networks, servers, systems, applications, workstations, peripherals, and interet connections
necessary to operate a 24 hours per day, 7 days per week operational system and environment.
The MOE is the infrastructure that supports the 24x7 Incident Handling capability, strategic
analysis, malicious code support, and information support services of the US-CERT.

The Contractor shall provide and manage a complete, comprehensive team of highly qualified
technical personnel necessary to perform the work described in this task. It is anticipated that the
Contractor will provide personnel experienced in, but not limited to, current technologies in
information systems and network administration; computer security; intrusion detection systems;
malicious code and anti-virus support; relational database administration, querying, and report
generation; and integration of standard office automation tools.

6.8.1 Perform System, Server, and Network Administration

The Contractor shall perform system, server, and network administration on all components of
the MOE. The Contractor shall perform all aspects of system administration for Government
sites located in Virginia; and another site in the Washington, DC metropolitan area. The
Contractor shall perform system, server, and network administration on all components of the
MOE, at a minimum of two geographically dispersed sites, located within the CONUS. This
includes, but is not limited to, user account administration, backup and recovery, and network,
system, and application installation, maintenance, and use monitonng.
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6.8.2 Install, Support, and Maintain Government Approved Automation Tools

The Contractor shall install, support, and maintain Government approved new and existing
standard office automation tools including, but not limited to, electronic mail, word processing,
spreadsheet, and graphics applications in the MOE.

6.8.3 Install, Support, and Maintain Government Approved User Applications

The Contractor shall install, support, and maintain Government approved new and existing
specialized user applications, including but not limited to, applications used to report and handle
incidents, perform analysis, manage malicious code, and provide information services.

6.8.4 Perform Installation and Integration

As directed by the Government on an as needed basis, the Contractor shall perform the
installation and integration of new Government approved office automation and specialized
applications into the MOE.

6.8.5 Perform Full System Backups

The Contractor shall perform full system backups for the MOE in accordance with Government
procedures. The Contractor shall label all system backups with the current date and store these in
a Government approved storage facility.

Deliverables: Full System Backup Files

6.8.6 Perform Incremental (Daily) System Backups

On a daily basts, the Contractor shall perform incremental system backups for the MOE in
accordance with Government procedures. The Contractor shall label all incremental system
backups with the current date and store these in a Government approved facility.

Deliverables: Incremental System Backup Files

6.8.7 Perform Restoration Services

In the event of a network or system failure, the Contractor shall perform restoration services of
the network, servers, and/or applications comprising the MOE. The Contractor shall provide

experienced personnel on an on-call basis 24 hours per day, seven days per week to perform
restorative services for the MOE in the event of a network or system outage.

6.8.8 Develop and Maintain an Inventory of all Equipment
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The Contractor shall develop and maintain an inventory of all equipment comprising the MOE.
The Contractor shall develop and maintain an inventory list that includes, but is not limited to,
component name, vendor name, model number, description, license number, date of purchase,
maintenance agreement number, date of maintenance expiration, and DHS Asset tag number.

Deliverables: MOE Component Inventory List, Updated MOE Component Inventory List
6.8.9 Develop a List of Procedures

The Contractor shall develop a lst of the procedures utilized to perform MOE support. This list
shall include a brief description of each procedure. Once approved by the Government, the
Contractor shall update the final MOE Support Procedure List.

Deliverables: Draft MOE Support Procedures List and Final MOE Support Procedures List
6.8.10 Document all Procedures on the Final MOE Support Procedures List

The Contractor shall document all procedures on the Final MOE Support Procedures List in
accordance with Government standards. Examples of procedures to be documented include, but
are not limited to, system and network administration; network, server, and application upgrades;
user account initiation and maintenance; inventory management; and backup and recovery
procedures. Following Government review, the Contractor shall update these procedures.

Detiverables: Draft MOE Suppori Procedures, Final MOE Support Procedures
6.8.11 Security

All personnel assigned to the OPTIONAL MOE Support task shall possess an active TS
clearance and be eligible for SCI access.

6.9 Transition Plan

The Contractor shall develop, document and monitor the execution of a transition plan that may
be used to transition tasks and materials to a new Contractor, or to the Government. The plan
will incorporate an inventory of all services and materials developed that will be required to fully
perforn the services provided under this contract. The plan will include a schedule of briefings,
including dates and time and resources allotted, that will be required to fully transition all
materials developed to the follow-on Contractor, and will provide the names of individuals that
will be responsible for fully briefing their follow-on counterparts. The plan is to ensure that the
follow-on Contractor, or the Government, will be provided sufficient information and be fully
briefed prior to the current expiration date of the contract, to provide adequate time for the new
Contractor to have their personnel completely familiar with the requirements and in place on the
turnover date. The Contractor shall plan fora 30 _day(s) transition period. The plan shall
provide the contact information for contractor individuals who will be assigned to the transition
tearn and identify their roles in the transition.
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The Contractor shall participate in transition meetings with the program manager and project
staff, and representatives of the successor Contractor. The purpose of these meetings is to review
project materials and take preparatory steps to ensure an effective transition in Contractor
support.

The transition plan is due to the Government 60 days prior to the expiration date of the contract.
7.0 SURGE SUPPORT

As determined necessary and approved by the Government, the Contractor shall provide
additional support. The Contractor shall seek Government approval in advance of incurring any
costs associated with surge support. Government approvai shall be authorized by the Contracting
Officer.

The Contractor thay be required to work more than 8 hours during a business day, or when
operational conditions require continuous staffing 24 hours per day, 7 days per week to support
operattons during emergency conditions as specified by the Government. The Contractor shall
provide knowledgeable, skilled, cleared personnel to augment the Government staff. The
Government will define the work to be performed. working hours, security requirements, and
duration of assignment.

8.0 DELIVERABLES

The Contractor shall ensure the accuracy, functionality, completeness, professional quality, and
overall compliance with government guidelines and requirements of all deliverables. Working
copy products may be provided by email or disk as arranged with the Government Task Lead.

8.1 Format of Deliverables. Final documentation deliverables shall be provided in hard
and soft copy using Microsoft (MS) Office products as specified below. Daily, weekly, interim,
informal deliverables and working-copy products may be provided by email or disk.

= Final soft copy: Developed using the current DHS version of Microsoft Word, Power Point,
and/or other standard application software and provided on a CD-ROM disk. If more than
one deliverable is provided at the same time, deliverables may be included on the same disk.

* Final hard copy: Typewritten on 8-1/27x11” white paper. The Contractor shall not use spiral
binding or other binding that interferes with photocopying.
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8.2

Acceptance and Rejection Procedures of Draft and Final Deliverables.

»  Acceptance. The COTR and/or the alternate COTR will review all draft and final
deliverables to ensure accuracy, functionality, completeness, professional quality, and overall
compliance with the guidelines/requirements of the task. The Contractor shall ensure the
accuracy and completeness of all deliverables in accordance with referenced policy,
regulations, laws, and directives. Reports and presentations shall be concise and clearly
written. Errors, misleading or unclear statements, incomplete or irrelevant information,
and/or excessive rhetoric, repetition, and “padding”, or excessive length if a page Limit is
imposed, shall be considered deficiencies and will be subject to correction by the Contractor
at no additional cost to the Government. Unless otherwise indicated in the task descriptions,
the Government will require 20 workdays to review and comment on deliverables. If the
deliverable does not meet the noted criteria, the Government will return it to the Contractor

for revision.

= Rejection Procedures. A rejected deliverable will be handled in the following manner:

© After notification that the deliverable did not meet the acceptance criteria, the Contractor
shall resubmit an updated/corrected version 15 workdays after receipt of Government

comments.

© Upon re-submission by the Contractor, the Government will reapply the same acceptance
criteria. If the deliverable does not meet the acceptance criteria a second time, the
Government might consider the Contractor as having deficient performance with respect

O to the subject task.

TASK DESCRIPTION DELIVERABLE DUE DISTRIBUTED TO 1
DESCRIFTION
6.1 Task Order Program Management 45 days; 30 days COTR
Management Services Pian following award of new
task onder
Momhly Seatus Reporr Monthly COTR/Contracting
Officer
Program Management Croarterty COTR
- Review (PMR]) Slides
6.2 24x7 Incident Handling | Dmaft Complaint Letters As Required COTR
- Team Support
Final Comptlaint Letters As Required COTR
Incident Handling 60 days COTR
Capability Process List
Draft Incident Handling 180 days COTR
b Capability Processes
Final incident Handling | 270 days COTR
Capability Processes - E—
Operational Status Stides | Daily COTR _‘l
1 Assessiments Weeldy COTR ‘_‘;
Status Repont Weekly COTR
Trends of Incident and Weekly COTR
Security Events
Contingency Staff As Required COTR
Augmentation Plan J
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TASK DESCRIPTEON DELIVERABLE DUE DISTRIBUTED TO
DESCRIPTION
6.3 Malicious Code Support | Anabytical Procedures 120} days COTR
Analvtical Reports As Required COTR
Malicode Trend Reports As Required COTR
Analytical Tools Cuarterly COTR
Ieventory
Anmalytical processes Cranery COTR
Inventory
Malware Inventory Quarterly COTR
6.4 Strategic Aralysis US-CERT Technical As Required COTR
Services Report
Incident Handling and As Required COTR
Analysis Repont
Federal Information As Required COTR
Notices (FINs)
Crticial infrastrucrure As Required COTR
Information notices
(CIINs)
Deployment personnel As Required COTR
Roster
Reverse Engineering As Required COTR
Report
Reverse Engineering Az Required COTR
Briefing
6.5 Situstional Awaremess GSA Roguirements 90 days after award COTR
(EINSTEIN; Specification
GSA Design Document 150 days afier award COTR
GSA Source Code 270 days after award COTR
GSA Version Description | 270 days after award and | COTR
document as applicable
GSA User Manual 300 days after award COTR
DC & C Requirements 90 days after award COTR
Specification
BCEC Demgn Document 150 days after award COTR
DC&C Source Code 270 days after award COTR
DC& C Version 270 days after award and COTR
Description Document as appiicable
DC&C User Manual 300 days aficr award COTR
NS Requirements %0 days after award COTR
Specification
NS Operational 150 days afier award COTR
Architecture
NS Source Code 270 days afler award COTR
I
NS Version description 270 days after award COTR
Document
NS User manual 300 days after award COTR
Lessons Leamed Quartedy COTR
6.6 Information Support t CSIRC/ACERT Visit 15 days following COTR
Services Report CSIRC/CERT wisit
Computer Security Daily COTR
Evenv/Incident Statistics
Report
FISM A Report Quarterty COTR
SOP Updates Quarterly COTR
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TASK DESCRIPTION DELIVERABLE DUE DISTRIBUTED TO
DESCRIPTION
Internal Operaticnal Quarterly COTR
Processes Updates -
Manual Updates COTR
Onher US-CERT Cuarterly COTR
L Documentation Dpdates
Penioddic Brefings As required COTR.
After Action plans and As required COTR
Reports
6.7 Emergency Support US-CERT ESF #2 90 days after award COTR
Function 32 Support ACTIVATION AND
Deployment Training
Matetials
US-CERT ESF #2 10 days following tramning | COTR
Activation and course
Deployment Training
Reconds
US-CERT ESF #2 16 days following training | COTR
Training Evaluation Course
Results
Revised US-CERT As regurad COTR
Activation and
Deployment Training
Materials
6.8 Mission operating Fully system Backup Ftic | Weekly COTR
environment Support
{Optionsl)
Daily Increment Up Daily COTR
Backup Files _
MOE Component 1240 days after award COTR
Inventory List n
Uipdated MOE 240 days after award COTR
Component Inventory List
Draft MOE Support 30 days after award COTR
Procedure List
Final MOE Support 60 days after award COTR
Procedure List
Drat MOE Support 150 days afler award COTR
Procedures
Fina!l MOE Support 240 days after award COTR
procedures
6.9 Traeskiva Plan Plan 6{} days prior to COTR
expiration of contract
9.0 PERIOD OF PERFORMANCE

The period of performance for this effort is eight (8) months from the date of award with four (4}

twelve (12) month option periods.

10.0 PLACE OF PERFORMANCE

The principal place of performance is the Department of Homeland Security's NCSD facility at

1110 N. Glebe Road, Arlington, VA 22201. In the interim, as DHS renovates their facilities,
contractors working with non-sensitive unclassified information may be asked to work from
contractors facilities when adequate workspace is not available at the government site.
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The Contractor shall maintain an office within a 25 mile radius of Washington, D.C. Some of
the work performed under this task order will reguire CONUS travel. A portion of the work
performed under this task order will require OCONUS travel.

Relocation to alternate work sites shall be performed as emergencies and preparedness activities
dictate.

11.0 TRAVEL REQUIREMENTS

The Contractor shall perform all travel required to perform this task order and shall be
reimbursed for all actual costs incurred for the required travel in accordance with the Federal
Travel Regulation (FTR). Each planned trip must be approved by the Contracting Officer (CO)
and Contracting Officer Technical Representative (COTR) in advance.

12.00.  OTHER DIRECT COSTS

The Contractor shall seek Government approval in advance of incurring any costs associated
with Other Direct Costs (ODCs). Government approval is provided by the head of the program
office, the CO, and the COTR. The Contractor shall provide estimated costs, including any
quotes, with its approval request. Allowable and reasonable costs incurred by the Contractor for
ODCs will be reimbursed. The Contractor shall not charge the Government for any associated
fees or profit over the actual costs incurred for ODCs.

Allowable ODCs that are necessary and directly support task order work include, but are not
limited to, computer products including laptops, printers, monitors, and task order applicable
software; materials for meetings; reproduction, graphics, and conference/seminar fees; recruiting,
trade journal, broadcasts, and Internet advertising; exhibits and marketing/cormmunications
products; and conference booth fees.

Where equipment or software is necessary to support the cyber operations and the Government is
not able to provide the equipment or software in a timely manner, the Contractor shall furnish the
necessary items.

The Contractor shall provide receipts to the Government for each ODC incurred.

13.0 GOVERNMENT FURNISHED INFORMATION AND EQUIPMENT

The Govemment shall provide the Contractor with the following Government Furnished
Information and Equipment as specified below,
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13.1 Government Furnished Information (GFI). The Government will furmish the
Contractor with the following information in support of this task order:

1y DOD 5220.22M National Industrial Security Program Operating Manual, current
publication

2) Contractors Quality Assurance Procedures, current publication

3) Critical Information Act of 2002, carrent publication

4) DHS Enterprise Architecture Guide {(when available)

5) DHS/NCSD/US-CERT will provide the Contractor with appropriate access to
information to accomplish the assigned tasks. All Government supplied information will
remain proprietary to the Government. Additionally, vendor proprietary information
supplied as a result of any resulting task order may require the execution of Non-
Disclosure Agreements between the Contractor and respective vendor.

6} Purchase, Licensing, and Maintenance Agreements for MOE Support (Optional Task).

13.2  Government Furnished Equipment (GFE). The Government will furnish the
Contractor with the following equipment access in support of this task order:

1} Work space, with at least one workstation and telephone for individuals assigned full
time at the 1110 N. Glebe Road, Ballston, VA facility

2) Containers for storage of documentation and references

3) Access to a photocopier

4) Access to printers (Black and White and Color)

5) Access to a scanner

6} Access to the Information Sharing and Analysis System {ISAS) and other applicable
tools

7) Tools required for the identification, handling, tracking, and reporting of security
events and incidents for 24x7 Incident Handling

8) Tools required for the identification, tracking, analysis, and reporting of malicious
code for Malcode Support

9) Tools required for support and maintenance for MOE Support (Optional Task).

14.0  OTHER PERTINENT INFORMATION OR SPECIAL CONSIDERATIONS

14.1  Identification of Non-Disclosure Requirements, Some material will contain
proprietary, sensitive, or classified data from various public or private sources. The Contractor
shail require all Subcontractors to sign corporate and individual non-disciosure agreements.

14.2  FAR 52.227-14, Rights in Data — General. This section is incorporated by reference.
All specified draft and final deliverables become the property of US-CERT. To the extent
provided by clause 52.227-14, the details of any and all security countermeasures that the
Contractor may develop under this task order, including software, will become the property of
US-CERT.
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14.3 The Contractor shall comply with Earned Value Management Systemn — Alternative 1, in
accordance with the EAGLE contract.

15.0 ENHANCED SKILLS TRAINING

In the event a Contractor submits a request to attend training that provides direct benefit to the
work being performed by that Contractor under their specific task, the Contractor may request the
Government Program Manager approve attendance on a case-by-case basis. In the event the
Government Program Manager does not approve funds for the Contractor tuition, per diem,
and/or travel costs, but approves the training, the Contractor may submit a request to bill the
Government for the labor hours to attend training. All requests of this nature are reviewed by the
Government Program Manager and approved/disapproved on a case-by-case basis.

16.0 PERSONNEL QUALIFICATIONS

The Contractor shall be responsible for employing technically qualified personnel to perform the
work specified in this SOW. The Contractor shall maintain the personnel, organization, and
administrative control necessary to ensure that the work delivered meets the Government’s
specitfications and requirements. The work history of each Contractor employee must contain
experience directly related to work he/she is required to perform under this task order.

The Government reserves the right, during the life of this order, to request work histories on any
Contractor employee for the purpose of verifying compliance with the above requirements.

Specific Personnel Qualifications Requirements — Personnel required to perform the services set
forth herein shall meet the minimum qualifications for the respective labor categories identified
in the Contractor’s Enterprise Acquisition Gateway for Leading-Edge Solutions (EAGLE) task
order.

17.0  ACCESSIBILITY REQUIREMENTS

Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by the Workforce
Investment Act of 1998 (P.L. 105-220), August 7, 1998, requires that when Federal agencies
develop, procure, maintain, or use electronic and information technology, they must ensure that it
is accessible to people with disabilities. Federal employees and members of the public who have
disabilities must have access to and use of information and services that is comparable to the
access and use available to non-disabled Federal employees and members of the public.

17.1  Applicable Standards
All Electronic Information Technology (EIT) deliverables within this work statement shall

comply with the applicable technical and functional performance criteria of Section 508 unless
exempt. Specifically, the following applicable standards have been identified:
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17.2

36 CFR 1194.21 — Software Applications and Operating Systems, applies to all EIT
sottware applications and operating systems procured or developed under this work
staternent including but not limited to Government Off The Shelf {(GOTS) and
Commercial Off The Shelf (COTS) software. In addition, this standard is to be applied to
Web-based applications when needed to fulfill the functional performance criteria. This
standard also applies to some Web based applications as described within 36 CFR
1194.22. This standard does not apply for the programming within Malicious Code
Support unless a user interface results from the task. For instance, an executable
“update” or “‘patch” requiring user input shall apply this standard.

36 CFR 1194.22 — Web-based Intranet and Internet Information and Applications, applies
to all Web-based deliverables, including documentation and reports procured or
developed under this work statement. When any Web application uses a dynamic (non-
static) interface, embeds custom user control(s), embeds video or multimedia, uses
proprietary or technical approaches such as, but not limited to, Flash or Asynchronous
Javascript and XML (AJAX), then “1194.21 Software” standards also apply to fulfill
functional performance criteria.

36 CFR 1194.23 - Telecommunications Products. This applies to all telecommunications
products including end-vser interfaces such as telephones and non end-user interfaces
such as switches or circuits that are procured, developed, or used by the Federal
Government.

36 CFR 1194.24 — Video and Multimedia Products, applies to all video and muitimedia
products that are procured or developed under this work statement. Any video or
multimedia presentation shall also comply with the software standards (1194.21) when
the presentation is through the use of a Web or Software application interface having user
controls available. Specifically, any training procured or developed under this work
staterment that utilizes video or multimedia.

36 CFR 1194.31 - Functional Performance Criteria applies to all EIT deliverables
regardless of delivery method. All EIT deliverables shall use technical standards,
regardless of technology, to fulfill the functional performance criteria.

36 CFR 1194.41 — Information Documentation and Support, applies to afl documents,
reports, as well as help and support services. To ensure that documents and reports fulfill
the required “1194.31 Functional Performance Criteria”, they shall comply with the
technical standard associated with Web-based Intranet and Internet Information and
Applications at a minimurn.

Exceptions

Exceptions for this work statement have been determined by DHS and only the exceptions
described herein shall be applied. Any request for additional exceptions shail be sent to the
COTR and determination wil] be made in accordance with DHS MD 4010.2. DHS has identified
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the following exceptions that may be applied:

o 36 CFR 1194.2(b) - (COTS/GOTS products), When procuring a product, each agency
shall procure products which comply with the provisions in this part when such products
are available in the commercial marketplace or when such products are developed in
response to a Government solicitation. Agencies cannot claim a product as a whole 1s not
commerciaily available because no product in the marketplace meets all the standards. If
products are commercially available that meet some, but not all of the standards, the
agency must procure the product that best meets the standards.

When applying this standard, all procurements of EIT shall have documentation of
market research that identify a list of products or services that first meet the agency
business needs, and from that list of products or services, an analysis that the selected
product met more of the accessibility requirements than the non-selected products as
required by FAR 39.2. Any selection of a product or service that meets less accessibility
standards due to a significant difficulty or expense shall only be permitted under an undue
burden claim and requires approval from the DHS Office on Accessible Systems and
Technology (OAST) in accordance with DHS MD 4010.2.

» 36 CFR 1194.3(b) - Incidental to Contract, ali EIT that is exclusively owned and used by
the Contractor to fulfill this work statement does not require compliance with Section
508. This exception does not apply to any EIT deliverable, service, or item that will be
used by any Federal employee(s) or member(s) of the public. This exception only applies
to those Contractors assigned to fulfill the obligations of this work statement and for the
purposes of this requirement, are not considered members of the public.

e 36 CFR 1194.3(f) — Back Office, applies to any EIT item that will be located in spaces
frequented only by service personnel for maintenance, repair, or occasional monitoring of
equipment. This exception does not include remote user interfaces that are accessible
outside the enclosed “space”.

18.0 SECURITY REQUIREMENTS

Implementing Instructions for Compliance with HSAR clause 3052.204-71, “Contractor
Employee Access”

18.1. GENERAL

Department of Homeland Security Acquisition Regulation (HSAR) clause 3052.204-71 requires

that contractor personnel requiring unescorted access to government facilities, access to sensitive
information, or access to government information technology (IT) resources are required to have
a favorably adjudicated background investigation prior to commencing work on this contract.

Department of Homeland Security (DHS) policy requires a favorably adjudicated background
investigation prior to commencing work on this contract for all contractor personnel who require
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recurring access to government facilities or access to sensitive information, or access to
government IT resources.

Contractor employees will be given a suitability determination unless this requirement is waived
under Departmental procedures. Requirements for suitability determination are defined in
paragraph 3.0.

18.1.1 ADDITIONAL INFORMATION FOR CLASSIFIED CONTRACTS:

Performance of this contract requires the Contractor to gain access to classified National Security
Information (includes documents and material). Classified information 1s Government
information which requires protection in accordance with Executive Order 12958, National
Security Information (NSI} as amended and supplemental directives.

The Contractor shall abide by the requirements set forth in the DD Form 254, Contract Security
Classification Specification, an attachment to the contract, and the National Industrial Security
Program Operating Manual (NISPOM) for protection of classified information at its cleared
facility, if applicable, as directed by the Defense Security Service. If the Contractor is required to
have access to classified information at a DHS or other Government Facility, it shall abide by the
requirements set forth by the agency.

18.1.2 GENERAL REQUIREMENT:

‘The Contractor shall ensure these instructions are expressly incorporated into any and all
subcontracts or subordinate agreements issued in support of this contract.

18.2 CONTRACTOR PERSONNEL
18.2.1 EMPLOYMENT ELIGIBILITY

To comply with the requirements HSAR Clause 3052.204-71, and Department policy, the
contractor must complete the following forms for applicable personnel who will be performing
work under this contract as indicated:

« Standard Form (SF) 85P, “Questionnaire for Public Trust Positions”

« FD-258 fingerprint cards

« DHS Form 11000-6, “Conditional Access to Sensitive But Unclassified Information
Non-Disclosure Agreement”. Required of all applicable contractor personnel.

+ DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports
Pursuant to the Fair Credit Reporting Act (FCRA)”
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18.2.2 CONTINUED ELIGIBILITY

The Contracting Officer may require the contractor to prohibit individuals from working on
contracts if the government deems their initial or continued employment contrary to the public
interest tor any reason, including, but not limited to, carelessness, insubordination, incompetence,
Or securtty concems.

18.3 TERMINATION

The DHS Security Office shall be notified of all terminations/resignations within five (5) days of
occurrence. The Coniractor shall return to the Contracting Officer Technical Representative
{COTR) all DHS issued identification cards and building passes that have either expired or have
been collected from terminated employees. If an identification card or building pass is not
available to be returned, a report shall be submitted to the COTR, referencing the pass or card
number, name of individual to who it was issued and the last known location and disposition of
the pass or card.

18.4 SUITABILITY DETERMINATION

DHS may, as it deems appropriate, authorize and grant a favorable entry on duty (EOD) decision
based on preliminary suitability checks. The favorable EQOD decision would allow the employees
to commence work temporarily prior to the completion of the full investigation. The granting of
a favorable EOD decision shall not be considered as assurance that a full employment suitability
authorization will follow. A favorable EOD decision or a full employment suitability
determination shall in no way prevent, preclude, or bar DHS from withdrawing or terminating
access government facilities or information, at any time during the term of the contract. No
empioyee of the Contractor shall be allowed unescorted access to a Government facility without
a favorable EOD decision or suitability determination by the Security Office.

Contract employees waiting for an EOD decision may begin work on the contract provided they
do not access sensitive Government information. Limited access to Government buildings is
altowable prior to the EOD decision if the Contractor is escorted by a Government employee.
This limited access is to allow Contractors to attend briefings, non-recurring meetings and begin
transition work.

18.5 BACKGROUND INVESTIGATIONS

Contract employees (to include applicants, temporaries, part-time and replacement employees)
under the contract, requiring access to sensitive information, shall undergo a position sensitivity
analysis based on the duties each individual will perform on the contract. The results of the
position sensitivity analysis shall identify the appropriate background investigation to be
conducted. All background investigations will be processed through the DHS Security Office.
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Prospective Contractor employees shall submit the following completed forms to the DHS
Security Office. The Standard Form 85P will be completed electronically, through the Office of
Personnel Management’s e-QIP SYSTEM. The completed forms must be given to the DHS
Security Office no less than thirty {30) days before the start date of the contract or thirty (30) days
prior to entry on duty of any employees, whether a replacement, addition, subcontractor
employee, or vendor:

a. Standard Form 85P, “‘Questionnaire for Public Trust Positions”
b. FD Form 258, “Fingerprint Card™ (2 copies)

c. DHS Form 11000-6 “Conditional Access To Sensitive But Unclassified
Information Non-Disclosure Agreement”

d. DHS Form 11000-9, *Disclosure and Authorization Pertaining to Consumer
Reports Pursuant to the Fair Credit Reporting Act”

Only complete packages will be accepted by the DHS Security Office. Specific instructions on
submission of packages will be provided upon award of the contract.

Be advised that unless an applicant requiring access to sensitive information has resided in the US
for three of the past five years, the Government may not be able to complete a satistactory
background investigation.

Non-U.S. citizens shall not be authorized to access or assist in the development, operation,
managemient or maintenance of Department IT systems under the contract, unless a waiver has
been granted by the Head of the Component or designee, with the concurrence of both the
Department’s Chief Security Officer (CSO) and the Chief Information Officer (C1O) or their
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both
the CSO and the CIO or their designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U. S. or a citizen of
Ireland, Israel, the Republic of the Philippines, or any nation on the Allied Nations
List maintained by the Department of State;

(2) There must be a compelling reason for using this individual as opposed to a U.
S. citizen;, and

(3) The waiver must be in the best interest of the Government.
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18.6 ALTERNATIVE CITIZENSHIP REQUIREMENTS FOR NON-IT CONTRACTS

For non-Classified or non-IT contracts the above citizenship provision shall be replaced with the
citizenship provision below:

Each individual employed under the contract shall be a citizen of the United States of America,
or an alien who has been lawfully admitted for permanent residence as evidenced by a Permanent
Resident Card (USCIS I-55 1). Any exceptions must be approved by the Department’s Chief
Security Officer or designee.

18.7 INFORMATION TECHOLOGY SECURITY CLEARANCE

When sensitive government information is processed on Department telecommunications and
automated information systems, the Contractor shall provide for the administrative control of
sensitive data being processed. Contractor personnel must have favorably adjudicated background
investigations commensurate with the defined sensitivity level.

Contractors who fail to comply with Department security policy are subject to having their access to
Department IT systems and facilities terminated, whether or not the failure results in criminal
prosccution. Any person who improperly discloses sensitive information is subject to cnminal and
civil penalties and sanctions under a variety of laws (e.g.. Privacy Act).

Contractor access will be terminated for unauthorized use. The contractor agrees to hold and save
DHS harmiess from any unauthorized use and agrees not to request additional time or money under
the contract for any delays resulting from unauthorized use or access.

18.8 INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT
Before receiving access to IT resources under this contract the individual must receive a security

briefing, which the Contracting Officer’s Technical Representative (COTR) will arrange, and
complete any nondisclosure agreement furnished by DHS.

18.9 REFERENCES

18.9.1 DHS Office of Security
DHS, Office of Security
Personnel Security Staff
Attn: Ora Smith

Washington DC' 20528
Telephone: (202) 447-5372
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19.0 ACRONYMS

BOTNET
CDRL
CD-ROM
CERT
CFR
ClAa

Cll
CIIN
CM

cO
COl
CONUS
COOP
COTR
COTS
CSIRC
DC
DC&C
DHS
DOD
DR
EAGLE
EDMO
EIT
EOD
ESF
FBI
FEMA
FIN
FINS
FIPS
FISMA
FTR
GFE
GF1
GOTS
GSA
HLS EA
IP

ISAC
ISAS
ISS
ISSO

roBOT NETwork

Contract Data Requirements List

Compact Disk - Read Only Memory
Computer Emergency Readiness Team

Code of Federal Regulations

Central Intelligence Agency

Critical Infrastructure Information

Crtical Infrastructure Information Notice
Configuration Management

Contracting Officer

Conflict of Interest

Continental United States

Continuity of Operations Plan

Contracting Officer Technical Representative
Commercial Off The Shelf

Computer Security Incident Response Center
Distnict of Columbia

Data Collection and Collaboration
Department of Homeland Security
Department of Defense

Disaster Recovery

Enterprise Acquisition Gateway for Leading-Edge Solutions
Enterprise Data Management Office
Electronic Information Technology

Entry On Duty

Emergency Support Function

Federal Bureau of Investigation

Federal Emergency Management Agency
Federal Information Notice

Former Immigration and Naturalization Service
Federal Information Processing Standards
Federal Information Security Management Act
Federal Travel Regulation

Government Fumished Equipment
Government Fumished Information
Government Off The Shelf

Global Situational Awareness

Homeland Security Enterprise Architecture
Internet Protocol

Information Sharing Analysis Center
Information Sharing and Analysis System
Integration and Support Services
Information System Security Officer
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IT
JFMIP
LLPR
Malcode
Malware
MOE
MS
NCS
NCSD
NDA
NISPOM
NQC
NS

NSA
OAST
OCONUS
oDcC
PCH
PMR
PREP
QA

SBU
SCI
SOP
SOW
TRM

TS

Us
US-CERT
VA
VTC
WBS
XML

Information Technology

Joint Financial Management Improvement Program
Lawful Permanent Resident

Malicious Code

Malicious Software

Mission Operating Environment

Microsoft

National Communications System

National Cyber Security Division
Non-Disclosure Agreement

National Industrial Security Program Operating Manual
National Operations Center

Network Sensor

National Security Agency

Office on Accessible Systems and Technology
Outside Continental United States

Other Direct Cost

Protected Critical Infrastructure Information
Program Management Review

Preparedness

Quality Assurance

Sensitive But Unclassified

Sensitive Compartmented Information
Standard Operating Procedure

Statement of Work

Technology Reference Model

Top Secret

United States

United States Computer Emergency Readiness Team
Virginia

Video Teleconference

Work Breakdown Structure

eXtensible Markup Language
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15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
(Signature of person authorized to sign) (Signature of Contracting Officer)

NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)
Previous edition unusable Prescribed by GSA

FAR (48 CFR) 53.243



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0001 2 | 7
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A (B) (9 (D (B) (F)
Delivery Location Code: DHS
Depart ment of Homel and Security
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528
Mar k For:
Department of Honel and Security
O fice of Procurnment Qperations
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528
FOB: Destination
Peri od of Performance: 06/01/2008 to 05/31/2009
Change Item 1001AA to read as foll ows(amount
shown is the obligated anount):
OPTI ON YEAR ONE PERI OD OF PERFORMANCE
1001AA | Task Order Mangenment | AW SOW Tasks 6.1, 6.1.1
6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This CLIN cover
all reference tasks)
Not -t 0o- Exceed Ceiling Price
Hours:
Anmount )
Accounting | nfo:
TBD
Funded: (b))
Account irmg—tnfo: (b)(4)
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576-RNCS31
Funded: )
Change Item 1002AA to read as foll ows(amount
shown is the obligated anount):
1002AA |24 x 7 Incident Handling Team Support | AW SOW

Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4, 6.2.5,
6.2.6, 6.2.7, 6.2.8, 6.2.9, 6.2.10,6.2.11, and
6.2.12 (This CLIN covers all reference tasks)
Not - to-Exceed Ceiling Price

Hour s:
Amount (b))

Conti nued ...

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0001 3 | 7
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A (B) (9 (D (B) (F)
Accounting | nfo:
TBD
Funded: ®)@3)
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576-
Funded: (b))
Change Item 1003AA to read as foll ows(anmount
shown is the obligated anpunt):
1003AA | Mal i ci ous Code Support | AW SOWN Tasks 6.3, 6.3.1,
6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7 (This CLIN
covers all reference tasks)
Not -t 0o- Exceed Ceiling Price
Hour s:
Anount : ®
Accounting I nfo:
TBD
Funded: (®)4)
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576-
Funded (b)(4)
Change Item 1004AA to read as foll ows(anmount
shown is the obligated anpunt):
1004AA | Strategic Analysis Services | AW SOW Tasks 6. 4, -
6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5, 6.4.6, 6.4.7
and 6.4.8 (This CLIN covers al reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s: o
Anmount
Accounting | nfo:
TBD
Funded (b))
Accounting Tnfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded (b))
Change Item 1005AA to read as foll ows(amount
shown is the obligated anount):
1005AA | Situational Awareness (ElINSTEIN)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3, 6.5.4,
Conti nued ...

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0001 4 | 7
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A) (B) (9 (D (B) (F)
and 6.5.5 (This CLIN covers all reference tasks)
Not -t 0o- Exceed Ceiling Price
Hours:
Anpunt ®
Anpunt o))
Accounting Info:
CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64
Funded: (b)(4)
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- CE-
Funde 0@
Amount ;| ©@
Accounting Info
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64
Funded:
Change Item 1006AA to read as foll ows(anmount
shown is the obligated anpunt):
1006AA |Information Support Services | AW SON Tasks 6.6
6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5. This CLIN
covers all reference tasks)
Not -t o- Exceed Ceiling Price
Hour s: o
Amount O
Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G O
E- OE- 2510- RPCS64
Funded (b)(@)
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: @)
Change Item 1007AA to read as foll ows(amount
shown is the obligated anount):
1007AA | Emer gency Support Function #2 Support | AW SOW

Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and 6.7.4 (This
CLIN covers all reference tasks)

Not -t 0o- Exceed Ceiling Price

Conti nued ...

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0001 5 | 7
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A) (B) (9 (D (B) (F)
Hours: .
Amount : O
Accounting | nfo:
TBD
Funded:
Accounting Info:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: | (0)4) |
Change Item 1008AA to read as foll ows(amount
shown is the obligated anount):
1008AA | OPTI ONAL TASK: M ssion Operating Environnment
Support
| AWSON Tasks 6.8, 6.8.1, 6.8.2, 6.8.3, 6.8.4,
6.8.5 6.8.6, 6.8.7, 6.8.8, 6.8.7, 6.8.9, and
6.8.10 (This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hours:
Amount (b)(4)
Accounting I nfo: b))
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: o))
Change Item 1009AA to read as foll ows(anmount
shown is the obligated anpunt):
1009AA | Surge Support | AWSOWN Task 7.0

Not -t 0- Exceed Ceiling Price
Hour s
Anoun (b)(4)

Accounting | nfo:
TBD

Funded: (b))
Account I'ng ;n;o
CS0000- 000- K8-4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: b))

Change Item 1010 to read as foll ows(anbunt shown
is the obligated amount):

Conti nued ...

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0001 6 | 7
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A (B) (9 (D (B) (F)
1010 Travel -Not to Exceed | AWSOWN 11.0
(Cost Rei nbur senent)
Amount : | (b)(4) |
Accounting I nfo:
TBD
Fundes[ o |
Accounting Info:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b)(4)
Change Item 1011 to read as foll ows(anobunt shown
is the obligated anpunt):
1011 O her Direct Costs (ODC) |AWSOWN 12.0 (Cost
Rei mbur senent)
Amount : b)@)
Accounting | nfo:
TBD
Funded: O
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G (b))
E- OE- 2576- RNCS31
Funded: | (b)(4)
Change Item 1012 to read as foll ows(anobunt shown
is the obligated anmpunt):
1012 OPTI ONAL TASK:  Per sonnel
Not - t o--Exceed—Ceiling- Price
Hour s:
Anpunt e
Accounting Info:
TBD
Funded (OIC)
Accounting—info:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b)(4) |
Change Item 1013 to read as foll ows(anmount shown
is the obligated anmpunt):
1013 OPTI ONAL TASK: Additional M ssion Qperating

Conti nued ...

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0O001 7 | 7
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A) (B) (9 (D (B (F)

Envi r onment

Not -t o- Exceed Ceiling Price
Hour s:
Anpunt :

(b))

Accounting Info:
TBD
Funded: (b)(4)
Account ing—tnfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded:

(b)(4)

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

1 8
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO. (If applicable)
P00002 See Bl ock 16C RNCS- 08- 00031
6. ISSUED BY CODE DHS/ OPQ' Pl HA/ NCS 7. ADMINISTERED BY (If other than Item 6) CODE |u_|s/ oPQ' Pl HA/ NCS
U S. Dept. of Honeland Security U S. Dept. of Honeland Security

O fice of Procurenent Operations
PI HA Acqui sition Division

245 Murray Lane, SW

Bui | di ng 410

Washi ngt on DC 20528

O fice of Procurenent Operations
PI HA Acqui sition Division

245 Murray Lane, SW

Bui | di ng 410

Washi ngt on DC 20528

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)

9A. AMENDMENT OF SOLICITATION NO.

)
GENERAL DYNAM CS ONE SCURCE LLC

3211 JERVANTOMWN ROAD 9B. DATED (SEE ITEM 11)

FAI RFAX VA 22030

10A. MODIFICATION OF CONTRACT/ORDER NO.

HSHQDC- 06- D- 00024
HSHQDC- 07- J- 00693

10B. DATED (SEE ITEM 11)
09/ 28/ 2007

CODE FACILITY CODE

6103202150000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers | |is extended, is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

Items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By

separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT

THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by

virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference

to the solicitation and this amendment, and is received prior to the opening hour and date specified.
12. ACCOUNTING AND APPROPRIATION DATA (If required) Net

See Schedul e

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

I ncrease: (b))

_CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
X ORDER NO. IN ITEM 10A. .
FAR 52.243-3 Changes |Ine and Material or Labor Hours
B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
D. OTHER (Specify type of modification and authority)

E. IMPORTANT: Contractor [ is not, [X"is required to sign this document and return 1 copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

DUNS Number: 610320215+0000

The purpose of this nodification is to increase the level of effort and the amount of

funding for option period one.

a. As aresult of this nodification CLIN 1001AA, Task Order Managenent hours are increase

b| ) an increase of ours. CLIN 1002AA, 24 x | Handl i ng
Team hours are increased by 23,453 hours to o@ |hours, an increase of m@ |hours.
CLI N 1003AA, Malicious Code Support hours are increased by| (b)4) |hours, a

i ncrease of ours. CLIN 1004AA, Strate
| (b)(4) |hours, an increase of hours. CLIN 1005AA Situationa
Awar eness (EI NSTEIN) hours are increased by

urs to| ours, an increase of
Conti nued

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

(b)) ic Analysis Services hours are increase by

(b)@)

15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

David Ritter

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

(Signature of person authorized to sign) (Signature of Contracting Officer)

NSN 7540-01-152-8070
Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0002 2 | 8
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A (B) (9 (D (B) (F)
ours. CLIN 1006AA, | nfornati upport
Servi ces hours are increased b ours to
(b)) ours, an increase of ours. CLIN
O007AA Energency Support Function #2 Support
hours are increased by (b)(4)
hours, an increase of| @ hours. CLI N 1008AA
Optional Task M ssion Operating_Environment
Support, hours are increased ._®@ |ours to
. ®w@w |hours, an increase of | ®® hours. CLIN
1009AA, Surge Support hours are increased by
hours to| g hours, an increase o| g |ours.
CLIN 201 ional Task (Per B—hours are
i ncreased by o0 hours to | ®® |hours, an
i ncrease of ours. CLIN 1013, Optiona
Task, Additional M ssign Qperating Environnent
hours are increased by| ®® |hours to
hours, an increase of
c. The total amount of option period one has been
increased b (b))
to (b)(4) r ceirling has
1 (b)(4) rom
(b)) ﬁ
d. All other ternms and conditions renains
unchanged.
Di scount Terms:
Net 30
Delivery Location Code: DHS
Depart ment of Homel and Security
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528
Mar k For:
Department of Honel and Security
O fice of Procurnment Qperations
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528
FOB: Destination
Peri od of Performance: 06/01/2008 to 05/31/2009
Change Item 1001AA to read as foll ows(amount
shown is the obligated anount):
OPTI ON YEAR ONE PERI OD OF PERFORMANCE
1001AA Task Order Mangenment | AW SOW Tasks 6.1, 6.1.1, (b)(4)

6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This CLIN cover
Continued ...

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0002

PAGE OF

3 | 8

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.

(A

SUPPLIES/SERVICES

(B)

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

1002AA

1003AA

all reference tasks)
Not -t 0o- Exceed Ceiling Price
Hour s: ©)@)

Accounting | nfo:
TBD
Funded ®)4)
Accounting Tnfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- CE- 2576- RNCS31

Funded (b))
Accounting I'nfo

CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b))

Change Item 1002AA to read as foll ows(amount
shown is the obligated anount):

24 x 7 Incident Handling Team Support | AW SOW
Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4, 6.2.5,
6.2.6, 6.2.7, 6.2.8, 6.2.9, 6.2.10,6.2.11, and
6.2.12 (This CLIN covers all reference tasks)
Not - to-Exceed Ceiling Price

Hour s: (b)(4)

Accounting | nfo:
TBD
Funded: 0)4)
Accounting I'nfo:
CS0000- 000- K8-4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded (b))
AccountingInf
CS0000- 000- K8-4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded (b)(4)

Change Item 1003AA to read as foll ows(anmount
shown is the obligated anpunt):

Mal i ci ous Code Support | AW SOW Tasks 6.3, 6.3.1,
6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7 (This CLIN
covers all reference tasks)

Continued ...

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0002

PAGE OF
4 | 8

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.

(A

SUPPLIES/SERVICES

(B)

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

1004AA

1005AA

Not -t 0- Exceed Ceiling Price
Hours: (b))

Accounting | nfo:
TBD
Funded: (b))
Account ing—tnfo:
CS0000- 000- K8-4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded:
Accounting I'nfo:
CS0000- 000- K8-4070-01- 001- 01- 08-0100- 00- 00- 00-00- G
E- OE- 2576- RNCS31

Funded: (b)@)

Change Item 1004AA to read as foll ows(anmount
shown is the obligated anpunt):

Strategi c Analysis Services | AWSON Tasks 6. 4,
6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5, 6.4.6, 6.4.7
and 6.4.8 (This CLIN covers al reference tasks)
Not -t 0- Exceed Ceiling Price

Hour s:

(b))

Accounting | nfo:
TBD
Funded: (0)4)
Account +ag—tnfoe:
CS0000- 000- K8-4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded:
Accounting I'nfo:

CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b)(4)

Change Item 1005AA to read as foll ows(amount
shown is the obligated anount):

Situational Awareness (ElINSTEIN)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3, 6.5.4,
and 6.5.5 (This CLIN covers all reference tasks)

Not -t 0- Exceed Ceiling Price
Hours:

Conti nued ...

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0002

PAGE OF
5 | 8

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.

(A

1006AA

1007AA

SUPPLIES/SERVICES
(B)

Amount : ®))
Accounting I'nfo:
CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64

Funded (b)(4)

Accounting I'nfo:

CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded[ oo |
Accounting I'nfo:

CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b)(@)

Amount ;| ®@
Accounting T'nfo:

CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64

Funded:

Change Item 1006AA to read as foll ows(anmount
shown is the obligated anpunt):

I nformati on Support Services | AW SON Tasks 6. 6,
6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5. This CLIN
covers all reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s:

Accounting | nfo:

CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64

Funded (b)(4)

Accounting 0.

CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded: (b)(4)

Account I'ng I'nfo:

CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded: (b)(a) |

Change Item 1007AA to read as foll ows(amount
shown is the obligated anount):

Enmer gency Support Function #2 Support | AW SON
Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and 6.7.4 (This
Continued ...

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

(b)(4)

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0002 6 | 8
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A) (B) (9 (D (B) (F)
CLIN covers all reference tasks)
Not -t 0o- Exceed Ceiling Price
s
Accounting | nfo:
TBD
Funded:
Accounting I'nfo
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS:
Funded
Accounting Tnfo:
CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: )@
Change Item 1008AA to read as foll ows(amount
shown is the obligated anount):
1008AA | OPTI ONAL TASK: M ssion Operating Environnment
Support
| AWSON Tasks 6.8, 6.8.1, 6.8.2, 6.8.3, 6.8.4,
6.8.5, 6.8.6, 6.8.7, 6.8.8, 6.8.7, 6.8.9, and
6.8.10 (This CLIN covers all reference tasks)
Not -t o iling Price
Hour s: )&
Accounting | nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G (b))
E- OE- 2576- RNCS31
Funded (b)(@)
Accounl|ng ;n;ot
CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded (b)(4) |
Change Item 1009AA to read as foll ows(anmount
shown is the obligated anpunt):
1009AA | Surge Support | AWSOWN Task 7.0

Not -t o- Exceed Ceiling Price
Hour s:

(b)(4)

Accounting | nfo:
Conti nued . ..

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0002

PAGE OF
7 | 8

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.

(A

SUPPLIES/SERVICES

(B)

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

1010

1011

TBD

Funded:
Accounting Info:

CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded (b)(4)

Accounting I nfo:

CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G

E- OE- 2576-
Funded: (b)(4)

Change Item 1010 to read as foll ows(anbunt shown
is the obligated amount):

Travel -Not to Exceed |AWSON 11.0
(Cost Rei nmbur senent)

Accounting Info:

TBD

Funded

Accounting I nfo:

CS0000- 000- K8-4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b)(4)
Accounting—info:
CS0000- 000- K8-4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G

E- OE- 2576-

Funded (0)(4)

Change Item 1011 to read as foll ows(anbunt shown
is the obligated amunt):

O her Direct Costs (ODC) | AWSON 12.0 (Cost
Rei mbur senent)

Accounting Info:
TBD

Accounting I'nfo:

CS0000- 000- K8-4070-01-000-01-08-0100- 00- 00-00-00-G
E- OE- 2576- RNCS31

Funded )

Accounting op

CS0000- 000- K8-4070-01-001-01-08-0100- 00-00-00-00-G
E- OE- 2576- RNCS31

Fundedl (b)(4) |

Conti nued ..

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0002 8 | 8
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A (B) (9 (D (B) (F)

Accounting | nfo:
CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b))
Change Item 1012 to read as foll ows(anpbunt shown
is the obligated amount):

1012 OPTI ONAL TASK:  Per sonnel
Not -t 0o- Exceed Ceiling Price
Hour s: (b)(4)
Accounting | nfo:
TBD
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded (b))
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31 (b))
Funded (b))
Accounting I'nfo:
CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- CE- 2576- RNCS31
Funded: (b))
Change Item 1013 to read as foll ows(anpbunt shown
is the obligated amunt):

1013 OPTI ONAL TASK: Additional M ssion Operating

Envi r onnment
Not -t 0- Exceed Ceiling Price
Hour s: (b)(4)

Accounting | nfo:
TBD

Funded
Accounting I nfo:
CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E— @- 6- RNCS.

Funded (b))

Accounting Info:

CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OF- 2576-RNCS31
Funded: (b)(4)

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




AMENDMENT OF SOLICITATIONAMOQIFICATION OF CONTRACT 1 EONTRARTID oDk L2 °'; FA
1

4

2. KERCHEN TMODICATION NG, 1. EFFECTIVE DATE £ REQUISTIONPURGHASE REQ. ND. 5. PROSE CT NO. (i wpplicwiis)

POCOD3 See Blook 16C

8 ISSUED B CO0E | Dig/OPO/ PHA/CIES 7. AOMENGTEFED BY (X ofber thar item 6] CODE ipﬂsfopo/pHA/CS&s
]

.8. Dept. of Homeland Security U.S. Dept. of Homeland Security
Office of Procurement Operatiochs Cffice of Procuremsant Operations
PHA Acquisition Division PHA Acquisition Division

245 Murray Lane, 8W 245% Murray Lane, SW

Building 410 Building 410

Washington DC 20528 Washington DC 20528

B, RAME AND ADOREES OF CONTRACTOR fio., stael, counly, Sule s 220 Cont) %) O, AMENDMENT OF BOLICITATION MO,

GENERAL DYNAMICS ONE SOURCE LIC

3211 JERMANTOWN RORD 96, DATED (SERTEM 11)
FAIRFAX VA 23030

x [10A WODIFICATION OF CONTRACTIORDER NO,
HSHEQDC-06-D-00024

HEHODC-07-J-G0693

OO DATED [SEB T8 17)
COBE” 6103202150000 T“"Wcm 09/28/2007

A TR LY AP7ES Y5 RS W TR B BTRITATONS

{1 7he above nusmbaned soticiation ke emonded o ast fordy 1y Bem 14, Thae howr ehd dele speciSeg for receip of Cifens O ded,  [Jhnot chat,

Offers mus acknowtedge recelps af this ssendosead priar (0 ha ke Brd date specibed in (e soBCHBION OF 85 WTHndwd, by one of the Rilowig mathads: (8) By complsling
Heems B and 19, and retieming copies of fm dermnt; {b) By scknowiadying recoit of this emendement on s Copy of he alfer submiited; or (¢} By

Fpartis htter O Bfgram which ROUdeT 8 rederianes Ko o 1olidkation and Smendmant numben. FALURE OF YOUR ACKNCWLEDGEMENT TO BE RECEIVED AT
THE PLAGE DEBIGHATED FOR THE RECEWPT OF OPFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT N REJECTION OF YOUR OFFER. U by

virtus 0f s smendmant you desis bo chanps Bn offer alteady Bubmiited, Fuoh chenge Mmay De mas by llegewm o lefter, provideq wech felogram of lifer makes Teterance
19 tha ¥olickstion and this #nd iy recnivad prior i U opening hour end dats specifed

12, ACCOUNTING ARD APPROPRIATION DATA (I mquired])
S5ee Schedule

- ey e, A

13, THIS [TEM OMLY APPLIES TO MODIFICATION OF CONYRACTEIORDERS. [T MODIFIES THE CONTRACTIORDER HO, AS DESCRIBED [N ITEM 14.

LHECK OHE [ A THIE CHANGE ORDER IS 1SSUED PURBUANT TO" (Bpeciy sultrity} THE CHANGES EET FORTH IN ITEM 14 ARE MADE 1N THE CONTRACT
ORDER NO. I ITEM 10A

B, THE HUMBERED CONTRAC 5 MODIFED TO REFLECT A TIVE CHAMNGES fauchr ax changas v phyfg office,
dsle, #ic.] SET FORTHIN 12, PURSUANT TD T}EAU%WYWM 8

X FAR 52.243-3, Changes ~ Time and Materials or Labor Houra

EWPORTANT:  Contacior Ok nat, i required o sign his ¥ eum 1, copiexin e hudog office.

14 DESCRIPTION OF AMENDMENIMCONFICATION ({prenized by UCF swilian headiags, inaluoing sofckationtontrec! subjact rtier whore feariia )
DUNS Number: 610320215+0000

Referance: Purchase Reguest RNCE5-09-00038
The purpose of this modification is to incorporate an Alternate Contracting Cfficer

Technical Representative {(QOOTR), modify Section A.7, Submission of Invoices-Single

Paywment Office and Section A.B, entitled “Clauses®, 4. HSAR clauss 3052.215-17 Key
Parsonnel or Facllities,

Period of Performance: 06/01/2008 to 65/31/200%9

Excapl #% provided hirwin, all lemis shd condibiond of the dooum s refersnced | Itam 84 or HA, 8 herelofors chiagd, Memans wrehenged Snd iy il foroe nd ofecl.

184 NAME AND TITLE OF CORTRACTING QFFICER {Typs or prind]
Mary Caldwell

©)(®) 180 DATE SIGHED

(b)6) X /‘;ﬂ /5 3

T
FTOYRATE WOTOOTT Presctbad oy GEA
FAR (48 CFR) 53 243

o (3 FORM 3G (REV. 10-83)




Contract: HSHQDC-06-D-00024
Task Order; HSHQDC-07-1-00693
Modification: PO0OO3

a. Section A.6, Contracting Officer’s Technical Representative (COTR), incorporate the
following:

Alternate COTR:  Alisa Mathis

Task Monitor: (®)(®) US-CERT
b)(©) US-CERT

-NSD
(b)(e)' SD
b. Delete Section A.7, Submission of Invoices-Single Payment Office, in its entirety and
incorporate the following: :

Section A.7, Submission of Invoices-Single Payment Office
The contractor shall invoice once a months (1% of the month)

[. Invoices shall be prepared in accordance with FAR Clause 52.232-25 Prompt Payment
and FAR Clause 52.232-7 payment under Time and Materials and labor Hour Contract.
In addition to invoice preparation as required by the FAR, the Contractor’s invoice shall
include the following information:

1) Cover sheet identifying DHS;
2) Task Order Number;

3) Modification Number, if any;
4) DUNS Number;

5) TINS Number; and

6) Month services provided

II. Contract Line Item Number (CLIN) for each billed item

1) Labor: SOW task reference number and task title; labor category; site location
(Government site or Contractor site) ; staff name; total monthly hours for staff member;
labor rate; total monthly amount for staff member; total monthly hours for all staff per
task and total monthly amount for all labor.

2) Travel : SOW task reference number and task title; identify local or business (TDY)
travel; description/purpose of travel, include dates; staff name(s); total trave! amount for
staff member per trip; total monthly amount for all staff travel grouped by task and total
monthly amount for all travel for il tasks.

Local travel costs will not be reimbursed. All Temporary Duty Travel (TDY) shall be in
accordance with the Federal Travel Regulation (FTR). The Contractor shall seek




Contract: HSHQDC-06-D-00024
Task Order: HSHQDC-07-J-00693
Modification; PO0003

Government approval in advance of incurring any costs associated with TDY travel.
Government approval is provided by the Contracting Officer’s Technical Representative
(COTR). The Contractor shall provide estimated costs with its approval request.
Allowable and reasonable costs incurred by the Contractor for TDY travel will be
reimbursed within the Not-To-Exceed established by this task order. In accordance with
the FTR, allowable TDY travel costs include, but are not limited to, the following: :
airfare; train fare; lodging; room taxes; meals and incidental expenses (M&IE); car rental
(includes refueling); ground transportation to/from airport (includes taxi, train, etc.). Use
of personal vehicle to/from airport includes associated mileage and parking fees
(excludes refueling). Unless approved in advance, lodging and M&IE shall not exceed
GSA per diem rates. In accordance with the FTR, receipts shall be provided for each
incidental expense incurred which exceeds $75.00. If it is impracticable to furnish said
receipts in any instance as required by the FTR, the failure to do so shall be fully
explained. Mere inconvenience in the matter of taking receipts will not be considered.
Once proposed costs are approved by the Government, the Contractor shall not exceed
the funded ceiling.

The Contractor shall seek Govemment approval in advance of incurring any costs
associated with ODCs. Government approval is provided by the COTR. The Contractor
shall provide estimated costs, including any quotes, with its approval request. Allowable
and reasonable costs incurred by the Contractor for ODCs will be reimbursed within the
Not-To-Exceed established by this task order. The Contractor shall not charge the
Government any associated fees or profit over actual costs incurred for ODCs.
Allowable ODCs which are necessary and directly support task order work include, but
are not limited to, the following: materials for meetings, reproduction, graphics, printed
materials and advertisements via various media. Receipts shall be provided for each
ODC incurred. Once proposed costs are approved by the Government, the Contractor
shall not exceed the funded ceiling.

HI. The Contractor shall submit the original invoice and an electronic copy to the address
below:

U.8. Department of Homeland Security

ATTN: NPPD Vendor Invoices, Finance Branch

245 Murray Lane, SW

Building 410

Washington, DC 20528

B-mail: NPPDVendorlnvoices@HQ.DHS.GOV

IV, Simultaneously provide a paper and electronic copy of the invoice to the following
individuals at the addresses below:

1) U.S. Department of Homeland Security
ATTN: Office of Procurement Operations/Mary Caldwell/7?" & D Street, Roon|  ®)®)
245 Murray Lane, SW, Building 410
Washington, DC 20528




Contract: HSHQDC-06-D-00024
Task Order: HSHQDC-07-J-00693
Modification: P0O003

E-mail O

2) U.S. Department of Homeland Security
ATTIN: NPPD/C8&C

245 Murray Lane, SW

Building 410

Washineton. DC 20578

E-mail (b)(®)

c. Section A8, entitled “Clauses”, 4. HSAR clause 3052.215-17 Key Personnel or
Facilities

Key Personnel shall be modified accordingly:

From
To:

(b)(©6)

All other terms and conditions are unchanged.




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

1| 3

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE
P00004 See Bl ock 16C

4. REQUISITION/PURCHASE REQ. NO.
RNCS- 09- 00082

5. PROJECT NO. (If applicable)

6. ISSUED BY CODE | DHS/ OPQ PHA/ CS&S

7. ADMINISTERED BY (If other than Item 6)

U S. Dept. of Honeland Security
O fice of Procurenent Operations
PHA Acqui sition Division

245 Murray Lane, SW

Bui | di ng 410

Washi ngt on DC 20528

CODE |DHS/ OPQl PHA/ CS&S

U S. Dept. of Homeland Security
O fice of Procurenent Operations
PHA Acqui sition Division

245 Murray Lane, SW

Bui | di ng 410

Washi ngt on DC 20528

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code) ) 9A. AMENDMENT OF SOLICITATION NO.

GENERAL DYNAM CS ONE SCURCE LLC

3211 JERVANTOMWN ROAD 9B. DATED (SEE ITEM 11)

FAI RFAX VA 22030

«_|10A. MODIFICATION OF CONTRACT/ORDER NO.
HSHQDC- 06- D- 00024

HSHQDC- 07- J- 00693

10B. DATED (SEE ITEM 11)
09/ 28/ 2007

CODE 6103202150000 FACILITY CODE

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers | |is extended, is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
Items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By
separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT

THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by

virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference

to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedul e

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

_CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)
X 52.243-3 Changes-Ti me-and- Materials or Labor Hours

E. IMPORTANT: Contractor [ is not, [X"is required to sign this document and return 1 copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

DUNS Number: 610320215+0000

The purpose of this nodification is to realign funds on CLIN 1013, entitled OPTI ONAL TASK
Addi ti onal M ssion Operating Environment and CLIN 1005AA, entitled Situational Awareness
(EI NSTEI'N) .

1. Funds in the amount of (b)) are being transferred from CLIN 1013, OPTI ONAL
TASK: Additional M ssion Operating Environnent to CLIN 1005AA, Situational Awareness

(EI NSTEI'N) .

2. As ar e, CLIN 1013 is changed from an
decr ease of OI0) CLI N 1005AA is changed from O a
Cont i nued

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

Mary Cal dwel |

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

(Signature of person authorized to sign) (Signature of Contracting Officer)

NSN 7540-01-152-8070
Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0O004

PAGE OF
2 | 3

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.

(A

1005AA

SUPPLIES/SERVICES

(B)

i ncrease of (b))

Al'l other terms and conditions remain unchanged.
Di scount Terms:
Net 30
Delivery Location Code: DHS
Department of Honel and Security
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528

Mar k For:
Depart ment of Honel and Security
O fice of Procurnent Operations
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528
FOB: Destination
Period of Performance: 06/01/2008 to 05/31/2009

Change Item 1005AA to read as foll ows(anmount
shown is the obligated anpunt):

Situational Awareness (ElI NSTElI N)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3, 6.5.4,
and 6.5.5 (This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price

o

Anmount : (b)(4)
Account img—tnfo:
CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G

E- CE- 2 -
Funded (b)(4)
Accounting T'nfo:

CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31
Funded: (b))
Accounting Tnfo:

CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded:

Accounting Tnfo:

CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded:

(b)(4)
Anount :
Conti nued ..

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

(b)@)

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0004 3 | 3
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A) (B) (9 (D (B) (F)
Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510-RPCS64
Funded (b)(4)
Change Item 1013 to read as foll ows(anpbunt shown
is the obligated amount):
1013 OPTI ONAL TASK: Additional M ssion Operating
Envi r onnment o
4

Not -t 0- Exceed Cejling Price
Hour s: (b)(4)

Accounting Info:
TBD

Funded:
Accounting I'nfo:

CS0000- 000- K8- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576- RNCS31

Funded:l (b)(4) I
Accounting I nfo:

CS0000- 000- K8- 4070- 01- 001- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2576--RNCS31
Funded:

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

1| 7

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE
PO0005 See Bl ock 16C

4. REQUISITION/PURCHASE REQ. NO.
RNCS- 09- 00067

5. PROJECT NO. (If applicable)

6. ISSUED BY CODE | DHS/ OPQ PHA/ CS&S

7. ADMINISTERED BY (If other than Item 6)

U S. Dept. of Honeland Security
O fice of Procurenent Operations
PHA Acqui sition Division

245 Murray Lane, SW

Bui | di ng 410

Washi ngt on DC 20528

CODE |DHS/ OPQl PHA/ CS&S

U S. Dept. of Homeland Security
O fice of Procurenent Operations
PHA Acqui sition Division

245 Murray Lane, SW

Bui | di ng 410

Washi ngt on DC 20528

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)

GENERAL DYNAM CS ONE SCURCE LLC
3211 JERVANTOMN RCAD
FAI RFAX VA 22030

) 9A. AMENDMENT OF SOLICITATION NO.

9B. DATED (SEE ITEM 11)

«_|10A. MODIFICATION OF CONTRACT/ORDER NO.
HSHQDC- 06- D- 00024

HSHQDC- 07- J- 00693

10B. DATED (SEE ITEM 11)

CODE 6103202150000 FACILITY CODE

09/ 28/ 2007

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers

| |is extended, is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By

separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedul e

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)

X FAR 52.243-3 Changes Tine and Materi al

or Labor Hours

E. IMPORTANT: Contractor [ is not,

[X"is required to sign this document and return 1

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

DUNS Nunber: 610320215+0000

The purpose of this nodification is to realign funds on the follow ng CLINs:

M ssion Operating Environment Support

a. CLIN O0001AA, Task Order Managenent

b. CLI N 0002AA, 24X7 Incident Handling Team Support
c. CLIN O003AA, Malicious Code Support

c. CLIN OO004AA, Strategic Analysis Services

d. CLIN O005AA, Situation Awareness (EINSTEIN)

e. CLIN O006AA, Information Support Services

f. CLIN O007AA, Energency Support Function #2 Support
g. CLIN 0008AA, OPTI ONAL TASK:

Cont i nued

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

Mary Cal dwel |

15B. CONTRACTOR/OFFEROR

(Signature of person authorized to sign)

15C. DATE SIGNED

16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

(Signature of Contracting Officer)

NSN 7540-01-152-8070
Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243



REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET iy 06- D- 00024/ HSHQDC- 07- J- 00693/ PO000S5 2 |7

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT

(A (B) (9 (D (B (F)

h. CLIN 0011, Travel
i. CLIN 0012, O her Direct Cost (0ODC)
j .- CLIN 0013, OPTIONAL TASK: Personnel

1. Funds in the anount of| (b)(4) |are bei ng
transferred from CLIN 0001AA  Task Order
Management to CLIN 0002AA, 24X7 |ncident Handling
Team Support As a result, CIIN 0001AA is
changed from a

decr ease of ®)4)

a. Funds in the anount of (b)) are being
transferred from CLI N O003AA, Malicious Code
Support to CLIN 0002AA, 24X7 Incident Handling
Team Support As_a result _CLIN 0003AA.is

changed from a
decrease of (b))
b. Funds in the amount o| (b)(4) re being

transferred from CLI N 0007AA, Energency Support
Function #2 Support to CLIN 0002AA, 24X7 |nci dent
Handl i ng Team Support. As a result, CLIN 0007AA
i s changed from (b)(4) | a
decr ease of (b))

As a result of the transfer of funds fromCLIN

0001AA, CLIN 0003 and CLINQ 0002AA;
CLI N 0002AA i s changed from (b)(@) to

b)) | an increase o))

2. Funds in the anount of (b)(4) are being
transferred from CLIN 0013, OPTTONAL TASK:

Personnel to CLIN 0006AA, |nfornmati
Services. Funds in the anount o | b)) are
being transferred from CLIN 0013, OPTI ONAL TASK:
Personnel to CLIN 0012, Oher Direct Cost (0ODC).

As a result, CLII N 0013 is clTanged from
D (b)(4) a decrease of
CLI N_00O06AA is changed from
tol (b)) an i ncrease of

CLI N 0012, is changed from

)4 an increase of

3. Funds in the amount g b)) are being
transferred from CLI N 0008AA OPTI ONAL TASK:

M ssion Operating Environment Support to CLIN
0004AA, Strategic Analysis Services As_a
result, CLIN O008AA is changed fro (b))

to b)@) a decrease of (b))
Cont 1 nued ...

(b)(4)

NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET iy 06- D- 00024/ HSHQDC- 07- J- 00693/ PO000S5 3 |7

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A) (B) (O [D (B (F)
0004AA i s changed fron{ QI to
| 0@ | an increase o| b)) |
4. Funds in the amount of (b)) re being
transferred from CLIN 0011 Travel to CLI N O005AA,

Situation Awareness ( El NSFEFN)-——As—a—result——

CLIN 0011 isrﬁmmgguL444un (b))
a decrease o (b)(4) | CLI N O0O5AA i s changed

frodl (b)) |an i ncrease of
| (b))

Al'l other terms and conditions remai n unchanged.

Di scount Terms:

Net 30
Delivery Location Code: DHS
Depart ment of Homel and Security
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528

Mar k For :
Departnment of Honel and Security
O fice of Procurnment Qperations
245 Murray Lane
Bl dg. 410
Washi ngt on DC 20528
FOB: Destination
Peri od of Performance: 06/01/2008 to 05/31/2009

Change Item 0001AA to read as foll ows(amount
shown is the obligated anount):

0001AA Task Order Mangenment | AW SOW Tasks 6.1, 6.1.1, (b)(4)
6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This CLIN cover

all reference tasks)
Not - t o~Exceed—Ceil-i ng pr| ce
Hour s: (b))

Accounting | nfo:

CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64

Funded: (b)(4) |

Change Item 0002AA to read as foll ows(amount
shown is the obligated anount):

Conti nued ...

NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ POO005

PAGE OF
4 | 7

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.
(A)
0002AA

0003AA

0004AA

SUPPLIES/SERVICES

(B)
24 x 7 Incident Handling Team Support | AW SOW
Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4, 6.2.5,
6.2.6, 6.2.7, 6.2.8, 6.2.9, 6.2.10,6.2.11, and
6.2.12 (This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s: )@

Accounting | nfo:
CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- CE- 2510- RPCS64

Fundedﬂ (b)) I

Accounting | nfo:

CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64

Fund 8(31 b))

Change Item 0003AA to read as fol |l ows(anount
shown is the obligated anount):

Mal i ci ous Code Support | AW SOWN Tasks 6.3, 6.3.1,
6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7 (This CLIN
covers all reference tasks)

Not -t 0- Eceed Ceiling Price

Hour s )

Accounting | nfo:
CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64
Funded (b)(4)

Change Item 0004AA to read as foll ows(anmount
shown is the obligated anpunt):

Strategi c Analysis Services | AWSON Tasks 6. 4,
6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5, 6.4.6, 6.4.7
and 6.4.8 (This CLIN covers al reference tasks)
Not -t 0- Exceed Ceiling Price

Hour s:

(b)@)

Accounting | nfo:

CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- CE- 2510- RPCS64
Funded (b))
AccounttTng—imnfo:
Conti nued ...

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

(b)(4)

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ POO005

PAGE OF
5 | 7

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.

(A

SUPPLIES/SERVICES

(B)

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

0005AA

0006AA

0007AA

CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OF- 2510-RPCS64

Funded (b)(4)

Change Item 0005AA to read as foll ows(anmount
shown is the obligated anpunt):

Situational Awareness (EINSTEIN)

| AWSOW: Tasks 6.5, 6.5.1, 6.5.2, 6.5.3, 6.5.4,
and 6.5.5 (This CLIN covers all reference tasks)
Not -t 0- Exceed Ceiling Price

Hours (b)(4)

Amount : (b))
Accounting I nfo:

CS0000- 000- M7- 4070- 01- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64

Amount :| (b)) |

Accounting I nfo:

CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64

Funded:

(b)(4)

Change Item 0006AA to read as foll ows(anmount
shown is the obligated anpunt):

I nformati on Support Services | AW SON Tasks 6. 6,
6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5. This CLIN
covers all reference tasks)
Not -t 0- Exceed Ceiling Price
Hour s: o)

Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64
Funded (b))

Change Item 0007AA to read as foll ows(anmount
shown is the obligated anpunt):

Ener gency Support Function #2 Support | AW SOW
Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and 6.7.4 (This
CLIN covers all reference tasks)

Not -t 0- Exceed Ceiling Price

Hour s: )@
Cont i nNvet———

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ POO005

PAGE OF
6 | 7

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SCURCE LLC

ITEM NO.

(A

SUPPLIES/SERVICES

(B)

QUANTITY

(O

UNIT
D)

UNIT PRICE

(B

AMOUNT

(F)

0008AA

0010AA

0011

Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- CE- 2510- RPCS64
Funded: (b)(4)

Change Item 0008AA to read as fol |l ows(anount
shown is the obligated anount):

OPTI ONAL TASK: M ssion Operating Environnent
Support I AW SOW Tasks 6.8, 6.8.1, 6.8.2, 6.8.3
6.8.4, 6.8.5, 6.8.6, 6.8.7, 6.8.9, and 6.8.10
(This CLIN covers all reference tasks)

Not -t o-Exceed Ceiling Price
rours:[ o

Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64
Funded: (b))

Change Item 0010AA to read as foll ows(anmount
shown is the obligated anpunt):

Surge Support |AWSOWN Task 7.0
Not -t 0- Exceed Ceiling Price
Hour s

(b)(4)

Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510-RPCS64
Funded (b))

Change Item 0011 to read as foll ows(anmount shown
is the obligated amount):

Travel -Not to Exceed | AWSON 11.0
(Cost Rei nmbursenent)

Accounting | nfo:
Conti nued ...

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
HSHQDC- 06- D- 00024/ HSHQDC- 07- J- 00693/ PO0005 7 | 7
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAM CS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
(A (B) (9 (D (B) (F)
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64
Funded: )4
Change Item 0012 to read as foll ows(anmount shown
is the obligated anmount):
0012 O her Direct Costs (ODC) | AWSOWN 12.0 (Cost
Rei mbur senent)
Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 2510- RPCS64
Change Item 0013 to read as foll ows(anmount shown
is the obligated anmount):
0013 OPTI ONAL TASK:  Per sonnel
Not -t o- Exceed Ceiling Price
Hour s
(b)) (b))
Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- OE- 25
Funded: (b)(@)
Change Item 0014 to read as foll ows(anmount shown
is the obligated anmount):
0014 OPTI ONAL TASK: Additional M ssion Qperating

Envi r onnment
Not -t o-Exceed Ceiling Price
Hour s: (b)(4)

Accounting | nfo:
CS0000- 000- M7- 4070- 05- 000- 01- 08- 0100- 00- 00- 00- 00- G
E- CE- 2510- RPCS64
Funded:

(O]

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

1 | 4

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE

P00006 See Block 16C

4. REQUISITION/PURCHASE REQ. NO.
RNCS-09-00100

5. PROJECT NO. (If applicable)

6. ISSUED BY CODE | pHS/OPO/PHA/CS&S

7. ADMINISTERED BY (If other than Item 6)

CODE [pHS/0PO/PHA/CSES

U.S. Dept. of Homeland Security
Office of Procurement Operations
PHA Acquisition Division

245 Murray Lane, SW

Building 410

Washington DC 20528

U.S. Dept. of Homeland Security
Office of Procurement Operations
PHA Acquisition Division

245 Murray Lane, SW

Building 410

Washington DC 20528

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)

(x) 9A. AMENDMENT OF SOLICITATION NO.

GENERAL DYNAMICS ONE SOURCE LLC

3211 JERMANTOWN ROAD 9B. DATED (SEE ITEM 11)

FAIRFAX VA 22030

« |10A. MODIFICATION OF CONTRACT/ORDER NO.
HSHQDC-06-D-00024

HSHQDC-07-J-00693

10B. DATED (SEE ITEM 13)
09/28/2007

CODE 6103202150000 FACILITY CODE

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

[[1The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [Jis extended. [ ]is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
Iltems 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By
separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedule

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

_CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
X FAR 52.243-3 Changes Time and Material or Labor Hours

D. OTHER (Specify type of modification and authority)

E. IMPORTANT: Contractor [Jis not. is required to sign this documentandreturn ___ 1 copies to the issuing office.
14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)
DUNS Number: 610320215+0000

The purpose of this modification is to realign funds in Section B and to incorporate the
Funding Flexibility clause into Section A.8 of the task order.

1. Funds in the amount of] (b)(4) are being transferred from CLIN 1004AA, entitled

Strategic Analysis Service to CLIN 1011, entitled Other Direct Costs (ODC).

2. As a result of the above, CLIN 1004AA is changed from (b)(4) a
decrease nl (b)(4) CLIN 1011 is changed froﬂ (b)(4) Fn increase
of (b)(4)

Continued ...

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

Mary Caldwell

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

(Signature of person authorized to sign) (Signature of Contracting Officer)

NSN 7540-01-152-8070
Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00006

PAGE

OF
4

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC

ITEM NO.
(A)

SUPPLIES/SERVICES
(B)

QUANTITY
(C)

UNIT
(D)

UNIT PRICE
(E)

AMOUNT

(F)

1004AA

1011

All other terms and conditions remain the same.

Discount Terms:

Net 30
Delivery Location Code: DHS
Department of Homeland Security
245 Murray Lane
Bldg. 410
Washington DC 20528

Mark For:
Department of Homeland Security
Office of Procurment Operations
245 Murray Lane
Bldg. 410
Washington DC 20528
FOB: Destination
Period of Performance: 06/01/2008 to 05/31/2009

Change Item 1004AA to read as follows (amount
shown is the obligated amount) :

Strategic Analysis Services IAW SOW: Tasks 6.4,
6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5, 6.4.6, 6.4.7
and 6.4.8 (This CLIN covers al reference tasks)
Not-to-Exceed Ceiling Price

Hours:

(b)@)

Accounting Info:
TBD
Funded: O
Accounting Info:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funded: (b)(4)
Accounting Info:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576=RNCS31]

Funded (b)(a)

Change Item 1011 to read as follows (amount shown
is the obligated amount) :

Other Direct Costs (ODC) IAW SOwW: 12.0 (Cost
Reimbursement)

Continued

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)

Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE ~ OF
HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00006 3 4
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(A) (B) (C) (D) (E) (F)

Accounting Info:
TBD
Funded: (b)(4)

Accounting Info:
Cs0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funde (b)(4)
Accounting Info:
Cs0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576=RNCS31
Funded (b)(4)
Accounting Info:
Cs0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576=RNCS3
Funde (b)(4)

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



Contract: HSHQDC-06-D-00024
Task Order: HSHQDC-07-J-00693
Modification POOOD6

SECTION A.8 CLAUSES
10. Funding Flexibility

The contractor is not restricted to the price delineated for the contract line item numbers
(CLINs) or sub-CLINS in the price schedule in those instances where CLINs or sub-
CLINSs share the same accounting information. The contractor is authorized to use the
available funding across CLINs or sub-CLINs with the same accounting information as
necessary during the performance period as long as the aggregate ceiling price for the
CLINs or sub-CLINs is not exceeded. However, the contractor is not authorized to
exceed the ceiling price of this order. The contractor shall obtain written approval from
the Contracting Officer prior to utilizing the flexibility granted under this clavse.



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

1 | 1

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE

P0O0007 See Block 16C

4. REQUISITION/PURCHASE REQ. NO.
RNCS-09-00128

5. PROJECT NO. (If applicable)

6. ISSUED BY CODE | pHS/OPO/PHA/CS&S

7. ADMINISTERED BY (If other than Item 6)

U.S. Dept. of Homeland Security
Office of Procurement Operations
PHA Acquisition Division

245 Murray Lane, SW

Building 410

Washington DC 20528

CODE [pHS/0PO/PHA/CSES

U.S. Dept. of Homeland Security
Office of Procurement Operations
PHA Acquisition Division

245 Murray Lane, SW

Building 410

Washington DC 20528

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)

(x) 9A. AMENDMENT OF SOLICITATION NO.

GENERAL DYNAMICS ONE SOURCE LLC

3211 JERMANTOWN ROAD
FAIRFAX VA 22030

9B. DATED (SEE ITEM 11)

« |10A. MODIFICATION OF CONTRACT/ORDER NO.
HSHQDC-06-D-00024

HSHQDC-07-J-00693

10B. DATED (SEE ITEM 13)
09/28/2007

CODE 6103202150000 FACILITY CODE

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

[[1The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [Jis extended. [ ]is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
ltems 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By
separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedule

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

_CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)

X FAR 52.217-8 Option to Extend Services
E. IMPORTANT: Contractor [Jis not. is required to sign this documentandreturn ___ 1 copies to the issuing office.
14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

DUNS Number: 610320215+0000
The purpose of this modification is to extend the period of performance for nineteen (19)
days. The period of performance is from June 1, 2009 through June 19, 2009. ©No additional

funding will be obligated to cover the extension of service. The extension of this period

shall be covered using surplus funds not to excee (b)(4) This modification does

not authorize the contractor to incur costs above the existing ceiling. (Reference email
dated May 29, 2009, Subject extension of current contract US CERT- Task Order
HSHQODC-09J-00693)

Period of Performance: 06/01/2008 to 06/19/2009

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

Mary Caldwell

15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

(Signature of person authorized to sign) (Signature of Contracting Officer)

NSN 7540-01-152-8070
Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

1 8
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO. (If applicable)
P0000O8 See Block 16C RNCS-09-00164
6. ISSUED BY CODE DHS/OQOPO/PHA/CS&S 7. ADMINISTERED BY (If other than Item 6) CODE |DHS/OPO/PHA/CS&S
U.S. Dept. of Homeland Security U.S. Dept. of Homeland Security
Office of Procurement Operations Office of Procurement Operations
PHA Acquisition Division PHA Acquisition Division
245 Murray Lane, SW 245 Murray Lane, SW
Building 410 Building 410
Washington DC 20528 Washington DC 20528
8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code) (x) 9A. AMENDMENT OF SOLICITATION NO.
GENERAL DYNAMICS ONE SOURCE LLC
3211 JERMANTOWN ROAD 9B. DATED (SEE ITEM 11)
FATIRFAX VA 22030
x 10A. MODIFICATION OF CONTRACT/ORDER NO.
HSHQDC-06-D-00024
HSHQDC-07-J-00693
10B. DATED (SEE ITEM 13)
CODE 6103202150000 FACILITY CODE 09/28/2007
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
[[1The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [Jis extended. [ ]is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing
Iltems 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By
separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.
12. ACCOUNTING AND APPROPRIATION DATA (If required) Net Decrease: (b)(4)
See Schedule
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.
_CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN ITEM 10A.
B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
X FAR 52.243-3 Changes-Time-and-Material or Labor Hours
D. OTHER (Specify type of modification and authority)
E. IMPORTANT: Contractor [Jis not. is required to sign this document and return —1 copies to the issuing office.
14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)
DUNS Number: 610320215+0000
The purpose of this modification is to de-obligate funds in the amount of (b)(4)
Discount Terms:
Net 30
Delivery Location Code: DHS
Department of Homeland Security
245 Murray Lane
Bldg. 410
Washington DC 20528
Continued ...
Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.
15A. NAME AND TITLE OF SIGNER (Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
Mary Caldwell
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
(Signature of person authorized to sign) (Signature of Contracting Officer)
NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)
Previous edition unusable Prescribed by GSA

FAR (48 CFR) 53.243




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00008

PAGE

OF

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC

ITEM NO.
(A)

SUPPLIES/SERVICES
(B)

QUANTITY
(C)

UNIT
(D)

UNIT PRICE
(E)

AMOUNT

(F)

1001AA

1002AA

Mark For:
Department of Homeland Security
Office of Procurment Operations
245 Murray Lane
Bldg. 410
Washington DC 20528
FOB: Destination
Period of Performance: 06/01/2008 to 06/19/2009

Change Item 1001AA to read as follows (amount
shown is the obligated amount) :

OPTION YEAR ONE PERIOD OF PERFORMANCE

Task Order Mangement IAW SOW: Tasks 6.1, 6.1.1,
6.1.2, 6.1.3, 6.1.4, and 6.1.5 (This CLIN cover
all reference tasks)

Not-to-Exceed Ceiling Price

Hours (b)(4)

Accounting Info:

TBD

Accounting Info:
C30000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Fundedl (b)(4)

Accounting Info:
C30000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G

E-OE-2576-RN 1
Funded (b)(4)
Change Item 1002AA to read as follows (amount
shown is the obligated amount) :

24 x 7 Incident Handling Team Support IAW SOW:
Tasks 6.2, 6.2.1, 6.2.2, 6.2.3, 6.2.4, 6.2.5,
6.2.6, 6.2.7, 6.2.8, 6.2.9, 6.2.10,6.2.11, and
6.2.12 (This CLIN covers all reference tasks)
Not- to-Exceed Ceiling Price

Hours: (b)(4)

Accounting Info:
TBD
Continued

(b))

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)

Sponsored by GSA
FAR (48 CFR) 53.110




REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00008 3

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC

ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(A) (B) (C) (D) (E) (F)

Funded: (b)(4)
Accounting Info:

CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Fundedm

Accounting Info:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Fundedl

&) |

Change Item 1003AA to read as follows (amount
shown is the obligated amount) :

1003AA |Malicious Code Support IAW SOW: Tasks 6.3, 6.3.1,
6.3.2, 6.3.3, 6.3.4, 6.3.5 and 6.3.7 (This CLIN
covers all reference tasks)

Not-to=-Exceed Ceiling Price

Hour )@

Accounting Info:

TBD

Funded: (b))

Accounting Info:

Cs0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G (b)(4)
E-OE-2576=-RNCS31

Funded: (b)(@)

Accountimg—frrfos
Cs0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funde (b)(4)

Change Item 1004AA to read as follows (amount
shown is the obligated amount) :

1004AA | Strategic Analysis Services IAW SOW: Tasks 6.4,
6.4.1, 6.4.2, 6.4.3, 6.4.4, 6.4.5, 6.4.6, 6.4.7
and 6.4.8 (This CLIN covers al reference tasks)

Not-to-Exceed Ceiling Price
Hours: (b)(4)

Accounting Info:
TBD
Funded (0))
Accounting Info:
CsS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funded:

Continued ...

NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00008 4

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC

ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(A) (B) (C) (D) (E) (F)

Accounting Info:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funded: | (b))

Change Item 1005AA to read as follows (amount
shown is the obligated amount) :

1005AA | Situational Awareness (EINSTEIN)

IAW SOW : Tasks 6.5, 6.5.1, 6.5.2, 6.5.3, 6.5.4,
and 6.5.5 (This CLIN covers all reference tasks)
Not-to=Exceed Ceiling Price

Hours: (b)(4)

Amount: | (0)(4) |

Accounting Info:
CsS0000-000-M7-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2510-RPCS64

Accounting Info:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funded: )@

Account

CS0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G

E-OE-2 1 (0))

Funded (b))
AccountinmgImnfo:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funde

(bY@
Amoun
Accounting Info:
Cs0000-000-M7-4070-05-000-01-08-0100-00-00-00-00-G
E-0E-2510-RPCS64

Funded| (54

Change Item 1006AA to read as follows (amount
shown is the obligated amount) :

1006AA | Information Support Services IAW SOW: Tasks 6.6,
6.6.1, 6.6.2, 6.6.3, 6.6.4 and 6.6.5. This CLIN
covers all reference tasks)
Not-to ling Price

Hours: )

Continued

NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00008 5
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A) (B) (C) |(D) (E) (F)
Accounting Info:
C30000-000-M7-4070-05-000-01-08-0100-00-00-00-00-G
E-OE-2510-RPCS64
Funde (b)(4)
Accourtting Into:
C30000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funded: (b))
AccountIng o~
C30000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funde )@
Change Item 1007AA to read as follows (amount
shown is the obligated amount) :
1007AA |Emergency Support Function #2 Support IAW SOW:
Tasks 6.7, 6.7.1, 6.7.2, 6.7.3, and 6.7.4 (This
CLIN covers all reference tasks)
Not-to=Exceed Ceiling Price
Hours: ©)@)
Accounting Info:
TBD
Funded: ®®
Accounting Info: e
C30000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576=RNCS31
Funded (b)(4)
Accounting Info:
C30000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funde# (b))
Change Item 1008AA to read as follows (amount
shown is the obligated amount) :
1008AA |OPTIONAL TASK: Mission Operating Environment

Support
IAW SOW: Tasks 6.8, 6.8.1, 6.8.2, 6.8.3, 6.8.4,
6.8.5, 6.8.6, 6.8.7, 6.8.8, 6.8.7, 6.8.9, and
6.8.10 (This CLIN covers all reference tasks)
Not-to=Exceed Ceiling Price

Hours (b)(4)

Continued

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00008

PAGE

OF

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC

ITEM NO.
(A)

SUPPLIES/SERVICES
(B)

QUANTITY
(C)

UNIT
(D)

UNIT PRICE
(E)

AMOUNT

(F)

1009AA

1010

Accounting Info:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funded:l (b)(4) |

Accounting Info:
CS0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funded: (b)(4)

Change Item 1009AA to read as follows (amount
shown is the obligated amount) :

Surge Support IAW SOW: Task 7.0
Not-tp=Exceed Ceiling Price

Hours (b)(4)

Accounting Info:
TBD
Funded: ®)@)
AccountiIng Info:
CsS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576=RNCS31

Funded (b)(4)

Accounting Info:
CsS0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576=RNCS31
Funded: (b))

Change Item 1010 to read as follows (amount shown
is the obligated amount):

Travel-Not to Exceed IAW SOW: 11.0
(Cost Reimbursement)

Accounting Info:

TBD

Funded :

Accounting Info:
C30000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funded4 (b)(4) I

Accounting Info:
C30000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Fundec‘ (b)) |

Change Item 1011 to read as follows (amount shown
Continued

(b)@)

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)

Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE ~ OF
HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00008 7 8
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A) (B) (C) (D) (E) (F)
is the obligated amount):
1011 Other Direct Costs (ODC) IAW SOW: 12.0 (Cost
Reimbursement)
Accounting Info:
TBD
Funded: (b)(4)
Accounting Info:
CS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576=-RNCS31
Funded: (b))
Accounting—Infor
CS0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G ©)
E-OE-2576=-RNCS3
Funded (b)(4)
Accounting Info:
CS0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E_OE_2R7Q_DT\TPQ'2’I
Funded (b)(4)
Change Item 1012 to read as follows (amount shown
is the obligated amount):
1012 OPTIONAL TASK: Personnel

Not-to-Exceed Ceiling Price
Hours (b)(4)

Accounting Info:
TBD
Funded (b)4)
Accounting Info:
Cs0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funded: (b)(4)
Accounting Info:
CsS0000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31
Funded: (b)(4)
AccountiIng Info:
CsS0000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576=RNCS3]

Funded

(b)(4)

Change Item 1013 to read as follows (amount shown
Continued

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)

Sponsored by GSA
FAR (48 CFR) 53.110




CONTINUATION SHEET

REFERENCE NO. OF DOCUMENT BEING CONTINUED

HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00008

PAGE OF

NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC

ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT

(A) (B) (C) (D) (E) (F)
is the obligated amount):

1013 OPTIONAL TASK: Additional Mission Operating (b))

Environment
Not-to-Exceed Ceiling Price
Hours (b)(4)

Accounting Info:
TBD

Accounting Info:
C30000-000-K8-4070-01-000-01-08-0100-00-00-00-00-G
E-OE-2 6=RN
Funded (b)(4)
Accounting Info:
C30000-000-K8-4070-01-001-01-08-0100-00-00-00-00-G
E-OE-2576-RNCS31

Funded:l (b)) |

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

1. CONTRACT ID CODE PAGE OF PAGES

1| 2

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE

4. REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO. (If applicable)

P00009 01/21/2010
6. ISSUED BY CODE DHS/OPO/NPPAD/CS& 7. ADMINISTERED BY (If other than Item 6) CODE |DHS /OPO/NPPAD/CS&(
U.S. Dept. of Homeland Security U.S. Dept. of Homeland Security

Office of Procurement Operations
NPPD Acquisition Division

245 Murray Lane, SW

Building 410

Washington DC 20528

Office of Procurement Operations
NPPD Acquisition Division

245 Murray Lane, SW

Building 410

Washington DC 20528

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)

GENERAL DYNAMICS ONE SOURCE LLC
3211 JERMANTOWN ROAD
FAIRFAX VA 22030

(x) 9A. AMENDMENT OF SOLICITATION NO.

9B. DATED (SEE ITEM 11)

« |10A. MODIFICATION OF CONTRACT/ORDER NO.
HSHQDC-06-D-00024

HSHQDC-07-J-00693

10B. DATED (SEE ITEM 13)

CODE FACILITY CODE

6103202150000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

09/28/2007

[[1The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers

[Jis extended. [ ]is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

Iltems 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By

separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference
to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedule

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

CHECK ONE
ORDER NO. IN ITEM 10A.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X FAR 52.243-3 Changes-Time-and-Material or Labor Hours

D. OTHER (Specify type of modification and authority)

E. IMPORTANT: Contractor [is not.

is required to sign this document and return 1

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

DUNS Number: 610320215+0000

The purpose of this modification is to realign funding under the following Contract Line

Item Numbers
1) DECREASES:
CLIN 1001AA entitled,

(CLINs) :

(b))

CLIN 1003AA entitled,

(b))

CLIN 1008AA entitled,
Continued ...

"Optional Task: Mission Operating Environment Support",

"Task Order Management" is hereby decreased from (b)(4) to

"Malicious Code Support" is hereby decreased fromn (b)(4) to

is hereby

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

Mary Caldwell

15B. CONTRACTOR/OFFEROR

(Signature of person authorized to sign)

15C. DATE SIGNED

16B. UNITED STATES OF AMERICA 16C. DATE SIGNED

(Signature of Contracting Officer)

NSN 7540-01-152-8070
Previous edition unusable

STANDARD FORM 30 (REV. 10-83)
Prescribed by GSA
FAR (48 CFR) 53.243



CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
HSHQDC-06-D-00024/HSHQDC-07-J-00693/P00009 2 2
NAME OF OFFEROR OR CONTRACTOR
GENERAL DYNAMICS ONE SOURCE LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A) (B) (C) (D) (E) (F)
decreased from (b))

CLIN 1010 entitled, "Travel" is hereby decreased
from )4

CLIN 1012 entitled, "Optional Task: Personnel" is
hereby decreased from (b))

CLIN 1013 entitled, "Optional Task: Additional
Mission Operating Environment" is hereby
decreased froml (b)(4)

The total amount of funding deducted from the
aforementioned CLINs equals (b))

2) INCREASES:
CLIN 1002AA entitled, "24 X 7 Incident Handling
Team Support" is hereby increased from

(b)(4)

CLIN 1004AA entitled, "Strategic Analysis

Services" is hereby increased fro (b)(4)

to (b)(@)

CLIN 1005AA entitled, "Situational Awareness
(EINSTEIN)" is hereby increased from

(b))

CLIN 1006AA entitled, "Information Support

Services" is hereby increased frol (b)(4)

to (b)(4)

CLIN 1007AA entitled, "Emergency Suppert—Function

#2 Support" is hereby increased from (b)(4)

t (b)) |

CLIN 1011 entitled, "Other Direct Costs" is
hereby increased from (b)(4)

(b))

The total amount of funding—added-to-the
aforementioned CLINs equals (b)(4)

3) This modification does not authorize the
contractor to exceed the total funds

(b)(4) |obligated under this task order.
All other terms and conditions remain unchanged.

Period of Performance: 06/01/2008 to 06/19/2009

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
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