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1.0 SCOPE

Pursuant to General Services Administration (FSA) Federal Supply Services (FSS)
Contract Number GS-23F-0083K, SRS Technologies agrees to terms listed in this
Blanket Purchase Agreement (BPA) with the Department of Homeland Security (DHS),
Office of Procurement Operations (OPO) for Professional Engineering Services (PES)
under the Federal Supply Class (FSC) 871.

2.0  BPA SPECIFIC INFORMATION

References incorporated into this BPA:

(a) RFQ HSHQPB-05-Q-00005, posted on 21 Apr 05.

)] RFQ HSHQPB-05-Q-00005, Amendment 000001, posted on 28 Apr 05.
(9] SRS Technologies Response Quote SRSWG05-121, dated 13 May 05.
(@ GSA PES FSS number GS-23F-0083K (effective 19 Nov 03).

(e) DHS email to SRS Technologies, dated 31 May 05.

All task orders (TOs) placed against this BPA are subject to the terms and conditions of
the FSS contract cited herein. In the event of any inconsistencies between the provisions
of this BPA and the FSS contract, the provisions of the contract will take precedence.
However, more stringent requirements of the BPA like in restrictions, organizational
conflict of interest, and delivery represent added values rather than inconsistencies.

Specific deliverables and required formats for each requirement will be delineated in
individual orders issued under this BPA. Inspection and acceptance of all work
performed by the Contractor shall be by the Contracting Officer’s designated
representative.

The Government is obligated only to the extent of authorized services/purchases by TOs
issued under the BPA.

The Government estimates, but does not guarantee, that the volume of purchases
throughout the BPA is $75 million. If the actual amount is less than the estimate, the
Government will not be liable for any difference.

Pricing will be considered as that which was quoted as above, or otherwise negotiated
prior to the issuance of each respective TO. The Government will also accept the current
GSA Schedule price approved by the Contractor’s FSS less any BPA discounts, spot
discounts, and promotional discounts. These discounts do not preciude the Contractor
from offering, or the Government from, asking for further price reductions in accordance
with commercial practices, market forces, and volume buying at the time of placing
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orders. The Contractor can voluntarily reduce prices at any time by giving notice (by e-
mail) to the Contracting Officer.

It is the responsibility of the Contractor to notify the Contracting Officer of GSA
Schedule price changes affecting rates and services listed or incorporated by reference in
the BPA and/or TO. Discounts shall be in terms of a flat percentage discount to be
applied against the GSA Schedule price for the product or service. For TOs issued under
this BPA, the price paid shall be the GSA Schedule price in effect at the time the TO is
issued less applicable discounts under this BPA and inclusive of other discounts offered
as specified above,

3.0  RESTRICTIONS

The Contractor shall be restricted from performing any other work in the Domestic
Nuclear Detection Office (DNDQ), including Science and Engineering Technical
Administrative (SETA) services, radiation detector and associated equipment, models or
prototypes other than those described in the System Design, Engineering and Integration
section of the Performance Work Statement.

40 ORGANIZATIONAL CONFLICT OF INTEREST

The Contractor shall identify any Organizational Conflicts of Interest (OCls) or the
potential for any Conflicts of Interest that can reasonably be foreseen. An OCl is
described as follows by Federal Acquisition Regulation (FAR) 9.502(c):

An organizational conflict of interest may result when factors create an actual or potential
conflict of interest in the BPA or TO, or when the nature of the work to be performed
creates an actual or potential conflict of interest on a future acquisition. In the latter case,
some restrictions on future activities of the Contractor may be required.

To the extent that a real or potential OCI is identified, the Contractor shall indicate how
the conflict can be mitigated. Pursuant to FAR Subpart 9.504 "Contracting Officer
responsibilities,” paragraph (e), the Contracting Officer cannot make award of a BPA TO
for which a conflict of interest is determined to exist or which cannot be avoided or
mitigated.

If a conflict of interest is determined to exist, then the Contracting Officer shall notify the
Contractor, provide the reasons thereto, and allow the Contractor a reasonable
opportunity to respond. If the Contracting Officer finds that it is in the best interest of the
United States to award the BPA TO notwithstanding any conflict of interest, a request for
waiver shall be submitted by the Contracting Officer in accordance with FAR Subpart
9.503.
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In the interest of preventing OCls, the use of subcontractors in the performance of any
TO under this BPA requires prior approval by the Contracting Officer or designated
Government Technical Representative (GTR).

5.0 BPATERM

The term of the BPA is five (5) years from the date and month (and year 2005) the
Contracting Officer signs on the BPA cover page, block 31c.

6.0 PERFORMANCE WORK STATEMENT
Reference the Performance Work Statement (PWS) in Attachment 1 to this BPA.
7.0 PRICING/RATES

As referenced in paragraph 2.0 (d) above, this BPA incorporates by reference, the
Contractor’s GSA PES FSS.

However, for user ease of access, Attachment 2 to this BPA depicts the Pricing Schedule
rates through 27 Jan 2010 as that included by reference in paragraph 2.0 (d) above.

80 SECURITY

1) Reference Attachment 3, DD Form 254, Contract Security Classification
Specification for the security requirements for the BPA.

2) FAR 52.204-2 (Security Requirements( (Aug 96) is hereby incorporated:

(a) This clause applies to the extent that this contract involves access to
information classified “Confidential,” “Secret,” or “Top Secret.”

{b) The Contractor shall comply with --

(1) The Security Agreement (DD Form 441), including the National
Industrial Security Program Operating Manual (DoD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the
Contractor.

(c) If, subsequent to the date of this contract, the security classification or security
requirements under this contract are changed by the Government and if the
changes cause an increase or decrease in security costs or otherwise affect any
other term or condition of this contract, the contract shall be subject to an
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equitable adjustment as if the changes were directed under the Changes clause of

this contract.

(d) The Contractor agrees to insert terms that conform substantially to the
language of this clause, including this paragraph (d) but excluding any reference
to the Changes clause of this contract, in all subcontracts under this contract that
involve access to classified information.

9.0 FUNDING

This BPA does not obligate any funds. Funds will be obligated on individual TOs against
this BPA. The Government is obligated only to the extent of authorized purchases
actually made under the BPA.

10.0 TASK ORDER SPECIFIC INFORMATION
The following ordering procedures apply to all BPA TOs:

» Services will be ordered by a Contracting Officer via written TOs.

e TOs are subject to the terms and conditions of the Contractor’s GSA/FSS
Contract number.

e TOs shall only be issued from the date of the BPA award through its expiration.

o All costs associated with preparation and/or discussion of the Contractor’s TO
quotations will be at the Contractor’s expense and are not directly billable to the
Government.

¢ No work will be performed and no payment will be made except as authorized by
a written TO.

e A TO will be considered issued when the Government transmits the bilaterally
signed TO to the Contractor.

Each individual Request for Quote (RFQ) which is expected to lead to the issuance of a
TO, will specify the method and instructions for submitting either an oral presentation
and/or a written quotation. Additionally, as a minimum, each such RFQ will include:

BPA number

Description of the services to be performed

Specific reporting requirements, €.g. Key Personnel

Desired delivery schedule

Place of performance/delivery

Security requirements

Request for a Firm Fixed Price (FFP) to complete the requirements or a ceiling
price for those tasks to be performed on not-to-exceed pricing - time and materials
or labor-hour basis

¢ Response due date
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11.0 TASK ORDER ACKNOWLEDGEMENT

The Contractor will acknowledge signed receipt of each TO within two (2) working days
after receipt, io the Contracting Officer.

120 PAYMENT AND INVOICE INFORMATION

Payment shall be made for services accepted by the Government delivered to the
destinations set forth in the TO. The Government will make payment in accordance with
the Prompt Payment Act (31 V.S.C. 3903) and Office of Management and Budget
(OMB) Circular A-125, Prompt Payment. The Government will make payment in
accordance with the clause FAR 52.232-33, Payment By Electronic Funds Transfer -
Central Contractor Registration (May 1999).

An EFT/ACH Vendor Payment Enrollment Form must be completed and submitted by
the Contractor to the Contracting Officer. The payment office will be cited in each BPA
TO.

All invoices shall contain the following information at a minimum:

Name & Address of Contractor/Signature and Name of point of contact/
Date and invoice number

BPA number

GSA FSS number

Number and date of BPA TO

Labor categories utilized (actual categories required only for pricing arrangements
other than FFP)

TO Line Hem Number (TOLIN), if applicable

Quantity, unit price, and extension of each TOLIN

Performance period

Interim payment period, payment for partial delivery, if applicable
Prompt payment discounts

Invoices can be submitted on a monthly basis. The Contractor can comply with the
requirements of a proper invoice as specified in the GSA FSS contract.

13.0 KEY PERSONNEL AND SUBCONTRACTORS

For each TO, the Contractor will identify key personnel who will work full time and
exclusively on each TO, and may not substitute with other personnel regardless of
qualification, unless prior approval is provided by the Contracting Officer as
recommended by the GTR. Key personnel must possess the necessary skills, knowledge,
clearances, training, and experience to perform the essential duties of their jobs
throughout the period of the BPA.
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For each TO, the Contractor shall identify all subcontractor(s) and consultant(s) which
the Contractor plans to assign to the TO. The Contractor shall obtain Contracting Officer
approval prior to making the final selection of the subcontractor(s) or consultant(s) or
prior to making a substitution once the TO is issued.

14.0 SURVEILLANCE AND ACCEPTANCE OF SERVICES
The Contracting Officer’s delegated GTR shall perform surveillance over the
Contractor’s performance ensuring that efficient methods for performance and effective

cost controls are being used, and shall accordingly accept or reject work and associated
deliverables.

15.0 AUTHORIZED BPA USERS

Only authorized DHS/DNDO personnel will be users of the BPA.
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1.0.  Background and Scope
1.1.  Background

The Domestic Nuclear Detection Office (DNDOQ), established within the Department of
Homeland Security (DHS), is chartered to develop, acquire and support the deployment and
improvement of a domestic system to detect and report attempts to import, assemble, or transport
a nuclear explosive device, fissile material or radiological material intended for illicit use.
Because no single agency has the resources to carry out this initiative, the DNDO is jointly
staffed with representatives from DHS, the Department of Energy (DOE), the Department of
Defense (DoD), and the Federal Bureau of Investigation (FBI), with coordination between the
Department of Justice (DOJ), the Department of State (DOS), the Intelligence Community (IC),
and other departments as needed.

This professional engineering services Blanket Purchase Agreement (BPA) with task
orders issued under it, will ensure that effective, focused, coordinated systems engineering is
provided for efforts conducted within DNDO. The five (5) year BPA has an estimated price
ceiling of $75 million, although there is no obligation by the Government to issue task orders.
DNDO anticipates estimated expenditures of about $10 million per each year, and intends to
provide an initial increment of funds from DHS FY 05 funding of approximately $3 million.

1.2. Scope

The scope of the BPA requires that Systems Engineering support be provided to the
following offices within DNDOQ: the Office of Systems Engineering, the Office of Systems
Development and Acquisition, the Office of Assessments, Office of Transformational Research
and Development and the Office of Operations Support. The BPA contractor shall assist DNDO
in developing, describing, fielding, and implementing systems engineering and management
processes for DNDO functions and deliverable systems. The System Engineering contractor
selected shall not provide radiation detector and associated equipment under this contract other
than the models or prototypes described in the System Design, Engineering and Integration
section of the Performance Work Statement (PWS) below.

The Systems Engineering contractor, referred to herein as the contractor, will also
interact with National Laboratories, Science Engineering Technical and Administrative (SETA)
contractors, Hardware and Software System Providers (vendors), and our user community (to
include Customs and Border Protection, the Transportation Security Administration, the United
States Coast Guard, the Department of Transportation, and Federal, State and Local Operating
Agencies). The contractor will also provide systems engineering support with regard to the
planning and execution of tests at the Radiological and Nuclear Countermeasures Test and
Evaluation Complex (RNCTEC) and the operational Countermeasures Test Bed (CMTB).

The scope of this effort includes all necessary planning, management and execution of
required systems engineering tasks as described below.
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2.0. Requirements

The areas to be supported for the duration of the BPA are set forth in this PWS. These
areas are not meant to be entirely definitive, but rather represent in summary form the general
areas to be supported by the contractor. The contractor shall provide Professional Engineering
Services (PES) services under the GSA Schedule for Special Item Number (SIN) 871 upon
acceptance of each task order.

The contractor shall support the following offices within DNDO: the Office of Systems
Engineering, the Office of Systems Development and Acquisition, the Office of Assessments,
Office of Transformational Research and Development and the Office of Operations Support.
The contractor shall assist DNDO in developing, describing, fielding, and implementing systems
engineering and management processes for DNDO functions and deliverable systems.

2.1.  Strategic Planning for Technology Program and Activities

The contractor shall provide services involving the definition and interpretation of high-
level organizational engineering performance requirements for domestic nuclear detection and
global communication and coordination systems, projects, missions, etc., and the objectives and
approaches to their achievement.

Typical tasks include, but are not limited to, an analysis of missions, program goals and
objectives, concepts of operation, requirements analyses, technical performance measurements
and metrics, measures of effectiveness, open systems architecture requirements, organizational
performance assessment, and other special studies and analyses.

2.2.  Concept Development and Requirements Analysis

The contractor shall provide services involving abstract or concept studies and analysis,
requirements analysis and definition, preliminary planning, and the evaluation of alternative
technical approaches and associated costs for the development of a particular system, project,
mission or activity.

Typical associated tasks include, but are not limited to, requirements analysis; algorithm
review, development, assessment, and improvement; software assessment and review; cost-
performance trade-off analysis; feasibility analysis; regulatory compliance support; technology
conceptual designs; off-site data analysis requirements; training and reachback; and developing
criteria and assisting in the evaluation and selection from a range of viable options; performing
the system definition study to develop the conceptual design; developing detailed functional and
performance requirements and interface requirements to be included in a competitive
procurement package; analyzing the detailed system concepts proposed under a competitive
procurement; conducting market research; and analyzing the cost of building and maintaining the
system.
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2.3.  System Design, Engineering and Integration

The contractor shall provide services involving the translation of a system (or subsystem,
program, project, activity) concept into a preliminary and detailed design (engineering plans and
specifications); perform risk identification, analysis-mitigation; traceability, and integration of
various components to produce a working prototype or model.

Typical tasks that might be required prior to solicitation for a major systems acquisition
include, but are not limited to, program, project, and system requirements development and
associated traceability tables; standards; interface specifications and requirements; design
constraints; integration requirements; studies requiring computer-aided design (CAD); design
studies and analysis; specification preparation; configuration management and document control;
model or prototype related fabrication; assembly and simulation; critical item testing; modeling;
design studies and analysis. ’

Typical tasks that might be required subsequent to the award of a contract for a major
systems acquisition, include but are not limited to, review preliminary and detailed design
packages for a system, subsystem, or assembly; algorithm review, development, assessment, and
improvement; algorithm evaluation and modeling for detection, identification, decision support
and system control; software assessment and review; hardware and software life cycle
management; system testing; risk assessment for performance, development, production, and
fielding schedule and cost; review models and simulations associated with optimal detection
system and array sizing or assess the impact of moving parts; phased improvement planning and
spiral development and design improvements concept definition (including, but not limited to,
obsolescence, reuse and rework); hardware design analysis; printed circuit board design and
producibility analysis; value engineering for product improvement; problem analysis and
support; failure analysis and support; proposed change evaluation (including, but not limited to,
evaluation of alternatives, design impact cvaluations, material review board, quality evaluations,
safety evaluations, cost evaluations); analysis and assistance in the technical oversight of prime
contractors or suppliers, and to collect, evaluate, and assemble the inputs from the providers for
inclusion in DNDO top level, and project Systems Engineering Management Plans.

2.4.  Test and Evaluation

The contractor shall provide services involving the application of various techniques to
assist in the test and evaluation associated with the development of prototypes, engineering
development models (EDM), limited rate initial production units, and full rate production
systems.

Typical tasks include, but are not limited to, developmental, and operational test support
(including, but not limited to, test requirements, test coordination, test plans, special test
equipment, test procedures, test conduct, test reports, and test report review and evaluation),
testing of prototypes and first article test; functional, operational and environmental testing and
assistance with Government Acceptance Test, independent verification and validation; reverse

engineering; simulation and modeling (to test the feasibility of a concept); system and software
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safety assessment; quality assurance; physical testing of systems, reviewing prime contractor test
plans and procedures against mission and detailed requirements to ensure that all necessary
parameters and combinations of events have been evaluated by the plan; analyzing test results
and assisting in anomaly resolution, designing and manufacturing special purpose ground
support equipment.

2.5. Integrated Logistics Support (ILS)

The contractor shall provide services involving the analysis, planning and detailed design
of all enginecring specific logistics and support including material goods, personnel, and
operational maintenance and repair of nuclear detection systems throughout their life cycles.

Typical associated tasks include, but are not limited to, studies and data associated with
the following: ergonomic; human performance analysis; Human Systems Integration (HSI) for
visual display formats, audio alerts, operator controls, manpower and manning; feasibility
analysis; logistics planning; requirements determination; policy standards and procedures
development; long-term reliability and maintainability; training product development;
Packaging, Handling, Storage and Transportation (PHS&T) and removal and disposal
requirements; planning for site support such as special transportation; Installation Checkout and
Test (INCO) support (including, but not limited to, installation control drawings, procedures,
installation aids, checkout equipment, software, spares); operations and safety requirements;
Reliability, Maintainability, Availability (RM&A); survivability & vulnerability due to natural
and induced hazards; maintenance, repair and spares engineering; design for maintainability,
repair procedures; level of repair analysis; on-site spares; depot spares; support equipment;
training requirements, training equipment and training (including, but not limited to, learning
objectives, lesson plans, course material, conduct, assessment); environmentally-controlled
storage of multiple systems that are built in a production run to save costs, but will be installed
incrementally over time to ensure consistent coverage; determining the parts needed to maintain
the systems and sites; analyze, plan, and design all engineering specific logistics support
including material goods, personnel and operational maintenance and repair of systems
throughout their life cycles.

2.6.  Acquisition and Lifecycle Management

The contractor shall provide for planning and execution required to render the acquired
systems operational.

2.7.  Management

The contractor shall provide all staff and resources necessary to successfully execute
assigned tasks as required. Contractor management and all full time staff will frequently be
required to meet with DNDO personnel on short notice. Only U.8. citizens shall be employed on
the BPA. The contractor will identify key personnel who will work full time and exclusively on
this program, and agrees that during the BPA performance period, no key personnel substitutions
will be permitted unless such substitutions are necessitated by an individual’s sudden illness or

inati In any of these events, ly notify th
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Contracting Officer and the Director of the DNDO Office of Systems Engineering. Key
personnel must possess the necessary skills, knowledge, clearances, training and experience to
perform the essential duties of their jobs throughout their period of involvement with the
program. As a minimum, key personnel will include: a Systems Engineering Program Manager,
Finance Business Manager, Chief Systems Engineer, Chief Nuclear Scientist, Test and
Evaluation Manager, and an Integrated Logistics Support Manager. Additional or different key
personnel may be proposed by the contractor.

The contractor shall conduct the following management functions for all in-house and
subcontracted efforts:

2.7.1. Tracking By Work Breakdown Structure (WBS)

The contractor shall, on a task order basis, develop, maintain and update a WBS-Based
tracking system that provides the Government with visibility into the aggregate number
of people charging the contract, the aggregate number of full time equivalent people
and the aggregate expenditures monthly.

2.7.2. Integrated Master Plan and Schedules

The contractor shall maintain a staff-loaded integrated schedule describing the plan and
the progress of assigned tasks.

2.7.3. Eamed Value Management (EVM)

The contractor shall, in a mutually agrecable format, provide the Government (at an
aggregate level) visibility into the extent to which the proposed work has been
completed within the agreed upon cost and schedule.

2.7.4. Facilities

The contractor shall permanently locate 75% of the systems engineering team within
five (5) 5 miles of the Washington DC Metropolitan Area Transit Authority’s
McPherson Square Metro Station (1400 I St NW, Washington, DC) (excluding times
when personnel are on travel or in training offsite). The DNDO, being a relatively new
organization, may relocate within the Washington DC Metro area within the next 1-5
years. In the event that DNDO relocates, the contractor shall, at a mutually agreed upon
time and schedule maintain this requirement. The Government shall not be responsible
for any long term lease agreement made by the contractor. The Government will
negotiate associated costs for this move within the boundaries of the Federal
Acquisition Regulation. DNDO intends to provide office space for up to two contractor
personnel within the DNDO Headquarters facility for the Systems Engineering
contractor’s use.

2.7.5. Central Data Repository
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The contractor shall implement a state of the art secure and remotely accessible web-
based information management system suitable for data and document storage and
retrieval to be located at the contractor’s facility.

2.7.6. Information Release

A great deal of the data to be used within the assigned tasks is proprietary, official-use-
only, or classified. The contractor shall ensure that proper firewalls, personnel training,
and systems are implemented to ensure that controlled data is not compromised.
Similarly, the contractor shall comply with all U.S. laws and regulations governing
export of information and systems.

2.7.7. Organizational and Consultant Conflicts of Interest

It is recognized by the parties hereto that the effort performed by the contractor under
this BPA is of a nature that i{ creates a potential organizational conflict of interest as is
contemplated under the FAR Subpart 9.5. In the performance of this BPA, the
contractor may have access to data which is procurement sensitive or is proprietary to
other companies, Government consultants or advisors, or the Government. The
contractor agrees that such procurement sensitive or proprietary data will not be used in
the performance of future competitive contracts, for studies in the same field, procured
either through sealed bids or competitive negotiations. The contractor further agrees not
to act as a subcontractor or consultant to any other prime coniractor or subcontractor
seeking to utilize such data. The contractor will include the provisions of the above
sentences in every first tier subcontract for performance of any portion of this
requirement.

2.7.8. Security. The following security requirements apply to this Performance Work Statement
and to all associated Task Orders.

2.7.8.1 Security Requirements
As per FAR 52.204-2 - Security Requirements (Aug 96),

() This clause applies to the extent that this contract involves access to information
classified “Confidential,” “Secret,” or “Top Secret.”

(b) The Contractor shall comply with --

(1) The Security Agreement (DD Form 441), including the National Industrial
Security Program Operating Manual (DoD 5220.22-M); and

{(2) Any revisions to that manual, notice of which has been furnished to the
Contractor.
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(c) If, subsequent to the date of this contract, the security classification or security
requirements under this contract are changed by the Government and if the changes cause
an increase or decrease in security costs or otherwise affect any other term or condition of
this contract, the contract shall be subject to an equitable adjustment as if the changes
were directed under the Changes clause of this contract.

(d) The Contractor agrees to insert terms that conform substantially to the language of
this clause, including this paragraph (d) but excluding any reference to the Changes
clause of this contract, in all subcontracts under this contract that involve access to
classified information.

2.7.8.2 Classification Guide
All tasks performed under this BPA shall conform to the requirements of the “Joint
CBP/DOE Classification Guide for Nuclear Smuggling Information (CG-SMG-2)” dated
Dec 2003 which is an official use only document.

2.7.8.3 Short and Long Term Security Reguirements
Initial execution of this BPA will require that all staff members have or can obtain DoD
Secret Level clearances. Staff members will routinely encounter Secret and Official-Use-
Only materials. In addition the contractor facility must be capable of receiving,
generating and storing secret documents and electronic media.

A substantial portion of the tasks executed within this BPA will concern the National
Nuclear Architecture — and its associated capabilities and deficiencies, Operation and
Intelligence Support in the DNDO analysis cell, and Test and Evaluation with Special
Nuclear Materials (SNM). To successfully perform these tasks, the contractor’s
personnel and facilities must be certified Secret/Restricted Data w/SSBI, TS/SCI,
CNWDI, DOE Q-Clearances and a SCIF.

2.7.9. Government Furnished Information and Property (GFI/P)

DNDO does not plan to provide any GFI/P at time of award of the BPA. From time to
time, as necessary, DNDO may provide GFI/P to facilitate particular taskings under
task orders. The contractor is required to maintain a system for tracking all
Government-Furnished Materials (GFM). All GFI/P and GFM shall be returned to
DNDO upon request.

2.7.10. Contractor Workforce and Training

Performance of tasks required by this BPA may require periodic additional training.
Attendance at such DNDO required training is reimbursable within the context of the
BPA. In addition, the contractor shall ensure that each employee attends at least forty
{40) hours per year of job-related training. To assist in the T&E tasks, special training
for radioactive materials handlers for Radiological/Nuclear Countermeasures Test and
required.
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2.8.  Contract Data Requirements

The specific data requirements will be specified in each task order. The contractor shall
provide data deliverables in electronic formats produced in MS Office 2003 (Excel, Word,
PowerPoint, Access, Visio, and Project), Primavera or AutoCAD compatible files, or other
format as specifically agreed upon. The contractor shall provide source files for all *.pdf
documents produced.

2.8.1. Mandatory Data Requirements

The Financial Progress Report, Progress Report, Integrated Schedule, and Data
Accession List items (2.8.1.1, 2.8.1.2, 2.8.1.3, and 2.8.1.4) shall be provided for each task order
monthly and as requested. The data required by items 2.8.1.2, 2.8.1.3, and 2.8.1.4 below may
each be combined across several task orders and submitted as aggregate reports monthly.

2.8.1.1 Financial Progress Report (using DI-MGMT-81466 Cost Perf Report, DI-MGMT-
81467 Cost Schedule Status Report, DI-FNCL-80331 Funds & MH Exp Report,
and DI-FNCL-80166 Cost Breakdown Structure Detail Report for guidance)

2.8.1.2 Progress Report (using DI-MGMT-80061A for guidance)

2.8.1.3 Integrated Schedule (using DI-MISC-81183A for guidance)

2.8.14 Data Accession List (using DI-MGMT-81453 for guidance)

2.8.2. Optional Data Requirements

The specific data requirements (item, title, content, format, distribution, and delivery
schedule) will be specified in each task order. These data items are not meant to be entirely
definitive, but rather represent in summary form, the general data deliverables to be provided by
the contractor, as required: Executive Summary, Brief, Agenda, Minutes, Trip Report, Systems
Engineering Notebook, Database Description, Database, Spreadsheet, White Paper, Feasibility
Study, Summary Report, Technical Report, Requirements, Specification, Standard, System
Subsystem Description Document, Software Requirement Specification, Algorithm Description
Document, Test Support Documentation, Plan, Flow Chart Process Diagram, Procedure,
Drawing, Parts List, Technical Manual, Training Support Documentation, Installation Support
Documentation, Engineering Change Proposal, Software Tool, Development Software,
Operational Software, Support Software, Hardware Technical Data Package, Software Technical
Data Package.
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4.0 Program Manager I}
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8.0 Program Director

7.0 Program Manager |}

8.0 Program Control Director

9.0 Program Director |

10.0 Program Manager |

11.0 Assist Program Manager

12.0 Sr. Engineering Specialist

13.0 Engineering Specialist I

14.0 Engineering Specialist |
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16.0 Principal Engineer |

17.0 Assoc Engineer

18.0 CO-OP Engineer

19.0 Adv Systems Analyst
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23.0 Principal Program Control Analyst ||

24.0 Principal Program Control Analyst |

25.0 Sr. Program Control Analyst

26.0 Program Control Analyst

27.0 SR. Scientist

28.0 Scientist

29.0 Assoc Scientist

30.0 Publications Editor

31.0 Graphic llustrator

32.0 Security/Facilities Mgr

33.0 Office Administrator

34.0 Sr. Secretary

35.0 Sr. Office Assistant

36.0 Office Assistant

37.0 Subject Matter Specialist |l

38.0 Subject Matter Specialist |
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Reference 10a/11 b “Contractor shall verify that a COMSEC clearance was approved and j DHS, by
contacting the DHS COMSEC Control Office of Records, [ENIEINE -t Commerci Contractor

shall request COMSEC guidance and verify that a copy of the CANISPOM was requested on their from NSA”.

Reference 10 b. o d. Access to RD and CNWDI requires a final US Governmest clearance. The contractor must contact
the Office of Security, Administrative Security Division SN EIIIIEIEGzGgG@2E « 1o will briei the contractor on
safegnarding requirements for CNWDI Subcontracting requires prior approval of the GCA. Contractor is authorized
DOEQchithvaﬁoussig:uas~grocessingofthwcml.sshaubecoominamdwithDHS Office of Security
(ASD) =

Reference 10 ¢ (1/2). DSS does not have cognizance over S3CL This is information under the jurisdiction and control of the
Director of Central intelligence (DCI) and ciroulated within the intelligence community, If ivtelligence information is
involved, the contractor is responsible for ensuring that the additional security requirements outline in Director, Central
intelligence (DCID): DXCID 6/1 Security Policy for SCI and Security Policy Manual; DCID 6/3 Protecting Seasitive
Compartmented Information Within Information Systems; DCID 6/4 Personne! Security Standards; DCID 6/9 Physical
Security Standards for SCI Facilities; and DHS SCI Administration Manual, are incorporated in their daily business work
when handling SCI/Non-SCI, the contractor and COR will revalidate all SCI billets under this comtract with the CSO
ennually or when a revised DD Form 254 is issued, whichever is sooner. Special SCI Briefings mst be coordinated with
the sssigned DHS Component's special Sacurii Officer iiSO) contractor shall comtact the SSO through the DHS special

Security Programs Division, Telephone
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DD Form 254 — Continuation to FRIME CONTRACT NUMBER HSHQPA-05-A-00030

Reference 19 §, (FOUO) Unclassified information which DHE has designated as FOUO shall be propexly marked and
protected in accordance with DHS Directive (MD 11042.1) “Safeguarding Sensitive but Unclassified (For Official Use
Only) Information,” dated January 6, 2005. Information in this category toay only be shared with individuals who are
determined to have a “need-to-know.” DHS employees and contractors must sign a special Non-Disclosure Agreement
before receiving acoess to FOUQ information. Contractors with questions on handling DHS FOUO shall contact DHS
0S8 ASD at“

Reference 11 ¢. The contractor shall use the “Joint CBP/DOE Classification Guide for Nuclear Smuggling Information
(CG-SMG-2), deted Dec 2003, which is in an official use only document” for classification of information associated
with this effort. Additionzlly, the contractor shail derivatively classify newly created information associated with this
effort based on the classification guidance provided through existing classified sources. All classified information shall
be matked in accordance with the NISPOM. The ISOO Pemphlet on “Marking Classified National Secimity
Information" dated March 25, 2003, may be used as 4 guide on the proper marking of classified information. Questions
relating to Marking Classified National Security Information can be addressed to DHS Office of Secumity
Administrative Security Divition, at telephone [SIEIIEG

Referenco 11 j. OPSEC: As a means of increasing effectivencss across the board, contractor shonld address through
an OPSEC Plan how the company plans fo identify those activities fikely to produce intelligence for an adversary.
Contractors shall contact DHS OPSEC Division at NS frther OPSEC guidance. Subcontracting:
Contractors msy not inpose OPSEC on subcontractors without contracting activity approval.
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