BDS PAGE 81/61
13/12/2809 17:472 -
THIS EONTRALT I8 = aray FATING TTE OF Bvien
SOLICITATION, OFFER AND AWARD ORDER UNDER OPAS (15 GFS Ta03 ) i
&
2 CONTRACT MUNBER SDLICTTATION NUMEER  TYPE OF SQLEITATION | 5. DATE BSUiD i, R ETTIOMY Fﬂibwemnm
HSHODC~-L0-D~0{ D02 D BRALED 812 e
LI NEGOTIATED (PP
T aEn Y ¢%0% DHS /OFC/ OHA, ADCRELS OFFER 15 01 caoat am s T} - "_%"
U.S. Dept. of Homeland Security .
O0ffice of Procuremsnt Operations
CHA Acguisitics Divigion
245 Murray Lans, 5w
Building 410
Washington DC 20528
HOTE: 20 batind ¥4 8EANaton | ot vt ot vt ot T Tt
L =i —_— e
BOLICTTATION I
R. Beigd ofters m origenal amet Mhmm%&;:mamsdm I b cetrivne) M e i FEAcEe 4 Nock wvt@mm.hn
dopembory fomated Iy 13 Al e '
fHowr} nta)
CAUTION, LATE Suliitiion ;, Lioer % Mo WOkt San Soction 4, Provisien Mo S2AT47 b 51ITE1, M-ﬂmmmhmmmwmmmm .
10, FOR Mo R B, "ELESHGME {NO COLLETT CALLE ! C.E-MA_ anniiedr 1
BECRMATION AREXL CinE NOEER ;
AL anda Moorman 202 447-5027
— _—
1. TABLE OF A
M [eec | sbacmmTin [Pasem oo lem | oemcron I PAGF:i%)
PART |+ THE SMNEDVN © PART i - CONTRAST GLruesg .
B | A | souenan: mconraac rome 1-2 X | T commeet tiaveme — _ l34-571
2 B | WASLEL O SERVICER AMD PrTcES oD 3-8 PART I8 - LOBT OF DOCUMENTS, EXHIBTE AND OTHER ATT Ao,
W 1 © | oesoremio warecs. momm srmeg 6~18 [T 1 | GHorarrioamsa o 52
X V| PACKAGIG D WAAK NG 17-18 me-mmmmwmm _
= E | NEFYOTION AND ASCEFTANGE, 19 i ]mmnmcaawmusm
X F | DELIVERIRS w rerFoRAmcE 20-22 OTHRA STaTERENTY OF OFFBORY i
B | o | conactscamunmaamon marn 2329 1D ] B TRAL, C2NOL.. ANE NOTICER T0 OFFEADRD '
R N _ | SUECIM OOHTRALY REDUSIMENTE 28=33 I T w EVALLATION FAGTORS FOR AWAAD L
o«mruwuwmmwwmw LA
mrmumnlﬂnwuquﬂﬁ;nhumu.uq!gzgghu-qn;u4tmmwnuihnnnnuhmu b —_—
@.mm-ﬁmmmmmw,rhmt i) vy mengl msmmmmamwmhm .
wmmmmmmmummm,ummwnmmmm-mmqnmm-:mmnanmwnm
mwmmmlwmnhm l‘%'
T OHECTNT FOR PRSRETRRT ) BATS (F 0 CAL AT (%) W CALEHEWR (O E 95 CIERDy TIAE T
(Pon Suctes { Clate Mo %25 121 ‘ .
. AOKHOW EDXIEAT OF AME ommtiTE SETMENT W5, ATy AT v B N W
mmmuuu F .
TSt fo v SOLTITAT, ON kar ey ;;Ivu#«w—————-
500 PRI OIS s et e S
15Amm =°”E|1046392050000 ms.rrvl hﬂmﬂsmﬁm
ADDRESS
or NORTHF QP GROUMMAN BECURITY SYSTEMS LLC
CFFEROR n5a0 p WEST NURSERY RD

LINTHICUM HEIGHTS Mp 210800000

{ori 774 6 Ceprrzant CE%

AT E

183 oo AN r) Tcl'i;mb T
] CHECK 1= nESuTT) A A

AR cane Iﬁ BXT [ & oFremmNT FRom ABoVE - R o . {

SUCH ADDREES W Sormnia g J:‘z’ s

RWARD (Ter e compived By goh i

W ACCEED s TE Y N A T 2D AMGUNT 1 AEEEUNTING AND ABTR OPFEE TR

50.00 S2e ychedule
AR TR ST e ——— -
Do uac, 13 g v Dauge magg ) i y s ’
3 ADVINISTERED 57 1§ o it v 77 <00 [DHS /0r0 /HA 28 PAYMENT WIL BE WeDE B ¢ C/oHA
S#¢ Schedule G : : ‘

TR, NAME OF

Wanda Moorman

TG OFFIC, R (Tiper W o)

See Schegule g

N

B e

i
Proechas by & 34 - FA H%N 63 Mgy

2 TS BaE
K.
€ c.-:?f‘ 60;‘_&.2'\.__ H/Lf'a,/éﬁﬁ?
f Compeetry /) _— b, 24,
RYRRGIIE o YR o































(b)) (B)(7)(F)



HSHQDC-10-D-00003

An additional two (2) units will be required to support reliability, availability,
maintainability, and testability (RAM-T) testing and IT verification and
validation. Each contractor will be responsible for providing equipment and
technical support, including the operations and maintenance of their systems
during the course of the field test. This support will include
supplying/replenishing all consumables, providing any required preventative
maintenance, and fixing the system should it break down during the course of the
field testing. Due to the high fidelity of the data gathered during this testing, DHS
needs to ensure that each candidate system is functioning properly, and that any
changes are documented to the government and have not altered the performance
characteristics of the system. An independent testing organization will ensure
that the contractor personnel do not actively participate in testing activities and
that the independent nature of the test is not compromised. Required support for
operational field testing includes:

C.6.3.1.1 Jurisdictional Training and Coordination. The contractor

shall be required to provide equipment for signal receipt and training to
the Lab personnel in the field testing jurisdiction.

C.6.3.1.2 Detector Baseline Calibration for Field Test Start. The

contractor will be given approximately one (1) month to install / set-up
and baseline their units at the operation testing sites identified by DHS.
At the end of the set up / baseline period, the Field Test will commence.
Each biodetector will be co-located in indoor and outdoor environments
with other competitive autonomous biodetectors

The Government will identify the site(s) and provide site prep and
security for the biodetectors during the duration of the test. The
contractor shall be responsible for the security of the system enclosure
(i.e., locked door to access interior of system).

C.6.3.1.3 Operational Environment Field Testing. The autonomous

detection systems will be split between indoor and outdoor locations

based upon pre-developed deployment plan. The objectives of the

operational environment field testing include:

* Demonstrate suitability — The candidate autonomous detection
system can simultaneously monitor for all BioWatch threat agents
within the applicable environment

* Demonstrate effectiveness — The autonomous biodetectors provide
autonomous operation to include sample collection, preparation,
analysis, waste handling, reporting, archiving, and self-assessment;
networked operation; full control by an operator on site or from a
remote location; and interoperability with relevant IT systems

*  Demonstrate sustainability -- The autonomous biodetectors operate
continuously as required.

* Demonstrate IT system - The autonomous biodetector’s IT systems
operate as required.

* Demonstrate Reliability, Availability, Maintainability and Testability
(RAM-T}) - During operational testing RAM-T shall evaluate and
validate overall supportability of the system. The evaluation will be
conducted in accordance with the TEMP and include factors that

12



HSHQDC-10-D-00003

contribute to an optimum environment for developing and sustaining
a stable, operational system. The system maintainability
demonstration shall verify the accuracy of maintainability time
estimates of individual maintenance tasks needed to repair and
restore service to the biodetection system. Maintenance tasks are
conducted by personnel using specified skill levels and prescribed
procedures and resources and the tester records the time it takes to
perform ecach task,

C.6.3.2 Reliability, Availability, Maintainability and Testability (RAM-T) Data
Collection. The goals of the RAM-T Data Collection effort are {o: 1) gather
RAM-T data on each autonomous detection system in an applicable operational
environment, and 2) conduct veritication and validation on the proposed
information technology (IT) system for each autonomous biodetector. This effort
will be conducted in applicable operational environments (i.e., indoor
environment, outdoor environment). RAM-T testing is expected to take place in a
single indoor and outdoor location in {'wo (2) units of each
candidate biodetector (with all associated equipment) shall be required for the
RAM-T data collection effort (excluding spares, sec Section C.5). Each
candidate system will be co-located with a Gen-1/2 collector. The contractor
shall maintain supplies, consumables, and personnel adequate to keep the
biodetector units operational 24/7 and to provide failure analysis data for a period
of four months at a single location. Failure analysis data will identify all
observed problems by test unit / instrument, the sub-system at fault, the total time
the system / sub-system was down and the required corrective maintenance
action needed to repair the problem and restore the system /sub-system. The
categories for subsystem at fault and associated subsystems will be agreed to
prior to the start of testing.

C.6.3.3 IT Signal Processing V&V and Report Generation. The goal of this activity is
to gather data from biodetectors to support independent verification and
validation (V&V) of signal processing and report generation functions, The
contractor shall establish a capability to gather data from the two (2) units
deployed to support RAM-T activities (described in C.6.3.2). The contractor
shall develop and document procedures to capture and validate data conient,
structure and compliance with required standards and conventions. During IT
testing the contractor shall generate reports that summarize device status, date
and time of signal, signal content, and compliance. Regular production data
verification shall be ongoing during normal detector operation. Data logs will be
generated on an ongoing basis for analysis and compliance verification. [T
Signal Processing V&V and Report Generation activities will support monitoring
of detector functionality and analysis results, long-term reliability testing and
security, and shall provide BioWatch administration personnel with assurance
that system functionality is uncompromised.

C.6.4 Engineering Changes (Optional Future Task Order(s))
On completion of Task Order #2, the Government may require the contractor to address changes
identified during Task Orders #1 & #2 performance. The contractor shall develop a solution and

provide the Government with a data package describing the design changes and developmental
testing data validating the impacts of the changes.
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SECTION D - PACKAGING AND MARKING

D.1 Markings

All deliverables submitted to the Contracting Officer, the BioWatch Program Manager, the TO
Contracting Officer or the TO Contracting Officers Technical Representative (COTR) shall be
accompanied by a packing list or other suitabie shipping documentation that shall clearly indicate
the following:

(a) Contract number;
(b) Task order number;
(¢) Name and address of point of contact

Specific or unique marking requirements may be addressed in individual TOs.

D.2 Branding

The Contractor shall comply with the requirements of any DHS Branding and Marking policies.
As a matter of law, Federal criminal statutes prohibit unauthorized uses of the DHS Seal. In
addition, DHS policy prohibits granting authorization for certain commercial nses of the Seal. It
is permissible to reference DHS in materials if the reference is limited to true, factual statements.
The words DHS and/or Homeland Security should appear in the same color, font, and size as the
rest of the text in the document. Moreover, such references shall not imply in any way an
endorsement of a product, company, or technology.

Requests to use the DHS seal shall be submitted using DS Official Seal Usage Approval,
available from the COTR. The Comments section should be used to describe why use of the seal
is being requested, and how it will be used. Completed forms should be sent via e-mail to the
Director of Special Proiects and Protocol for Public Affairs, Luigi Crespo

and to the Contracting Officer.

D.3  Publications and Communications Concerning Work Performed Under This
Contract

All public communication referencing the work performed under this contract shall be
coordinated between the contractor and the BioWatch Program Manager. The contractor will
route technical communication products such as reports, journal articles, presentations, and white
papers and public communication products such as brochures and fliers through the contractor’s
information review and release process before providing the deliverable to DHS for review and
approval 30 days before any release to an external audience,

Public and technical communications shall contain the following language:
Acknowledgement

“The U.S. Department of Homeland Security (DHS) sponsored the production of this material
under a contract with [insert contractor name].”
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SECTION G — CONTRACT ADMINISTRATION DATA

G.1  Accounting and Appropriation Data

Accounting and appropriation data for obligations under the contract will be set forth on
individual task orders.

G.2 Points of Contact

The following subsections describe the roles and responsibility of individuals who will be the
primary points of contact for the Government on matters regarding contract administration as
well as other administrative information. The Government reserves the right to unilateraily
change any of these individual assignments.

DHS Program Manager: TBD afier contract award

Procuring Contracting Officer:
Name: Wanda E. Moorman
Address: Department of Homeland Security
Office of Procurement Operations
2435 Murray Drive
Washington, DC 20528
Email:

Administrative Contracting Officer (ACQO): TBD after contract award
COTR: TBD after contract award
Task Order Manager: TBD in each task order

Written communications pertinent to the BioWatch program and/or any resulting TOs shaill make
reference to the TO Number and shall be mailed to the attention of the BioWatch Program
Manager, COTR, and Administrative Contracting Officer (ACO) at the above address.

G.2.1 Contracting Officer’s Authority

The ACO will be responsible for all post-award contract activities to include the issuance of task
orders. The ACO assigned to this contract has responsibility for ensuring the performance of all
necessary actions for effective contracting; ensuring compliance with the terms of the contract
and safeguarding the interests of the United States in its contractual relationships. The ACO is
the only individual who has the authority to administer or terminate this contract and is the only
person authorized to approve changes to any of the requirements under this contract, and
notwithstanding any provision contained elsewhere in this contract, this authority remains solely
with the ACO.

It is the Contractor’s responsibility to contact the ACO immediately if there is even the
appearance of any technical direction that is or may be outside the scope of the contract. The
Government will not reimburse the Contractor for any work not authorized by the ACO,
including work outside the scope of the contract,
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BioWatch Gen 3

14.1.1 Exposure to dust, metallic dust, smoke, dicsel exhaust.

14.1.2 Temperatures ranging from -7 to +43 degrees Celsius.

14.1.3 Relative humidity ranging from 10% to 100%.

14.1.4 Altitude: From sea level to 2000 meters above mean sea level.

142 Outdoor Operational Environment — The biodetector will operate without any
performance degradation in the following outdoor physical environments representative
of BioWatch jurisdictions:

14.2.1 Exposure to rain, fog, snow, ice, wind, salt spray, sand, dust, smoke, diesel
exhaust, metallic dust.

14.2.2 Temperatures ranging from -28 to +50 degrees Celsius.

14.2.3 Relative humidity ranging from 5% to 100%.

14.2.4 Wind speed up to 6.6 meters per second (Average 1-Minute Mcan speed).

14.2.5 Altitude: From sca level to 2000 meters above mean sea level.

14.2.6 Solar radiations having adverse heating and actinic effects on the biodetector
defined in terms of irradiance levels for the near-infrared, visible and
ultraviolet spectral regions

15.0  Other System Characteristics

15.1  Life Cycle ~ The biodetector will have a service life of at least 5 years when operated in
its intended operational environment as defined in the concept of operation.

15.2  Physical Characteristic — The physical characteristics of the biodetector deployed and
operating under normal conditions will not exceed:

15.2.1 300 kilograms (T) (200 kilograms (O)) for the weight.

15.2.2 0.80 square meters (T) (0.40 square meters (O)) for the footprint.

15.2.3 1.80 meters (T) (1.20 meters (O)) for instrument enclosure height.

15.2.4 1.80 meters for collection inlet height.

15.3  Electrical Power — The biodetector must be able to operate using a standard 120VAC
60Hz 40A (T) (20A (O)) electrical power source and must include an on-line
uninterruptible power supply providing:

15.3.1 Power quality management capability to mitigate the adverse effccts of
utility power line noise, high-voltage transients, harmonic distortions, and
frequency shifts on all components of the biodetector.

15.3.2 Ride-through capability to mitigate the effects of momentary (i.c., less than 5
minutes) utility power interruptions.

15.3.3 Back-up capability to maintain operation under normal conditions for a
duration equal to or greater than that required to complete the analysis of a
collected sample and the transmission of the results, followed by a graceful
shutdown in the event of a total loss of utility power.

154  Electromagnetic Compatibility (EMC) and Interference (EMI) — The biodetector will be
electromagnetically compatible within itself and with its defined external electromagnetic
environment such that its operational performance requirements are met while operating
under normal conditions. The biodetector will not generate any conducted and radiated
cmissions that might interfere with instruments and equipment operating in the same
environment. The biodetector will comply with US FCC Part 15, Subpart J.

15.5  Electromagnetic Spectrum Compatibility — The biodetector will comply with the
following regulations for the use of the electromagnetic spectrum: NTIA “Manual of
Regulations and Procedures for Radio Frequency Management™ and U.S. Department of
Defense Directive 4650.1.

15.6  Acoustical Noise — The steady-state acoustical noise generated by the biodetector
operating under normal conditions will not exceed the A-Weighted limit of 75 dBA (T)
(65 dBA (0)).

Department of Homeland Security
ATTACHMENT 1.2 page 5
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15.7  Modular Design — The biodetector will exhibit a modular design (both hardware and
software) to facilitate its deployment, maintenance, and potential modifications over its
service life.

Maintenance Planning — Logistics processes will be executed by the Contractor Logistics Support

(CLS) and be compliant with general guidance and standard operating procedures established by

the DHS. The CLS will perform periodic, scheduled as well as unscheduled maintenance tasks to

keep the biodetector operational along with the replenishment of supplies and the recovery of
archived samples. The CLS will conduct periodic maintenance according to a predetermined
schedule established to reduce the risk of unscheduled faults and downtime. The CLS will
synchronize the orders of supplies with the operation and maintenance schedules to ensure items
are at the level needed to support normal daily and surge operations or on hand prior to the
initiation of the maintenance actions.

Support Equipment — The contractor will be responsible for providing all test and support

equipment to calibrate, repair, clean and service their biodetector and associated systems in order

to restore them to mission capable order. Contractor provided test and support equipment should
not be needed on a one for one basis to match the number of biodetectors. The support
equipment should only be required in sufficient quantities to allow schedule and unscheduled
maintenance to be timely and not cause equipment down time due to non-availability of test or
support equipment.

Training — The contractor will be responsible for providing operational and maintenance training,

including instructions, to on-site independent test and evaluation staff.

Safety & Health Hazard — The biodetector will be safe to operate, store, transport and maintain in

its intended environment throughout its life cycle. System design will preclude or minimize

actual or potential safety problems, with any residual risks to be clearly identified in training
materials and a plan for their effective management provided.

Human System Integration — The biodetector will operate as an unattended sensor requiring

minimum human interaction. Contractor Logistics Support (CLS) personnel will be able to setup,

operate, test, tear down the biodetector and comply with test center (i.e., Edgewood Chemical and

Biological Center, Dugway Proving Ground) personal protective equipment (PPE) protocols and

procedures. Specific protocols and procedures will be provided prior to testing.

Other Logistics and Facility Considerations — Contractor-developed technical support data and

documentation will be coordinated with other data requirements of other program functional

specialties to minimize data redundancies and inconsistencies. The technical data and
documentation will be compatible with existing internal government information processing
systems. Maximum use of contractor data systems and data formats when they can readily satisfy
program needs. Of utmost importance is the currency and accuracy of the data delivered.

Packaging, Handling, Storage, and Transportation (PHST) includes the resources, processes,

procedures, design considerations, and methods to ensure that the system, equipment, and support

items are properly packaged and preserved, handled, stored, and transported. Key emphasis is on
avoidance of damage or deterioration in a safe and timely movement and storage of systems.

There will be very limited shipping of biodetectors from one city to another. The manufacturer

must provide current specifications for packaging, handling, and transportation. Biodetectors

must be capable of unrestricted transport by highway, rail, maritime, and air transport modes.

Command, Control and Communications (C3) — All Command, Control and Communications

(C3) considerations, including interoperability, architecture, integration, major systems interfaces,

and information assurance are defined in the BioWatch Data Interoperability Strategy document

(available in the Bidders/Technical library).

Department of Homeland Security
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BioWatch Gen 3

ATTACHMENT J.3 - TECHNOLOGY READINESS LEVEL MATURITY CHECKLIST

TRL 6 (+) Definition

TRL 7 Definition

System/Subsystem Model or Prototype Demonstration in a Relevant
Environment. A major step in the level of fidelity of the technology
demonstration follows the completion of TRL 5. AT TRL 6, a representative
model or prototype system, which is well beyond the breadboard tested for
level 5, is tested in a relevant environment. Examples include testing a
prototype in a high-fidelity laboratory environment or in simulated operational
environment.

Criteria for Entrance int -3 Phase [ Characterization Testin

System Prototype Demeonstration in an Operational Environment.
Prototype near or at planned operational system. TRL 7 is a significant step
beyond TRL 6, requiring an actual system prototype demonstration in an
operational environment. The prototype should be near or at the scale of the

planned operational system. Examples include testing the prototype in a test
bed.

ria fo trance into Gen-3 Phase I Operational Field Testin

TRL 6(+) Hardware Maturity Criteria

TRL 7 Hardware Maturity Criteria

Materials, processes, methods and design technologies have been identified
and are at least 70% validated.

Materials, processes, methods, and design techniques are moderately
developed and at least 90% verified.

Representative model or prototype is successfully tested in a high- fidelity
laboratory or simulated operational environment.

Systems engineering requirements are defined and at least 90% validated.

Production demonstrations are complete. Production issues have been
identified and major ones have been resolved.

Production planning is complete.

Draft design drawings are at least 70% complete and component physical and
functional interfaces at least 70% complete.

Prototype Improves to Production Quality. Production quality prototype
hardware and software is available in limited quantities.

Collection of actual maintainability, reliability, and supportability data has
been started-at least 70% complete. Failure modes effects & criticality
analysis on all items and components at least 70% complete at system level.

Draft design drawings are complete.

Most pre-production hardware is available in limited quantities.

Maintainability, reliability, and supportability data collection is 90%
completed. Failure modes effects and criticality analysis on all items and
components at least 90% completed at all levels.

Some associated “Beta” version software is available.

Key characteristics, quality and reliability levels identified for 90% of the
system.

Department of Homeland Security

Prototype successfully tested in a field environment.

Interface control process in place. Component physical & functional interfaces
at least 90% defined at system level.

Manufacturing processes and procedures under control and ready for Low
Rate of Initial Production (LRIP).
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12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided
by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall
be submitted for approval prior to release | |gm | IWrsm;

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)” for review
*in the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended
changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any
guestions for interpretation of this guidance 1o the official identified below. Pending final decision, the information involved shall be handled and protected at the
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Altach, or rd under separate correspond , any
di lguides/extracls refe d herein. Add additional pages as ded o provide complele guidance )

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. | |‘f°5 | No
(If Yes, identify the pertinent contractual cf in the contract document itself, or provide an appropriate statement which identifies the additiona
requirements. Provide a copy of the requirements fo the cognizant secunty office. Use Item 13 if additional space is needed.)

1.’;.-'I;léPECTIOHS. Elements of this contract are outside the inspection msponsubality of'theoonruammumy office. | I Yes No
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use tem 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
Iinformation to be released or generated under this classifled effort. All questions shail be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (include Area Code)

d. ADDRESS (include Zip Code) 17. REQUIRED DISTRIBUTION
a. CONTRACTOR

b SUBCONTRACTOR

¢ COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
a

e

f

e. SIGNATURE . U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

. ADMINISTRATIVE CONTRACTING OFFICER
OTHERS AS NECESSARY

DD FORM 254 (BACK), DEC 1999
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