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06/26/2008

The Contractor shall perform HSIN B -
Installation of DR/Failover Servers at EDS
Data Center (See attached SOW)

Type of Contract: Firm-fixed price

Contractor agrees to furnish and deliver
all items set forth or otherwise identified
above and on any additional sheets subject
to the terms and conditions specified
herein.

Signa»uTe\ of Contracwfr

(b )

};émeband Title feg.?’n;rE
‘ 4‘“5‘5 NIBACTS MANNAGER

Date of Acceptance 7’5—0&

The total amount of award: $30,000.00. The
obligation for this award is shown in box
17(4).

bly)

NSN 7340-01-152-4082

3-8 101

TOTAL CARRIED FORWARD TQ 1S PAGE (ITEM 17(H))

OPTIONAL PORR 348 ey, &/85)
Praswied by GRA
FAR (a8 CPR) 3.21X(c]
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HSIN B STATEMENT OF WORK
Installation of DR/Failover Servers at EDS Data Center

Project Tjtle:

Homeland Security Information Network (HSIN) B — Installation of Disaster Recovery/
Failover Servers at EDS Data Center

Background:

The overall project objective is to provide large-scale, physically secure, scalable data
center computing facilities and services for the DHS HSIN. The HSIN is a computer-
based counterterrorism communications system connecting all 50 states, five territories,
Washington, D.C., and 50 major urban areas. It allows all states and major urban areas to
collect and disseminate information between federal, state, and local agencies involved in
combating terrorism.

This communications capability delivers to states and major urban areas real-time
interactive connectivity with the National Operations Center. This collaborative
communications environment was developed by state and local authorities.

HSIN is comprised of two strings of equipment, String A and String B. HSIN String A is
already in production at the Stennis Data Center. For the purposes of disaster recovery
(DR) and continuity of operations (COOP), DHS has an ongoing need for data center
services for the HSIN String B system. This is a DR/Failover System to be installed at
the EDS Data Center for the production system located in Stennis,

Scope:

The Contractor shall provide the following under EAGLE Contract Functional Category
(FC) FC1 - Infrastructure Engineering Design, Development, Implementation &
Integration:

¢ The Contractor shall provide project management and engineering to ensure the
installation of HSIN systems consisting of 55 HP servers (models 25/single processor;
35/dual processor, 45 quad processor), SAN, and Tape Silo.

¢ The Contractor shall install the HSIN equipment into the equipment racks and
connect the servers to the network. The basic configurations will be on the equipment
prior to arrival and any additional HSIN configuring and testing will be done over the
network.

Applicable Documents:

¢ Terms and Conditions of EAGLE Contract HSHQDC-06-D-00032
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e DD Form 254 Department of Defense Contract Security Classification Specification
for Prime Contract HSHQDC-06-D-00032

Specific Tasks:

b(4)

Task Order (TO) Contracting Officer’s Technical Representative (COTR):

(a) The following COTR is designated for this individual task order and is
responsible for the day-to-day coordination of the Task Order:

Name: Raymond Melusky

Address: Department of Homeland Security
OPS/CIO Office
3801 Nebraska Ave., N.W.
( b (2) L)

Washington, DC 205238
Office: 202-447-  Li2)biv))

\
Email: ( L2 blb) )

(b) The TO COTR will represent the TO CO in the administration of technical details
within the scope of the task order. The TO CQTR is also responsible for the final
inspection and acceptance of all task order deliverables and reports, and such other
responsibilities as may be specified in the task order. The TO COTR is not otherwise
authorized to make any representations or commitments of any kind on behalf of the TO
CO or the Government. The TO COTR does not have authority to alter the Contractor’s
obligations or to change the task order specifications, price, terms or conditions. If, as a
result of technical discussions, it is desirable to modify task order obligations or the
specification, changes will be issued in writing and signed by the TO CO.

Deliverables and Delivery Schedule:

The Contractor shall develop and provide a project plan and project schedule within 10
business days after task order issuance.
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The Contractor shall provide weekly status reports to the TO COTR with a copy to the
TO Contracting Officer.

The Project Management and Engineering services associated with the implementation
will be considered complete upon demonstration by the Contractor that the HSIN
equipment is connected to the EDS Data Center network. The Government shall accept
these services upon demonstration thereof.

Government-Furnished Equipment and Information:

55 HP Wintel Servers
1 EMC SAN device
1 ADIC SCALAR 1-2000 device

The Government will provide the Contractor with detailed specifications of the HSIN
Equipment and a network diagram of the connection between the servers, the SAN, and
the ADIC tape silo prior to shipping the HSIN Equipment to the EDS Data Center.

The Government will ship the HSIN Equipment to the EDS Data Center at government
expense.

The Government will provide, through DHS OneNet, any additional wide area network
capacity required to operate the HSIN Equipment without affecting the other applications
being hosted in the EDS Data Center.

Place of Performance:
The work to be performed under this task order shall be at the EDS Data Center.

Period of Performance:

The period of performance for this task order is from March 26, 2008 through June 26,
2008. Required operations and maintenance for HSIN will be ordered by modification
under Task Order HSHQDC-07-J-00515.

Security:

Work to be performed under this task order will be at the Sensitive But Unclassified
Level.

Security Requirements FAR clause 52.204-2 (AUG 1996)

(a) This clause applies to the extent that this contract involves access to information
classified “Confidential,” “Secret,” or “Top Secret.”
(b) The Contractor shall comply with—
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(1) The Security Agreement (DD Form 441), including the National Industrial
Security Program Operating Manual (DoD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the
Contractor.

(c) If, subsequent to the date of this contract, the security classification or security
requirements under this contract are changed by the Government and if the changes cause
an increase or decrease in security costs or otherwise affect any other term or condition of
this contract, the contract shall be subject to an equitable adjustment as if the changes
were directed under the Changes clause of this contract.

(d) The Contractor agrees to insert terms that conform substantially to the language of
this clause, including this paragraph (d) but excluding any reference to the Changes
clause of this contract, in all subcontracts under this contract that involve access to
classified information.

Sectjon 508 Standard Requirements:

Section 508 of the Rehabilitation Act of 1973, as amended requires that when Federal
agencies develop, procure, maintain or use Electronic and Information Technology (EIT)
that the information and data of the EIT is accessible to people with disabilities that is
comparable to the access and use by those without disabilities.

Applicable Standards

Contractor shall ensure that all EIT procured or developed are compliant with the
applicable technical standards of Section 508 and meet the functional performance
criteria as codified in title 36 CFR 1194 when applicable. Specifically, the following
standards apply:

1194.21 — Software Applications and Operating Systems. This applies to all software
and applications that are procured or developed when the software or application will be
used by member(s) of the public or Federal employee(s).

1194.22 — Web-based Intranet and Internet Applications and Information. This applies to
all Web based applications (Intranet and Internet) that are procured or developed when
the Web application will be used by member(s) of the public or Federal employee(s).

1194.23 — Telecommunications Products. This applies to all telecommunications
products including end-user interfaces such as telephones, switches, circuits, etc. that are
procured or developed when the item will be used by member(s) of the public or Federal
employee(s).
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1194.24 — Video and Multimedia Products. This applies to all video and multimedia
products and equipment that are procured or developed. In addition, this applies to any
video or multimedia production (content) that are procured or developed when the item
will be used by member(s) of the public or Federal employee(s).

1194.25 — Self Contained, Closed Products. This applies to all equipment that are
procured or developed such as copiers, printers, fax machines, information kiosks etc.,
when the item will be used by member(s) of the public or Federal employee(s).

1194.26 — Desktop and Portable Computers. This applies to all desktop and portable
computers that are procured or developed when the item will be used by member(s) of
the public or Federal employee(s).

1194.31 — Functional Performance Criteria. This applies to all EIT regardless of
technology used.

1194.41 — Information, Documentation and Support. This applies to all information and
documentation as well as help and support services offered. For documentation to meet
the functional performance criteria, all documents or EIT information deliverables shall
follow the technical standards associated with their delivery method (Web, Software,
Video etc).

Exceptions

DHS has identified exceptions to Section 508. Unless explicitly authorized herein, no
other exceptions are permitted. Any request for exception not authorized shall be made
to the COTR and reviewed in accordance with DHS MD 4010.2. The following
exceptions have been identified and authorized:

1194.3(b) — Incidental to Contract. All EIT owned by and exclusively used by the
Contractor will not require compliance to the technical and functional performance
criteria of Section 508.

,,,,,

EIT deliverables or services that will be used exclusively within a remote back-office
environment such as a server room or electrical closet which requires only occasional
monitoring or servicing is exempt from complying with technical and functional
standards of Section 508. All EIT end-users interface or deliverables that are available to
Federal employees, certain Contractors or members of the public shall comply with the
applicable Section 508 technical and functional performance standards. For the purposes
of this exception, Contractors assigned to this task as specified in the Independent
Government Cost Estimate are not considered members of the public.



