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support for the 2009 Deep Dive efforts for RAPID. Major elements of the RAPID process will be ap-
plied, refined as necded, and used to gencrate results that support DIIS Policy and PA@E. Specifi-
cally, the aims of the Deep Dive are to apply the analytic steps and processes in the RAPID Prototype
method to create results capable of informing the PPBL IPG.

2. Desired Impact of the RAPID Deep Dive:

As RAPID’s methodology matures. it can help ensure that DHS integrated planning guidance, re-
source allocation plans, and investment decisions are guided in part by risk reduction. The RAPID
Deep Dive will help mature RAPID by producing a product that, if further expanded and imple-
mented in future years. can provide credible and usable information to assist DHS decision makers
with such questions as:

3. Scope:

What are the greatest anticipated risks across the domestic chemical and biological terror-
ism areas of the homeland security mission space?

Where are the best opportunities for DHS programs to reduce risk at reasonable cost for
the domestic chemical and biological terrorism arcas?

What are the risks and trade-offs involved in adding or redistributing future DHS funding
among programs relating to domestic chemical and biological terrorism?

This Task consists of the following Sub-Tasks:

Sub-Task (1): Define Deep Dive Scenarios. IISSAI will assist and provide analytic sup-
port to the process of building RAPID Scenarios based on the scenarios used in the
BTRA and CTRA reports. The purpose of these Scenarios is to provide information
needed to conduct risk analysis as required by the RAPID Risk Method. 11SSAI will
work with RMA to coordinate the Chemical and Biological scenarios with the compo-
nents. Threat probability values and consequence estimates will also be derived [rom the
BTRA and CTRA work. as applicable.

Sub-Task (2): Define Incident Chains, Based on the scenarios defined in Sub-Task (1),
HISSAT will develop the sequencing of scenario steps as “Incident Chains™ that depict the
principal pre-event activitics, event initiation, and post-event activities.

Sub-Task (3): Program Mapping. Based on the Deep Dive scenarios in Sub-Task (1) and
their representation as Incident Chains in Sub-Task (2), HSSAI will assist and provide
support in mapping DHS programs to the scenario activities represented in the Incident
Chains. HSSAI will consider programs based on the 2011-2015 FYHSP program list
provided by PA&E. HSSAI will characterize programs by their scenario roles, interpro-
gram relationships, and dependencies and validate these characterizations with the DHS
components.

Sub-Task (4): Estimate DHS Program Risk Reduction Effectiveness. HSSAI will coordi-
nate and support a process by which appropriate Component Program Experts will judge
the effectiveness of cach of their reievant programs to reduce risk.

Sub-Task (5): Risk Modeling and Analysis. Based on the previous experience with the
RAPID prototype, HSSAI will refine the RAPID model to include both operational and
enabling programs and assess programs’ risk reduction effectiveness and Return on In-
vestment (ROI) within the context of the Deep Dive scenarios,



e Sub-Task (6 :) Provide Results to Influence Policy IPG Guidance. HSSAI will assist
RMA in consolidating the RAPID Deep Dive results to generate information to support
the FY11-15 IPG to be published in FY09. TISSAI will draw upon the RAPID Prototype
work to analyze the results and to incorporate RAPID into the IPG decision-making
process. Throughout this Sub-Task, HSSAI will work closely with the Sponsor to ensure
that these representative inputs properly reflect the uncertainties and limitations inherent
in the RAPID process.

o Sub-Task (7): Assist with FY11 RAP Guidance. HSSAI will coordinate and support the
development of draft guidance to the Resource Allocation Plan, The guidance will pro-
vide the context and risk framework for component programs to present, discuss and de-
fend their programmatic requests using the common set of risk information determined
by the RAPID process.

4. Technical Approach/Analytic Methodology:
In order to meet Policy’s requirement for results by the end of July 2009, HSSAI plans to use the ba-
sic methodology and modeling that was done as part of the RAPID prototype, coupled with the inci-
dent chains threat probabilitics, scenario frequencies. and consequence calculations from the CTRA
and BTRA reports. Two specific changes will be made to the methodology:

e Since PA&E discussions are largely based around I'YHSP programs and resource allocation
decisions are made at the subprogram level and below. the Deep Dives will conduct risk re-
duction assessments using FY ISP subprograms where possible, consistent with the RAPID
Prototype methodology.

e The RAPID prototype is based on an expected value model. The Deep Dives will investigate
incorporating uncertainty into the modeling methodology to account for more realistic repre-
sentation of threat choice, scenario likelihood, and program effectiveness uncertainties.

[ISSAI will provide RMA a more detailed description of the proposed technical appreach in the Pro-
jeet Management Plan.

5. Deliverables: Date:
1. Project Management Plan DOA + 15 days (or as agreed upon)
2. Monthly Status Report (briefing format) DOA+30 days, monthly thercafter
3. Annotated Briefing 13 July 2009 (See note below)

The annotated briefing will document the results of the work. It will be delivered to the DHS Task
Sponsor (5 copies) and DIIS Program Manager/COR (3 copies), with a copy of the transmittal letter
to the Contracting Officer. The briefing will be reviewed by the sponsor and returned to HSSALI by
July 27, 2009. A follow-on annotated briefing. containing additional details regarding the study
background, approach. ctc.. and reflecting sponsor comments on the 13 July 2009 produet, would
then be provided to the Sponsor on or before 30 August 2009.

5a. Milestones:
These are established and maintained in the Project Management Plan.

6. Constraints/Assumptions:



RMA, acting as Primary Stakeholder, will coordinate with the DHS component representa-
tives to provide the relevant information for the RAPID Deep Dives. The Institute’s ability to
deliver results that meet the sponsor’s objectives and have the desired impact is critically de-
pendent on timely access to detailed BTRA/CTRA data and other such information.

IISSAI may interview and conduct workshops of SMEs to gather knowledge regarding the
current state of the art of the technical issues relating to this Task. HSSAI will coordinate and
inform RMA of all engagement activities.

ITISSAI may organize meetings/workshops related to the task with federal officials, including
but not limited to DIIS officials, on behalf of the Sponsor; however, the sponsor shall ap-
prove the agenda and chair any federal intra-agency/inter-agency meetings.

RMA SMLi’s on the BTRA and CTRA will work with [ISSAT to combine existing program
mapping data with the BTRA/CTRA event tree to produce the relevant incident chains. The
Institute’s ability to fully satisfy the sponsor’s objectives in this regard may depend on details
of the BTRA/CTRA data structure that are not fully known at this time.

HSSAI recognizes the need for credible methods and processes 1o be tested and refined as
practicable during and after the Deep Dive Task. Within time and resource constraints,
1ISSAI will make a best effort to ensure appropriate validation of methods and processes, in-
cluding the use of expert clicitation techniques as appropriate.

HSSAI recognizes the issue of addressing the uncertainties that surround the assumptions,
judgments, and calculations associated with the RAPID Deep Dive and the need to explain
the utility and limitations of this method to all users. To the extent practicable as constrained
by time and resources, HSSAI will seek to identify and account for such uncertainties.

HSSALI will provide rooms to support Working Groups and Sub-Groups, to the extent avail-
able and practicable.

HSSAI must notify the DIIS Task Sponsor, the [ISSAI COTR, the DIIS S&T Special Assis-
tant for International Policy, and the S&T Security Officer before arrival of visitors from for-
eign countries.

HSSAI will implement and manage the technical approach, organizational resources. and
management controls to be employed to meet the cost, performance, and schedule require-
ments throughout Task execution.

HSSAT will keep Sponsor and Stakcholders appraised of RAPID™s process and product de-
velopment on a continuous basis as appropriate, above and beyond the required deliverables
and monthly status reports. Guidance and support will be sought from Sponsor and Stake-
holders to keep the quality of work high, remain responsive to needs, and maintain the proc-
ess tlow,

HSSAT will deliver a monthly program status report as specified in the Prime Contract to the
DHS Task Sponsor (3 copies), DHS COTR/Program Manager/Executive Agent (3 copies)
containing metrics pertaining to financial, schedule, technical progress. deliverable status.
and risk information related 1o the task.

Personnel provided by HSSAI will have the skills and technical background necessary 1o suc-
cessfully complete the sub-Tasks described in this TEP. As appropriate and necessary to ful-
fill the requirements of this TEP, HSSAI may recommend and use the services of DHS ap-
proved sub-contractors and consultants holding specialized expertise with Task Sponsor ap-
proval.
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cally, the aims of the Deep Dive are to apply the analytic steps and processes in the RAPID Prototype
method to create results capable of informing the PPBE IPG.

2. Desired Impact of the RAPID Deep Dive:

As RAPID’s methodology matures, it can help ensure that DHS integrated planning guidance, re-
source allocation plans, and investment decisions are guided in part by risk reduction. The RAPID
Deep Dive will help mature RAPID by producing a product that, if further expanded and imple-
mented in future years. can provide credible and usable information to assist DIIS decision makers
with such questions as:

3. Scope:

What are the greatest anticipated risks across the domestic chemical and biological terror-
ism areas of the homeland security mission space?

Where arc the best opportunities for DHS programs to reduce risk at reasonable cost for
the domestic chemical and biological terrorism areas?

What are the risks and trade-offs involved in adding or redistributing future DHS funding
among programs rclating to domestic chemical and biological terrorism?

This Task consists of the following Sub-Tasks:

Sub-Task (1): Define Deep Dive Scenarios. HSSAI will assist and provide analytic sup-
port to the process of building RAPID Scenarios based on the scenarios used in the
BTRA and CTRA reports. The purpose of these Scenarios is to provide information
needed to conduct risk analysis as required by the RAPID Risk Method. [ISSAT will
work with RMA to coordinate the Chemical and Biological scenarios with the compo-
nents. Threat probability values and consequence estimates will also be derived from the
BTRA and CTRA work, as applicable,

Sub-Task (2): Define Incident Chains, Based on the scenarios defined in Sub-Task (1).
FHISSAI will develop the sequencing of scenario steps as “Incident Chains™ that depict the
principal pre-event activities, event initiation. and post-event activitics.

Sub-Task (3): Program Mapping. Based on the Deep Dive scenarios in Sub-Task (1) and
their representation as Incident Chains in Sub-Task (2), HSSAI will assist and provide
support in mapping DHS programs to the scenario activities represented in the Incident
Chains. HSSAI will consider programs based on the 2011-2015 FYTISP program list
provided by PA&E. 1ISSAI will characterize programs by their scenario roles, interpro-
gram relationships, and dependencies and validate these characterizations with the DHS
components.

Sub-Task (4): Estimate DHS Program Risk Reduction Effectiveness. HISSAI will coordi-
nate and support a process by which appropriate Component Program Experts will judge
the effectiveness of each of their relevant programs to reduce risk.

Sub-Task (5): Risk Modeling and Analysis. Based on the previous expericnce with the
RAPID prototype. HSSAI will refine the RAPID model to include both operational and
enabling programs and assess programs’ risk reduction effectiveness and Return on In-
vestment (ROI) within the context of the Deep Dive scenarios,

Sub-Task (6 :) Provide Results to Influence Policy IPG Guidance, HSSAI will assist
RMA in consolidating the RAPID Deep Dive results to generate information to support
the FY11-15 IPG to be published in FY09. HSSAI will draw upon the RAPID Prototype
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