1. CONTRACTIDCODE 1 PAGE OF PAGES

AMENDMENT OF SOLICITATION/MODIFICATIC & CONTRACT J
1 5

2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REG. NG. 6. PROJECT NO, (Ifapplicable)
POG004 07/21/2008 RUIO-08-00450

6. ISSUED BY GODE DHS /090/ ITAC 7. ADMINISTERED BY (If athar then Nem 6} CODE |DHS/OPO/ ITAC
U.S. Dept. of Homeland Security Department of Homeland Security

Office of Procurement Operations office of Procurement Ops. (ITAC)
Information Tech. Acquisition Div. 245 Murray Drive

245 Marray Lane, SW Bldg. 410

Building 410 Washington DC 20528

Washington DC 20528

8.NAME AND ADDRESS OF CONTRACTOR (Ma., sirnet, counly, Stafo and ZIP Codo) (x) |9A- AMENDMENT OF SOLICITATION NO.

KADIX SYSTEMS LLC

4245 NORTH FAIRFAX DRIVE 9B. DATED (SEE ITEM 11)
SUITE 700
ARLINGTON VA 22203164% T0A. MODIEIGATION OF CONTRACT/GRDER NG.

X [HSHQDC-06-D-00047
HSHQDC-07-J-00677

10B. DATED (SEE ITEM 11}

COE 1273276770000 | FAciiTY conE 09/26/2007
11. THIS ITEM ONLY APPLIES TO AMENDHENTS OF SQLICITATIONS
[ The above numbersd sdicitation is amended as set forth in tem 14, The hour and dale specifisd for recelpt of Offery {Tis extended, [Jls nol extended,

ORers must acknawledge receipt of this amendment prior o the hour and date specified In the solicitation or as amended, by ene of the follawing methods: (a) By complating
Iterms 8 and 15, and returmning copies of the amendment; (b) By acknowledging receipt of this amendment o0 each copy of ihe offer submitled; or {c} By
separate lelter or telegram which includes a raference o the;solicilalion and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION QF YOUR OFFER, Ifby
virtug of this amendment you desire to change an offer alveady submilted, such change may be made by telagram or Ieller, provided each lalegram or lelter makes reference
to the sclicitation and this amendmeant, and Is received pror lo the gpening hour and date specified.

12. ACCOUNTING AND APPRGPRIATION DATA (If requirad) Net Increase: $3,498,609.90
OITS008-000-IT-21-11-00-000-02-05-0100-00-00-00-00-GE-QE~25-37-000000

13, THIS ITEM ONLY APPLIES TO MOMFICATION OF CONTRACTS/QORDERS. [T MODIFIES THE CONTRACTIORDER NO. A8 DESCRIBED [N ITEM 14.

_CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: {Specify authorty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
QRDER NO. IN [TEM 104,

B. THE ABOVE NUMBERED CONTRACT/ORDER [S MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES {such as changes In paying offica,
sppropriation date, aic.) SET FORTH INITEM 14, PURSUANT TO THE AUTHORITY CF FAR 43.103{b).

€. THIS SUPPLEMENTAL AGREEMENT 1S ENTERED INTO PURSUANT TO AUTHORITY OF;

B, OTHER (Spocify lypa of modiicalion and authenty)
X Unilateral, FAR Clause 52.217-9% "Option to Extend the Term of the Contract"

coples to the Issuing office.

€ IMPORTANT:  GContractor Elisnot, s requiced to sign Ikis document and retum

14. DESCRIPTION OF AMENDMENT/MODIFIGATION {Organized by UCF section headings, Including solictation/contract subject matier where faasible. )

DUNS Number: 127327877+0000

The type of contract for this task order is a hybrid that includes Time and Materials
rates, and Firm Fixed Unit Rates.

1. The purpose of the modification is to exercise and fund Option Year 1 (SubCLINs 02A
through 02G). Additionally, this modification is adding SubCLIN 2H which is the |
| asgociated with Option Year 1. Lastly, this medification changes the
not-to- exceed ceiling amount from $6,328,422.40 to $6,635,857.15.

2. In accordance with FAR 52.217-9%, Option to Extend the Term of the Contract (MAR 2000),
the contract new pericd of performance is September 10, 2008 through September 09, 2009.

Continued
Except as provided herein, ail tenva and condilions of the decumnent referencad ia ltem 9A or 10A, as herelofore changed, remains unchanged and in full force and effect.
15A. NAME AND TiTLE GF SIGNER {Type or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
Irma L. Scott
158, CONTRACTOR/OFFEROR $5C. DATE SIGNED 16C. DATE SIGNED

{SHgnatura of person authanted b Sgn) #ag / A0V ¥

NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)

Pravious edition unusable Prascribed by GSA
FAR {48 CFR} 53.243



CONTINUATION SHEET

REFERENCE NO. OF{ MENT BEING CONTINUED

HSHQDC-06 -D-00047/HSHQDC-07-J-00677/P00004

FAGE OF

5

NAME OF OFFEROR OR CONTRACTOR
KADTX SYSTEMS LLC

TTEM NO,
(B}

SUPPLIES/SERVICES
(B)

QUANTITY|
(€

UNIT
(D)

UNIT PRICE
(E}

AMOUNT
{F)

00024

00028

3, The total contract value is increased by
$3,498,609.90 from $3,137,247.25 ko $6,635,857.15.

4. All other terms and conditions remain
unchanged.
Discount Terms:
Net 30
Delivery Location Code: DHS
Department of Homeland Security
245 Murray Lane
Bldg. 410
Washington DC 20528

FOB: Destination
Period of Performance: 09/30/2007 to 09/09/2009

Add Item 0002A as follows:

Task 1 - Performance Scorecards
o B, y -

o

&

The total NOT-TO-EXCEED amount for this task is
s T

RIS .
The total NOT-TO-EXCEED amount for this task is

o,

& s 3 b o
Producdt/Service Code: D302
Product/Service Description: ADP SYSTEMS
DEVELOPMENT SERVICES
Period of Performance: 09/10/2008 to 09/09/2009

Add Item QO002B as follows:

Tagk 2 - Information Security Tocl Content

Task 2 - Information Security Tool Content
Management

The total NOT-TO-EXCEED amount for this task is
Continued ...

NSN 7640-01-152-8087

QPTIONAL FORM 338 {4-88)

Sponsored by GSA
FAR (48 CFR) 53,110



CONTINUATION SHEET REFERENCE NO. OF IMENT BEING CONTINUED PAGE  OF
T HSHQDC-06-D-00047 /HSHQDC-07-J-00677/P00004 3 5
NAME OF OFFEROR OR CONTRACTOR
KADIX SYSTEMS LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT FRICE AMOUNT
{A) (B} {Cy (D} (B} (F)
me...;;m &
Product/Service Code: D302
Product/Service Description: ADP SYSTEMS
DEVELOPMENT SERVICES
Period of Performance: 09/10/2008 to 05/09/2009
Add Item 0002C as follows:
0002C |Task 3 - Compliance Review
Product/Service Code: D302
Product/Service Description: ADP SYSTEMS
DEVELOPMENT SERVICES
Period of Performance: 09/10/2008 to 039/09/2009
Add Item 0002D as follows:
0002D | Task 4 ~ Financial Audits Remediation Support
RO = P e o N
B LY =1
he total NOT-TQ-EXCEED amount for this task is
Product/Service Code: D302
Product/Service Description: ADP SYSTEMS
DEVELOFMENT SERVICES
Period of Performance: 09/10/2008 to 09/09/2009
Add Item 0002E as follows:
0002E Taak

Agaistance Visits

Continued

MNSM 7540-01.152-3087

CPTICNAL FORM 334 (4-80)
Spanscred by GSA
FAR (48 CFR) 53.110



CONTINUATION SHEET REFERENCE NO. OF IMENT BEING CONTINUED ( FAGE  OF
HSHQDC-06-D-00047 /HSHQDC-07-J-00677/P00004 4 5
NAME OF OFFEROR OR CONTRACTOR
KADIX SYSTEMS LLC
ITEMNO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRIGE AMOUNT
{a) {B) <y [ () (E)
The total NOT-TO-EXCEED amount for this task is
Tagk 5 - Assi
The total NOT-TO-EXCEED amount for this task is
Product/Service Code: D302
Product/Service Description: ADP SYSTEMS
DEVELOFMENT SERVICES
Period of Performance: 0%/10/2008 to 05/098/2009
Add Item CO02F as follows:
0002F
thia task is
Task 2 - Information Security Tool Content
Management
The total NOT-TO-EXCEED amcunt for this task is
Product/Service Code: D302
Product/Service Description: ADP SYSTEMS
DEVELOPMENT SERVICES
Period of Performance: 09/10/2008 to 09/09/2009
Add Item 0002G as follows:
0002G

5]

s

B

T

i NOT-TQO-EXCEED amount for this task is

Z )}

D302
Product/Service Description: ADP SYSTEMS
DEVELOPMENT SERVICES

Continued ...

NSN T540-01-382-0067

OPTIONAL FORM 338 (4-88)
Spontoned by GSA
FAR {48 CFR) 33,110



CONTINUATION SHEET REFERENCE NO. O IMENT BEING CONTINLED i FAGE oF
HSHODC-06-D-00047/HSHQODC-07-J-00677/P00004 5 5
NAME OF OFFERGOR OR CONTRACTOR
KADIX SYSTEMS LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT PRICE AMOUNT
{A) (B) (c) |(D) (E) {F}
Period of Performance: 09/10/2008 to 09/09/2009
Add Item 0002H as follows:
0002H alculates ag JG{4Y

: 3 ’ it . \ ' of the total funded amount
of SubCLINs 2A through 2G.

The total NOT-TO-EXCEEDR amount for Other Direct
Cout ias LT .

Product/Service Code: D302

Product/Service Description: ADP SYSTEMS
DEVELOPMENT SERVICES

NSH 7340-04-152-6067

OPTIONAL FORM 336 (4-83)
Sponsored by GSA
FAR {48 CFR} 53,110



AMENDMENT OF SOLICITATIONIMODIFICATION OF CONTRACT 1. CONTRACT il COCE PAGE OF PAGES

1| 4
7, AMENTMENTMODIFICATION NO. 3. EFFECTIVE DATE 4. REQUASTTIGRAP URGRABE REG. NGO, 8. PROJECT NO. (F dppiicadia)
BOOOD3 _lo4ar09/2008 RULO-08-00237
¥ 1§SLED &Y TO0? |pHs,/0P0/ ITAC T.ADMINIETERED BY (¥ olhar ovan fam 0] €00 [bHs /0PO/ ITAC
U.S5. Dept. of Homeland Security Department of Homeland Security
Office of Procurement Opsvations Dffice of Procurement Ops. (ITAC)
Information Tech, Acquisition Div. 24% Murray Drive
245 Murray Lane, SW Bldg. 410
Building 410 Washingbton DC 20528
Washingteon DC 20528
@ HAWE AND ADDRESS OF CONTRACTOR (N, simal, county, Siais 400 207 Gace) (¥} |94 AMENDWENT OF SOLICITATIGN ND.
KADIX SYSTEMS LLC
4245 NORTH FAIRFAX DRIVE r“ DATED (SEE ITEM 71}
SUITE 700

ARLINGTON VA 222031649

% |1PA. MODIFICATION OF CONTRACTIORDER HO.
HSHQDC-06-D-00047

HSHQDC-07-J-00677

108. OATED (SEE ITEM T1)
COPE 1273278770000 | PACILITY CODE 08/26/2007

1. TH) ! ERD
[ Tha sbove numberad soliciskion 1 amendwd as sal forth [n llam 14, The hour end date specified for receipt of Offars Qs eaended, [Jlsnol aclendes
Olters must scknowindge receipt of this smandment pricy Lo the hour 8nd dale speciiied 1 he eoliitation of a5 amendad, by ona of Uw fallowing methods: (¢} By complating
Hama § end 15, and raelemryy coples of the W; (U} By scknowisdging receipt of Ly dment on sach topy of the cfer submiited; or T} By
separaiu leller of talsgrmm which chces B raferenca Lo he solictiation and snendment auenbers, FAILURE OF YOUR ACKNOWLEOGEMENT TO BE REGEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE 8PECIFIED MAY RESULT IN REJECTION OF YOUR OFFER, Ifby

g of 1k 2Madament you descs 10 changs 4 offor sireedy shimiitad, toch thanpge mey e made by lelagram of etiw, providad asch lelagram or [etler mekas mfeance
$o ihe solicitalion snd 1ils 1, Wl is d prior {6 the opeving hout md dle spaecifed,

12. ACCOUNTING AND APPROPRIATION DATA (¥ required}

Net Increase: $1,48%,432.90
See Schedule

13, THI® ITEM ONLY APPLIES T MODIFICATION OF CONTRAGTORCERS, [T MOTIMED THE CONTRACT/ONDEN NO. AS ORECHINED IN |TEM 14,

_CHECK OHE | A THi5 CHANGE OROER 1S ISSUED PURBLUANT TO: {Specity suthodly) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORGER NO. [N ITEM 104,

8 THE ABOVE NUMBERED CONTRACTIORDER IE MODIFIED TO REFLECT THE ADMINSTRATIVE CHANGES (such ar changes in olfice,
appiopaabon dete, ®ip) SET FORTH IN ITEM 14, FURSUANT TO THE AUTHORITY OF FAR 43.100(8) ¢ ReTI0 pRY"G

[T, TS SUPFLEMENTAL AGREENERT 15 ENTERED TRTD PURBUANT U KUTHORITY OF.

T. OTHER {55051 bip# Of mogcalon Bnd BUmordy)

X Bilateral, FAR Clause 52.243-3 "Changes - Time and Material or Labor Hours™
E. IMPORTANT:  Conifatite Cisnct,  [Fis caquived 10 eXgn his decumen snd rkum 1 copissto the sauing olfics
14. DESCRIFTION OF AMENDMENTIMOIFICATION ¢Ovpanized by UCF seciion headings, including eoliciation Bubjerd Matier Wi Masbu.)

DUNS Number: 127327877+0000
The type of contract for thig task order is a hybrid that includes Time and Materialg
rates, and Firm Fixed Unit Rates.

i. The purpose of this modification ia to fund three {(3) optional Contract Line Item

Numbers (CLINS) on the Base Year period. The three {3} optional CLINs are 1A, 1F, and 1G
This modification also adds the rates on CLIN 0001, which was not included at the time of
award. Additionally, this modification is adding SubCLIN 1H which is the )Other Direqt
Cost for funding the three (3) optional CLINs.

E3

Continued ... .
Excep! as piowdad herain, sl (arms and conditions of the documend referenced in llom: VA or 10A #s | changwd, ina unchangd and (n Al loros and effacl
15A, NAME AND TITLE OF SIGNER (Type ar prn} 154 NAME AND TITLE OF CONTRACTING CFFICER (Type ov pnt)
.
Daise L haman 4& £0O
- DATE SIGNE 180, LATE SIGRED

Sis300¥

15
OS5 /0%
Fon seoa s vt STANDARD FORM 30 (REV 19-83}

Pravious #chlion aresdbie Prascribes by GSA
FAR {48 FR) 53.243



CONTINUATION SHEET

REFERENCE NO, OF DU.. .4ENT BEING CONTINUED

HSHQDC-06-D-00047/HSHGDC-07-J-00671/P00003

PAGE OF

4

NAME OF GFFEROR OR CONTRACTOR
KADIX SYSTEMS LLC

ITEM NO.
(A}

SUPPLIES/SERVICES
(B}

GUANTITY,
{c)

UNIT
(D)

UNIT PRICE
(E}

AMQUNT

(F)

0001A

Q001

2. The total contract value 18 increased by
$1,489,432.90 from $1,647,814.35 to $3,137,247.25.

3. All other terms and conditions remain
unchanged.
Digcount Terms:
Net 30
Delivery Location Code: DHS
Department of Homeland Security
245 Murray Lane
Bldg. 410
Washington DC 20528

Mark For:
Department of Homeland Security
Office of Procurment Operations
245 Murray Lane
Bldg. 410
Washington DC 20528
FOB: Destination
Pericd of Performance: 09/30/2007 to 09/09/2008

hAdd Item 0001A as followa:

Tagk 1 - Performance Scorecards

eomenie e s =

Accounting Info:
OITS008-000-IT-21-11-00~-000~02-05-0100-00-00-00-00
~GE-OE-25-37-000000
Funded: o g

Change Item 0001 to read as follows (amount shown
is the obligated amount):

IS0 Compliance Support for the base year. Period
of Performance is September 30, 2007 through
September 9, 2008.

CLIN 1A - Performance Scorecard (Cptiaonal)
Continued

NSN 7540-01.452-6087

QPTIONAL FORM 2135 (4-2%)
Sponsorad by GBA
FAR ($0 CFR) 53110



i

CONTINUATION SHEET

REFERENCE NO. OF DL.  .ENT BEING CONTINUED

HSHQDC-06-D-00047/HSHQDC-07-J-00677/P00003

PAGE OF

4

NAME OF OFFEROR OR CONTRACTOR
KADIX SYSTEMS LLC

ITEM NO
(A}

00C1H

SUPPLIES/SBERVICES QUANTITY
(B)

(ci

UNIT

(D)

UNIT FRICE
(E)

AMOUNT
(F}

CLIN 1B - Information Security Tool Center
Management
(Optlonal}

CLIN 1B - Asslstance ViBltB (Opticnal)

Accounting Info:
QITS00:-000-IT-21-11-01-000-02-05-0100-00-00-00-00
~-GE-QE-25-37-00-000000

Funded: $0.00

Add Item Q0001H as follows:

This PR is to MOD Task Orderit HSHQDC-07-J-00677
to fund Optional CLINS 1A Performance Scorecard,
1F Helpdesk Support, and 1G Adhoc Reporting.

Other Direct Cost calculates as
q} of the total funded amoun
CLINs 1A, 1F, and 1G.

The total NOT TO-EXCEED amount for Other Direct
Cost is 5|

Y
of Optional

Accounting Info:
OITS008-000-IT-23-11-00-000~-02-05-0100-00~-00-00-00
-GE-QOE-25-37-000000
Funded: i
Contxnued .

HNEN 7540-01-152-8067

QPTIONAL FORM 336 (4-88)
Sponearad by GEA
FAR (4B CFR) 53.110



!
REFERENCE NO. OF DL, _JENT BEING CONTINUED

PAGE  OF
CONTINUATION SHEET HSHQDC-06-D-00047/HSHQDC-07-J-00677/P00003 4 4
NAME QF OFFEROR OR CONTRACTOR
KADIX SYSTEMS LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY JusiT UNIT FRICE AMOUNT
(A} (B) (cy |(o} (E) (F)
Add Item Q001G as follows:
00616 |[Task 7 - Adhoc Report %%@%iggg%g
task is
Aceounting Info:
0ITS008~000~IT-21~11~00~000-02-05-0100-00-00-0C-00
~GE~OE-25-37- 000000
hAdd Item Q0QLF as follows:
This PR is to MOD Task Order# HSEQDC-07-J-00677
to fund Optional CLINS 1A Performance Scorecard,
1F Helpdesk Support, and 1G Adhoc Reporting.
0001lF |[Tamk 6 - Helpdesk Support

Informatlon Technology Consultant -

Tagk & - Helpdesk Support
Syatem Archltect -

Accounting Info:
CITS008~-000-1T-21~11-00-000-02-05-0100-00-00-00-00
-GE-OE-25-37-000000

Funded: # &

NEN T540.01-152-3007

CPTIONAL FORM 338 (4-80)
Bpomesred by QSA
FAR (43 CFR) 52.110



£ i
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1. CONTRAGT 10 CO0E PAGE °T PAGES
1 3

2. AMENDMENTMMODIFICATION NO. 3 EFFECTIVE DATE 4. REQUISITIONFPURCHASE REQ. NO. 5. PROJECT NOQ. (i applaabis}
£00002 See Block 16C RUI0-08~00099
8. ISSUED BY CORE DHS/0OPC/ ITAC 7. ADMINISTERED BY (I other than llem &) CODE IDHS/OPO/ TTAC
D.5. Dept. of Romeland Security Department of Homeland Security
Office of Procurement Operations Office of Procurement QOps. (ITAC)
Information Tech. Acquisition Div. 245 Murray Drive
245 Murray Lane, S5SW Bldg. 410
Building 410 Washington DC 20528
Washington DC 20528
8. NAME ANO ADDRESS OF CONTRACTOR (No., sireet, couny, Siete and ZiF Code) FJM AMENDMENT OF SOLICITATION NO.
KADIX SYSTEMS LLC
4245 NORTH FAIRFAX DRIVE BB, DATED (SEE ITEM 11)
SUITE 700
ARLINGTON VA 222031649 x [10A MODIFICATION GF CONTRACTIORDER NO.
HSHQDC~06-D~00047
HSHQDC-07-J-00677
\ 108. DATED (SEE ITEM 11)
CODE 1573278770000 [FACILTY CoDE 09/26/2007
4. THI8 [TEM ONLY APPLIES TG AM&EHYS OF SOLICITATIONS
T} The abave pumbered solicitation (1 amended as sal forlh In llam 14. Tha houe and dale specified for recaipt of Offers Uis axiandad,  [is nol exisnded,
Offers must acknowiadge recaipt of this amandment prior {o the hour and dals specified In Lhe 10kcilalian or % emaendad, by one of the ioliowing mathods: (s} By completing
ltame 8 end 15, and raluming copios of tha amenamaent; (1) By acknowledging recaips of thiz smandment on sich copy of the offer submilled: or (c} By
sapainte letter or Lakegram which Includes a rof o the end drnent numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT

THE PLAGE DESIGNATED FOR THE RECEIPT OF OFFERB PRIOR TO THE HOUR AND DATE SPEGIFIED MAY RESULY IN REJECTION OF YOUR OFFER, Ity
virtue of this amencment you dealre Lo changs sn uﬁof a!rmy submited, wd‘l change may ba made by Telegram of latler, provided wach lalegram or Isllar makos
refore: ta lhe itg! d {hiz Smen], an oy I | apecitied.
12, AGCOUNTING AND APPROPRIATION DA‘!A(.lfqumcﬂ Net Increa 5427,814,35
+QITS008-000~IT-21~-11-00-000~-02-05-0100-00-00-00~-00-GE~ DE-25 37000000
12, THIS 1TEM ONLY ABPLIES TO MODIFICATION OF CONTRACTS/ORDERS, IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

_CHECKONE{ B'é‘é&“ﬁﬁ“,ﬁ %%%Ef IS 1SSUED PURSUANT TO: (Spwcily authonly) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

8, THE ABOVE NUMBERED CONTRACTIORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such a3 chrenges in payfg office,
sppeprintion date, fe) SET FORTH N TTEM 14, PURSUANT 7O THE AUTHQRITY OF FAR 43,105(b).

. THIS SUPPLEMENTAL AGREEMENT F5 ENTERED INT0 PURSUANT 70 AUTHORITY OF:

0. OTHER (Spacily [ype of modificalion and aulhorily)
X Bilateral agreement of parties.

E. IMPORTANT:.  Conbacior [Msngl.  Txlis raquired to sign this documsnd and refurn 1 __ copios o the issulng office.

14, DESCRIPTION OF AMENDMENTMQODIFICATION {Omganiied by UCHK saction hasdings, inchxding soliciationtcontract subfect malter where fonaible.)

DUNS Number: 127327€77+0000

1, SubCLIN 1B entitled "Information Security Tool Center Management (Optional) is hereby

exercised and funded in the amount of W"”é;)

iy

2. SubCLIN 1B entitled, "pssistance Visits (Optional) is haereby exercised and funded in
the amount of

3. CLIN 0003 entitled "Other Direct Costs - Travel" ls hereby incorporated and funded in
the amount of XXXAXX¥X. The following language concerning travel 1s hereby incorporated:

"Travel may be reguired in the performance of this requirement. In addition to the EAGLE
contract travel Clause H6.1, if travel is required, the Contractor must obtaln travel
Contipued ... :
Except 85 provided herein, all lerma and condiians of the documant refarencad in ltam 9A or 10A, a3 herelofora changed, ramaing unchangad snd i Jull foree nid effocl
15A. NAME AND TITLE OF SIGNER {Typo or gvin 18A. HAME AND TITLE OF CONTRAGCTING OFFIGER (Typ or pring
Dﬁ‘/Sé éﬁ‘d\ﬂ‘lﬁ-ﬂ/ /(C_D Andrew H. Cole
an_pOMIPAATONINEEERNDS 15C. DATE SIGNE| 18C. DATE SIGNED
021\ |2608
NSN 7$40-01-1 5z-aozo“"w STANDARD FORM 30 (REV. 10-87)
Previous edition uiyusable Prascribad by GSA

FAR (48 CFR) 52,243
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CONTINUATION SHEET

REFERENGE NO. OF DOCUMENT BEING CONTINUED

HSHQDC-06-D-00047/HSHQDC-07-3-008677/P00002

PAGE  OF

NAME OF OFFEROR OR GONTRACTOR
KADIX SYSTEMS LLC

ITEM NG,
(n)

SUPPLIES/SERVIGES
(B}

QUANTETY[UNIT

(<)

(D)

UNIT PRICE
(E)

AMOUNT

(F}

000l11B

00011E

authorization from the Contracting Cfficer's
Technical Representative (CCTR) prior to the
ptart of any travel. All travel costs, including
per diem and private auto mileage rates shall be
in accordance with the Federal Travel Regulations
{FTR) (for travel in 48 contiguoue states), the
Joint Travel Regulations, DoD civilian personnel,
volume 2, Appendix A (for travel to Alaska,
Hawall, Puerto Rico, and the U.S8. territories and
pogsesaions}, and 1f required by the SOW, the
Standardized Regulations (Government Civilians,
Foreign Areas), Secticn 925, "Maximum Travel Per
Piem Allowances for Foreign Areas" {for travel
not covered in the Federal TFravel Regulations or
Jolnt Travel Regulations). Travel expensea shall
be geparately ldentified on invoices accompanied
by all paid receipts during the time of travel.

The Contractor personnel working in the
Washington, DC metropolitan area will not be paid
lacal travel coata."
Delivery: 09/08/2008
Discount Terms:
Net 30
Delivery Location Code: BHS
Department of Homeland Security
245 Murray Lane
Bldg. 410
Washington DC 20528

FOB: Destination
Period of Performance: 09/30/2007 to 08/08/2008

Add Item 00011B as follows:

Information Security Tool Center Management
Product/Service Code: D302
Product/Service Description: ADP SYSTEMS
DEVELOPMENT SERVICES

Add Item 00011E as follows:

Agsistance Visits

Product/Service Code: D302
Product/Service Description: ANP SYSTEMS
DEVELOPMENT SERVICES

Add Item 0003 as follows:
Continued ...

NSH 7540-01152-8007

OPTIONAL FORN 330 {4-60)
Sponsorad by GSA
FAR (43 CFRIS3.110

4
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REFEREMNCE NO. OF DOCUMENT BEING CONTINUED PAGE  OF
CONTINUATION SHEET HSKQDC-06-D-00047/HSHQDC-07-J-00677/P00002 3 3
NAME OF OFFEROR OR GONTRACTQR
KADTX SYSTEMS LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNITPRICE AMOUNT
{a) (B) ¢y o (E) {F)
0003 Other Pirect Costs - Travel.

Product/Service Code: D302

Product/Service Description:

DEVELOFMENT SERVICES

{Base Period)

ADP SYSTEMS

HSN 7540-01-162-8007

OPTIONAL FORM 3348 (4-68)

Sponsored by GSA
FAR {48 CFR)63.110
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. PAGE E:
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1. CONTRACTID COOE OF PAGES

1] 1
2. AMENDMENT/MODIFICATION NO. 3, EFFECTIVE DATE 4. REQUISTTION/PURCHASE REQ. NO. 5. PROJECT NO, (If appiicabls)
PO00OL 10/1i0/2007
6_1SSUED BY CODE | by /0P0/ ITAC 7. ADMINISTERED BY (if other thran e 6) CODE |pyg/opo/ ITAC
U.S5. Dept. of Homeland Security Department of Homeland Security
Office of Procurement Operations Office of Procurement Ops. (ITAC}
Information Tech. Acquisition Div. 245 Murray Drive
245 Murray Lane, SW Bldg. 410
Building 410 Washington DC 20528
Waghington DC 20528
8, NAME AN ADDRESS OF CONTRACTOR (No, streal, county, Stale and (P Cods) s AMENOMENT OF SOLICITATION NO.
KADIX SYSTEMS LLC
4245 NORTH FAIRFAX DRIVE 98, DATED {SEE ITEM 11)
SUITE 7C0
ARLINGTON VA 222031649 - |10A. NODIFIGATION GF GONTRACT/ORDER NO.
HSHQDC-06-D-00047
HSHQDC-~07-J-00677
10B, DATED (SEE ITEM 11)
CODE 1273278770000 FACILITY CODE 09/26/2007
11. THIG 1TEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
[]'The above numbered sollcitallon is amended as set forth In [tem 14. The hour and date specified for receipt of Offery Ois extended.  [_]is not extended.
Offers mus! acknowledge recelpt of this amendment prior to the hour and dale specified in the solicitation or as amendad, by one of the following methods: {a) 8y completing
llams 8 and 15, and returning copies of (he amendment; (b} By acknowledging recelpt of this amendment on each copy of the offer submitted; or (c) 8y

saparate letter or telegram which Includes a reference to the solidtation and amendmenl numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TQ BE RECEIVED AT
THE PLACE DESIGNATED FCR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION QF YOUR OFFER. il by
virlue of this amendment you desire o change an offer already submitied, such change may be made by lelegram or leller, provided each telegram or teller makes

reference to the solicitation and this amengdment, and is recelved pror to the opening Hour pnd dole spacified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE SONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

_CHECKONE | p THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authonty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE |N THE CONTRACT
ORDER NO. IN ITEM 104,

B. THE ABOVE NUMBERED CONTRACT/ORDER 15 MODIFIED TQ REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriatian dale, efe.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF EAR 43.103(b}.

X
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
0. OTHER (Spacify type of modification and authonty)
E. IMPORTANT:  Conlractor isnot.  Ois required to sign this document andreturn ,_______ _ coples o the issuing office.

4. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section feadings, Induding soliciation/contract subject matier where feasible.)
Tax ID Number: FEIB[H)

DUNS Number: 127327877+0000

The purpoge of this modification is to change contracting officers.

Thus,

The pre-award Contracting Officer Courtney Byrd has been changed to the Administrative
Contracting Officer Irma Scott. Irma Scott may be reached at 202-447%@”@%

All other terms and conditions remain unchanged.
Period of Performance: 09/30/2007 to 09/09/2008

Extept as provided herein, all lerms and condltions of the documenl referenced in Itésn 9A or 104, as heretofore changed, remains unchanged and in full force and affect,
15A. NAME AND TITLE OF SIGHER [Type or priaf) 1BA. NAME AND TiTLE OF CONTRACTING OFFICER (Type or pring}

Courtney

Byrd
158, CONTRACTOR/OFFEROR 15C. DATE SIGNED e 2

16C. DATE SIGNED

(Signatura of person avthonized i sign) \D - ID —O'-{

NSN 7540-01-152-B070 D FORM 30 (REV, 10-83)
Previous edition unusable U Prescribed by GSA
FAR (48 CFR)53.243




ORDER FOR SUPPLIES OR SERVICES

PAGE OF PAGES

IMPORTANY: Mari all

snd mmuanmfm:-nm. 1 3
1. DATE OF ORDER I?'IS cgN'Bnc\cnéo {Han 00 8. SHE TO,
0972672007 o 06-D-00047 4. NAME OF CONSIONEE
3. ORDER KO, 4. REQUISITIONREFERENGE NO,
HSHQDC-07-7-00677 RUTO-07-00406 Department of Homeland Security
5. ISBUING OFFICE {Address cormrpondencs lo) b. STREET ADORESS
U.8. Dept. of Homeland Security 245 Murray Lane
Office of Procurement Operations Bldg. 410
Information Tech. Acguisition biv.
245 Murray Lane, SW
Building 410 ¢ Clity . d, STATE | o 1P CODE
Washington DC 20528 Hashington DC  [20s28
7.70: 1. SHIP VIA
8. NAME OF CONTRACTOR
KADIX SYSTEMS LLC &. TYPE OF ORDER
5. COMPANY HANE Je. PurcHASE &l b. cELvERY
c. STREET ADDRESS REFERENCE YQUR ]
4245 WORTH FALRFAX DRIVE Except for b lnskudlions on the
ey, s delivery order is
SUITE 700 xybincd 14 instructions conlsired on
s uide onty o Hg form and &
Ploss e fumish ine faliowing on tha lerms Jeausd pabjact o T terms sod
end condiions specifed antoth sdes of condiions of the shove-UMmBaned
4. cry - T this order wnd o {he aitachied shved, if conimet.
ARLINGTON * STATE | {.2IP CODE any, indluding delvary ms kodicated,
VA 222031649
©. ACCOUNTING AND APPROPRINTION DATA 10. REQUISTIONING OFFICE
See Schedule Department of Homeland Security
11. BUBINESS CLASSIFICATION {Check sppropsiate baxlen)} 12. F.0.8. POINT
5 SMALL [ o OTHER THAN sMALL [ +. oraADVANTAGED v Bems Destination
ol
3 0. woMEN-OWNED lo. ruBZonp 1. EMERGING SMALL VETERAN-
BUSINESS
13, PLACE OF 14, GOVERNMENT B/L NO, 15. DELIVER TO F.O.B. POINT 18. DISCOUNT TERMS
ON QRBEFCRE (Dale)
a. NSPECTION b. ACCERTANCE
Deatination Destination Net 30
17. SCHEDLUILE { Ses revaree Ror Rejeclions)
QUANTITY uNiT QUANTTTY
ITEM NO. SUPPLIES OR SERVICES ORDERED| UNIT PRICE AMOUNT ACCEPTED
{a) ) & ©) [ [u}] ®
Tax ID Number: &= o
DUNS Number: 12732Z7VE77+0000
The purpose of this Task Order is to
provide IS0 Compliance Bupport to the
Information Becurity Office (IS0) in
accordance with Kadix guotation submitted
Continued ... 1
18, BHIPPING PORT 19, GROSS SHIPPING WEHGHT | 20. mvoice no. ]FLT_LL
{Cont.
pages)
21, MAIL INVOICE TO: {
2. HAME Department of Howmeland Security $1,220,000.00
BEE BULLNG
WSTRUCTIONS | b. STREET ADDRESS Departmental Operations Branch
ON REVERSBE | {or P.O. Bax) Room 31621 175
245 purray lane, SW BRAND
Building 410 ToTAL
©.CITY 4. BTATE | %.2IP CODE $1,220,000.00
Washingten DC 20528
22. UNFTED STATES OF AMERICA . : - : T3, NANE {Typoa)
BY (Signeturn) Courtney Byrd
TITLE: CONTRACTINGORDERING OFFICER
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ORDER FOR SUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

PAGE OF PAGES
2 | s

IMPORTANT: Mark sll and s wilh andior onder .
DATE OF QRDER  [CONTRACT NO. OKDER NO.
05/26/2007 [HESHODC-06-D-00047 HSHQDC-07-J-00677
TEM NO, SUPPIES/SERVICES ounnnr;rumr UNIT AMOUNT QUANTITY
ORDERE PRICE ACCEPTED
(A} {8} (0} {E) {F} {3}

pooL’

on September 20, 2007 under Task Order

Request HSHQDC-07-R~00181 and as set forth
herein.

The "type of contract" for this Tagk Order
ig a hybrid that 'includes
Time-and-Materiale vates, and Fiym Flxed
unit Rates.

The total not-to-exceed ceiling amount for
thie Task Order is $6,328,422.40.

The contractor shall perform CLIN 1C -
Compliance Review and CLIN 1D - Financial
Audits Remediation Support for a period of
performance Eleven (11) months and twelve
(12) days after award.

Contractor agrees to furnish and deliver
all items set forth or otherwige ldentified
above and on any additional sheets subject
to the terms and conditions specified
herein.

Admin Office:

Department of Homéland Security
Office of Procurement Ops. (ITAC)
245 Murray Drive

Bldg. 410
Washington DC 20528
Mark For:

Department of Homeland Securlty

Qffice of Procurment QOperations

245 Murray Lane

Bldg. 410

Washingron DC 20528

Accounting Info:
OIT3601-000-IT-21-11-01-000-02-05-0100-00-00
-00-00-GE-OE-25-37~00-000000

reriod of Performance: 0%/30/2007 to
09/09/2008

130 Compliance Support for the base year.
Period of Performance is September 30, 2007
through September 9, 2008.

continued ...

1,220,000.00

TOTAL CARRIED FORWARD TO 18T PAGE ([TEM {T{H}))

N 7040-01.182 4082

[ 21

ORTIONAL FORI 348 (Rev. &4}
Srosarked by GRA
VAR [ Crm 83 21X



ORDER FOR SBUPPLIES OR SERVICES

SCHEDULE - CONTINUATION

PAGE OF PAGES
3

3

IMPORTANT: Mark s and with B er N .
CATE OF OROER  JCONTRACT HO.
08/26/2007 |HSHQDC-06-D-00047

ORDERNQ.
HSHQDC-07-J-00877
ITEMNO. SUPPLIES/SERVICES QUANTITY|UNIT UNIT AMOUNT QUANTITY
ORDERED PRICE b
() {B) . ) | (E) {F) 1]
CLIN 1A - Performance Scorecard (Optional)
CLIN 1B - Information Security Teol Center
Management (Optional)
CLIN 1C - Compliance Review
CLIN 1D - Financial Audits Remediation
Support
CLIN iE - Assistance Viaits {Optional)
CLIN 1F - Helpdeak Support (Optional)
CLIN 1G - aAdhoc Reporting {(Optional)
0002 IS0 Compliance Support for the Option year 0.00
one (1}. Preriod of Performance is
September 10, 2008 through September 9,
2009,
CLIN 2A - Performance Scorecard
CLIN 2B - Information Security Tool Center
Management
CLIN 2C - Compliance Review
CLIN 2D - Financial Audits Remediation
7 |Bupport .
CLIN 28 - Assistance Visits
CLIN 2F - Helpdesk Support
CLIN 2G - Adhoc Reporting
S nagure of Contractor
\) L )
[Name and Title of Signer
Dansy Laviwan, $FO
{type or print)
Date of Acceptance Qf/Z(DjOY
7 .
Amount : $0.00{0ption Line Item}
09/29/2008
The total amount of award: $1,22¢,000.00,
The obligation for this award is shown in
hox 17{i) .
TOTAL CARRIED FORWARD TO 18T PAGE [ITEM 17(H}) .
HEN T040-01-152-8002 Frerer DPTIGHAL FORM 34N Ty, 43

ml;oll
FAR (S8 CYA) 30 21X}



Statement of Work (SOW)
for
Support Services for the Department of Homeland Security (DHS)
Information Security Compliance Program

I. PURPOSE

The Department of Homeland Security (DHS) Information Security Office (1SO) secks a
contractor to support the operational aspects of implementing the annual Information
Security Performance Plan and supporting reporting requirements, Federal Information
Security Management Act (FISMA), Federal Managers’ Financial Integrity Act
(FMFIA), and Federal Financial Management Improvement Act (FFMIA) compliance,
and other program support tasks. The contractor shall be responsible for implementing
defined, repeatable processes for completing routine activities (e.g., monthly or weekly
reporting) and ensuring the accuracy of the data being reported.

The contractor shall be responsible for managing and implementing the support tools
necessary to support accomplishment of this Statement of Work (SOW). These tools and
resources provide the primary mechanism for data collection and reporting but may be
supplemented with on-site visits as necessary to validate data. The current DHS
Information Assurance (IA) Compliance System includes:

e TrustedAgent FISMA (TAF) — Provides the annual National Institute of Standards
and Technology (NIST) Special Publication (SP) 800-53 self-assessment,
centralized Plan of Action and Milestones (POA&M) support, audit report
tracking, and Federal Information Security Management Act (FISMA) reporting.

* Risk Management System (RMS) — Provides an enterprise-wide certification and
accreditation (C&A) capability.

» Integrated Inventory Database (IID) — Provides a centralized data source for
reporting that integrates elements from the previous two tools and other sources as
identified by DHS.

e Managed Services/Help Desk — Supports the tools previously mentioned and
provide subject matter expertise for the Information Security Compliance
Program and assists the ISO with IA Compliance training and educating users,

2. MISSION

The mission of the DHS Information Security Program is to provide the Department a
secure and trusted computing environment. Information security is an essential business
function, critical to enabling DHS to conduct its operations and deliver service to the
public. The DHS information security program provides direct support to the
Pepartment’s missions.

FINALv 14
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Under the leadership of the Chief Information Security Officer (CISO), the DHS
Information Security Program supports the Department’s implementation of all
applicable regulatory requirements including the Computer Security Act, FISMA, the
Clinger-Cohen Act, relevant Office of Management and Budget (OMB) Circulars,
Executive Orders, and Homeland Security Presidential Directives (HSPD).

The CISO has established a 5-year plan for improving the overall Information Security at
the Department. In support of that 5-year plan, the CISO defines annual Performance
Plan metrics and objectives for addressing weaknesses and improving the overall posture
of the DHS Information Security Program. This SOW supports the implementation of
the annual targets necessary to make progress.

3. BACKGROUND

The ISO currently operates multiple contract vehicles for the collection, validation and
reporting of compliance and program related data. In order to streamline this process and
integrate the various tasks into a more cohesive approach, the tasks from multiple
contract vehicles are consolidated in this SOW.

4. SCOPE

The contractor shall provide assistance, as required by the Government to support the
DHS Information Security Office and its mission.

The government reserves the right to add, delete, or modify any or all of the tasks
referenced in this SOW based on the current requirements of the Departments
Information Security Office. All tasks, unless otherwise specified, are to be considered
as on-going and should not require follow on information at the end of each performance
period unless otherwise directed by DHS.

Should the requirements for a task be subject to change, either pursuant to Federal
Regulations or Congressional mandate, modifications to the SOW may be necessary and
implemented by a modification of the coniract.

Tasks

1. Performance Scorecards — The contractor shall generate accurate and timely
department-wide and component-specific performance scorecards as defined by
the annual DHS Information Security Performance Plan. The scorecards are used
for reporting compliance and progress to both the DHS Chief Information Officer
(CI0) Council and the DHS Information Systemn Security Board (ISSB) among
others. The contractor will deliver the scorecard with not errors no later than the
5" of each month or other times as agreed upon by the government and the
contractor. The contractor will correct any errors discovered by the government
within 8 hours of notification of the error. Responsiveness and number of errors
will be noted in writing in the government’s monthly contractor performance
evaluation review (CPER). All scorecard rework resulting from contractor errors
will be accomplished at not cost to the government.

2
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. Information Security Tool Content Management — The cantractor shall maintain
the DHS 1A Compliance System content to ensure that the tools/resources align
with the evolving DHS policy, handbooks, guidance, and operations, The
confractor will provide a monthly report of changes completed or pending. All
changes to policy, handbooks, guidance, and information security operations will
be reflected in the DHS IA Compliance content within 5 days of notification on
the need for a change in content. The contractor will be evaluated for
responsiveness and number of error in writing in the monthly CPER. All content
rework resulting from contractor errors will be accomplished at not cost to the
government,

. Compliance Reviews — The contractor shall conduct compliance reviews, e.g.
‘document reviews and on-site visits, io verify the quality and accuracy of data
reported to the DHS IA Compliance System by the Components. DHS collected
approximately 8,000 documents are part of the DHS Information Security Office
activities in Fiscal Year 2006. That number is expected to increase in future
years. Compliance review methodologies shall be documented by the contractor
and approved by the government. Contractor performance will be evaluated
based on the percentage of acceptable/rejected documents reviewed by the team
verses the number of documents later found to be unacceptable/acceptable by the
government during its quality review. The variance will not exceed 0.5%,

. Financial Audits Remediation Support — The contractor shall provide technical
support to the remediation process, component training, and support for audit
response. The contractor shall also support the ISO Program Weakness
Remediation process. The contractor shall develop and maintain processes for
weakness management.

. Assist Visits — The contractor shall conduct component and system level assist
visits as requested. Assist visits are focused on helping end-users implement
specific policy or compliance requirements, such as Certification and
Accreditation (C&A) document improvements, and financial and IT security
weakness remediation. The contractor and the Government will coordinate to
develop schedules and reviews on an on-going basis. .Contractor performance
will be evaluated on a monthly basis in the CPER based adherence to agreed upon
schedule and component feedback. Component feedback will address subject
matter expertise of the reviewer and preparation to conduct the review.,

. Subject Matter Expertise — The contractor shall provide subject matter experts
{SMEs) to support the DHS IA Compliance Systemn, The SME(s) shall be
knowledgeable about the DHS 1A Compliance System toolset, the FISMA
Reporting process, DHS Information Security Policy, and NIST Risk
Management Processes (e.g., NIST SP 800-37 C& A Process; NIST 800-53 and
800-53A security controls). The contractor shall also provide SMEs that are
knowledgeable of financial auditing standards and SMEs that are knowledgeable
about POA&M processes and management.

. Help Desk Support — The contractor shall provide DHS with information security
analyst(s) to provide training and help desk support in support of the DHS 1A
3
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Compliance System. This includes any specific system and database
administration support necessary to maintain the DHS 1A Compliance System.
The contractor shall provide technical support to assist DHS personnel and
contractors in the operation and administration of the 1A Compliance System and
the associated software enhancements, including Tier-2 technical help desk
support. Technical support shall be provided through e-mail and phone during
business hours, Monday through Friday from 8:30 AM EST to 5:30 PM EST.
Contractor performance will be evaluated based on industry standard helpdesk
metrics. Contractor will propose and then negotiate with the government a set
metrics,

8. Ad-hoc Reporting — The contractor shall provide ad-hoc reporting as requested by
the Government to support quick turn-around requirements. The contractor will
be evaluated based on timeliness of such reports. Timeliness will be negotiated
on a case-by-case basis for each report.

5. PERIOD AND PLACE OF PERFORMANCE

The period of performance shall be for one (1) base year from the date of award
notification or notice to proceed and one (1) additional option period of 12 months for a
total of 24 months. Option year period of performance is subject to budget constraints,
contractor performance, and or needs of the government.

The contractor shall perform the work under this contract at the DHS facility indicated
below or at other DHS locations as directed. The Contractor may perform work at the
contractor site upon written approval of the COTR.

Department of Homeland Security
Building 1

Nebraska Avenue Complex

3801 Nebraska Avenue, NW
Washington, DC 20016

6. POINTS OF CONTACT

Contracting Officer Technical Representative (COTR)

Name: TR

Title: Compliance Officer )

Office: Information Security Office

Agency: Department of Homeland Security

Mailing Address: 245 Murray Drive, Building 410
Washington, DC 20528

Mailstop: , Bldg 1, Room 10030

Phone Number: N

Email:

FINALv 1.4
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Program Manager
Name:

Title: Director, Compliance Program

Office: Information Security Office

Agency: Department of Homeland Security

Mailing Address: 245 Murray Drive, Building 410
Washington, DC 20528

Mailstop: NAC, Bldg 1, Room 10029

Phone Number: ot

Email:

7. SECURITY

The contractor shall be required to comply with all DHS 4300 Policy and Handbooks for
personnel and information security. Performance of this work requires the Contractor to
gain access to sensitive but unclassified (SBU) and potentially classified information.
SBU is unclassified information for official use only.

This task order shall incorporate Section H-12, H-13, H-17,1.2, 1.3, 1.13, and 1.14 of the
contractors Project EAGLE contract.

The contractor shall conform to all security requirements contained in 4300 A and B and
the applicable security clauses in the Eagle contract:

H. 12, Disclosure of “Official Use Only” Information Safeguards

H.13, Disclosure of Information — Official Use Only

H.17, Contractor’s Employee Identification

1.2, Security Requirements for Unclassified IT Resources (HSAR 3052.204-70)

52.204-2 Security Clause Requirements.

As prescribed in 4.404(a), insert the following clause:

Security Requirements (Aug 1996)

(a) This clause applies to the extent that this contract involves access to information
classified “Top Secret,”

(b) The Contractor shall comply with—

(1) The Security Agreement (DD Form 441), including the National Industrial Security
Program Operating Manual (DOD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor,
(¢) If, subsequent to the date of this contract, the security classification or security
requirements under this contract are changed by the Government and if the changes cause
an increase or decrease in security costs or otherwise affect any other term or condition of
this contract, the contract shall be subject to an equitable adjustment as if the changes
were directed under the Changes clause of this contract.

(d) The Contractor agrees to insert terms that conform substantially to the language of
this clause, including this paragraph (d) but excluding any reference to the Changes

clause of this contract, in all subcontracts under this contract that involve access to
classified information.

5
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(End of clause)

Implementing Instructions for Compliance with HSAR clause 3052.204-71, “Contractor
Employee Access. (Please see attachment 1)

[.13, Qualifications of Contractor Employees (HSAR 3052.237-70)

1.14, Information Technology Systems Access for Contractors (HSAR 3052.237.71)
1.15, Contractor Screening for Unclassified IT Access (HSAR 3052.237-72)
Security Clearance

This task order routinely encompasses exposure to sensitive and non-intelligence
classified material and as such requires a security clearance at a Secret level and for
select individuals Top Secret. A DoD Contract Security Classification Specification, DD
Form 254 is attached. Due to the sensitivity of information, a single scope background
investigation will be required for critical personnel.

If there are questions concerning the suitability of a contract employee following such
background investigation(s), notification and an opportunity to respond will be provided
to the employee. If the employee is found unsuitable, Treasury will inform the
Contractor and the Contracting Officer. No Contractor employee may begin duty under
this contract without a successful background investigation. DHS will absorb any costs
directly related to background investigations of contract personnel.

All Contractor personnel performing on this task order must be United States citizens.
DHS will provide the Contractor questionnaire forms for access into certain DHS
facilities, as necessary. All forms will be submitted and an approval received by DHS
Personnel Security before access to the respective facility will be granted.

(8) Other Special Requirements

Personnel Changes

During the first sixty- (60) days of the task order, the Contractor shall not make any
personnel changes unless an individual’s sudden illness, death, or termination of
employment necessitates such substitutions, In case of these occurrences, the Contractor
shall notify the Contracting Officer and On-site COTR promptly and submit
documentation pertaining to the proposed substitution in writing at least fifteen (15) days
in advance, and thirty (30) days in advance, if security clearances are to be obtained in
advance of the proposed substitution,

The Contractor must provide a detailed explanation of the circumstances causing the
proposed substitution. All resumes submitted for each proposed substitution must have
qualifications that are equal to or superior to the gualifications of the person being
substituted to perform the work under this task order.

The Contracting Officer and On-site COTR shall evaluate the resume of each request to
verify the qualifications of every new employee being assigned to this task order.

References
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9, List of Deliverables for

Support Services for the DHS Information Security Compliance Program

Task Activity Reference

Deliverabie

Due Date/Frequency

1. Performance Scorecards

a} Department-wide and
component-specific
scorecards that measure
performance against the
metrics established in the
DHS Information Security

5™ day of each month

Performance Plan
2. Information Security a) Up-to-date content for BnX close of business on the
Tool Content Management | the DHS IA Compliance 5" day from date of request
System that is aligned with
applicable department

policies, handbooks,
guidance, and management
directives (operations) on
information security.

b) Change requests
documenting the type of
change, the reason for the
change, and who requested
the change;

By close of business the
next working day

¢) A monthly report
summarizing the number of
pending change requests
and status of each.

5" day of each month

3. Compliance Reviews

a) Documented verification
of the accuracy and quality
of data entered into the
DHS 1A Compliance
System. Results of
completed reviews and
status of will be captured in
a report consisting of what
was reviewed, who
performed the review, and
outcome of review.

By close of business on the
next day following the
completion of the review

b) Compliance Reviews

10 days from date of

Methodology contract award
4. Financial Audits a) Weekly report capturing | By close of business each
Remediation Support the type of support Friday

provided, who requested the
support, who provided the

7
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support, and the specific
audit finding the support
was directed towards.

b) Documented processes
that satisfy specific audit
findings

Within 10 days from date of
assignment

¢) Documented procedures
that satisfy specific audit
findings

Within 10 days from date of
assignment

d) Documented
management responses to
audits

Within 5 days from date of
assignment

5. Assistance Visits

a) Summary report
documenting the nature of
the visit, the type of
assistance provided, who
requested the assistance,
who provided the
assistance, and a reference
to specific performance
metrics and/or departmental

| goals and objectives.

Baf close of business on the
5" day following
completion of each visit.

6. Subject Matter Expertise

a) Whitepapers

Within 15 days from date of
assignment

b) Concept of Operations

Within 15 days from date of

(CONOPS) documents assignment
7. Help Desk Support a) Help desk operations 10 days from date of
methodology which contract award

includes how the
government will track
timeliness and quality of
support provided.

b) Customer satisfaction
survey form and statistical
sampling methodology
based on industry standard
criteria relevant to assessing
support for the DHS
Information Security Office
operations and tools

10 days from date of
contract award

¢) Customer satisfaction
survey results

5" day of each month

d) Support statistics 5" day of each month
e) DHS 1A Compliance 5" day of each month
System performance
monitoring and availability
g
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reports
8. Ad-hoc Reporting Report development and As requested
generation
DHS Office of Security
DHS, Office of Security

Personnel Security Staff
Attn: Ora Smith
Washington, DC 20528
Telephone: 202-772-9871
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