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Existing and Emerging Threats
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< Security & Surveilance

1600MHz GPS Signal Jammer

+ Secial for GPS L1
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1,978,000 hits on “GPS Jammer”
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Patriot Watch™ Initiative

* Protect the Nation’s 18 Critical Infrastructure &
Key Resource Sectors (CIKR)

* System-of-Systems, Open Architecture, Multi-
Phased/Multi-Layered Approach

e Near Real-Time Situational Awareness of Position

Navigation and Timing (PNT) Interference

— Leverage Existing mature capabilities & focus on the data,

less on system/device

— Common Data Structure for Information Sharing
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http://cp.home.agilent.com/agilent7/s7viewers/flash/genericzoom.swf?logo2=false&serverUrl=/agilent7/is/image/&contentRoot=/agilent7/skins/&locale=en&config=Agilent/AGILENT-IMGSET&image=Agilent/PROD-1414739-IS
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oll-Booth Concept

@ ammer ©® Jammer €) Integrated Camera
Sensor System

 Integrated with Camera System

 Alert Enforcement Personnel to Jammer Presence
 Detect & Track Jammers Approaching Entry Point
 Multi-Lane Distinction

« UNITRAC Database Connection

Graphic Source: http://www.northjersey.com/news/030211 NJ Turnpike_to_accept E-ZPass_in_all _lanes_.html




IDM Collaboration
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Homeland Security Information Network

Welcome to HSIN

User Name:

Password:

re accessing a U.S. Government information system, which includes (1) this computer, (2)
this computer network, (3) all computers connected to this network, and (4) all devices and
storage media attached to this network or to a computer on this network. This information

system is provided for U.S. Government-authorized use only. Unauthorized or improper use or
access of this system may result in disciplinary action, as well as civil and criminal penalties. By
using this information system, you understand and consent to the following: You have no
reasonable expectation of privacy when you use this information system; this includes any
communications or data transiting or stored on this information system. At any time, and for
any lawful government purpose, the government may, without notice, monitor, intercept, search
and seize any communication or data transiting or stored on this information system. The
government may disclose or use any communications or data transiting or stored on this
information system for any lawful government purpose, including but not limited to law
enforcement purposes. You are NOT authorized to process classified information on this system.

DO NOT PROCESS CLASSIFIED INFORMATION ON THIS SYSTEM

U.S. Department of Homeland Security

-

Login Email: |

Password: |

| Logon to PNTIP IResetI

Change password? Lost password?

Waming: This is a Faderal Avistion Administration (FAA) computer system. 1370.7%92

This computer system, including all the mlsted aquipment. networks and network devices (spacifically including
Intemnet access) are provided only for authorized U.S. Government use. FAA computer systems may b2 monitorsd for
all lawiil purposss, to ensure that their use is authorized, for management of the system, to Scilitats protection agsinst

uvnauthorized access, and to verify the sacurity of thiz system

During monitoring, information may be examined, recorded. copied, and usad for suthorized purposes. All
information, including personal information, placed on or sent over this system may be monitored. Use of this FAA
computer, suthorized or unauthorized, constitutes consent to monitoring of this system.

Unsuthorized use may subject you to criminal prosacution. Evidence of unsuthorizad use collected during monitoring
may be usad r administrstive, criminal or adverse action. Use of thiz system constitutes consent to monitoring for
these purposes.



GPS COTS Jammer Digital L1brary
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FCC Jammer Enforcement
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Federal law prohibits the operation, marketing, or sale of any type of jJamming

equipment, including devices that interfere with cellular and Personal Communication
Services (PCS), police radar, Global Positioning Systems (GPS), and wireless
networking services (Wi-Fi).

"Jamming devices create serious safety risks. In the coming weeks and months, we'll be
intensifying our efforts through partnerships with law enforcement agencies to crack
down on those who continue to violate the law. Through education, outreach, and
aggressive enforcement, we're tackling this problem head on.”

-- P. Michele Ellison, Chief, Enforcement Bureau

For more information: http://www.fcc.gov/encyclopedia/jammer-enforcement
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If you see something...
Say Something™

« USCG Navigation Website:

— http://www.navcen.uscq.gov/?pageName=qgpsUse
rlnput

e Federal Communication Commission
website:

— http://www.fcc.gov/complaints

~ — For further info e-mail: jammerinfo@fcc.gov
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Conclusion

 Government (Federal and civil) agencies
collaborating to address PNT IDM

 The ability to share information in a timely manner
key to successful PNT IDM

* Leverage existing mature technologies that use
GPS and harvest near real-time data

« Collecting data to support formal analysis; trends
on jammers

« COTS Jammer Library will provide initial fingerprint
of devices encountered
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