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Post-World War 11 Intelligence

America’s Secret Vanguard: US Army Intelligence
Operations in Germany, 1944-47

Thomas Boghardt

In the period between
[the dissolution of OSS
and the establishment of
CIA] the US Army was
virtually alone in
shouldering American
intelligence
requirements in atime
and place that were to
prove critical for the
readjustment of US
global strategy from
world war to the Cold
War.

Two of the most riveting spy mov-
ies of all time, The Third Man
(1949) and The Spy Who Came in
from the Cold (1965), are set in post-
war Central Europe. The time and
place of the plots are no coinci-
dence. Germany’s location at the
heart of Europe, its industrial poten-
tial, and its large, well-educated
population gave it an inherent strate-
gic importance that none of its con-
querors could ignore.

When the Allied forces invaded
the Reich in 194445, they were
accompanied by a plethora of secret
service and security organizations,
which sought to exert control over
the occupied territory, exploit the
spoils of war, learn about the inten-
tions of their wartime partners, and
deny others the opportunity of doing
any of the above. “Divided Ger-
many during the Occupation was an
intelligence jungle,” recalls James
H. Critchfield, an American intelli-
gence officer who served in post-
war Germany and Austria. During
those years, Soviet and Western
intelligence “waged the largest, most
concentrated and intense intelli-
gence warfare in history on German
soil.”’t

The United States and its intelli-
gence services played key roles in
the defeat and ensuing occupation of

Germany, 2 yet the historiography of
American intelligence during this
time period is decidedly uneven.
While two particular agencies—the
Office of Strategic Services (OSS)
and the Central Intelligence Agency
(CIA)—have drawn ample popular
and scholarly attention, historians
have largely ignored the intelli-
gence operations of the US Army.

This is surprising as well as unfor-
tunate since the OSS and CIA
played only minor roles in the US
intelligence gathering effort in early
Cold War Germany. The OSS disap-
peared from the scene when Presi-
dent Harry S. Truman ordered its
dissolution in September 1945. And
when the US government estab-
lished the CIA as America’s pre-
mier intelligence organization in
1947, Army leaders successfully
demanded that the new agency defer
to senior military commanders in
occupied areas, including Japan and
the US zone of Germany.?

The period between those events
left the US Army virtually alone in
shouldering American intelligence
requirements in a time and place that
were to prove critical for the read-
justment of US global strategy from
world war to the Cold War. “We
were the CIA, FBI and military
security all in one,” reminisces a

All statements of fact, opinion, or analysis expressed in this article are those of the
author. Nothing in the article should be construed as asserting or implying US govern-
ment endorsement of its factual statements and interpretations.
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military intelligence officer who
served in post-war Germany,
“because those agencies weren’t
functioning in Germany at the
time...[c]onsidering the resources
that were placed at our disposal in
those immediate post-war years...
and all the multitude of missions we

were required to perform—espio-
nage, black market, security, politi-
cal activities—we were achieving a
minor miracle every day in getting
as much information as we did.”*

This article serves as a first attempt
to outline Army intelligence opera-

tions from the moment US troops
entered Germany in 1944 to the
proclamation of the Truman Doc-
trine in 1947, and to assess their role
in the final defeat of National
Socialism and in the unfolding con-
test between the United States and
the Soviet Union.

VVV

The Army’s Military Intelligence Community on the Eve of the Cold War

World War II greatly expanded and
thoroughly professionalized Army
intelligence. Opening in June 1942,
the Military Intelligence Training
Center at Ft. Ritchie, Maryland,
trained thousands of G.L.s as pris-
oner-of-war interrogators, military
interpreters, photo interpreters, and
order-of-battle specialists. Follow-
ing an eight-week course, the Army
grouped the recruits into military
intelligence specialist teams and
deployed them overseas, principally
to Europe.

A good number of “Ritchie Boys”
were German émigrés who had left
their country for political reasons
under the Nazis, and many were
Jewish.® The émigrés’ generally
superior level of education and inti-
mate knowledge of Germany proved
valuable assets as they pursued their
Army intelligence duties during the
war, and some continued to work for
the Army during the occupation
period.

As an organization, Army intelli-
gence during that period is best
described as a fluid community,
composed of several agencies of
varying size and different, if often
overlapping, responsibilities. Unlike
many other intelligence agencies, it
was not a single entity with a clear
structure and hierarchy, its adminis-

trative history being neither static
nor monolithic. Between 1944 and
1947, the War Department and the
Army managed over half a dozen
agencies which dealt with the collec-
tion, evaluation, dissemination, and
safeguarding of militarily and politi-
cally relevant information in Ger-
many.

At the apex of Army intelligence
stood the War Department’s Military
Intelligence Division (MID), whose
director doubled as assistant chief of
staff of the G-2 (second section of the
General Staff). The MID held overall
responsibility for the development of
strategic intelligence, establishing the
Army’s intelligence priorities and
requirements, collecting the appropri-
ate information from subordinate
agencies and other sources, process-
ing the acquired data into finished
intelligence, and passing the results to
other agencies inside and outside the
War Department. For its operating
functions—collecting, analyzing, and
disseminating intelligence —the MID
relied on its executive arm, the Mili-
tary Intelligence Service (MIS).6

The two most important intelli-
gence organizations under the MID
were the Army Security Agency
(ASA) and the Counter Intelligence
Corps (CIC). The ASA was respon-
sible for the interception and decryp-

tion of foreign communications.’
The CIC had the task of countering
enemy espionage and sabotage.
Toward the end of the war, the CIC
acquired a number of additional
duties, including intelligence collec-
tion through espionage.®

During World War II, the Army
relied mainly on the OSS for intelli-
gence gathering, but when OSS was
dissolved in September 1945, its
espionage and counterespionage sec-
tions were briefly attached to the
War Department as the Strategic
Services Unit (SSU). The SSU
reported directly to the office of the
assistant secretary of war, not to the
MID, and thus remained on the
periphery of the Army’s intelligence
community. °

The Military Attaché Branch also
produced a steady stream of infor-
mation for the G-2. The War Depart-
ment appointed military attachés to
US diplomatic missions, and one of
the tasks of the attachés was the col-
lection of militarily relevant infor-
mation in their host countries.
Typically, they used open sources,
such as newspapers or information
gleaned from conversations with
local officials. The attachés reported
their insights directly to the MID in
Washington.10
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Until 1947, when the US Air Force
became an independent military ser-
vice, Army intelligence also
included the intelligence branch of
the Army Air Forces (AAF), the Air
Intelligence Staff (or A-2). Air Force
intelligence focused foremost on the
procurement of information needed
for strategic bombing and air power.
Perhaps more than any other Army
intelligence agency, the A-2 suf-
fered from the effects of demobiliza-
tion, as the AAF’s manpower
overseas fell from about 1 million
men at the end of the war to 385,000
at the end of 1945.1

In Europe, Army intelligence per-
sonnel served at every command
echelon—in G-2s at division, Army,
and Theater level, and S-2s (staff) at
the regiment and battalion level. The
divisional G-2s oversaw intelli-
gence specialists in the field who
operated in four types of teams dur-
ing World War II: interrogation,
interpretation, photo interpretation,
and order of battle. So-called
“enemy equipment intelligence ser-
vices,” directed by the Army’s indi-
vidual technical services, collected
technical intelligence on and from
enemy forces.12

When the Army established the
Office of Military Government,
United States (OMGUS) in May

Post-WW Il US Army Intelligence in Germany

1945, this organization, too, set up
its own intelligence component. The
Office of the Director of Intelli-
gence provided the military gover-
nor information pertaining to issues
beyond the military sphere in US-
occupied Germany, such as eco-
nomic, political, and social intelli-
gence. Denazification and the
monitoring of communist subver-
sion figured among the top priori-
ties of OMGUS intelligence during
the early years of the occupation.3

Last but not least, in 1947 the
Army set up the United States Mili-
tary Liaison Mission (USMLM) in
Potsdam, a city in the Soviet-occu-
pied part of Germany. Originally
established to provide liaison with
the Soviet occupation forces in East
Germany, the mission quickly
evolved into an important collector
of military intelligence on Soviet
forces in East Germany, and later on
the East German People’s Army,
because USMLM officers were
authorized to travel freely across the
Soviet zone.

While the Army intelligence com-
munity’s fragmentation and con-
stantly evolving organizational
structure complicated collection and
analysis efforts, rapidly changing
intelligence requirements in post-
war Europe posed additional chal-

lenges. Until 1945, the various mili-
tary agencies focused principally on
Nazi Germany, but as the war in
Europe came to a close, Army intel-
ligence needed to readjust its sights
quickly to the Soviet threat. The
shift had to be executed with rapidly
dwindling resources: units were
transferred to the Pacific or were
demobilized altogether and sent
back to the continental United
States, and in October 1945 the
Army closed its wartime military
intelligence training center at Fort
Ritchie as a cost-reduction

measure. 1

Constant reorganization and down-
sizing made for a highly fluid mili-
tary intelligence community whose
exact nature appears to defy histori-
cal analysis. As an official historian
of Army intelligence wrote in appar-
ent frustration shortly after the war,
“it would be easy to assume that the
[Military Intelligence] Division did
nothing but reorganize.”1¢ But the
difficulty of describing the structure
of Army intelligence in its near-con-
stant state of flux must not obscure
the fact that the various agencies con-
ducted a wide range of operations in
Central Europe, which profoundly
shaped American perceptions of the
emerging Cold War.

Nazi Subversion

On the afternoon of 11 September
1944, a five-man patrol of the First
US Army’s V Corps crossed the Our
River from Luxembourg, becoming
the first American military unit to
set foot on German soil in World
War 1.7 With the US invasion of
the Reich, the engagement of Army
intelligence in Germany began in
earnest.

VVV

The convulsions of the dying Nazi
regime and its potential post-war
legacy posed the most immediate
challenge to invading forces. As
Army units marched into and even-
tually occupied large chunks of the
former Reich, military intelligence
gathered tactical information on the
retreating German forces; ran coun-
terespionage operations against Nazi
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spies and stay-behind agents;
assessed Nazi plans for a last stand
in the Alps (dubbed the “Nazi
redoubt”); participated in the
removal of Nazi officials from pub-
lic life (denazification); oversaw US
propaganda operations toward the
enemy population; aided in the con-
trol and settlement of hundreds of
thousands of Soviet POWs, Polish
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Some threats commanded the attention of Army intelligence
beyond the end of the Reich. The notion of a Nazi guerrilla
movement operating behind the lines in occupied territory had

some substance in fact.

forced laborers, and Jewish concen-
tration camp survivors (Displaced
Persons, or DPs); and exercised cen-
sorship on US and German mail.

Army intelligence considered
some of these tasks, such as propa-
ganda and denazification, extrane-
ous to its core intelligence mission
and divested itself of them shortly
after the war. Other missions, such
as the gathering of tactical intelli-
gence on the Wehrmacht and con-
ducting counterintelligence against
Nazi spies, became unnecessary with
Germany’s surrender in May 1945.
The Nazis’ feared last stand in the
Alps proved nonexistent upon inves-
tigation. As the G-2 division of XXI
Corps noted drily, Hitler’s vaunted
alpine fortress “is neither a Redoubt,
nor is it National.”18

Yet some threats commanded the
attention of Army intelligence
beyond the end of the Reich. The
notion of a Nazi guerrilla movement
operating behind the lines in occu-
pied territory had some substance in
fact. As the German fortunes on the
battlefield turned for the worse, Ger-
man intelligence officers in 1943
began discussing the need for a stay-
behind organization that would sup-
port the Wehrmacht by using guer-
rilla tactics in Allied-occupied
territory.

Since the Fiihrer and many in his
entourage regarded talk of an Allied
invasion as defeatist, Nazi leaders
did not execute plans for such an
organization until late 1944, when
US troops had already pierced the
Reich. On 19 September 1944, SS
leader Heinrich Himmler appointed

SS General Hans-Adolf Priitzmann
to head a guerrilla organization,
which was to harass enemy lines of
communication, assassinate Ger-
mans collaborating with Allied
authorities, and spread Nazi propa-
ganda to stiffen civilian resistance to
the occupation. The Nazis dubbed
this organization Werewolf (\Wer-
wolf in German), after a lowbrow,
patriotic adventure story by an early
twentieth century German writer
named Hermann Lons. 19

From the start, an inefficient orga-
nizational setup, overbureaucratiza-
tion, and ineffective leadership
plagued the Werewolf. Serving
under the SS rather than the Weh-
rmacht, the would-be guerrillas had
no direct access to the resources and
expertise of Germany’s professional
military. Moreover, Priitzmann
turned out to be a bad choice to lead
the Nazi stay-behind organization.
Though intelligent and ideologically
committed, he was also an arrogant,
unfocused braggart.

Priitzmann never managed to turn
the Werewolf into anything like the
powerful organization portrayed by
German radio propaganda, and he
committed suicide shortly after fall-
ing into British hands in May 1945.
An optimistic estimate puts the total
membership of the Werewolf at
5,000 to 6,000 mostly underage boys
recruited from the Hitler Youth.
Many were as politically fanaticized
as they were militarily
inexperienced.?

How well did Army intelligence
understand that this organization
posed at most a limited threat? Mili-

tary intelligence personnel obtained
reliable information on SS plans for
a Nazi subversive organization from
German prisoners of war as early as
August 1944.2! In the spring of
1945, an informant provided Sixth
Army Group General Staff, G-2,
with a stolen German memorandum
on the administration of the Were-
wolf organization, including Priit-
zmann’s name and central role in
this endeavor.?

By April 1945, Army intelligence
had identified the Werewolf as the
fulcrum of Nazi subversion and was
in a position to describe the brief
history and administrative makeup
of the organization fairly accurately:
“The most serious threat to our secu-
rity in the immediate future would
appear to be the Werewolf organiza-
tion,” concluded the Combined
Intelligence Committee of the
Supreme Headquarters of the Allied
Expeditionary Forces (SHAEF).
“Information about the Werewolves
is at present scanty, but this much is
clear. It was founded toward the end
of last year, as an organization to
resist the occupying powers by guer-
rilla methods. It is a single organiza-
tion, designed to operate on all
fronts and is commanded by SS
Obergruppenfiihrer Priitzmann.”23

Some of the Army’s early intelli-
gence reports on Werewolf activi-
ties were alarmist and cast the
organization as a serious security
threat. A report from the French
First Army to the US Fifth Army
estimated the strength of the Were-
wolf “to be better than 22,000,” and
predicted “that after Germany’s total
occupation the organization may
count close to 50,000 members dedi-
cated to National Socialism and
ready to carry out any mission.” 24
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In a similar vein, the G-2 of the
US Seventh Army reported that the
Werewolf was “not a myth,” that it
had cells in every major German
city, and that it was set to continue
its activities after the military
defeat of the Third Reich.? But as
information on the Werewolf
moved up through successive eche-
lons of command and was put into
context, Army intelligence assess-
ments of the organization became
decidedly less alarmist. In April
1945, SHAEF’s Combined Intelli-
gence Committee reported that
apart from one or two incidents of
isolated resistance, the population
of Allied-occupied Germany
appeared to be “apathetic and
supine,” and that “no serious oppo-
sition” had been encountered to
date.® In mid-May 1945, SHAEF
acknowledged various cases of
murders and sniping of Allied sol-
diers, as well as the appearance of
Werewolf notices against collabora-
tion in Allied-occupied portions of
Germany, but noted that so far the
Werewolf had failed to materialize
as a serious threat.

In the few instances where Allied
forces encountered actual Werewolf
partisans, the latter usually surren-
dered quickly. The G-2 of the Third
US Army reported that the Counter
Intelligence Corps captured an entire
Werewolf headquarters after its
members were ordered to surrender
by a German soldier who had sub-
mitted to the Americans earlier.?” In
the southwestern German city of
Speyer, the French arrested two
young Werewolves who had been
observed loitering near a bridge and
were found to possess two notched
pistols. “They were not particularly
brave during interrogation,” the
report noted, “and denounced a

Post-WW Il US Army Intelligence in Germany

Army intelligence realized that the main danger of violent acts
ascribed to the Werewolf, such as Oppenhoff’s assassination,
lay not in the acts themselves but in their exploitation by Nazi

propaganda.

dozen German civilians possessing
firearms.”28

The most dramatic incident com-
monly associated with the Werewolf
occurred shortly before the end of
the war. On 21 October 1944, US
troops captured the German city of
Aachen near the Belgian-Dutch bor-
der. Most of the Nazi administra-
tors, as well as much of the civilian
population, had fled the city, and the
Americans appointed a local politi-
cian with anti-Nazi credentials,
Franz Oppenhoft, as mayor.

Bent on making an example of
Oppenhoff so as to discourage other
Germans from collaborating with the
advancing Allied forces, Himmler
decided to have the US-appointed
mayor assassinated. In January
1945, he instructed Priitzmann to use
the Werewolf for this task, but Priit-
zmann ended up assembling a small
hit squad made up mostly of regular
SS soldiers, apparently for lack of
suitably trained Werewolves.

Using a captured US B-17 “Flying
Fortress,” the Luftwaffe dropped the
SS commando over Belgium, where
they crossed back into Germany and
headed for Aachen. On 24 March,
two of the assassins, SS Major Her-
bert Wenzel and SS sergeant Josef
Leitgeb, reached Oppenhoff’s home
where they identified themselves to
the mayor as downed German pilots.
Oppenhoff offered them sandwiches
and advised them to surrender to the
Americans.

When the team leader, Wenzel,
hesitated to execute the hospitable
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mayor, Leitgeb grabbed the pistol
from him, pointed it to Oppenhoft’s
left temple, and pulled the trigger.
The mayor died instantly. On their
flight from Aachen, the two SS men
survived a shootout with American
soldiers, but Leitgeb subsequently
stepped on a mine and died. Wenzel
disappeared in the chaos of post-war
Germany and was never heard from
again.?®

Nazi propaganda touted Oppen-
hoff’s murder as a spontaneous ven-
detta carried out by local
Werewolves.3° In reality, “Opera-
tion Carnival,” as the Nazis named
the hit job, was a carefully hatched
assassination plot executed by hard-
ened SS men with critical logistical
support from the Luftwaffe. Though
the US Army’s intelligence services
had been unable to prevent Oppen-
hoff’s murder, they quickly recog-
nized it as an isolated incident, not
as a harbinger of things to come in
occupied Germany. 3!

Moreover, Army intelligence real-
ized that the main danger of violent
acts ascribed to the Werewolf, such
as Oppenhoff’s assassination, lay
not in the acts themselves but in
their exploitation by Nazi propa-
ganda and their potential for fanati-
cizing segments of the German
population.32 This threat did not
materialize. As Army intelligence
noted at the end of the war, the
assassination of Oppenhoff had
failed to discourage Germans from
working with Allied occupation
forces.® In only one case did the
Army execute an alleged Werewolf
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for attempted sabotage and espio-
nage, though it remains unclear
whether this individual had com-
mitted any physical acts.3

After Germany’s unconditional
surrender on 8§ May 1945, Army
intelligence remained alert to the
possibility of Nazi subversive activi-
ties. As the G-2 of Seventh Army
pointed out, there was an abundance
of fanaticized Hitler Youth, includ-
ing many strong personalities and
prospective leaders, with plenty of
time on their hands to stir up
trouble. 35

Indeed, as the occupation forces
settled in, anti-American posters
popped up in several German cities
in the US zone of occupation, 36
women and girls associating with
G.Ls received (mostly anonymous)
threats,?” and intelligence officers
registered “a notable increase in the
arrogance of civilians” toward
G.1.’s.38 From summer 1945 to
spring 1946, the CIC, in conjunc-
tion with British intelligence, appre-
hended a number of former Hitler
Youth personalities who apparently
were in the early stages of building a
subversive Nazi organization. 3 The
Army’s G-2 division in Washington
judged this measure, called Opera-
tion NURSERY, a complete
success.*0

Army intelligence eventually came
to the conclusion that the post-war
Werewolf posed a hollow threat.
Extensive telephone wire-cutting
constituted virtually the only physi-
cal acts perpetrated against the occu-
pation forces of the US Army, and
the evidence collected by military
intelligence officers suggested that
civilians stealing cables for their per-
sonal use committed most of this
“sabotage.” In one of the rare

instances in which the Army appre-
hended a wire-cutter, the perpetrator
turned out to be a 12-year-old boy
who “claimed that he was acting on
orders from the station master who
had told him the wire was no longer
in use.”t

In its last political intelligence
report before its dissolution, SHAEF
concluded:

No acts of overt resistance
traceable to an organized
resistance movement have
been reported. The rapid col-
lapse of Germany and the
thoroughness of counter-intel-
ligence methods have broken
up all efforts...to form resis-
tance groups and encourage
Werewolf activity; subversive
activity now only amounts to
scattered and unconnected
incidents of sabotage. If in
fact active resistance devel-
ops in the future it will arise
more from disaffection dur-

ing the prolonged occupation
than from the original Were-
wolf planning.42

In the immediate post-war period,
Army intelligence agencies received
numerous reports on such scattered
resistance activities. In Goppingen,
girls associating with US soldiers
received threatening notes, signed
with a rubber stamp impression of
“The Black Hand.”#3 In Berlin, the
local G-2 reported on two under-
ground organizations, “Deutschland
fiir Deutsche” (Germany for Ger-
mans) and “Kreuz und Kette” (Cross
and Chain), which bullied anti-Nazis
cooperating with the occupation
forces.* In Hofgeismar, a small
town in northern Hesse, the 78t CIC
Detachment investigated a local
football team suspected of doubling
as a front organization for neo-Nazi
activities. %

Very rarely did such groups com-
mit acts of violence, however, and
Army intelligence deemed it
“improbable” that the various sub-
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versive neo-Nazi groups were “part
of a widely spread organization.”
Rather, they appeared to represent “a
natural reaction to the occupation”
by returned German soldiers, who
were as frustrated by military defeat
as they were by German women
who preferred the company of com-
paratively affluent G.L.s to that of
penniless Wehrmacht veterans. 4

As the first post-war winter
approached, Nazi subversion seemed
to gather strength. In late 1945,
Army intelligence received the first
reports on a far-flung neo-Nazi
movement calling itself Edelweiss
Piraten.4” Allegedly organized
throughout occupied Germany,
gangs of young men, boys, and some
women were reported to be harass-
ing German girls dating American
soldiers, beating up Polish DPs, and
engaging in extensive black market
activities. Members of the Edel-
weiss Piraten often congregated at
railway stations, sported edelweiss
flower pins (long the symbol of Ger-
man youth resistance) for mutual
recognition, and spouted Nazi rheto-
ric. The ostensible aim of the organi-
zation was, as a CIC special agent
put it, “the reestablishment of a
nationalistic State.”48

Goaded into action by a growing
volume of reports on the nefarious
activities of the group, the CIC in
early 1946 launched a US-zone-wide
operation (Operation VALENTINE)
to infiltrate and incapacitate the
Edelweiss Piraten.*° Based on intel-
ligence collected by local informers,
and in cooperation with US military
police and German police, the CIC
arranged the arrest of hundreds of
Piraten across the zone.5°

German police and CIC special
agents carefully interrogated the
arrested to learn more about their
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Very rarely did neo-Nazi groups commit acts of violence, how-
ever, and Army intelligence deemed it “improbable” that the
various subversive neo-Nazi groups were ‘part of a widely

spread organization.”

mysterious organization. What
emerged from these interviews,
though, was not a map of an all-
powerful, well-organized Nazi sub-
versive movement, but rather a snap-
shot of the bleak realities of post-
war Germany.

The war had uprooted countless
young Germans: orphans, dis-
charged soldiers, escaped prisoners
of war, youth fleeing from the Soviet
zone, and ideologically corrupted
ex-Hitler Youth who lacked parental
supervision. With no place to go,
many drifted across Germany and
lived as vagrants. Given that many
had served in the military or one of
the various Nazi organizations, they
were inclined to embrace a primi-
tive nationalistic creed to create a
sort of ersatz community.5!

The case of one Edelweiss Pirat,
Karl Hans Strassmuth, is illustra-
tive. Born in Hanover in 1927, Stras-
smuth moved to East Prussia with
his family in 1933. In 1941, he
joined the Hitler Youth and in Janu-
ary 1945 was drafted into the Volkss-
turm, a paramilitary organization set
up at the end of the war and consist-
ing mostly of older men and under-
age boys. While Strassmuth fought
the advancing Soviets as a machine
gunner, both his parents were killed
in an air raid. When the Red Army
invaded East Prussia, he took refuge
with a neighbor. In September 1945,
he managed to flee west. Eventu-
ally, he reached Bremen and joined
one of the many roving Edelweiss
youth gangs that spent their days on
the margins of society. 52

-__,__.vﬂr’\libuke  CIC

Young Edelweiss Piraten arrested during Operation VALENTINE in 1946. Photo: Courtesy of

NARA.
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By the time the specter of Nazi subversion faded, US military

intelligence had already turned its attention eastward.

Like many other Edelweiss
Piraten, Strassmuth had not joined
his group in order to build a fourth
Reich, but rather out of despair and
for lack of an alternative. Strass-
muth’s gang, observed a CIC agent
who had infiltrated the group, “was
nothing more than a band of roving
transients, who could never stay in
one city for any lengthy period for
fear that they would become too
well known.”53

The information gleaned from the
interrogation of hundreds of Edel-
weiss Piraten like Strassmuth led
Army intelligence officers to con-
clude that “[t]he Edelweiss Piraten
presents no security threat. It is a
name adopted by...loose living
youths...who have been forced into
small gangs in order to obtain food
and lodging. The gangs are formed
usually in the vicinity of railroad
yards or stations. The goods they
steal are usually sold to black mar-
ket operators. The Edelweiss insig-
nia is seen frequently in Germany,
and it has become fashionable to
wear the badge.”%

By early 1947, Army intelligence
had succeeded, through a combina-
tion of skillful information gather-
ing, perceptive analysis, and stern
countermeasures to all but eliminate
subversive activities of the Edel-
weiss Piraten, whose remaining
members migrated to the more lais-
sez-faire British zone.% A CIC spe-
cial agent suggested that in the
future the problem of violent vagrant
youths might be solved not through
repression, but rather by “force-
ful[ly] settling down of a large num-
ber of homeless youths,” which

“would prevent such incipient sub-
versive organizations as the Edel-
weiss Pirates from progressing and
developing further.”56

The Soviet Threat

By the time the specter of Nazi
subversion faded, US military intel-
ligence had already turned its atten-
tion eastward. Army leaders had
never entirely trusted their Soviet
ally, and during the war, Army intel-
ligence kept a steady eye on commu-
nist and Soviet organizations
suspected of engaging in espionage,
propaganda, or subversion.*” Like-
wise, the Army carefully investi-
gated rumors that Stalin was
exploring a way out of the war.
“Under certain conditions,” the Joint
Intelligence Committee of the Joint
Chiefs of Staff concluded in August
1943, “the USSR has the capability
of concluding a separate peace with
Germany.”38 A few weeks later, sus-
picions about Soviet disloyalty led
the MID’s executive organization,
the Military Intelligence Service, to
recommend the secret registration of
communists serving in the Army and
their removal from sensitive posi-
tions in case Moscow were to drop
out of the war.>

Such suspicions led to the estab-
lishment in the Signals Intelligence
Service (the precursor of ASA) on 1
February 1943 of a small, highly
secretive unit to decrypt intercepted
Soviet diplomatic messages.5°
Among its missions would have
been an effort to determine if there
was any foundation to recurring
rumors that Stalin was considering a
separate peace. When knowledge of

the unit reached the White House, a
member of President Franklin Roos-
evelt’s entourage sent word to MID
Deputy Director Col. Carter W.
Clarke to cease all cryptanalytic
efforts against the Soviet Union. Not
considering this a formal order,
Clarke disregarded the instruction,
and Army decryption efforts against
Soviet traffic continued. The effort
became the foundation for the inter-
ception and decryption program and
counterespionage efforts collec-
tively referred to as VENONA,
which eventually involved NSA,
CIA, and the FBI and which pro-
duced abundant evidence of large-
scale Soviet espionage operations in
the United States.5!

Months before the war ended,
Army intelligence expressed con-
cern over Moscow’s designs on post-
war Europe. In January 1945, the
Joint Intelligence Committee—to
which the Army was a major con-
tributor—produced a detailed “Esti-
mate of Soviet Post-War Capabilities
and Intentions.”%2 An attempt to
forecast Soviet foreign policy

Col. Carter W. Clarke advocated decryption of
intercepted Soviet communications during
WW II. Photo: Courtesy of NARA.
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One country of concern for Army intelligence was Czechoslo-

through 1952, the paper clearly fore-  yakja, which bordered on the US-occupied zone of Germany in

saw the end of US-Soviet alliance
once the war had ended.

In carrying out its national
security policies the Soviet
Union will rely heavily upon
the development of its own
influence upon other nations.
In peripheral areas, such as
Eastern Europe, the U.S.S.R.
will insist upon control or
predominant influence; in
other areas, such as Central
Europe, it will insist upon an
influence equal to that of the
Western Powers; in more
remote areas, such as West-
ern Europe, it will probably
be content to wield a merely
negative power such as would
prevent an anti-Soviet orien-
tation of the countries
involved. In carrying out
these policies, the U.S.S.R.
will use the Communist par-
ties and other means at its
disposal. The methods it may
employ are likely to seem
repugnant and aggressive to
governments not under Soviet
influence.¢3

With regard to Germany, the com-
mittee’s ominous forecast turned out
to be mostly accurate. Not even a
month after Germany’s surrender,
the G-2 of XXI Corps reported that
the German Communist Party
(KPD) had reemerged, that it sought
to use denazification as a tool to
nationalize certain industries, and
that its leaders looked with opti-
mism to the future. 54

In early June 1945, the CIC
reported “signs of communist activ-
ity, which [had] taken a fairly clear
definite form.” In the industrial West
German city of Wuppertal, the CIC

the southeast.

took the drastic step of squashing an
illegal communist party
organization.® Based on reports
coming from Germany, the MID in
Washington concluded that the
Nazis had suppressed the commu-
nist party only temporarily. With the
Nazi oppressive apparatus gone,
KPD members were busily rebuild-
ing their party with the ultimate goal
of controlling the new German
regime. 56

By early 1947, Army intelligence
concluded that the KPD would not
achieve its ambitious goal of deci-
sive political control in the Western
zones, and that the overall political
balance in the American zone of
occupation had tilted in favor of the
noncommunist parties.® But in the
East, the Soviet military administra-
tion authorized a forced merger of
the KPD with the noncommunist
Social Democratic Party (SPD) in
early 1946.

Though the SPD was much larger
than the KPD, communists loyal to
Moscow assumed all key positions
in the new “Socialist Unity Party of
Germany” (SED). Army intelli-
gence judged the merger a victory
for Soviet zone communists. 8
Indeed, the SED would eventually
become the dominant political party
in the Soviet-controlled German
Democratic Republic.

The resurgence of the communist
party in Germany went hand in hand
with Soviet propaganda, subversion,
and espionage activities across Cen-
tral Europe. One country of concern
for Army intelligence was Czecho-
slovakia, which bordered on the US-
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occupied zone of Germany in the
southeast. Though nominally inde-
pendent, the country remained in
Moscow’s crosshairs after the Red
Army entered Prague in May 1945.
The local communist party gradu-
ally expanded its influence and
eventually assumed power in a vio-
lent coup in 1948.

As the counterintelligence section
of the US Forces in the European
Theater (USFET) noted in early
1946, the Soviet intelligence service
(NKVD) dominated the Czechoslo-
vak security service. The same
report observed that “Czech agents
have no difficulty in crossing and
recrossing the border into Germany,
due to the complete lack of border
control.” Specifically, the report
pointed out that three Soviet citi-
zens employed by the United
Nations Relief and Rehabilitation
Administration (UNRRA) had
crossed from Czechoslovakia into
Germany on an UNRRA mission.
While the UNRRA mission had been
bona fide, the three Soviets were
known informants for Soviet intelli-
gence, and Army intelligence sus-
pected that they had used their
official mission as cover for illegal
covert activities. USFET had
received this information “from a
reliable source in Prague,” proof that
Army intelligence engaged in espio-
nage operations in Soviet-controlled
territory in Central Europe as early
as spring 1946.9

Berlin was another focal point for
Army intelligence. The Red Army
had conquered the city in May 1945,
but the Allies had agreed to adminis-
ter the German capital jointly. On
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Soviet officers arrested on suspicion of espionage in the US occupation zone of Germany in

1946. Photo: Courtesy of NARA.

4 July 1945, soldiers of the 2d
Armored Division of the US Army
entered Berlin, 7 and the city was
subsequently divided into four occu-
pation sectors, one for each of the
three principal World War 11 Allies,
and France.

The city’s location deep inside the
Soviet zone, its dense population,
the eager willingness of residents to
procure and sell information, and the
ease with which one could cross
from one zone to another quickly
turned Berlin into a hub for all sorts
of covert and subversive activities.
In March 1946, US military authori-

10

ties in Berlin arrested 12 German
communists on charges of intimida-
tion, attempted espionage, and mak-
ing critical remarks about US
occupation policies. These were the
first arrests reported to have been
made in connection with the politi-
cal activity of any party members in
Germany. "t

Army intelligence also registered a
growing resolve of Soviet authori-
ties to kidnap people of intelligence
value or considered hostile to Mos-
cow. In the summer of 1946, a
source inside the Berlin criminal
police informed Army intelligence

of a report from the missing persons
bureau to the effect that 337 persons
had disappeared in the city during
the month of June. Of those, 245 had
vanished in the Soviet sector. The
source pointed out that “not all of
the disappearances in the Russian
Sector are assumed the result of the
direct action of the Russian authori-
ties”—in other words, many or most
had to be considered kidnappings. 7

A little over a year later, the 970th
CIC detachment in Berlin reported
that Soviet intelligence had abducted
six German employees of the Civil
Administration Branch of the Office
of Military Government for Berlin
Sector (OMGBS). “It is therefore
reasonable to conclude,” the CIC
noted, “that an almost complete pen-
etration of subject office has been
successfully effected by Soviet
Intelligence.”7®

The uncertain future of Soviet-US
relations and the menacing presence
of Soviet forces in central Europe
prompted the MID to take a closer
look at Red Army strength and
deployments. In September 1945,
the division launched a coordinated
effort to collect Soviet order of bat-
tle information from the various
Army intelligence agencies.

MID officers collated the material
and used it to produce Soviet Mili-
tary Roundup, a weekly publication
on Soviet forces worldwide. Roundup
drew on a large and diverse set of
sources, ranging from top secret
reports to publicly available informa-
tion. Initially, the MID distributed
Roundup only to the G-2, USFET,
and to certain military attachés sta-
tioned in countries adjacent to the
USSR, but other agencies soon
requested copies, and circulation was
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expanded to include the Office of
Naval Intelligence; the War Office;
Air Force Intelligence (A-2); the G-2,
US Army Forces in the Pacific; and
the SSU.7 The popularity of
Roundup highlights the importance
Soviet issues had attained within the
US military intelligence community
just a few months after the end of
World War IL.

The MID cautioned that the con-
stant reorganization of Soviet forces
and large-scale transfers of troops
into and out of Soviet-occupied Ger-
many rendered precise order of bat-
tle estimates difficult. Still, Soviet
Military Roundup provided a steady
stream of assessments of the loca-
tion, strength, and composition of
Soviet forces worldwide, with a
heavy focus on Central Europe.
From April through late May 1946,
Roundup estimated there were
700,000 Soviet troops (six armies, or
40 divisions) in East Germany. ¢ In
late May, Roundup registered a
slight drop, estimating the number of
Soviet troops in East Germany at
628,000, organized into four armies,
or 34 divisions.”” Roundup from
24 May 1946 noted that, while the
Soviets intended to decrease troop
strength significantly across south-
eastern Europe, Moscow planned to
concentrate the remaining forces in
East Germany: “The troop transfers
[to East Germany], when com-
pleted, will not necessarily consti-
tute a net increase in the already
large Soviet-North European occu-
pation forces, for it is probable that
the additional troops are to be used
to absorb the effects of the third
stage of Soviet demobilization on
occupation forces in Germany and
Poland.” "8

MID Deputy Director Clarke sup-
ported this projection in a memoran-
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The numbers show that Army intelligence had captured the
main trend of Soviet troop deployment in the Soviet Zone.

dum to the chief of staff in February
1947, when he estimated Soviet
troop strength in East Germany at
500,000. Though this number consti-
tuted a decline vis-a-vis the 1946
estimates, it was a small one com-
pared to the demobilization of much
larger Soviet forces elsewhere—in
Poland, for example, Soviet troop
strength was estimated to have
declined by nearly two thirds, from
350,000 in November 1946 to
120,000 in February 1947.7° And
even taking the slight post-war drop
into account, Red Army forces out-
numbered their US counterparts in
Germany by more than three to one
in early 1947—if Army intelligence
estimates were correct.

How accurate, then, were the
MID’s Soviet order of battle esti-
mates? The available data indicates
that, while Army intelligence assess-
ments of Soviet force levels were
not always precise, they accurately
grasped the continued, massive pres-
ence of Soviet troops in East Ger-
many. As Army intelligence had
noted, there was indeed a heavy
turnover of Soviet troops in the
immediate post-war years, but con-
stant rotation notwithstanding, the
bulk of Soviet forces in Europe
remained in East Germany.

At the end of the war, the Soviets
had about 1.5 million soldiers in
Germany. In the immediate post-war
era, demobilization led to a signifi-
cant reduction, and Soviet troop lev-
els bottomed out at the end of 1947,
when 350,000 Red Army soldiers
were stationed in the Soviet zone of
occupation. By 1949, however, the
number had risen to 550,000.8°
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These numbers show that Army
intelligence had captured the main
trend of Soviet troop deployment in
the Soviet Zone: decreasing in the
months immediately following the
war, but increasing thereafter and
stabilizing at a high level in the late
1940s. Understandably, Soviet mili-
tary power in East Germany inspired
awe among Army leaders and Wash-
ington decisionmakers who were
painfully aware of the concurrent
rapid decline of US Army troop lev-
els in the US zone of occupation:
from 3,077,000 on V-E Day®! to
399,740 on 1 January 1946; to
161,789 on 1 January 1947; to
109,528 on 1 January 1948; and to
81,071 on 1 January 1949.82

The Red Army’s continued pres-
ence in East Germany, combined
with a steady stream of disturbing
information on Soviet covert activi-
ties across Central Europe, had a
profound impact on the US mili-
tary’s strategic outlook on the
USSR. Shortly after the end of the
war, military intelligence strategists
in Washington moved from esti-
mates of Soviet intentions to possi-
ble responses by the United States.
In October 1945, the Joint War Plans
Committee requested from the Joint
Intelligence Staff, “as a matter of
priority, a list of 20 of the most
important targets, suitable for strate-
gic bombing, in Russia and Russian-
dominated territory.” The Joint Intel-
ligence Staff duly produced a list of
targets, with detailed information on
how bombing of each would affect
the Soviet economy and war-wag-
ing capability. &

Over the following months, US
estimates of Soviet intentions and

11
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capabilities evolved into a gloomy
war plan scenario in the European
theater. “It seems probable,” a study
of the Joint Chief Planners esti-
mated, “that further Soviet expan-
sion in the various parts of Europe
and Asia within the next five to ten
years will be accomplished by step-
by-step advances, with each step
taken in a manner and at a time cal-
culated to avoid risk of a major con-
flict. Such a course endangers the
security of the United States.” If war
broke out in Europe, the study pre-
dicted, the “Red Army should have
little difficulty in completely over-
running Denmark, Germany and
Austria and most of Belgium, Hol-
land and France.” 8

From Moscow, the newly
appointed US military attaché, Brig.
Gen. F. N. Roberts, sent a detailed
assessment that emphasized aggres-
sive Soviet designs as well as the
country’s military power. According
to Roberts, Soviet foreign policy
aimed “toward the ultimate attain-
ment of dominant world-wide influ-
ence,” and he concluded that
“[t]oday, there is no power or combi-
nation of powers on the Eurasian
continent which is capable of equal-
ing the military strength of the Red
Army.”85

Roberts sent his report just four
days before the deputy head of the
US embassy in Moscow, George F.
Kennan, dispatched his famous
“long telegram,” a passionate indict-
ment of Soviet policy as intrinsi-
cally aggressive and hostile to the
West. In order to keep Soviet bellig-
erence in check, Kennan advocated
“long-term, patient but firm and vig-
ilant containment of Russian expan-
sive tendencies.” 86 Given the similar
thrust of Kennan’s and Roberts’s

12

missives, and their proximity in
time, it is likely that the military
attaché and the diplomat had coordi-
nated their messages or had at least
exchanged views on the subject of
Soviet foreign policy and military
strategy beforehand.

In Washington, the Joint Intelli-
gence Committee reached a more
differentiated—but still worri-
some—conclusion. The committee
did not believe that Moscow would
deliberately start a war, however, it
warned that the USSR would pursue
an opportunistic foreign policy
aimed at extending Soviet power as
occasions arose. “It is possible,” the

committee stated, “that these courses
of action by miscalculation would
lead to open warfare.”8 In view of
Joseph Stalin’s attempt to drive the
Western Allies out of Berlin during
194849 and his successor Nikita
Khrushchev’s brinkmanship during
the Cuban missile crisis (1962)—
both of which pushed the superpow-
ers to the edge of war—the commit-
tee’s estimate appears to be a
realistic assessment of Soviet for-
eign policy.

Army intelligence collection and
analysis on the Soviet Union reached
the highest level of US policymak-
ing. Via his special counsel, Clark

EUROPE ‘

The Soviet threat as seen in 1947. US military intelligence predicted Soviet forces would
quickly overrun much of Western Europe in the case of war. Image: Courtesy of NARA.
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M. Clifford, President Harry S. Tru-
man on 18 July 1945 requested from
Secretary of War Robert Patterson a
report that would discuss Soviet
activities affecting US security, esti-
mate present and future Soviet army
and air force policy, and recom-
mend US actions vis-a-vis the Soviet
Union. 88 In his response, Patterson
touched upon all the major issues
Army intelligence had previously
raised with regard to Soviet foreign
policy and military strategy. He
argued that “Soviet policy and prac-
tice in maintaining overwhelming
military strength facing US forces in
Europe and in Korea is a direct
threat to the US.” Furthermore, he
contended “that the Soviets are mak-
ing every effort to raise the standard
of efficiency of their forces in all
places.” With regard to Moscow’s
relationship with communist parties
outside the USSR, Patterson noted
the “Soviet habit of using local
Communist Parties to weaken
nations friendly to the US, and to
prejudice US interests in those coun-
tries,” which represented “an impor-
tant long-range threat to our
security.” When it came to making
recommendations on US foreign
policy vis-a-vis the Soviet Union,
Patterson urged firmness:

To summarize, | see only one
real possibility of dealing
with the policies at present
pursued by the U.S.S.R. That
is to be firm against any com-
promise of our fundamental
ideals, the support of which is
our responsibility to the
world. This requires that the
United States be strong inter-
nally and assist in
strengthening those other
nations which share our ide-
als. The hope is that in time
there will evolve in the Soviet
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A review of Army intelligence operations in Germany from 1944
to 1947 reveals an organization that was not perfect but per-

formed well overall.

sphere a responsiveness to the
desires of the peoples of the
world, including the Soviet
peoples, for a just and real
peace.8®

Patterson’s advice foreshadowed
the proclamation of the Truman doc-
trine of containment less than a year
later: before a joint session of Con-
gress, President Truman on
12 March 1947 requested $400 mil-
lion in aid for Greece and Turkey in
order to assist their governments in
resisting communist aggression. In
his speech, Truman also demanded
that “[1]t must be the policy of the
United States to support free peo-
ples who are resisting attempted sub-
jugation by armed minorities or by
outside pressure.”” 9

The roots of Truman’s contain-
ment policy are manifold—Stalin’s
reluctance to withdraw the Red
Army from northern Iran, Mos-
cow’s support of communist parties

President Truman addressing Congress on
12 March 1947. Photo: Courtesy of NARA.
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outside the USSR, and Soviet expan-
sion into Eastern Europe and Asia.
But Soviet intelligence operations in
Germany, Moscow’s vigorous sup-
port of communist organizations
across Central Europe, and the con-
tinued presence of a massive Red
Army contingent in the Soviet occu-
pation zone also were key concerns.
Army intelligence had carefully
investigated and continuously
reported on these issues since the
end of the war, thus feeding directly
into the decisionmaking process that
resulted in Truman’s promulgation
of containment in the spring of 1947.

Army Intelligence and National
Security

A review of Army intelligence
operations in Germany from 1944 to
1947 reveals an organization that
was not perfect but performed well
overall. Though cumbersome, con-
stantly in flux, and working with
dwindling resources, the Army’s
military intelligence community cor-
rectly identified and successfully
addressed two key threats to the
American occupation and US
national security: Nazi subversion
and Soviet power.

In due course, the rethinking of
American security priorities opened
the door to wide-scale US-German
collaboration. In 1946, Army intelli-
gence sponsored the establishment
of a German proto-intelligence orga-
nization under former Wehrmacht
general Reinhard Gehlen, which was
to provide the Americans with mili-
tary information on the Red Army
(Operation RUSTY).® In the same
year, Army intelligence began par-

13
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In the absence of any other fully operational US intelligence
agency in post-war Germany, Army intelligence acted as the
US government’s principal intelligence collector in Central Eu-

rope well into the 1950s.

ticipating in a program run by the
interdepartmental Joint Intelligence
Objectives Agency to recruit Ger-
man scientists to work on US mis-
sile and defense projects (Operation
PAPERCLIP).

Both initiatives had long-term con-
sequences. While Gehlen’s intelli-
gence organization eventually
became West Germany’s (and, after
1990, Germany’s) official foreign
intelligence service, the
Bundesnachrichtendienst, German
rocket scientists recruited in the
course of Operation PAPERCLIP
contributed directly to the US space
program and the successful Apollo
11 moon landing in 1969.% In some
cases, Army intelligence and other

14

US agencies ended up working with
individuals who were deeply com-
promised by their association with
the Nazis.%

From a national security perspec-
tive, Army intelligence accom-
plished its mission. According to the
Army’s latest intelligence field man-
ual, an intelligence organization
should produce “timely, relevant,
accurate, predictive, and tailored
intelligence about the enemy and
other aspects.” Its most important
task “is to drive operations by sup-
porting the commander’s
decisionmaking.”%

Measured by its own yardstick,
Army intelligence in post-war Ger-

VVV

many acquitted itself well. Two key
potential threats were investigated
thoroughly and assessed in a timely
manner. Predictions on future Nazi
subversive and Soviet behavior were
well-argued and reasonable. And the
intelligence collected by the Army in
Germany drove strategic planning at
the War Department, if not foreign
policy crafted at the White House.

In the absence of any other fully
operational US intelligence agency
in post-war Germany, Army intelli-
gence acted as the US government’s
principal intelligence collector in
Central Europe well into the 1950s.
Especially against the backdrop of
radical demobilization, the military
intelligence community’s unwieldy
structure and the rapidly changing
security environment of Central
Europe, Army leaders and Washing-
ton decisionmakers could hardly
have asked for more.
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Moves and Countermoves

The Growth of China’s Air Defenses: Responding to
Covert Overflights, 1949-1974

Bob Bergin

One constant kept
Chinese air force
leadership focused:
intrusions into PRC
airspace by US and ROC
reconnaissance aircraft
gathering information on
China’s growing military
and nuclear and missile
programs.

Protection of the Chinese
state, deterrence of possible
aggression against it, and,
failing that, the ability to suc-
cessfully defend against an
attacking force have been
Peking’s highest priorities
since the regime came to
power.1

The People’s Liberation Army Air
Force (PLAAF) was an extremely
modest force when it was estab-
lished in 1949, the year the People’s
Republic of China (PRC) was offi-
cially proclaimed. It had few pilots;
its aircraft were US and Japanese
leftovers from World War II; and
most of its early instructors were
Japanese pilots who had been pris-
oners of war and Chinese National-
ists left behind when Chiang Kai-
shek fled mainland China and relo-
cated his Republic of China (ROC)
government and his Nationalist
Party (Kuomintang [KMT]) to Tai-
wan.

In the years that followed, new
PLAAF pilots were selected from
young PLA recruits. They were
often poorly educated, but they were
tough, bright, and determined. Dur-
ing the Korean War (1950-53), they
were trained to fly jets by Russian

instructors and were given MiG
fighters that could match the US air-
craft of the day. With the onset of
the Sino-Soviet split in 1958, Soviet
support was lost and China was
driven to design and manufacture its
own aircraft, a vast undertaking
beset by technical and political prob-
lems.

Political and economic turmoil
attending the Great Leap Forward
(1958-60), the Cultural Revolution
(1966-71), and challenges to Mao
Zedong’s leadership all affected the
development of the PLAAF and
modernization of the Chinese mili-
tary in general. However, one con-
stant kept air force leadership
focused: intrusions into PRC air-
space by US and ROC reconnais-
sance aircraft gathering information
on China’s growing military and
nuclear and missile programs. The
flights, which did not end until
1974, were recurring reminders of
China’s vulnerability and spurred
PLAAF efforts to counter the threat.
The air defenses that emerged con-
tributed to the end of the incursions
and became the foundation of the
sophisticated air defense system that
protects the PRC today.

! National Intelligence Estimate, “PRC Defense Policy and Armed Forces.”” NIE 13-76, 11 November
1976, 7. See http://www.foia.cia.gov/docs/DOC_0001097855/DOC_0001097855.pdf.

All statements of fact, opinion, or analysis expressed in this article are those of the
author. Nothing in the article should be construed as asserting or implying US govern-
ment endorsement of its factual statements and interpretations.
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From the Other Side of Collection

“We had three months to learn to fly.... When | joined a combat

unit in July | had a total of 60 hours flying time.”

The Early Years—Through the
Eyes of Chinese Veterans

The PLAAF’s earliest days are
well described in the recollections of
two first-generation PLAAF pilots
who rose to senior positions, Han
Decai and Yang Guoxiang.? Han was
an ace and a national hero during the
Korean War. He rose to become a
lieutenant general and vice com-
mander of the Nanjing Air Com-
mand, which faced Taiwan and was
one of the PLAAF’s most important
posts. His background reflects the
backgrounds of many other mem-
bers of the PRC’s first generation of
military pilots. Han was born in
1933 in coastal Anhui Province in a
poverty-stricken village, Fengyang.
Han described his childhood:

We have an old folk song that
says ‘We came from Feng-
yang and that’s a very good
place. But ever since we had
the Emperor Chu, we starve

nine years in every ten.’.... |
lived there for 15 years, and
in those 15 years | had one
year of education. | worked
on a farm as a laborer. | was
also a beggar. In my 16th
year, in February 1949, the
Communists came and liber-
ated the town, and | joined

man Mao said that we need a
strong air force to protect out
country, and many PLA sol-
diers volunteered to become
pilots. | was one of them.

Han was initially sent to an air
force preparatory school to catch up
on his education, but his academic
training was cut short when, in
December 1950, he was assigned to
the air academy to begin pilot train-
ing.

When Chairman Mao
declared that China would
join the Korean War, the Chi-
nese air force did not have
one operational unit that
could put into the air.... We
had a single month to learn
the theory of flight.... We had
three months to learn to fly....
When | joined a combat unit
in July I had a total of 60
hours flying time.

Yang Guoxiang had also been a
PLA soldier, the political instructor
of a horse and mule transportation
team when he was accepted into air
force training. He recalled:

I was serving in the military
command in Yunnan and was
one of a thousand who signed

ence and at least a primary
school education, but good
physical condition was the
most important thing. | was
one of only six candidates
chosen, and after we were
sent to Kunming for health
checks, | was the only one
remaining.3

About his days at the PLAAF avia-
tion school at Mudanjiang in China’s
far northeast corner, Yang said,

At first the PLAAF had only
aircraft that it had captured
from the KMT [Kuomintang-
Chinese Nationalist Party] or
the Japanese.... Most of our
instructors were former Japa-
nese prisoners of war.... We
also had former KMT mem-
bers who had been captured
by the PLA and had joined us.
Our aircraft were Japanese
and American types that
remained from the war, like
the [Fairchild] PT-17 and the
Japanese Type 99.

Yang, who trained as a ground
attack pilot, would later become the
chief pilot of the supersonic Qiang-5
(Q-5) project, China’s first indige-
nously produced military aircraft,
and would eventually fly it to drop
the country’s first H-bomb. During
the 1978—79 Sino-Vietnamese bor-
der conflict, he commanded a Q-5
division.

the People’s Liberation Army. up to join the air force. Can-
Then, in June 1950, Chair- didates had to be military
officers with combat experi-

2 Unless otherwise noted, the recollections quoted in this article are all from the author’s interviews with Han Decai in Dalian, Shandong Province, November
2001, and in Shanghai, 2011 and with Yang Guoxiang in Kunming, Yunnan Province, in 2009 and 2010. Extended versions of these interviews have appeared
in the Smithsonian’s Air and Space magazine: A&S Interview with Han Decai, “I Was There: Bring Down the Spyplane” in May 2012 and “A&S Interview
with Yang Guoxiang,” January 2010.

3 Xiaoming Zhang wrote, “According to the CMC’s [CCP’s Central Military Commission] requirements, all candidates must be party and youth league mem-
bers known to be politically reliable, be platoon or company officers with combat experience, be elementary school graduates, be physically fit, and be
between eighteen and twenty-four. From a Communist perspective, peasant and worker origins and infantry experience were essential for instilling the quali-
ties of bravery, adaptability, and toughness required of an airman.” See Red Wings over the Yalu: China, The Soviet Union, and the Air War in Korea (Texas A
& M University Press, 2002), 13.
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The Korean War and its
Aftermath

Once in combat units, students
transitioned to the MiG-15 with the
help of Soviet instructors, who gave
them a few hours in the Yak-17—a
first generation straight-wing turbo
jet—before putting them into the
MiGs. After 30 hours in the MiG,
they were sent to an advanced air-
field at the front. According to Han,

There we got to understand
more about the Americans.
We learned that they were
among the top pilots in the
world, and that the North
American F-86 Sabre was
probably the best fighter in
the world. We started to
understand what we were up
against. [I took comfort in
Chairman Mao’s words] The
American is a paper tiger. If
you face him with courage, he
can be conquered.

Han explained that once in com-
bat, Chinese pilots were indepen-
dent of Russian control. In the early
days, Russian pilots were always in
the air when the Chinese were, but
in their own formations, serving as
cover flights behind the Chinese.
Later in the war, Russian and Chi-
nese flights were assigned to sepa-
rate operational areas.

Reflecting on his experiences in
the war, Han said he believed that a
Chinese fighter pilot’s success in
combat depended on how quickly he
recognized his disadvantages and
dealt with them. Chinese pilots had a
low level of flight experience, and
the aircraft they flew were outper-
formed by the enemy.

We knew that if we used ordi-
nary tactics, we would fail.
We had to take advantage of
the situation, and take advan-
tage of any mistakes the
Americans made. | shot down
a total of five aircraft, and in
each case but one, | took
advantage of a mistake the
pilot made and used it against
him.

After the armistice in 1953, the
PLAAF faced a whole new set of
problems. It had a large inventory of
aircraft, but, according to Yang,
“many of the aircraft the Soviets had
given [to the Chinese] were aban-
doned because of the short life
[remaining on] their engines.” The
PLAAF had to find ways to meet
future requirements. Given the dete-
riorating relationship with the Sovi-
ets, the Chinese started to think
about developing their own aircraft.

The PLAAF’s concerns were real-
ized in 1958 with the break in Sino-
Soviet relations. The Soviet air force
stopped providing support and with-
drew its experts from China.
According to Yang,

Soviet Premier Nikita
Khrushchev said that without
Soviet help, the Chinese air
force would become a Chi-
nese ground force in three
months. We had great prob-
lems. We were short of
aircraft and fuel. Most of our
airplanes stayed on the tar-
mac for lack of fuel and spare
parts. The lack of fuel meant
that Chinese pilots could fly
only about 40 hours a year.
The recruitment of new pilots
was suspended for several
years. There were pilot train-
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ees who graduated from flight
school without ever touching
an airplane.

Han, promoted to deputy squadron
commander after the armistice, was
dealing with another set of prob-
lems, including the incursions of air-
craft flying from Taiwan. In 1954,
he had been sent to Dalian, in north-
east China, where Russian instruc-
tors taught him how to fly at night
and in challenging weather. These
skills would be needed when he
transferred to Wuxi airbase in
Jiangsu Province, east China, in
1956. Han said,

The weather there was more
complicated...but by 1956, we
were competent in night fly-
ing and all-weather flying.
The night incursions of air-
craft from Taiwan were going
on at this time.

The incursions, also described in
memoirs of pilots who committed
them, were CIA covert air opera-
tions carried out with the ROC gov-
ernment based in Taiwan. The
earliest missions were flown by US
pilots working for Civil Air Trans-
port (CAT), an airline that served
Nationalist China, and that in time
would become Air America.* Politi-
cal considerations dictated that the
United States train Nationalist Chi-
nese pilots to fly these covert mis-
sions in World War Il-era aircraft,
including B-17s and B-25s.

By 1954, the CIA was readying an
airplane built for the purpose, the
P2V-7U. The plane was a version of
the P2V Neptune maritime patrol
aircraft that was heavily modified by
Lockheed’s famous Skunk Works.
Another, more serious problem for

4 For documents related to the origins of Air America and its relationship to CAT, see www.foia.cia.gov/Air America, especially

http://www.foia.cia.gov/AirAmerica/C05261065.pdf.
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In March 1959, pilots from Taiwan were sent to the United

States for flight training in the U-2.

the PLAAF was the high-flying
Lockheed U-2, also a Skunk Works
product, which American pilots had
begun to fly across mainland China
in August 1957.

Defeating the U-2

As a deputy squadron commander
in the Nanjing Military Region, Han
was involved in readying the
PLAAF’s countermeasures: “We got
the MiG-17s without radar. We also
received a radar-equipped MiG-17,
the PF model, from the Soviet
Union, which was used to attack the
low-altitude intruders from Tai-
wan.” China was developing its own
aircraft at his time, the Model 56,
which was based on the MiG-17.
Han’s squadron was equipped with
the MiG-17s; the unit’s “main tar-
get” would be the U-2.

American-piloted U-2s flew across
mainland China until Gary Powers
was shot down over the USSR in
May 1960. Dino A. Brugioni, a
senior officer of the CIA’s National
Photographic Interpretation Center
(NPIC) wrote:

As part of Operation Soft
Touch,5...U-2 missions were
authorized to fly over the
PRC to reach Russian tar-
gets. Communist China
became a prime target when

it became known that the Rus-
sians were aiding the Chinese
in the development of both
missile and nuclear
capabilities.®

At the time, it was clear that
the aerial and satellite pho-
tography would have to
provide the bulk of intelli-
gence on Chinese nuclear and
missile targets because so lit-
tle information was available
from other sources. In some
respects China represented a
more challenging intelli-
gence problem than the Soviet
Union because we had so lit-
tle collateral information on
what was happening there.”

In March 1959, pilots from Taiwan
were sent to the United States for
flight training in the U-2, and on 6
May 1960, President Eisenhower
approved the sale of U-2s to the
ROC.?

The Soviet downing of the Powers
U-2 appeared to be a devastating
blow to the program, and the CIA
did close secret overseas bases, but
Lockheed continued to sell the air-
craft to the US Air Force and other
customers. Ben Rich, who partici-
pated in the U-2 design and became
head of the Skunk Works, wrote:

Also through the CIA, we
completed a deal with the
Chinese nationalist govern-
ment on Taiwan, selling them
several U-2s for $6 million,
along with the services of our
ground crews and
technicians.®

According to Rich, with CIA assis-
tance, a US-ROC joint squadron of
U-2s was established in Taiwan, and
Chinese Nationalist pilots started
flying over the mainland in 1962 and
continued to do so until 1974.1° But
there would also be CIA flights over
China, in particular to distant
nuclear test sites that Nationalist-
flown U-2s could not reach. These,
Rich wrote, would be approached by
CIA U-2s flown from “dirt landing
strips” in India and Pakistan.!!

Countering the Flights

Han described what it was like to
fly the MiG-17 against the U-2:

The U-2s conducted their
reconnaissance missions in
the daytime. We did our best
to attack them, but the prob-
lem was the extreme altitude
at which the U-2 flew: we
could not reach them. The
MiG-17 that | was flying at
the time had a maximum alti-
tude of 16,000 meters, but the
U-2s were flying above

5 U-2 flights over the Urals and Siberia were approved by President Eisenhower in May 1957. See Dino A. Brugioni, Eyes in the Sky: Eisenhower, the CIA and
Cold War Aerial Espionage (Naval Institute Press, 2010), 227.

¢ Ibid., 305.
7 Ibid., 306.
8 Ibid., 306, 307.

9 Ben Rich and Leo Janos, Skunk Works: A Personal Memoir of My Years at Lockheed (Little, Brown and Company, 1994), 180.
10 H. Mike Hua, Lost Black Cats: Story of Two Captured Chinese U-2 Pilots (AuthorHouse, 2005), viii. Hua is a retired ROC Air Force general and former

U-2 pilot.
11 Rich, Skunk Works, 182.
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20,000 meters. They usually
entered the mainland from the
northeast of Shanghai.

There was not much we could
do against the U-2. Chasing a
U-2 made for a pretty dull
flight. Every time a U-2
reconnaissance flight was
detected in our sector, we sent
up two aircraft to track it. We
could go up to our maximum
altitude of 15,600 meters, but
still not see the U-2, which
were flying above 20,000
meters. All we could do was
to try to reach the U-2 with a
zoom climb.... In the end,
there was nothing we could
do with our aircraft against
the U-2. We had to leave the
job to our surface-to-air
missiles.12

Encountering the SA-2

On 9 September 1962, a U-2 flown
by ROC Lt. Col. Cheng Huai was
brought down by an SA-2 over Nan-
chang in Jiangxi Province, some 400
kilometers from the coast. Cheng
was killed. On 3 November 1963, a
U-2 piloted by Major Yeh “Robin”
Changti was brought down near the
end of his nine-hour mission, with
China’s southern coastline in sight.
Major Yeh was severely wounded,
but he survived. He recalled that a
high-pitched signal from his System
12 radar had warned him that mis-
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“The way we did this was just like guerrilla warfare. Our missile
launchers were fixed on military trucks and could be moved

around.”

sile guidance radar had locked on to
his aircraft. He evaded one SA-2
missile, but a second tore the right
wing from his U-2.13

In Washington, DC, at NPIC,
where film from the U-2 cameras
was interpreted, Brugioni was con-
cerned by what the U-2 film
showed:

We began to spot SA-2 mis-
sile sites near Chinese
strategic targets and cities.
We were asked to search pro-
posed [Nationalist] flight
tracks for possible SA-2
deployments. We had no trou-
ble identifying them, but the
Chinese began playing a shell
game, moving the SA-2 sites
about, and even camouflag-
ing them...the branch chief
responsible for the searches
came to me and demanded to
be removed from the opera-
tion because the danger of a
SA-2 site being moved
between missions was great
and he did not want to be
blamed if a Chinese U-2 was
downed.4

Brugioni added that NPIC’s direc-
tor, Arthur C. Lundahl, reported to
CIA officers that NPIC could “no
longer be 100-percent sure” of the

locations of PRC SA-2 sites on any
given date. !’

The SA-2 was an early generation
missile, with very limited range. To
hit the U-2 at its operational alti-
tude, the missile had to be launched
from almost directly underneath the
U-2’s flight path.!¢ The PRC did not
have many of the missiles, only four
operational battalions, according to
estimates at the time, and there was
no prospect of resupply from the
USSR.!7 Han Decai explained
PLAAF missile tactics under the cir-
cumstances.

The way we did this was just
like guerrilla warfare. Our
missile launchers were fixed
on military trucks and could
be moved around. We had
some sense of where the pri-
ority targets of interest to the
U-2s were, and that’s where
we located our launchers. We
generally fired at the U-2
when it was within a range of
15 kilometers, and we used
certain tactics to bring the U-
2 into that range. For exam-
ple, when a U-2 was detected
in an area where a missile
launcher was located, we cut
off all the radars in that area
so the U-2 would not be
alerted to their presence. The

12 According to Mike Hua, “The MiGs always followed the U-2 over the mainland, and hopefully some malfunction happened that would force the U-2 to
descend to the MiG’s combat zone. The pilot of the U-2 could easily spot an enemy fighter the size of a tiny pinpoint at the tip of a long white contrail over the
background of the earth’s surface.” Lost Black Cats, 5.

13 Ibid., 2.
14 Brugioni, Eyes in the Sky, 312.
15 Ibid.

16 The SA-2 Guideline was the first effective Soviet surface-to-air missile. It had an effective range of about 20 miles and a maximum slant range of 27 miles.
This was the missile used to shoot down the U-2 flown by Gary Powers. See US Air Force Fact Sheet: SA-2 Surface-to-Air Missile, available online from the
National Museum of the US Air Force at http://www.nationalmuseum.af.mil/factsheets/factsheet.asp?id=334.

17 Hua, Lost Black Cats, 6.
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The photography the U-2s brought back enabled US intelli-
gence to monitor the development of China’s nuclear capabili-

ty...

U-2 was not very maneuver-

able. When it started getting

within range, we would sud-

denly turn on the radars, and
it was too late for the U-2 to

react.

Ben Rich recorded the Skunk
Works reaction to the shoot-downs.

Back in Burbank, we did what
we could to help cut down the
U-2 losses. We developed
improved electronic counter-
measures (ECM) calculated
to confuse Chinese radar
operators working their SA-2
ground-to-air missile sys-
tems. On radar screens the U-
2 would present a false dis-
play so that the missile would
be launched in the wrong
piece of sky.18

Cutting-edge technology it may
have been, but it was not effective
against the Chinese tactic of keep-
ing radars turned off until it was too
late for U-2s to get out of the way of
oncoming missiles.

Brugioni later observed that by
1966, the Black Cat Squadron was
experiencing losses from SA-2s
throughout China and that it had
become very dangerous to fly the U-
2 over the mainland. But the emer-
gence of a new factor in the over-
head reconnaissance equation—
satellite systems that could scan vast
areas as they passed over—had

18 Rich, Skunk Works, 181.

19 Brugioni, Eyes in the Sky. 312.
20 Hua, Lost Black Cats, ix.

21 Brugioni, Eyes in the Sky, 77.
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become operational in the early
1960s. These systems had devel-
oped rapidly, and by 1966, accord-
ing to Brugioni, “Imagery obtained
from KH-4 and KH-7 satellites elim-
inated the need for the dangerous
missions flown by the Black Cat
Squadron.”!?

The last U-2 overflight of main-
land China took place in 1968, but
Taiwan’s U-2s continued to fly mis-
sions along the PRC’s periphery
until 1974. In that time, according to
Mike Hua, “The U-2s of the Black
Cat Squadron penetrated the Bam-
boo Curtain one hundred and two
times, with five aircraft shot down,
three pilots killed, and two captured
by the enemy.”20

The Black Cat U-2s had done their
job well. The photography they
brought back enabled US intelli-
gence to monitor the development of
China’s nuclear capability, from the
construction of the gaseous diffu-
sion plant at Lanzhou in northwest
China to the discovery of the nuclear
test site at Lop Nor in far western
China. This knowledge was deemed
critical at the time and could not
have been acquired in any other way.

The termination of the U-2 flights
was at least partially a result of the
PLAAF’s tenacity. The Soviet expe-
rience had shown how difficult it
was to reach the U-2, even with the
state-of-the-art SA-2. The Chinese
had devised ways to use their few

missiles and launchers most effec-
tively. Guerrilla warfare tactics had
defeated sophisticated electronic
countermeasures. But success
against the U-2 underscored the need
to strengthen China’s air defense
system across a wide spectrum, from
the stratospheric heights of the U-2
down to the space just above the
trees.

Dealing With the Low-Level
Intruders

Other, less capable aircraft had
been intruding into China’s air-
space. After 1949 the United States
provided a variety of planes to the
ROC, including P-38s, F-51s (mod-
ernized WW II era Mustangs), T-
33s, RF-84s, RE-86s, and a recon-
naissance version of the British-
designed B-57 bomber, the RB-57D.
These, Brugioni noted, flew mis-
sions along the coast and inland, tar-
geting airfields, naval bases, and
ports in search of buildups that could
threaten Taiwan. The missions also
produced order of battle information
on Communist Chinese forces.?2!

Improvements in PLAAF inter-
cept capability eventually had a neg-
ative effect, however. On
18 February 1958 a high-altitude
RB-57A flown by a ROC pilot was
brought down over Shandong. The
PRC announcement of the shoot-
down did not identify the means. In
November 1958, the ROC received
two improved, “high-altitude
design” RB-57Ds. Missions were
flown successfully until 7 October
1959, when an RB-57D was shot
down near Beijing, apparently by an
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SA-2 missile. The RB-57D collec-
tion program was cancelled that
same month.

Swept-wing RF-84Fs started fly-
ing regular missions in late 1956.
For a year and a half they operated
almost with impunity. In good
weather, they flew two missions a
day. On 14 May 1957, an RF-84F
got an in-flight photo of a pursuing
PLAAF fighter. One observer
claimed that the “picture probably
recorded the first MiG-17 flying in
the air for the free world.”?2 It was a
glimpse of things to come. On 17
June 1958, MiG-15s caught two RF-
84Fs and shot one down.

The fighter-based photo reconnais-
sance aircraft were short-ranged but
fast, ideal for quick dashes across
the Chinese countryside. They were
difficult to intercept and elements of
luck were involved in any PLAAF
success. Han Decai described one
shoot-down, in 1962, of an RF-101
Voodoo on a low-level mission near
Guangzhou in southeast China.

It was an air-to-air kill, and it
was a miracle that a MiG-17
could bring down an F-101.
The F-101 was supersonic;
the MiG-17 was subsonic.
The aircraft that shot down
the Voodoo was actually a
Model 56, the Chinese ver-
sion of the MiG-17. The MiG-
17 was coming in from the
side as the Voodoo
approached. The MiG pilot
aimed well to the front of the
F-101 and let the enemy fly
into the cannon shells. Later,
when we had the MiG-19,
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The fighter-based photo reconnaissance aircraft were short-
ranged but fast, ideal for quick dashes across the Chinese

countryside.

shooting down an F-101
would not have been such a
big deal.

The PLAAF found one aircraft
type in particular difficult to deal
with, the P2V-7U, a specialized ver-
sion of the Navy’s P2V Neptune
patrol plane. The aircraft grew out of
early CIA requirements for a plat-
form that could handle a range of
covert operations. The standard P2V,
in service since 1947, had two pow-
erful piston engines. The latest
model P2V-7 also carried two small
jet engines that could be used briefly
in a pinch. The P2V had excellent
low-level performance, long range,
and could carry a large payload.

Like the U-2, the aircraft was a
product of Lockheed’s Skunk
Works. Included in the modifica-
tions was an enlarged hatch, a “Joe
hole,” under the fuselage to drop
agents; a modified weapons bay to
facilitate supply drops to agents or
rebels and to house a programmable
device that dispensed propaganda
leaflets. Camera systems were
installed, as were SIGINT and
ELINT collection equipment and the
best of ECM devices, including a
radar warning receiver and a jam-
mer to foil intercepting fighters.??
According to a memoir, the aircraft
carried no defensive armament and
depended for defense entirely on
jamming, chaff dispensing, low alti-
tude flying, and evasive action.?
The upgraded P2Vs replaced three

B-17s and three B-26s, which ROC
pilots used for overflights that often
lasted 10 hours or more. The first
P2V mission was flown in January
1958.

US intelligence was most inter-
ested in the signals and electronic
intelligence the P2V could collect.
The ROC had other priorities: col-
lecting photo and electronic intelli-
gence, showering propaganda
leaflets over selected areas of China,
and dropping and supplying agent
teams. While the U-2 flights were
essentially unknown to the Chinese
people, the P2Vs were conspicuous
and more of a political problem for
the PLAAF. The pressure to stop
them presumably was high.

In 1961, Han Decai was trans-
ferred to Nanjing to fly the radar-
equipped MiG-17PF against the
low-level P2V intruders. Squadrons
in Nanjing, Shanghai, and Xuzhou
were kept on alert and ordered into
action when a P2V entered their sec-
tor. Because the P2Vs flew low and
could elude the radars, their known
movements were coordinated from
sector to sector.

The PLAAF used ground-con-
trolled intercept (GCI) techniques
learned from the Soviets, Han
explained.

Our MiGs were directed into
position by the GCI control-
ler using ground radars. To
avoid detection by the P2V,

22 Yung Pang Tsai, Through the Eyes of the Night Owl: The Opposite Side of the Taiwan Strait During the Mid 20th Century (AuthorHouse, 2009).
2 Chris Pocock with Clarence Fu, The Black Bats: CIA Spy Flights Over China from Taiwan 1951-1969 (Schiffer Military History, 2010), 32.
24 Pocock, quoting a “CIA briefing document” in The Black Bats, 39.
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Over the years, the difficulty of dealing with the intruders and
the evolution of the tactics the PLAAF used against them, led
to a systematic way of dealing with the problem.

the MiG pilot would not turn
on his radar until he was in
position right behind the
intruder. But that tactic was
not effective. It really did not
work very well. In fact, the
P2Vs we did bring down did

it, and immediately dive
away. Then he would drop
metal foil, and that would dis-
rupt the ground control radar
and cause the controller to
lose him.

of the MiG interceptor, and
the GCI controller. The con-
troller and both pilots first
had to find the target. Then
the IL-28 pilot had to get
above and ahead of the tar-
get and light it up as the MiG
was trying to get into posi-
tion to fire.

The controller on the ground
had to follow the P2V and

not come about because of
radar, but because we saw
them. | can also remember an
instance where a PLAAF pilot
brought down a B-17 because
he just happened to see the
exhaust flame.

The PLAAF experimented with
tactics and equipment. The World
War II era Tupolev Tu-2 light
bomber was used as a night fighter
but not very successfully. Then,
remarkably, the Tupolev Tu-4 was
pressed into service to pursue and
attack the P2V. The Tu-4 was a

simultaneously move the IL-
28 and the MiG into position
on an airplane they couldn’t
see. When the IL-28’ search-
light was turned on and
illuminated the P2V’s fuse-
lage, the MiG already had to
be in position to fire. This

The MiG-17’s airborne radar was
not reliable, and had other faults,
Han explained.

large, four-engine aircraft, the Rus-
sian copy of the American WW 11 B-
29 bomber. Its virtue was that it

required exceptionally close
coordination and was very
difficult to do.

The range was short: the
radar could only be used at
about 1,000 meters. And
because the intruders flew so
low—sometimes as low as 50
meters—there was a lot of
ground clutter and it was very
difficult to track them. The
radar in our MiGs was effec-
tive only if we were below the
altitude of the enemy air-
craft, looking up at him. If we
were above him, even just
slightly, and put our air-
craft’s nose down, the radar
would pick up ground clutter,
and we could not make out
the target. To make the radar
effective, we had to modify it,
to eliminate the lower part of
the scan, and use only the
upper part.

The intruder could also elude
the ground controller. When
we turned on our airborne
radar, the P2V would detect

26

could stay in the air a long time and
bring many guns to bear on any tar-
get it caught. But, as Han remem-
bered, “The Tu-4 was just too big
and too slow, and it was accident
prone. At least one of them flew into
the ground.”

Then Russian Ilyushin IL-28 jet
bombers were used as illuminators,
an effort Han described as pretty
hopeless:

A searchlight was mounted on
the 1L-28. The idea was that
the 1L-28 would try to fly
above and ahead of the P2V,
and then turn on the search-
light to light up the P2Vs
fuselage so the chasing MiG
pilot could see it. Again, this
was not very successful.

In practice, this was very dif-
ficult to do. It was all a
matter of coordination. There
were three people involved:
the pilot of the IL-28, the pilot

The Beginnings of China’s Air
Defense System

Over the years, the difficulty of
dealing with the intruders and the
evolution of the tactics the PLAAF
used against them, led to a system-
atic way of dealing with the prob-
lem. As Han Decai explained:

We wracked our brains to
come up with ideas to defeat
the P2V missions. For exam-
ple, we tried to set up
ambushes in remote areas. We
knew that the P2V would
always fly at low altitude.
Over time, we became very
familiar with the kind of
routes they needed to fly. We
would concentrate our anti-
aircraft artillery in the areas
we believed they were likely
to fly over, and position the
guns in such a way that when
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the P2V entered the area, our
artillery could fire at it from
different directions.

There were searchlights on
the ground as well as radar,
but the radars were the most
important. They were set up
in a chain that allowed us to
track the intruders over their
entire route.

We had intelligence collec-
tion that gave us advance
warning of an intruder flight.
We could intercept signals
intelligence that provided
indications of an intruder
flight, long before that flight
took off. From the prepara-
tions that we knew were being
made on the ground in Tai-
wan, we could do some
calculations and determine
when the aircraft would take
off and also get some idea of
its planned route.

Our radars could pick up an
incoming intruder only at
very short range, about 100
kilometers out at sea. Even
with a radar station on top of
mountain, we still had diffi-
culty tracking incoming
aircraft. The P2Vs stayed
down very low as they came
in, and were hard to pick up.
And with the P2Vs being that
low, our radar would pick up
strong reflections from the
waves. In that clutter the P2V
was difficult to track.

There were many difficulties
that we had to overcome.
Over time, in overcoming

From the Other Side of Collection

“What Taiwan achieved was probably negligible. Their intru-
sion flights affected relatively small areas of China.”

these difficulties, we estab-
lished an integrated air
defense system. We could
track the enemy at low alti-
tude and at high altitude. We
incorporated our surface-to-
air missiles into our air
defense system. Then it
became really dangerous for
Taiwan intruder aircraft to fly
over mainland China. Eventu-
ally, it was no longer feasible
for the Taiwan Air Force to
fly intruder missions into
mainland China.

The mission against the Tai-
wanese intruders lasted a
long time—until we came to a
kind of tacit agreement with
Taiwan that turned into a
truce. The Taiwan govern-
ment did not send recon
airplanes over the mainland,
and we did not bomb the
islands near Taiwan. | flew
these missions from 1961 to
1968. In 1968, | started to fly
the MiG-19, which was also
used to go after the
intruders.2®

What The Low-Level Intruders
Accomplished

The P2V-7Us proved very effec-
tive at the black work they were cho-
sen to do: dropping and supplying
agents, dropping propaganda leaf-
lets, and collecting electronic intelli-
gence while eluding the PLAAF’s
pursuing MiG-17s. With years of
experience dealing with this prob-

lem, Han Decai gave his evaluation
of what these missions might have
accomplished:

What Taiwan achieved was
probably negligible. Their
intrusion flights affected rela-
tively small areas of China. In
the end, all the propaganda
leaflets they dropped gained
them nothing. Virtually all the
agents they dropped were
quickly captured by our local
forces. Taiwan may have
gained intelligence from these
reconnaissance efforts, but as
time went on, the value of that
was probably offset by US
concern about the growing
strength of the PLAAF and
the increased effectiveness of
China’s air defenses—all of
which were fostered by Tai-
wan'’s intruder flights.

The ROC’s aircrews displayed
incredible courage in carrying out
their low-level penetration missions,
but the value of the program in retro-
spect is questionable. Ten of the air-
craft engaged in low-level
penetration missions from Taiwan—
including all five of the CIA-pro-
vided P2V-7Us— were lost over the
Chinese mainland, three in air-to-air
engagements.

Taiwan suspended its penetration
flights over the mainland in 1964,
although flights along China’s coast
were made through 1966, when this
joint program with the United States
was terminated. Of the hundreds of
agents and special operations troops

25 In his interview, Han pointed out that the Nationalists would continue to launch balloons carrying propaganda leaflets over the mainland. Shooting down the
balloons, he said, was easy, however.
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From the Other Side of Collection

What the penetration flights did accomplish was to motivate the
PRC leadership to more quickly build an air force and to create

an effective air defense system.

that were dropped, apparently none
survived; the propaganda drops were
largely ignored by mainland resi-
dents. Electronic and other technical
intelligence collection gave the
United States a good picture of the
PRC’s growing military strength and
its rapidly developing nuclear pro-
gram, although much of the intelli-
gence on the latter came from the
high-flying U-2s.

An Unintended Effect

What the penetration flights did
accomplish was to motivate the PRC
leadership to more quickly build an
air force and to create an effective
air defense system. The difficulty of
defending against incoming flights
that ranged from ground level to the
stratosphere and which employed
state-of-the-art technical counter-
measures was a challenge that could
only be met by development of a

versatile, sophisticated air defense
system in which coordination among
many parts had to be close and
effective and increasingly difficult to
defeat.

There is no question that in their
time, the mainland U-2 flights were
necessary and productive for the
United States. However, the PLAAF
had to defeat them, and in the pro-
cess, gained early experience in the
use of surface-to-air missiles against
specialized high-flying targets. The
P2V flights were another matter:
they were more difficult to defeat.
They required the PLAAF to employ
a greater variety of assets and to use
them inventively. And it may have
been even more imperative to stop
the P2V; the P2V’s capability to
drop agents and commando teams,
and dispense propaganda material
added a political component to the

VVVv

P2V flights that the other intruders
did not have.

In seeking the intelligence it
needed to assure its own security
and that of an ally, the United States
spurred a potential opponent to cre-
ate an integrated, multilayered
defense capability, with an air force
that today ranks as one of the tough-
est to defeat. In the words of a
RAND corporation study:

Even today, the emerging
capabilities of the PLAAF are
such that, combined with the
geographic and other advan-
tages China would enjoy in
the most likely conflict sce-
nario—a war over Taiwan—
the USAF could find itself
challenged in its ability to
achieve air dominance over
its adversary, a prospect that
the USAF has not had to seri-
ously consider for nearly two
decades.?6

26 Roger Cliff, John Fei, Jeff Hagen, Elizabeth Hague, Eric Heginbotham, and John Stillion, Shaking the Heavens and Splitting the Earth: Chinese Air Force
Employment Concepts in the 21st Century (The RAND Corporation, 2010). This publication is available online at http://www.rand.org/con-
tent/dam/rand/pubs/monographs/2011/RAND_MG915.pdf.
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Rethinking Failure

Managing the “Reliability Cycle”: An Alternative
Approach to Thinking About Intelligence Failure

Scott J. Hatch

The IC should consider
applying the lessons
High Reliability
Organizations have
learned in thinking about
failures of intelligence
analysis.

Soon after becoming the director of
the Intelligence Success and Failure
Course of CIA University’s Kent
School for Intelligence Analysis, |
realized that much of the literature on
intelligence success and failure made
no mention of insights from profes-
sions outside of our intelligence
domain. Many of these professions
also face severe consequences for
failure. Increasingly, as | taught the
class, | came to draw from business

During the past few decades, busi-
ness researchers have produced a
substantial body of literature on
organizations that achieve high reli-
ability under conditions of dynamic
uncertainty, inherent complexity,
high risk, and potentially cata-
strophic costs should they fail. The
researchers have focused on are in
fields like aviation safety, nuclear
power plant operations, chemical or
oil processing, medicine, and wild-
fire control.

Given that Intelligence Commu-
nity (IC) organizations face chal-
lenges of ensuring reliability under
conditions in some ways similar to

and organizational literature on so-
called high reliability organizations
(HRO) and normal accident theory.
In this article | have adapted the
material contained in the literature to
the domain of intelligence analysis. |
believe a shift in our thinking about
this subject would allow the Intelli-
gence Community to think more pro-
actively and holistically about the
ways to increase the reliability of our
intelligence analysis.

"AAY%

those faced by HROs, I believe the
IC should apply the lessons HROs
have learned in thinking about fail-
ures of intelligence analysis. Doing
so may yield not only additional les-
sons for the community but could
help managers of intelligence analy-
sis think more effectively about their
own environments in order to avert
or mitigate risk of failure and
improve prospects for success.

In this essay, I will translate HRO
and accident-management insights
to the domain of intelligence analy-
sis and sketch out an HRO frame-
work for intelligence analysis.!
More work, of course, would need

I Among the leading researchers in studying HROs are Karl E. Weick, Kathleen M. Sutcliffe, Karlene
Roberts and David van Stralen. Weick and Sutcliffe together authored, Managing the Unexpected:
Resilient Performance in an Age of Uncertainty (Jossey-Bass, 2007), probably the most frequently ref-

erenced book in the field.

All statements of fact, opinion, or analysis expressed in this article are those of the
author. Nothing in the article should be construed as asserting or implying US govern-
ment endorsement of its factual statements and interpretations.
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Rethinking Intelligence Failure

Impact, informing decisionmaking, is what we aim for as intelli-

gence analysts.

to be done to apply this framework
to daily work practices in the IC’s
analytic components.

What We Are Aiming For

Any effort to improve organiza-
tional performance must begin with
a clear sense of aims so that bench-
marks can be set up to gauge prog-
ress.

In my experience, analysts in
CIA’s intelligence successes and
failures program have found it chal-
lenging to define failure. Much of
the literature on intelligence failure
has focused on “making the right
call” and identifying the cognitive
elements that might have gone into
“failed” analysis.

But intelligence analysts know
they must aim for more than just the
“right call.” They rightly observe
that factors having to do with orga-
nizational and policy environments
are always involved as well. More-
over, because most studies of intelli-
gence success and failure tend to be
case-specific, it is natural to fixate
on specific events, rather than on
success and failure as part of a pro-
cess that transcends particular
moments or events.

In reality, I believe we should not
be interested in a “win-loss” bal-
ance sheet but in how our successes
and failures factor into our ongoing
efforts to be consistently reliable in
supporting our consumers in the
many ways they demand of us. With
this in mind, I believe we should
think of our analytical mission—and
hence the ways in which we mea-
sure success and failure—in the fol-

30

lowing way. Our goal in analysis
should be to

* have a positive impact in inform-
ing our consumer’s decisionmak-
ing...

* by delivering to the consumer the
right insights ...

* in a timely and useful manner...
« consistently over time.

Impact—informing decisionmak-
ing—is what we aim for as intelli-
gence analysts. Even granting that
impact may be difficult to measure,
considering impact forces us to look
at real measures of effectiveness
rather than just at the numbers of
products produced, briefings deliv-
ered, and other similar quantitative
measures (number of graphics, for
example). These latter attributes
only have indirect effects on impact.
Our goal as analysts is not to simply
write papers, throw them over some
official’s transom, and hope they get
read. Stressing impact enables us to
start thinking about how to measure
effectiveness, not just performance.

Second, the “right insights” can be
defined as those insights that accu-
rately describe a situation, add value
for a consumer, are rigorously
arrived at, and are soundly rea-
soned. Accuracy and value-added
are essential to having the right
insights, and without them one is left
with either something that is wrong
or merely obvious. Failure would
come from the absence of the right
insights or the delivery of insights
(even if the right ones) in ways that
were neither timely nor useful to

policymakers. This is clear-cut: if
we do not do these things, then we
have failed. At the same time, meet-
ing these two conditions is neces-
sary—but not sufficient—for
success. Success goes beyond “get-
ting it right”: It concerns impact and
achieving consistency over time.

The goal of analysts and managers
is to have policymakers and policy
implementers keep coming back to
analysts over time. While luck may
be—and often is—a component of
any given success or failure, we can-
not rely on it. Thus, by always being
rigorous in tradecraft, persuasively
presenting assessments, and manag-
ing relations with our consumers, we
demonstrate the marks of reliability.
To use a manufacturing analogy, it is
not enough to minimize production-
line defects. To achieve success we
must actively manage our corporate
brand, and that means striving for
reliability.

Lastly with the above four-part
definition of our mission we have a
way to identify partial success or
partial failure so that we can think
about how to do things better and
avoid the overgeneralization inher-
ent in today’s use of the terms “suc-
cess” and “failure.” Moreover, it
provides more clarity for accurate
benchmarking.

Developing Attitudes to Facilitate
Reliability

Having a sharp definition of goals
is only a first step toward greater reli-
ability. A second is adoption of the
appropriate attitude toward failure.
Organizations typically either
acknowledge failure or they deny it.
A denial mentality is often character-
ized by the phrase (attributed to Gene
Kranz, the NASA flight director dur-
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ing the Apollo 13 mission), “Failure
is not an option.” In contrast, an
“acknowledgement mentality” is cap-
tured in the sentence, “We are always
one step away from failure.” Both
attitudes set up formal and informal
incentives throughout an organiza-
tion. The latter attitude facilitates
learning; the former does not.

The saying “failure is not an
option” may be well intended. At the
same time, however, some manag-
ers and employees may draw from
the expression the sense that failure
should not even be considered.
When failure does occur, such atti-
tudes could create incentives for
individuals to look for ways of deny-
ing it has occurred or to try to
deflect responsibility. Such behavior
is unproductive and costs organiza-
tions energy, time, and focus that
could be better spent recovering
from failure.

The opposite mentality, the one
that adopts the attitude of “we are
always one step away from failure”
is the mark of the high reliability
organization. It is an attitude that,
proponents of the HRO concept
argue, produces different organiza-
tional incentives.

HROs and the Reliability Cycle

According to Weick and Sutcliffe,
HROs constantly try to anticipate
failure, and they recover quickly and
effectively when failures occur. In
the field of intelligence analysis, |
suggest these qualities can be fur-
ther refined into the five elements
shown in the graphic below. I
believe management of this cycle
holds the key to increasing our ana-
lytic reliability. Its application would
move us from dealing purely retro-
spectively with failure to a continu-

ous and forward-looking process for
dealing with the possibility of fail-
ure. The former looks for lessons
after a failure. The latter identifies
the risks and potential causes of fail-
ure and works to avoid them.

The following is my view of the
roles and responsibilities of analysts
and managers in this cycle.

Phase 1: Anticipation

The “preoccupation [of HROs]
with failure,” as Weick and Sutcliffe
put it, might seem paralyzing, but
that focus leads to constant self
awareness. HROs consistently ask
how things are supposed to work,
how they are working, what could
go wrong, what the consequences
would be if things did go wrong, and

(U) THE RELIABILITY CYCLE

Rethinking Intelligence Failure

what indicators, if any, suggest
things are going wrong.

In intelligence work, this means
analysts and managers need to diag-
nose the situations they are in, iden-
tify potential vulnerabilities, and
monitor signals for evidence of
weakness. Their goal is not to antici-
pate every possible failure—that
would be impossible—but to address
the most evident and biggest poten-
tial problems. At the same time, they
gain familiarity with their systems
so they will be able to anticipate and
react to unexpected developments
more quickly or establish means for
prevention, mitigation, and recov-
ery. The less done at this stage, the
more that will need to be done if
failure does occur.

ANTICIPATION PHASE

Thinking

about how things work,

how they can go wrong, and what
the consequences are of failure

A

BUILDING RELIABILITY

Cultivating mindfulness as a [/
matter of routine, improving ‘
organizational capabilities |
and learning

Building
Reliability

nticipation

MITIGATION PHASE

Mitigation
and/or
Prevention

Identifying actions to take
now to prevent, mitigate, or
prepare for the possibility
of failure

RECOTEr RECOVERY PHASE

(from failure)

Dealing with the consequences
of failure by balancing the
need for reassessment with
near-term demands

Reevaluate
(near failures

and successes)

REEVALUATION

Mitigation efforts may avert

fai

lures but they need to be

examined to assess what success
lessons are repeatable

UNCLASSIFIED
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Rethinking Intelligence Failure

Unlike cognitive or policy-environmental failures, organization-
al failures seldom offer single causes to be remedied.

Anticipation requires understand-
ing the factors that contribute to fail-
ure in intelligence analysis, a topic
that has been explored in the writ-
ings of Richard Betts, Richards
Heuer, Robert Jervis, and others.
Analysts typically offer as reasons
for failure incompetence, insuffi-
cient data, or the fact that the prob-
lems they tackle are intrinsically
hard.

But it is not enough, in my view, to
list specific issues in specific cases
after the fact. Just as Heuer has
given names to mindsets, biases, and
logical fallacies, so too a structured
taxonomy of reasons for failure
would allow us more readily to diag-
nose situations more precisely and
act more quickly to prevent or miti-
gate the effects of failure.

For the business world, Max
Bazerman, professor of business
administration at the Harvard Busi-
ness School, and Michael Watkins, a
consultant in leadership strategy,
have done work along these lines
that offers a model for a taxonomy.
They have named three categories of
failure: cognitive, organizational
(process or systems), and political,
which, with the exception of the
third, easily parallel failures in intel-
ligence analysis. The last category
refers to failures of businesses to
address the political system within
which they must operate (e.g, lobby-
ing for legislation or regulatory
changes). A more appropriate cate-

gory for the intelligence world
would be failures caused by factors
in the “[security] policy environ-
ment” or the failure of analysis to
engage with those in that environ-
ment.?

Introducing COPE

My shorthand for a taxonomy of
failure that adopts these three cate-
gories is COPE, which I illustrate
using three examples below. The
elements of each category are
detailed in the table on the facing

page.

Cognitive Failure: Iraq WMD

The Irag WMD case was first and
foremost a cognitive failure: the IC
judged that Iraq had ongoing WMD
programs and stockpiles of WMD,
even though Saddam Hussein’s
regime had destroyed what it had
and was only trying to preserve a
capability to reconstitute aspects of
the program when sanctions ended.
While organizational and policy-
environmental factors contributed to
the failure, it was nevertheless a cog-
nitive failure driven by mind-set
issues. Had the cognitive factors
been recognized early on—probably
years earlier—the IC, using struc-
tured analytic techniques or other
methods, might have reexamined its
assumptions and considered alterna-
tive judgments about Saddam and
his programs.

Organizational Failure: 9/11
Organizational (or systems) fail-
ure may be the most difficult kind of
problem we can face. Counterterror-

ism analysts knew before the 9/11
attacks that al-Qa‘ida was planning a
major attack in the United States, but
they did not know where, when,
how, or what kind of targets.

The 9/11 Commission Report and
the declassified CIA Inspector Gen-
eral’s Report on Accountability With
Respect to the 9/11 Attacks detailed
organizational issues that contrib-
uted to the US government’s failure
to act before the attacks.? These
included problems with watchlist-
ing, poor communication within and
between agencies, unclear lines of
authority, murky legal authorities,
and so forth.

Unlike cognitive or policy-environ-
mental failures, organizational fail-
ures seldom offer single causes to be
remedied: rather, they usually involve
multiple breakdowns that, in the
aggregate, cause the failure. In intelli-
gence work, tackling this kind of fail-
ure requires examination of analytical
and work processes and their individ-
ual vulnerabilities. Often this requires
analysis of processes across bureau-
cratic boundaries.

Policy-Environmental Failure:
CIA and Vietnam Analysis

CIA’s pessimistic assessments of
the situation in Vietnam for much of
the 1960s were largely accurate, and
cognitive challenges (though they
existed) had little or no bearing on
analysis. The challenges lay in the
problems senior CIA officers faced

2 Max H. Bazerman and Michael D. Watkins, Predictable Surprises: The Disasters You Should Have Seen Coming, and How to Prevent Them (Harvard Busi-

ness Review Press, 2008).

3 The 9/11 Commission Report: Final Report of the National Commission on Terrorist Attacks Upon the United States (US Government Printing Office, 2004)
and CIA Inspector General, Report on Accountability With Respect to the 9/11 Attacks (Central Intelligence Agency: 2007), declassified/redacted available at

WWW.cia.gov.
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(U) TABLE 1: A TAXONOMY OF FAILURE

Cogpnitive Challenges
in Analysis

M Organizational

Challenges

W Policy Environmental

Challenges

MIND-SET ISSUES

» Paradox of expertise (incl.
overconfidence), especially
on estimates;

Mind-sets and biases

(e.g. confirmation bias,
mirror-imaging, rational actor,
etc.);

Denial and deception.

NATURE OF CHANGE

» Complexity of change;

» Recognizing paradigm shifts;

» ldentifying the salient
underlying drivers.

DIFFICULTY THINKING IN TIME
» Status quo bias;
» Limited ability to

imagine discontinuities;
» Rapid or incremental change;
» Limited or lack of

alternative scenarios.

LITTLE CLEAR REPORTING

» Collection not tasked because
gaps not clearly identified
or understood;

» Collection tasked, but
reporting insufficient to answer
specific problems.

POOR QUALITY REPORTING

» Overreliance on single or
limited sources;

» Reporting very fragmentary
or indirect.

SIGNIFICANT NOISE OVER CLEAR

SIGNALS

» Heavy volume of reporting;

» Significant processing needed
to be useful.

GROUP MIND-SET ISSUES

» Groupthink or denial
(unwillingness to see a problem
is real or serious);

» Intangibility (reluctance to
invest in a future that is distant
or vague);

» Abstractness (hard to focus on
a problem not experienced or
imagined vividly).

RESOURCING ISSUES

» Inadequate personnel and/or
resources to cover the issue;

» Individuals acting in their own
narrow self-interest deplete
common resources;

» Competing or gapped coverage.

PROCESS ISSUES

» Overly rigid or, conversely,
ambiguous lines of authority;
Subordinates tend to stress
good news or what their boss
wants to hear;

Data collection based on
consumer demands but
unaligned with actual needs;
Information compartmentation
between components or units;
Legal, customary, or

internal policy constraints

or prohibitions.

RISK MANAGEMENT

CALCULATIONS

» Easier to ignore the harm
from inaction or pay more
attention to harm from action
than to take steps with small,
known costs;

» Willingness to incur a large but
low-probability risk rather than

accept a smaller, sure loss now.

CONSUMER MIND-SETS

» Overconfidence in their
own ideological beliefs
or capabilities;

» Overreliance on their own
judgments or experience,
perception of having better
information or insights;

» Experience breeds the need
for certainty, not hedging
or ambiguity;

» Tendency to focus on persons
rather than systemic issues;

» Perception that analysts
lack experience, judgment,
perspective or loyalty.

CONSUMER LIMITATIONS AND

GAUGING IMPACT

» Distractions, as they are
beset by immediate and
pressing problems;

» Have to respond to
constituencies, limiting options,
flexibility, or ability to develop a
long-term horizon;

» Beholden to or advocates of
a specific approach, program,
or option;

» Inadequate capabilities to
resolve or exert leverage on
the problem.

» Factoring in US actions.

EFFECTIVELY MANAGING
RELATIONS WITH CONSUMERS
» Meeting consumer needs;

» Providing solid argumentation;
» Soliciting feedback.

PROVIDING EFFECTIVE WARNING
» Warning not given at all or
not given clearly enough for
the decisionmaker;
» Cry-wolf syndrome (repeated
warnings become ignored
over time).

UNCLASSIFIED

in engaging presidential administra-
tions that declined to accept CIA

analysis. let alone act on it, which

DI Design Center/MPG 4646101D 8-12

mate failure) was on the policy-envi-
ronmental side of the equation.

represents failure to have an impact.
Indeed, intelligence histories tout as
successful CIA’s analytic perfor-
mance during the period, but that
analysis cost CIA one director, John
McCone, who resigned in frustra-
tion, and kept CIA out of Oval
Office deliberations on the issue for
nearly two years after he left. In this
case, the real challenge (and ulti-

COPE’s Utility

The COPE framework can clarify
causes of failure in three ways. First,
the mere act of determining which of
the three types of failure a situation
falls into will help triage it to make
further diagnosis easier.

Rethinking Intelligence Failure

The second way in which the
framework can help is in providing
approaches to diagnosing a very
complex process. Intelligence analy-
sis has been evaluated from a num-
ber of angles, each more advanced
than the simple five-part loop that is
known as the traditional intelligence
cycle. Rob Johnston’s taxonomy of
intelligence analysis variables in his
Analytic Culture in the U.S. Intelli-
gence Community, for example,
illustrates the complexity in the four
types of variables he lists in a taxon-
omy of factors that influence analy-
sis: systemic (those factors that
affect the intelligence organization
and the analytical environment); Sys-
tematic (factors, especially external
influences, that affect the analytical
environment); idiosyncratic (mat-
ters that affect individuals and their
analytic performance); and commu-
nicative (those that affect communi-
cation between groups involved in
the analytic process).*

For the purposes of this discussion
I prefer to think in terms of five crit-
ical areas of vulnerability, each of
which has elements that can be mon-
itored during an analytic process or
examined in the event of a failure.
These points are:

» Assessment—the cognitive ele-
ments of the analytical problem.

¢ Collection—the continuous effort
to expand knowledge about a situ-
ation.

* Support—provision to consumers
of products, warning memos,
efforts to brief them, etc.

* Response from consumers—feed-
back, further tasking, etc.

4 Dr. Rob Johnston, Analytic Culture in the U.S. Intelligence Community (Central Intelligence Agency, Center for the Study of Intelligence, 2005), 33-44.
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Identification of responsibilities and degrees of influence over
given situations will set components up to address prevention

and mitigation.

* Organizational—resourcing and
process issues, group mind-sets, or
poor risk management calcula-
tions.

The third way in which the COPE
framework can help is in identify-
ing what individual or component
would be best able to remedy prob-
lems that caused a failure (after the
fact) or appear to be contributing to
an increasing risk of failure (before
one occurs). Identification of
responsibilities and degrees of influ-
ence over given situations will set
components up to address preven-
tion and mitigation.

In the case of cognitive issues or
cognitive failures, analysts are
likely to bear the most responsibil-
ity. They will also have the greatest
ability to address problems. In the
policy-environmental arena, ana-
lysts should be aware of dynamics,
but managers will most likely have
to take the lead in addressing issues.
Neither analyst nor manager is
likely to have much influence over
the consumer environment, as each
is most likely to be in a reactive
mode as they see it unfold, espe-
cially in a relatively new situation.

Analysts and managers most likely
will have to share responsibility for
resolving organizational issues.
Managers will have decisionmaking
responsibility and depend on ana-
lysts to contribute substantive and
working-levels insights on pro-
cesses to inform decisionmaking.
This is likely to be more difficult
than it might seem on the surface.
Even first line managers don’t

34

always have complete knowledge of
the interactions of their people
within the system. When multiple
systems are involved and are
involved at higher levels, the chal-
lenge grows substantially.

Phase 2: Prevention, Risk
Reduction, and Mitigation

Accepting that we cannot always
prevent failure, we should always
think about the things that could be
done to reduce the risk of failure. At
the same time, we should position
ourselves to deal with failures and
mitigate their consequences.

As with anticipation, mitigation
involves shared responsibilities.
While managers will make the deci-
sions on resources and processes, the
analysts closest to the substance of a
problem can speak most authorita-
tively on the consequences in a
region or subject area, should the
unforeseen or unlikely actually take
place. Their understanding of how
things could unfold, including
dynamics previously unforeseen that
could affect the actors in the region
and US interests will provide the
basis for decisions about resources
and processes to follow.

Analysts may be weaker in their
understanding of the consequences
of a failure for their component and
the larger organization than manag-
ers. Experience, training, and man-
agement engagement can help
sensitize them to these dimensions
and help them contribute more effec-
tively to the decisions management
will have to make.

By using the COPE framework,
analysts can also improve their abil-
ity to identify areas in which they
can (and should) take the lead in
addressing shortcomings. It can also
help them recognize areas in which
higher management is needed or
cases in which a component—or
organization as a whole—must react.
The more analysts can anticipate
management concerns, the more
they and management can be proac-
tive in risk-reduction and post-fail-
ure activities.

Phase 3: Recovery and/or
Reevaluation

This is the phase of the process
usually given the least thought in
organizations that work from the
assumption that “failure is not an
option.” When failure does happen,
two simultaneous, interrelated tasks
must follow:

* A retrospective of what went
wrong must be completed.

* The organization must rebuild
credibility with both higher man-
agement and consumers.

These tasks will have to be com-
pleted in an environment of
increased workloads as consumers
will demand intelligence support to
manage the new situation.

In this stressful time, the natural
temptation is to postpone a reassess-
ment until things quiet down—
which often leads to never doing one
at all. But a rapid assessment is vital.
The more quickly mental models are
adjusted, the sooner a component
can begin to reestablish its credibil-
ity. Being proactive and taking
responsibility for failure will buy
goodwill, improve the confidence of
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higher ups, and possibly earn more
latitude to tackle the situation.

Management must play a bigger
role than analysts in the recovery
phase. First-line managers in particu-
lar need to lead the reassessment, but
they must do so without alienating
individuals—analysts, other manag-
ers, or policymakers. The first-line
managers also need to preserve team
cohesion and deal with resource chal-
lenges created by new circum-
stances. In such an environment, the
potential goes up for missteps and
counterproductive reactions. It is
vital, therefore, to understand what
kind of reactions are the most and
least helpful. On this score, some use-
ful insights can be gleaned from nor-
mal accident theory.

Normal Accident Theory

Normal accident theory was intro-
duced by Charles Perrow in his 1984
book in which he observed that com-
plex technological systems are more
likely to fail when “tight coupling”
and “interactive complexity” occur.?
“Tight coupling” describes a situa-
tion in which incidents in one part of
a system will have prompt and major
effects on other parts of the same
system. In a sense, “tight coupling”
defines rigidities in systems. “Inter-
active complexity” describes a situa-
tion in which two or more individual
events or failures in a system inter-
act and create unexpected effects on
the system as a whole. In short, the
more complex the system, the more
likely “normal accidents” are to
occur.

For Perrow, an ineffective response
to failure would be one in which an
organization either “tightens the

Rethinking Intelligence Failure

In short, components should look at both success and failure to

sharpen lessons learned.

coupling”—for example, by adding
redundant backup systems—or adds
complexity to its processes, such as
by adding new procedures. While
Perrow is focused on technological
systems, these insights can be
applied to organizational behavior
more generally.

These insights also dovetail with
conclusions Richard Betts and others
have made about the inevitability of
intelligence failure.® In particular,
reflexive organizational responses to
intelligence failure have increased
redundancy, multiplied organiza-
tional components, and added more
procedures while making work pro-
cesses more complex, burdening ana-
lysts and managers alike with more
tasks. These changes, it could be
argued, have made the IC system
more vulnerable to failure by increas-
ing the incentives people have to
ignore even good practices to “get the
job done.”

A better response, per Perrow,
would have been to find ways to
“loosen the coupling” and/or
“reduce complexity.” In the environ-
ment of intelligence analysis, this
could involve substituting greater
ownership, accountability, and learn-
ing in place of adding redundancy. It
could also mean streamlining proce-
dures and components rather than
multiplying them.

While recovery assumes that fail-
ure has happened, what about those
situations in which anticipation and
mitigation efforts have led to an

intelligence success or averted an
outright failure? It is important to
assess these situations as well, even
when a failure has not occurred.

In this case, one would want to
engage in a reevaluation of the suc-
cess or avoided failure. The natural
organizational tendency is simply to
accept a success and to allow it to
become a new “template,” without an
examination of what might have made
the seemingly successful procedures
work and what actual limitations
remain. Determining why success was
achieved and what characteristics
were unique or repeatable helps to
make a clear headed determination of
what should be emulated in the future.
In short, components should look at
both success and failure to sharpen
lessons learned.

Phase 4: Building Reliability

Unlike the other three phases of
the Reliability Cycle, this phase is
less tied to a specific situation,
although it can flow out of one. In
this phase, the focus is on how orga-
nizations can improve their ability to
learn and more consistently culti-
vate the practices necessary for high
reliability.

Harvard business professor David
Garvin and others have described at
least four characteristics of learning
organizations: (1) a supportive learn-
ing environment; (2) concrete learn-
ing processes; (3) a leadership that
reinforces learning; and (4) the
transfer of knowledge throughout

5 Charles Perrow, Normal Accidents; Living with High-Risk Technologies (Princeton University Press, 1984 updated 1999).
¢ Richard K. Betts, “Analysis, War, and Decision: Why Intelligence Failures Are Inevitable.” World Politics 31, no. 1 (Oct. 1978): 61-69.
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Rethinking Intelligence Failure

Inculcating practices of mindfulness and reliability will be done
mostly at work, and that is mainly the responsibility of manag-
ers—especially first-line managers.

the organization.” It should be added
that building reliability requires
looking at the organizational pro-
cesses that may be inhibiting effec-
tiveness and thinking through how
to realign them to be more condu-
cive to intelligence success. The key
here is not simply compiling lessons
learned but finding ways of integrat-
ing and habituating them into daily
work processes.

Climate and Culture. To be
effective, efforts to build reliability
need to operate on two organiza-
tional levels, climate and culture.®
Climate is the perception within an
organization that senior leaders are
committed to achieving greater reli-
ability and are actively facilitating
the effort. Culture alludes to how the
values have been adopted in the
rank-and-file and have become part
of daily processes.

A true HRO will operate on both
levels simultaneously. If senior man-
agement is trying to promote a reli-
ability climate but is not thinking
about how these values and prac-
tices are inculcated at the working
level, then efforts to become more
reliable are likely to falter. Con-
versely, a good culture of reliability
and tradecraft can be eroded and
undermined if working-level person-
nel perceive that senior managers are
only mouthing slogans. Harmoniz-
ing these two levels is a significant
challenge.

Training. Training is necessary,

but it is only part of the process.
Training can facilitate skills devel-
opment and spread values within
organizations, but inculcating prac-
tices of mindfulness and reliability
will be done mostly at work, and
that is mainly the responsibility of
managers—especially first-line man-
agers.

Management Focus. Managers

set the tone in their units and should
foster environments in which ana-
lysts are free to present minority
viewpoints and alternative views and
to question key assumptions. Man-
agers have levers for doing this:

* They have the power of example.
Experience shows that the tone set
by first-line managers and senior
analysts, whether positive or nega-
tive, will be embraced by more
junior analysts.

Managers have the power to
reward behavior that contributes to
constructive questioning environ-
ments or curb behavior that under-
cuts them.

They can mandate papers that
question existing points of view or
institute regular “stand downs” to
review analytic lines or explore
vulnerabilities that could lead to
failure.

* They can establish performance
benchmarks for individuals and
their components.

* They can encourage and provide
the means their analysts can use to
pursue outreach to bring new or
different ideas to their teams.

Accomplishing all this, however,
places a premium on deliberate plan-
ning on the part of the manager.

Knowledge Capture. Also

needed are improvements in the cap-
ture and transfer of knowledge
within components. This is not about
better information sharing, which
usually is about getting access to
more data from outside of compo-
nents. Knowledge capture and trans-
fer is about preserving insights
gained within a component, enabling
their recovery and regular reexami-
nation, and passing them along to
new and future members of the com-
ponent. Despite improvements in our
IT systems over the years, we are
arguably doing worse in knowledge
capture than we have in the past. In
my experience components shared
common sets of “read” files for all
team members. Today analysts tend
to maintain their own personal files
which few others can see or use.

Willingness to Countenance
Failure. On a day-to-day basis,

managers must demonstrate willing-
ness to discuss near failures and see
them as such. Organizationally, there
can be a strong disincentive to do
this, as higher management and out-
siders could perceive such discussion
as an indication of poor perfor-

7 David A. Garvin, Amy C. Edmondson, and Francesca Gino, “Is Yours a Learning Organization?”” Harvard Business Review, March 2008. See also, David A.
Garvin, “Building a Learning Organization” Harvard Business Review, July—August 1993.
8 Anthony Ciavarelli and Jeffrey Crowson, “Organizational Factors in Accident Risk Assessment,” unpublished paper presented to the Safety Across High-
Consequences Industries Conference, 9-10 March 2004, 1. Ciavarelli and Crowson are from the Naval Postgraduate School and are focused on aviation
safety. I have taken their distinction between climate and culture and adapted it to the issue of intelligence reliability.
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mance. In reality, however, discus-
sion of smaller or near failures
actually can help components get bet-
ter reads on situations they face and
better position themselves to help
prevent or mitigate big failures.

Consumer Relationships.
Focus must be kept on developing

relationships with consumers. This
can improve reliability by helping to
better focus support for them, but it
can also help mitigate one effect of
failure. While consumers are never
happy about failure, a component
with a strong track record as a reli-
able partner that does due diligence
will be more likely to be given lee-
way after a failure, especially if the
component demonstrates positively
that it is taking responsibility for its
mistakes and is learning from and
correcting them.

Rethinking Intelligence Failure

By seeing the analytical process in a more integrated and ho-
listic way, we can develop a better sense of where discrete ac-
tions fit into the process and how they may affect other parts of

the process and its outcomes.

Conclusion: The Value of This
Paradigm

The value of the conceptual frame-
work sketched out here is in its com-
prehensiveness and forward-leaning
orientation. At a minimum, it can
give us a more consistent vocabu-
lary as we continue to explore intel-
ligence success and failure. No
doubt elements of this framework
touch on existing practices, although
they are probably carried out in ad
hoc and inconsistent ways. No doubt
as well that much more could be said
about specific parts of the COPE
framework and practices that would
flesh it out in even more practical
terms.

Nevertheless, by seeing the analyt-
ical process in a more integrated and
holistic way we can develop a better

VVV
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sense of where discrete actions fit
into the process and how they may
affect other aspects of the process
and its outcomes. Such recognition
would enable us to go beyond either
reorganizations or ad hoc solutions
and short-term fixes and allow us to
develop better organizational and
systemic approaches for improving
our reliability.

All of this, however, hinges on
attitudes toward failure. Component
leaders who deny that failure is a
possibility almost certainly have set
themselves up for failure. If they
acknowledge they are almost always
one step away from failure and
apply the reliability cycle to manage
the risks they face, they will have
taken their organizations to the place
they should aim—and need—to be.
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50 Years Since Early Engagement in Southeast Asia

Counterintelligence in Counterguerrilla Operations

M. H. Schiattareggia

Originally published in Studies in Intelligence Vol. 6, No. 3 (Summer 1962)

Introduction. By the end of 1962, the administration of President John F. Kennedy
had committed more than 11,000 US military advisors to train and assist the military
and police forces of the Republic of South Vietnam in combating a growing communist
insurgency. The Central Intelligence Agency, involved in Vietnam since 1954, had also
committed several score field operators to raise and lead village militia units in anti-
guerilla warfare in the countryside, most successfully in the Central Highlands.

A different type of conflict from anything seen earlier in the 20th century by US mili-
tary forces accustomed to large-scale conventional conflicts such as World War I,
World War I1, and Korea, counterguerrilla warfare as developing in Southeast Asia
was something relatively new. It was not until late 1961 and early 1962 that the US
Army began developing a coherent counterinsurgency doctrine, encapsulated in FM
31-21, Guerilla Warfare and Special Forces Operations, to inform their operations.

The CIA had more experience at waging such conflicts, which were seen as part of its
core covert action mission—these actions were always covert and on much smaller
scales than their armed forces colleagues had ever attempted. Americans in general,
however, had a steep learning curve to overcome in becoming proficient at waging
counterinsurgency warfare—then known as counterguerrilla warfare—and in under-
standing the intelligence and counterintelligence aspects involved.

This article by M. H. Schiattareggia, the penname of a CIA operations officer with
military, counterguerrilla, and intelligence experience, first appeared as a classified
article in Studies in Intelligence in the summer of 1962. (It was declassified in 1995.)
The work delves into the history of past insurgencies as a means of educating intelli-
gence officers of the day who could expect in the years ahead to find themselves serv-
ing in Southeast Asian war zones.

As one of the first articles on the topic to appear in Studies in Intelligence, it hints at
operational concepts that would become a major part of the CIA’s efforts later in the
decade when eradication of the Viet Cong infrastructure, the winning of peasant
“hearts and minds,”” and rural security became foremost US goals. Of special note,
Schiattareggia surveyed the classics of guerrilla warfare literature produced by its
most famous theorists to that time, those who would become household names to Amer-
icans during the later Vietnam War. Knowing how one’s adversaries think and operate,
the author maintains, is the first step towards defeating them.

—Clayton Laurie, CIA Historian

VVVv

All statements of fact, opinion, or analysis expressed in this article are those of the author. Nothing
in the article should be construed as asserting or implying US government endorsement of its fac-
tual statements and interpretations.

Studies in Intelligence Vol. 57, No. 2 (June 2013) 39



Cl and Counterguerrilla Operations

40

Guerrilla intelligence, ways to
combat it, and organizational
roles in counter-guerrilla war-
fare.

COUNTERINTELLIGENCE IN COUNTER-GUERRILLA
*OPERATIONS

M. H. Schiattareggia

If one is to become proficient in counter-guerrilla opera-
tions,! one must prepare by learning everything there is to
know about guerrilla operations. It follows that if one is to
become knowledgeable in the specialty of counterintelligence
in counter-guerrilla operations, one must know the objectives,
organizational patterns, and modus operandi of typical guer-
rilla intelligence. It will be comforting to the counter-
guerrilla intelligence officer to know something also of the
counterintelligence methods employed by guerrillas, to the ex-
tent that they have a methodical counterintelligence.

The Guerrillas’ Intelligence

How do guerrilla intellipence needs—their Essential Ele-
ments of Information—differ from those of conventional

forces? For conventional forces it has long been U.S. Army
doctrine that the division commander needs to know how
many battalions of infantry, artillery, or armor are on his im-
mediate front, how many are within reinforcing distance, and
how long would it take for reinforcements to arrive in sup-
porting positions. He wants also additional order-of-battle in-
formation such as the identities of units and commanders.
He seeks answers to such questions as whether the enemy is
going to attack, where, when, with how many battalions, and
with what objectives, whether he will defend a position and in
what strength, whether he will withdraw and when and

! Note that this article 1s confined strictly to the counter-guerrilla
aspect of the broader concept “counter Insurgency" currently promi-
nent in officlal communications.
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whither., Such EEI stem from the objective of conventional
warfare—to impose one’s will on the enemy by whatever force
is necessary.

This manifestly is not and cannot be the objective of guer-
rilla warfare. Guerrillas' objectives are to harass, weaken,
demoralize, disrupt; they cannot hope to win wars against
massive conventional forces. Their EEI stem from these ob-
jectives. They need to know about movements of small con-
voys and troop detachments, their timing and their routes.
They must know intimately the terrain along such routes to
select good points for ambush or attack. They must know
the terrain offering approaches to these points and possible
routes of withdrawal from them. They have to know how the
convoys and detachments are armed and protected.

Moreover, the guerrillas must know in detail the complete
layout of installations like fortified villages, supply dumps, and
command posts which they are going to attack, their defen-
sive structures and the strength, tactical practices, and weap-
ons of the guards, what booty the installations offer, and ap-
proaches and withdrawal routes from them. They need inti-
mate knowledge of rail lines and roads and of bridges and
other critical points on them suitable for sabotage or attack
from ambush. Their main concern with the kind of intelli-
gence needed by conventional forces is for defensive purposes:
they seek information on movements of major enemy forces
to be forewarned of encirclements or sweeps of their base or
bivouac areas.

What are the sources for these kinds of information and
what sort of intelligence organization is formed to procure it?
In their early formative periods, at least, most guerrilla bands
of the past have had no formal intelligence organization;
many of their leaders have not had the sophistication even
to harbor a conscious concept of intelligence. The Pathan
tribesmen on the Northwest Frontier of old India, whose main
sport and livelihood has for centuries been the ambushing of
caravans in mountain passes and who make guerrilla-type at-
tacks on their neighbors in the conduct of blood feuds, might
be called natural experts at guerrilla warfare. They cer-
tainly don’t sit down in council to organize intelligence collec-
tion forces or process collected information; but you can
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jmagine a tribesman skulking high up on a mountainside,
camouflaged by natural coloration and his clothes, watching
caravan routes below for great distances and then, by runner
or signals, passing the word to his fellows that it is time to
get into position for attack. Despite Jomo Kenyatta’s educa-
tion in London and Moscow and the sophistication of several
other Kikuyu leaders in the Mau Mau guerrilla actions of the
early 1850’s, one finds little in the writings of British
analysts concerning any Mau Mau organization for acquiring
intelligence; but you do find reference to the advantage the
“gangster” enjoyed in knowing the area better and his “added
advantage of good observation points both on the forest fringe
and on the moorland areas." *

Regardless of its lack of formal organization, every guerrilla
force of any size which enjoys any success has a ready-made
intelligence collection agency—the people on the ground. If
the guerrilla movement in fact springs from these people, if
it represents a popular wave of feeling against the govern-
ment or occupying power, the people on the ground—the
peasant or coolie farmer, the laborer, much of whatever mid-
dle classes there are—will feed information to the guerrillas
spontaneously. As the guerrilla leader becomes experienced,
he will improve on this spontaneous flow by teaching the peo-
ple accuracy in their reporting and by instructing the most
intelligent, trustworthy, and courageous of them in what he
particularly needs to know and in how to make observations
and report them. He will also augment it with trained patrols
and with clandestine agents, the latter particularly for pene-
trations. He will work to improve the speed, accuracy, and
security of the communications by which this information
gets to him, whether by runners, signals, or electronic means.

In Communist practices, particularly, if not all the people in
the area fully support the guerrilla effort, those who do not
will be harassed by pressures and if necessary by terrorist
methods, and at the same time indoctrination teams will ex-
ercise persuasion on the populace. Ultimately, as the move-
ment grows, the Communist guerrillas will develop rather

*Major P. M. Slane, M. C., The Royal Inniskilling Fusillers, “Tactical

Problems in Kenya," Army Quarterly, Vol 69 (October 1954),
pPp. 45-52.

42 Studies in Intelligence Vol. 57, No. 2 (June 2013)



Cl and Counterguerrilla Operations

sophisticated intelligence requirements, organization, and pro-
duction. Intelligence documents captured by the French
from the Ho Chi Minh forces before the 1954 Geneva agree-
ment to divide Viet Nam included remarkably accurate order-
of-battle studies on the French units and other situation re-
ports, summaries, and estimates of a high caliber.?

The guerrillas’ primary source of intelligence is then the
people of the area, the sea, as Mao Tse-tung characterized it,
in which the guerrilla fish swims. The guerrilla intelligence
effort may be anything from a primitive, instinctive activity
in the casual hand of the leader to fully organized work under
a true intelligence staff section at the main base or redoubt.
Collection facilities can run the gamut from the spontaneous
reporting of haphazard information to a system of patrols, ob-
servation posts, surveillance teams, sentries, clandestine net-
works, penetration agents, prisoner interrogations, and tech-
nical intelligence. Communist-directed guerrillas will tend to-
ward the sophisticated, the more so the longer they operate
successfully.*

This, then, is the intelligence target, the problem confront-
ing the counterintelligence organization of any counter-
guerrilla force. How does that organization go about its task
of stopping, disrupting, manipulating, or negating the intelli-
gence operations of the guerrillas? ®

Keeping Lhe Fish from their Sea

Certainly it appears from this analysis that the greatest
single problem is that of stopping the flow of information from
the people on the ground to the guerrillas. There is a choice
of two approaches to this problem. The first is to move the
people from the guerrilla area—particularly the peasant or
coolie farmers, but also all the population of small villages—to
relocation centers where they have neither access to infor-

'Bee G. K. Tanham, Doctrine and Tactics of Revolutionary Warfare:
The Viet Minh in Indochinag, Rand Memorandum 2395, Sept. 20, 1959,
*A survey of source materials on guerrilla intelligence is included
as an appendix to this paper. .
* Some current areas of confusion in delimiting the task of counter-
Intelligence with respect to that of positive intelligence and that
of counter-insurgent actlon are discussed in a note appended to

this paper.
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mation nor contact with the guerrillas. The second is a mas-

'sive application of normal police/counterintellizence proce-
dures—detecting and identifying the people that supply in-
formation to guerrillas, their guerrilla contacts, and their
couriers, courier routes, letter drops, or other means of com-
munication, and then taking either the defensive steps of ap-
prehending, interrogating, and imprisoning these people or the
offensive one of turning them around for double agent opera-
tions. Outlining these two choices is easy enough, but it must
be obvious that carrying either one out is an absolutely stag-
gering job.

The relocation method is not an innovation; it has been
demonstrated that it can be effective. The Russians, for ex-
ample, have proved the harsh effectiveness of mass deporta-
tions of population in the Baltic states and elsewhere. In
Malaya the British-Malayan Security Forces carried out more
humane and limited relocation operations, combining these
with other forms of action to cut off the Communist Terrorists
from contacts with the people, not only for counterintelli-
gence purposes but to prevent their getting from them food,
supplies, and other kinds of support.® The French undertook
rather massive relocation efforts in Algeria, where whole new
towns, with schools, medical facilities, shops, water supplies,
and all requirements for living were created, administered, and
guarded by the French Army. At present relocation opera-
tions are being carried out in South Viet Nam along the
Laotian border.

" The Conduct of Anti-Terrorist Operations in Malaya, officlal manual
of the British (later Malayan) forces (3rd editlon, 1958, classifica-
tion “confidential”), chapter III, sections 31 (Main Tasks of the
Security Forces) and 4 (The Briggs Plan). This is beyond question
the best counter-guerrilla operations manual extant. It Is argued
by some students of CGW that the peculiar conditlons existing in
Malaya—the Chinese “minority” (almost as numerous as the
Malayans) being the element supporting the CT's rather than the
whole population, and the organization of civil government, police
forces, and military forces being so uniquely British—make it not
valid for application elsewhere; but it distills from many years
of experlence a great amount of practical guidance on modus
operandi which is clearly applicable any place In the world where
guerrilla movements might develop.
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There will undoubtedly continue to be situations when re-
location is an essential step in counter-guerrilla action. Some
of its aspects are completely outside the competence of coun-
terintelligence forces—the construction of housing for the
people, the provision of food and water, sanitation and medi-
cal care, and schools, the mounting of indoctrination pro-
grams to change the loyalties of the people, the stationing of
guard or combat troops, the training of village self-defense
forces. Other aspects, however, are wholly counterintelli-
gence responsibilities,

First is the painstaking process of checking the bona fides
of the people moved to the relocation site, determining that
they are not guerrilla espionage agents, active members of the
Communist Party, or working for any other subversive organi-
zation. This entails a requirement basic to all counterintelll-
gence operations—effective records. The vetting and name
tracing task is a very large one. To approach it practically,
one must begin with personnel who have been given any of-
ficial position or responsibility, with especial emphasis on the
center's security forces—the police and seli-defense forces,
then the civil officials. When these have been vetted, the job
of checking the population at large can be attacked.

Counterintelligence personnel must draft or be consulted
in the drafting of plans for control of the population—
identity cards, travel permits and controls, curfew, neighbor-
hood or block registration and control systems, the selection
and training of personnel for these, etc. The development of
an informant net is an essential step in counterintelligence
control; it forms part of what Eric Lambert, British MI-6 po-
lice assistance staff officer, speaking from the British experi-
ence in Malaya and Kenya Colony, calls the “police intelli-
gence net at the village level.” Together, the block registra-
tion system and the informant network form one of the most
effective means of defensive counterintelligence, detecting the
presence of subversive or espionage agents and identifying
them and their contacts.

In the alternative method used to shut off contact between
the guerrillas and the people in the area, the counterintelli-
gence task is probably even more difficult than in relocation.
This was the method used by the Filipinos in the Communist-
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controlled area known as “"Huklandia,” and it worked. Colonel
Napoleon Valeriano, the officer of the Fhilippine Army who
was primarily responsible for developing the “Battalion Com-
bat Team” and “Hunter-Killer Team" techniques employed so
successfully in destroying the Hukbalahaps on Luzon, de-
scribes elements of the counterintelligence aspect of the op-
eration in this way: ¢

Four teams (combined MIS & C Company) with radlo sets were
organized, consisting of six to eight men, with the ranking NCO
In charge. Later six more teams of the same composition were
added. Assigned missions were varled, but essentially the teams
were required to penetrate the suspect area secretly and report all
observations on the inhabitants by radio. Contact frequency was
once every other hour on the hour. S5-2 rented a house in the
town of Pandl and hired a family to oeccupy the house as cover
for MIS operatives. The latter group was assigned to effect
surveillance on the municipal executive snd the town chief of
police, already held suspect by 5-2.

Because of the temporary suspension of the wrlt of habeas
corpus in Huklandia since 1950, It was possible for the 7th BCT
to detain suspects indefinitely. On the theory that the populace
are subjected to deep-covered “terrorism,” it was recommended
that several individuals be “snatched” and brought to Tth BCT
HQ for interrogation, hoping that these Individuals, after being
convinced of the protective motives of the government under
skillful handling, will be made to tell the truth about Pandl.
The recommendations were approved and appropriate orders were
issued.

The teams were able to snatch no less than 60 Individuals from
different points of the area without being detected by the Iin-
habitants. Suspicions grew more about hidden power of the Huks
In Pandl, as in no single case did the mayor or the chief of police
report the disappearances to the PC or to the Tth BCT,

With good treatment and frequent appeals to the detalnees
(the Secretary of National Defense participating) [ed. note: This
was Sr. Magsaysay, later President of the Phillppines] to cooperate
with the government and promises of monetary rewards, the
knowledgeable eventually came up with startling Information.
However, all detainees agreed on their fear of Huk reprisals.
Allegations from detalnee-afiants were radioed back to field teams
covering Pandl for verification or confirmation. These informa-
tions were carefully classified and analyzed and compared with
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past intelligence files as far back as 1948. Out of this painstaking
effort, 5-2 was able to establish the [ollowing Intelligence pattern:

{1) Pandi was important to the Huk organizations In. Luzon
due to its proximity to the city of Manila, the center of under-
ground apparatus of the Communist Party of the country.

{2) Therefore, it was important that Pandi should not catch
the attention of the AFP or PC; so as not to be garrisoned
by the AFP or PC, the area must be kept a “guiet" sector,
prohibiting the staging of raids, ambuscades, or any Huk
activity that will draw troops.

(3) It was commonly known in the area that Huk troop
concentrations are prohibited in the area. The area, as a
matter of fact, is supposed to be avoided by traveling units.
Foraging will be done through supply agents specifically ap-
pointed by the municipal mayar. Direct approach to houses
or inhabitants is punishable by death.

i4) Huk wounded or fugitives desirous to seek shelter in
Pandi must first get proper permission from their superiors,
who in turn will make proper arrangements with Pandi au-
thorities.

{5} Huk couriers traveling to or from Manila receive brief-
ings from Pandil Huk intelligence officers on current situations
of their destinations, are given pass words, and exercised on
new counter-signs.

{6) Pandl inhabitants that had been judged “reactionary”
or recaleitrants are not diseiplined within the municipal area,
but are by long practice secretly kidnapped and killed outside
of Pandl. Several instances were cited where the mayor and
the police chief conspired in the kidnap-murder of individuals
that were ordered punished by the Huk high command.

(T) During the past years, several PC garrisons were off and
on maintained in Pandi that because of their small size and
poor security could easily have been wiped out by local Huks,
These garrisons were left unmolested to mislead government
intelligence appraisals on the area.

{8) Names of individuals were submitted as active Huk
agents in Pandi, starting off with the mayor's name, police-
men, rich and prosperous businessmen, etc.

With several sworn statements, each statement corroborating
with others, eriminal actlons were Instituted against all individuals
cited or involved,

The liguidation of the Pandi sanctuary broke the Huk secret
refuge area near Manila, which in a large way hamstrung their
clandestine activities in the city and their lialson and control
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lines with their active field units in Central Luzon. Travel for
Huk courlers and VIP's to and from Manila became more difficult.
This kind of counterintelligence effort resembles in many
respects the criminal investigation methods employed by the
police against powerful criminal gangs who have the support
of large numbers of people, and for this reason and others the
police are likely in most countries to be the most effective
agency for carrying it out. The method calls for informants
in every village, surveillance personnel, patrols disguised as
guerrillas, combat squads with great mobility and advanced
communications capable of reacting at once to flash reports,
skillful interrogators, extensive records carefully built up and
cross indexed, and counterintelligence analysts to study the
guerrilla intelligence organization, define its modus operandi,
and identify its personalities.

Other Counterintelligence Tasks

Aside from its major special problem deriving from support
of the guerrillas by people on the ground, counterintellipence
- has tasks in counter-guerrilla action relating directly to the
guerrilla forces and their organic intelligence capabilities
which manifest the usual twin aspects, defensive and offen-
sive. ' _

Among the defensive aspects is first the normal job of main-
taining the security of the police or military forces engaged
in the counter-guerrilla operations. Counterintelligence per-
sonnel must conduct fraining, or must prepare training
plans and material and train instructors, to indoctrinate the
forces in problems of security. The importance of this re-
sponsibility is highlighted in the Malaya manual referred to
above. Its chapter XIV, section 5, “Military Security and
Counter Intelligence,” makes the following observations:

As the MCP [Malayan Communist Party] does not possess the
normal organization of a first class enemy, 1t must exploit every
resource of Intelligence to redress the balance of inferior force.

Thus, in addition to the direct screen of the Min Yuen, the MCP
has established a network of agents and informants throughout
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the Federation whose task is to gather information and pass it
quickly to the CT [Communist Terrorists].

The GiInt) (b) staffs [counterintelligence staff sections in mili-
tary headquarters] are responsible for the application of:—

ia) Preventive measures to deny the CT all opportunity of
gaining knowledge of our intentions.

ib) Detective measures concerned with the investigation of
breaches of security or covert activities detrimental to
the security of the Armed Forces.

Military Security.—There is clear evidence that:—

{a) Many successful ambushes against SF [Security Forces]
have been the direct result of lack of securlty.

ib) CT movement out of an area due to be the scene of
impending operations has taken place because of bad
security, particularly careless talk.

In operational areas contractors and their employees, who are
all vulnerable to CT pressure, quickly become aware of ration
strengths, the units engaged, the names and personalities of senlor
officers and, unless great care is exercised in ordering rations, can
forecast with some accuracy future unit changes of locations.

Security is many sided and the CT do not rely on one source
only for information, All ranks are prone to careless talk, usually
through vanity, thoughtlessness or ignorance. To counter in-
numerable instances of insecurity of material, locose methods of
safeguarding secret papers, inefficient guards, unauthorized entry
to WD premises and other breaches of security there is only one
remedy: proper security training. The supervision of this training
Is the task of the Unit Security Officer, assisted by the G(Int) (b)
staff, and the security agencies, to ensure that all ranks become
security minded.

Counterintelligence —It is unfortunately only too true of the
G(Int) (b) staff and security, as it is with the police and crime,
that most of its time is taken up in the investigation of breaches
of security that have already occcurred.

The G{Int) (b} staff sets up certain standing controls, crganizes
a system of passes and permits, and arranges with the help of
Special Branch for thorough vetting and verification of all em-
ployees, but these merely limit the problem. They may make It
difficult for an informer or agent to gain access to milltary estab-
lishments or, having got In, to be able to do much harm, but
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they cannot exclude the agent or nullify the work of those already
inside.

The object of standing controls is, by a process of elimination,
to throw into relie! incidents or persons that seem to be sus-
picious and to make them the subject of investigation.

Properly trained, security minded personnel will not only pre-
vent Information from getting to the CT but, in adhering to
standing securlty controls, will be quicker to observe any sus-
plcious departures from them and assist the counterintelligence
effort.

Since the foregoing is the only section in this manual de-
voted to the subject of counterintelligence, its writers evi-
dently considered counterintelligence a purely defensive mat-
ter. This would in all probability not have been the case if
either the Special Branch of the Malayan CID or MI-6 coun-

" terespionage people had written it. The offensive counter-

intelligence operations which can be employed against guer-
rillas include penetrations, provocations, double agents, and
defections in place—all of the classic devices of counter-
espionage. Of these, the most effective is undoubtedly pene-
trations. Even Communist guerrilla forces, who are probably
more security-minded than most others, are always under
pressure to build up their strength; they always are looking
for additional men. It is extremely difficult for guerrillas,
with their requirement for the highest degree of mobility, to
build up counterintelligence records and maintain them, and
they are therefore hampered in making the normal security
check on new recruits who show up or are brought in by old
members,

Penetrations were used by both the Abwehr and the Gestapo
of the Nazi forces in Europe during World War II with varying
degrees of success, depending in part on the country where
they were employed. Their success was especially great in
France against the “Free French” or Gaullist resistance
forces, which were colossally lacking in security consclousness,
but also against the compartmented sabotage groups organ-
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ized and led by the much better trained and security-conscious
officers of the British SOE~

The classical double agent operation would presumably re-
tain in counterintelligence activity against guerrillas all the
hazards and problems so well described in a recent article in
the Studies® Yet a distinet form of double agent operation
seems to have worked very well in counter-guerrilla action in
a primitive area like Kenya Colony. What other term than
double agent really applies to the astonishing operations car-

"One corps of penetration agents introduced into the SOE and other
groups was led by a Frenchman, thought to have been an Alsatian,
known by the code name of “Grand Clément.” Recruited Intc
an early BOE group in France, he was recognized to have qualities
of leadership and so was flown to England for tralning and brought
back as an officer in the group. Not long afterward Nazi counter-
intelligence forces arrested nearly all members of the group. Grand
Clément “escaped” and got into contact with another group. This
in turn was soon rolled up, and Grand Clément “escaped” agaln,
After this suspicious recurrence It was impossible for him to operate
personally again as a penetrator, but he set up a tralning school
for the Germans in which he developed a whole corps of penetration
agents, a fairly large number of whom were successful in getting
into Maquis, SOE sabotage, or other resistance groups, with the
inevitable results.

After the liberation of Parls, the present writer, then a counter-
intelligence officer in the joint U.S.-British-French Special Forces,
joined with officers of the SOE Security Sectlon In trying to track
down and apprehend Grand Clément, but he was never found. It
was never even determined whether he had been a German agent
at the time of his first recruitment Into SOE—a true agent provo-
cateur—or was recrulted by the Germans later. Two other Alsa-
tlans who had followed a pattern much like that of Grand Clément,
however, were arrested In Paris after the liberation, glven a short,
fair trial, and shot. They had been recruited into an SOE sabotage
group operating near the Swiss border and had shown such ability
that they were flown to England for training and returned to the
group as lieutenant and radio operator respectively. Durlng the
several months thereafter before the area was liberated, the Abwehr
rolled up & number of neighboring groups which, In violatlon of
good compartmentation practice, had had contact with thls one,
but left it strictly alone. This immunity led to an Investigation
and the post-liberation arrests. The confessions of the two men
established that they had been agenis provocateurs, but it could
not be determined whether they were tralnees of Grand Clément's.

*F. M, Begoum, “"Observations on the Double Agent," Studies VI 1,
p. 57.
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ried out by Inspector Ian Henderson when he turned the
captured Mau Mau around and sent them out to track down
their fellows?® The preconditions for these operations seem
to have been the primitive minds of the targets, subject to
intense superstitions, loyalties which appear strange indeed
to the occidental white man, and an operations officer who
knew these characteristics and the people so well that he
could grasp what went.on in their minds. Such preconditions
are not generally to be found, to be sure, but there is a large
part of one whole black continent, ripe today for Communist
exploitation, where they may obtain, and such operations may
be desirable among other tribes than the Kikuyu. How many
Hendersons do we have?

Military or Civilian Counterintelligence?

What agency should undertake the counterintelligence ef-
fort for the counter-guerrilla forces? Every country has some
kind of police force, as well as its military forces, in some state
of being; and it cannot be doubted that in most countries the
police, whatever their type or organization, will be closer to
the people, will know local conditions, will more easlly be able
to organize, normally in fact will already have organized, in-
formant nets, and will therefore prove more efficacious in the
collection of counterintelligence information for this type of
warfare than agencies of the armed forces would.

The opinion that police will always be superior to armed
forces in counter-insurgency operations was recently ex-
pressed by Slavko N. Bjelajac, chief of staff to General Mihai-
lovic in Yugoslavia during World War II.'* They can pro-
duce intelligence better than the armed forces, he sald, be-
cause they get it from the people everywhere; the armed
forces cannot get intelligence from the front because there
is no front. He referred to the experience in Malaya, where
the police were always kept on top in the operations, and the

*See Ian Henderson with Philip Goodhart, “The Hunt for Eimathi®
(London, 1858), reviewed In Studfes ITI 1, p. 137,

"In & speech before the joint Milltary Reserve units of CIA. Colonel
Bjelajac is now a civillan officlal In the office of the U.8. Army's
Bpeclal Warfare Directorate,
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army supported them with strikes against concentrations of
the rebels when a concentration could be located. He pointed
out the greater flexibility and mobility the police have for in-
stant blows or counterblows against guerrillas and their usu-
ally better communications for such actions.

There is much of interest along this line in the Malaya
manual previously cited. The opening paragraph on “Own
Forces™ (Chapter IIT, Section 1), reads:

The responsibility for conducting the campaign in Malaya rests
with the Civil Government. The Police Force {5 the Government's
normal Instrument for the maintenance of Civil Authority but,
in the current Emergency, the Armed Forces have been called
in to support the Civil Power in its task of seeking out and destroy-

ing armed Communist terrorism. In addition, a Home Guard has
been formed.

The main elements of the operational plan for Malaya,
which had been developed by a General Briggs, are discussed
as follows:

1. The Briggs Flan, which came into effect cn lst June, 1950,
almed at bringing proper administrative control to a population

which had never been controlled before. The maln aspects of
the Plan were:—

ia}) The rapid resettlemént of sguatters under the surveillance
of Police and auxiliary police,

4. R )

(e} The recruitment and training of CID and Special Branch
Folice personnel,

{d)} The Army to provide a minimum framework of troops
throughout the country to support the Police, and at the
same time to provide a concentration of forces for the
clearing of prlority areas.

(¢} The Police and Army to operate in complete accord. To
assist In this, joint Police/Army operational control is
established at all levels and there is a close integration
of Police and Military intelligence,

The chain of command established by the Briggs Plan en-
sured that “there was always complete integration of Emer-
gency effort,” and that the Security Forces “have always been
acting in support of the Civil Power,"
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The final paragraph on this plan is worth repeating here,
for it states objectives which appear likely to be valid in every
counter-insurgency situation in which the United States may
participate:

The Plan was essentially a thorough butl long term proposition
and It would be unrealistic to look for speedy and decisive results.
It envisaged a loglcal clearing of the country from South to North,
leaving behind a strong police foree and civil administration once
an area or State had been cleared. It also aimed to isolate the
MRLA [the Malavan Races Liberation Army, or Communist guer-
rilla forcel from the rest of the rural population, thus enabling
the latter to feel safe to come forward with Information, whilst at
the same time depriving the MRLA of their means of support
and so forcing them inte the open where thev could better be
dealt with by the BF.

The roles of police and military forces as described else-
where in Chapter III are worth study as a model of the
ideal organization wherever counter-insurgency or counter-
guerrilla operations have to be carried out. The philosophy
on which these roles were based is summed up in the second
paragraph of the chapter (XIV) on “Intelligence™:

Since there is no state of war in Malava, the basle responsibility
for maintaining law and order s still that of the Police. In the
same way the responsibility for producing intelligence still rests
with the Special Branch of the Police. In view of the size and
importance of the problem, however, a special Intelligence organi-
zation has been bullt up.

What the size of the problem required was joint Intelligence
operations centers manned by Special Branch and military in-
telligence personnel. One aspect of their division of labor is
particularly interesting: “All members of the public who
have information to give should be passed on to the Police,
who alone will handle agents and informers. On no account
will military units run their own agents or informers.”

The situation in Malaya, of course, with its almost ideally
developed security forces organization, is one which United
States forces will rarely if ever find in a country they are in-
vited to assist in a counter-guerrilla effort. It might be well,
however, to hold up this kind of organization as the goal to-
ward which to work, not only because the police can normally
be expected to do a far better intelligence and counterintelli-
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gence job than the local military forces, but also because
when the emergency situation is over the Americans will have
left behind the foundations of a better governmental and in-
ternal security structure,

It is unlikely that U.S. forces will themselves ever be doing
the counter-guerrilla job in any country, their role will be to
assist local forces to do it competently. And presumably
there will have been no declaration of war. Probably an
emergency situation will have been declared, perhaps martial
law, but no true belligerent situation as recognized in inter-
national law. Under these circumstances it would be desir-
able, in pursuit of the long-range goal of establishing a sound
civil government responsive to the wishes of the governed, to
keep the civil authority in control at all times.

There should certainly, in any case, be no contending be-
tween different elements of the U.S. contingent sent to sup-
port the indigenous forces as to whether the police and civil
forces or the military should have primary responsibility for
the conduct of the operation. This question should be settled
as a matter of national policy before any U.S. elements are
engaged, and it should be settled in the way which will lead
most surely toward a sound, strong, democratic gu-.remment
when the operation is finished.

APPENDIX: Survey of Sources on Guerrilla Intelligence

It is a puzzling anomaly that one of the poorest sources of
information concerning the intelligence methods developed
and used by guerrillas is the writings of the great and alleged
great guerrilla leaders. Mao Tse-tung's Yu Chi Chan,' a com-
prehensive manual on the organization, training, equipment,
and tactics of guerrilla forces, makes only one explicit ref-
erence even to a need for information about the enemy; at
page 80 it assigns the “anti-Japanese self-defense units”
among other responsibilities, that of “secunng information of
the enemy.” Intelligence, not to mention counterintelligence,
is otherwise completely ignored.

* On Guerrilla Warfare. Translation and introduction by Brig. Gen.
Samuel B. Griffith, USMC, Ret. (Frederick A. Praeger, 1961).
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Ernesto *Che"” Guevara, newly touted as a guerrilla author-
ity, does include in his recent book * a section on intelligence,
as follows:

"Know yourself and your enemy and you will be able to win
a hundred battles” Nothing helps the combat forces more than
accurate intelligence. But be sure to sort fact from fiction. As
soon as post offices and mall deliveries can be set up within the
guerrilla zone, try to get intelligence about the enemy. Use women
to Infiltrate the engn’iy camp. Use trained men and women to
spread rumors and sow confusion and fear among the enemy.

This paragraph, with its remarkable instruction on the sub-
ject of intelligence communications, is the amazing totality of
what Guevara has to say on the subject of positive intelli-
gence. In the field of counterintelligence, however, he ap-
parently had some afterthoughts, In Appendix 4, pages 66
to 68, he writes:

Almost all recent popular movements have suffered from inade-
quate preparation. Frequently, the secret service of the governing
rulers learns about planned conspiracies. Absclute secrecy is
crucial. The human material must be chosen with care. At times,
this selection is easy; at others, extremely difficult. One has to
make do with those who are available—exiles and volunteers
eager to joln in the fight for liberation. There is no adeguate
Investigative apparatus. Yet there iz no excuse for Intelligence
reaching the enemy, even If the guerrilla organization has been
infiltrated by sples, Tor no more than one or two persons should
be familiar with preparatory plans. Keep new volunteers away
from key places,

Absolutely nobody must learn anything beyond his immedlate
concern. Never discuss plans with anyone, Check Incoming and
outgoing mall. Know what contacts each member has. Work
and live in teams, never individually. Trust no one beyond the
nucleus, especlally not women. The enemy will undoubtedly try
to use women for espionage. The revolutionary secretly preparing
for war must be an ascetic and perfectly disciplined. Anyone who
repeatedly defles the orders of his superlors and makes contact
with women and other outsiders, however Innocuous, must be
expelled Immedlately for viclatlon of revolutlonary discipline.

.« . Of course, there is no reason why you cannot have a nucleus
of 500 men, but these 500 must be split up, because (a) so large
a group is bound to attract attentlon, and (b) In case of betraval,
the entlre force could be liquidated.

*Che Guevara on Guerrilla Warfare. Translation by Major Harris-
Clichy Peterson, USMCR (Frederick A, Praeger, 1961).
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The location of headquarters may be revealed to most of the
group and serve as the meeting place for the volunteers, but the
leaders of the conspiracy should appear there only rarely and
no compromising documents are to be kept there. The leaders
should stay in dispersed, secret hiding places. Locations of arse-
nals should not be known to more than one or two persons. Arms
are not to be distributed until the operation is ready to start, so
as not to endanger those involved and to avoid possible loss of
costly equipment.

The military leader of the Viet Minh forces, General Vo
Nguyen Giap, has written extensively about guerrilla war-
fare. His essays, collected in a book published in 1961, com-
bine a monotonous reiteration of the theme of close relation-
ship between the people and the Communist armed forces with
historical treatises on the liberation of North Viet Nam.
There is much repetitive material on the manner in which
guerrillas developed and were organized and some discussion
of guerrilla tactics, but nothing whatever on the part played
by intelligence.

General Vo's forces, however, as they have developed into a
conventional army, have not so neglected their intelligence
needs. The following passage from one of their training docu-
ments begins to reflect the military intelligence interests of
conventional forces but applies also to guerrilla operations:

Military Intelligence

1. Individuals selected for service as intelligence agents must
be active, courageous, perspicacious, realistic and calm In the face
of danger.

2. Intelligence targets: Before mounting any attack, you must
learn exactly the number of enemy troops and thelr armament,
as our own forces must be at least equal. Learn all you can about
the commander of the enemy troops. You should also study
the morale of the enemy soldiers, the location of thelr strong
points, such as blockhouses and heavy weapons emplacements,
and how many men there are In a squad, 8 section or a company;
identify enemy units by number or name. Find out the equipment
of each unit, the firepower of which It Is capable and the political
and military training received by the enemy troops.

3. The direct and Indirect methods of obtalning intelligence:
The direct method is to use your own personnel and to send them
out as agents. When you send agents into villages or cities, they

*General Vo Nguyen Giap, People’s War, People’s Army (Forelgn
Languages Publishing House, Hanol, 1981).
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must adopt a cover such as that of a peasant, a fisherman or
a coolle. When you send your agents into the countryside, a
special cover is not needed, but your men must be able to hide
in the forest and must take care to stay away from well-known
places, such as water holes or springs, where the enemy will be
alert for them. Agents in the countryside must be careful to
leave no tralls or other traces of their presence.

The indirect method is to recruit your agents from among the
populace. You should study the class structure of the people,
the youth particularly, and the organization of the enemy's in-
former nets. You should choose your agents from the groups
thus studied, train them, and put them to work. Tell each one
that he must submit reports at fixed intervals, and arrange for
them to contact your own men using a system of signals.

4. Intelligence reporting: In obtaining a report from your agents
on an enemy base, be sure that the following points are covered:

a. The location of the base and the name of the commander.

b. The positions of machine guns, blockhouses, trenches and
all other strong or weak places in the base.

c. The relationship between-the enemy soldiers and the eivilian
population at that base,

d. Communication facilities, Do they have radlos or tele-
phones?

2. The best routes of approach to or retreat from the base,

Other sections of the Viet Minh document also contain in-
struction in intelligence aspects of operations:

Ambushes

Before mounting an ambush operation, you must thoroughly
study your agents' reports on the situation among the people
in the area. Especlally study the routes by which and the hours
at which enemy troops move through the area. How large are
these enemy forces; how fast do they move; what weapons do they
carry? Do they have machine guns? In obtaining this informa-
tiom, it is essential that the enemy be unaware of our Interest.
Only the commander and his agents should know that these things
are belng studied.

The discussion of ambushes which follows includes many items
of intelligence import and puts emphasis on the effect of in-
telligence on plans and tactics. The same is true of the sec-
tions entitled “Raids on Enemy Bases,” “General Operating
Principles,” and “Establishing Your Base.” In the last named,
an indication is given of a somewhat more sophisticated un-
derstanding of the problem of communication with intelli-
gence sources than that displayed by Sr. Guevara: “. . . or-
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~ ganize your intelligence nets in the area, especially arranging
for communications between your agents and yourself.” The
document concludes on a realistically grim note: “Intelligence
agents and senior officers must study judo and all methods of
hand-to-hand combat to assist them in avoiding capture.
They must plan to take the most extreme measures to avoid
capture, If capture seems inevitable, they should plan to die
first."”

Turning to non-Communist sources, we find a large number
of good books written by officers who had experience in guer-
rilla operations during World War II. From these some
kernels of wisdom can be extracted with effort, but they suffer
as analytical or training texts because .they were not in-
tended for such purposes, being presented simply as exciting
yarns for public consumption.

One of the few books making a deliberate attempt to bring
together historical examples of guerrilla activities and to ex-
tract from them sound principles is a fairly recent one from
a British source, Guerilla Warfare, by C. N. M. Blair, an MI-6
officer.* Chapter 7 of this book, “Summary of Guerilla War-
fare” consolidates the principles distilled from a century and a
half of history. Its section on Intelligence begins on page
187:

Not only to .gwe timely Information of enemy activity against
them, but also for the success of their own operations against
the enemy, one of the first essentials for any guerilla force is to
establish an efficient Intelligence system. Untll the movement
has developed Into a large and widespread guerilla organization
their main need will be tactical intelligence on such matters as
enemy movements, concentrations and Intentions, with—from the
counterintelligence aspect—warning of enemy attempts to pene-
trate the guerillas’ own organization. To satisfy these require-
ments, guerillas must have thelr own tactical intelligence service
but—like the cccupylng power—they will also have to rely largely
on the local populace, who In turn will have to penetrate the
enemy's security services to obtain the necessary Information.

Conversely, if the enemy are unable to obtain Intelligence about
the guerillas through the local population, they are themselves
very greatly handicapped In thelr counter-resistance activities, It
is, therefore,  extremely lmportant that the local population are

*Published by British Ministry of Defence (London, 1957), classified
British Restricted (US. Confidential).
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In active sympathy with the guerlllas, and It s Interesting to note
that in every successful campaign reviewed In this book this local
support has been forthcoming,

Later, as the guerilla force expands, It will require strategic In-
telligence not only for its operations and own security but also as
as basis for internal propaganda. This type of information may be
provided through national guerilla or clandestine sources (as
happened In the case of the Jugoslavs receiving detalls of the
plans for the German Fourth Offensive) but is more likely to
have to come through ‘Allied channels,

Communications and control

One of the difficulties in the past has been to disseminate this
Intelligence, when received, for communications within guerilla
forces have always been elementary and slow, and as late as the
end of World War II still relied to a very great extent on couriers
and runners . ..

It seems noteworthy that even this more sophisticated ef-
fort to identify principles does not reach to concrete particu-
lars on subjects like means of collecting information (except
to stress reliance on the population), means of communicat-
ing collected information to guerrilla headquarters or intelli-
gence sections, and the system for intelligence processing
within the headquarters.

Brig. General Samuel B, Griffith, in his introduction to the
translation of Mao Tse-tung, covers the subject somewhat
more completely, both for positive intelligence and for coun-
terintelligence:

Intelligence is the decisive factor in planning guerrilla operations.
Where is the enemy? In what strength? What does he propose
to do? What Is the state of his equipment, his supply, his morale?
Are his leaders intelligent, bold, and imaginative, or stupid and
Impetuous? Are his troops tough, eflicient, and well disciplined, or
poorly trained and soft? Guerrillas expect the members of their
Intelligence service to provide the answers to these and dozens
more detailed questions.

Guerrilla Intelligence nets are tightly organized and pervasive.
In & guerrilla area, every person without exception must be con-
sidered an agent—ald men and women, boys driving ox carts, girls
tending goats, farm laborers, storekeepers, school teachers, priests,
boatmen, scavengers. The local cadres “put the heat” on eVery-
one, without regard to age or sex, to produce all conceivable in-
formation. And produce it they do.

As a corollary, guerrillas deny all information of themselves to
their enemy, who is enveloped in an Impenetrable fog. Total in-
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ability to get information was a constant complaint of the Na-
tionalists during the first four Suppression Campaigns, as it was
later of the Japanese in China and of the French in both
Indochina and Algeria. This is a characteristic feature of all
guerrilla wars. The enemy stands as on a lighted stage:; from
the darkness around him thousands of unseen eyes Intently study
his every move, his every gesture. When he strikes out, he hits
the air; his antagonists are insubstantlal, as intangible as fleeting
shadows in the moonlight.

Because of superior informatlon, guerrillas always engage under
conditions of their own choosing; because of superior knowledge
of terrain, they are able to use it to their advantage and the
enemy's discomfiture . . .

Within U.S. Government agencies there have been recent
attempts to build up a body of doctrine on guerrilla forces, in-
cluding their intelligence. In an early 1962 draft entitled “An
Approach to Counterguerrilla Warfare” (Confidential) pre-
pared at the U.S. Army Intelligence Center, Fort Holabird,
Maryland, is this brief treatment:

A second requirement for successful guerrilla cperations {5 in-
telligence. Knowledge of the enemy is the key to guerrilla success.
The guerrilla leader cannot take the enemy by surprise unless
he knows where the enemy s to be at a glven time and in what
strength. In addition to a clvilian clandestine net, a guerrilla
organization must have a small group of men trained in clan-

destine reconnaissance who can move in enemy territory, collect
the required information, and return safely to report.,

The Department of the Army Field Manual 31-21, “Guer-
rilla Warfare and Special Forces Operations” (September
1961) is authoritative with respect to the intelligence needs of
the U.S. Army Special Forces, the units designed to create
guerrillas, It covers the EEI for a Special Force team before
it is launched into an area to organize guerrillas and also has a
good list of EEI within the guerrilla area after arrival of the
team. The reader is referred to Chapter 5, “Theater Sup-
port,” Section II, “Intelligence,” and Chapter 7, “Organiza-
tion and Development of the Area Command,” Section IV, “In-
telligence in Guerrilla Warfare Operational Areas.” ‘The
manual falls far short, however, with respect to instruction
in the organization of collection means and in the modus
operandi, organization, and operation of intelligence produc-
tion facilities at guerrilla bases or headquarters. It also dis-
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tinguishes poorly between positive and counterintelligence
matters.

The most complete and probably the soundest analysis of
guerrilla- warfare in general and its intelligence and counter-
intelligence aspects in particular which the writer has been
able to find is the Guide to Guerrilla Warfare published by the
Operations School of CIA's Office of Training under date of
September 1961 (Confidential). Following up a short para-
graph at page 3 on the “Role of Intelligence,” a comprehensive
and detailed discussion of intelligence matters is contained in
a section beginning on page 28 covering “General Reconnais-
sance,” "Operational Reconnaissance” (especially valuable),
“Sources of Information Which Supplement Physical Recon-
naissance"—enemy personnel, friendly and neutral persons
in the area, enemy documents, enemy materiel, maps, weather
forecasts, enemy radio broadcasts, and aerial photographs—
and finally “Espionage.” A whole chapter beginning on page
49 is devoted to the subject of “Security,” the first two and a
half pages of which are really concerned with the defensive
aspects of counterintelligence.

NOTE: The Counterintelligence Function and Its Limitations

One area of semnantic confusion with possible practical con-
sequences derives from the definition of counterintelligence
| which, approved officially by the National Security Council and
incorporated into NSCID 5, makes it include countersubver-
sion as well as counterespionage and countersabotage, Many
people in recent times, including journalists and even high
government officials, have referred to guerrilla warfare as the
equivalent of subversion. It would be unfortunate if it should
therefore be concluded that counterintelligence personnel
have the sole or even the major role in counter-guerrilla ac-
tion; an instant’s reflection should make clear how much this
is beyond their capabilities,

On the other hand, it is particularly hard in counter-
guerrilla operations to distinguish between what is properly
positive intelligence and what is counterintelligence. Thus a
U.S. Army officer writing about counter-guerrilla operations
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in South Korea,® having emphasized as items of positive intelli-
gence the need for complete order-of-battle information on
each unit, to include each member of each unit, continued:

Personality files should include all local connections; frequently
a mother can persuade her son to surrender, or a guerrilla leader
can be captured while visiting his wife or girl friend. Special
efforts must be made to kill or capture guerrilla leaders and
selze their communications equipment. Aerial reconnaissance by
trained units should also be employed.

This statement typifies the loose thinking in regard to in-
telligence and counterintelligence which pervades most writ-
ings about counter-guerrilla warfare. From a semantics
standpoint the order-of-battle information, which in conven-
tional warfare would be positive intelligence, must with re-
spect to guerrilla activity, if that is the same as subversion,
be counterintelligence. But this sophistry aside, the task of
getting a mother to persuade a son to surrender, or of seizing
communiecations equipment, or of getting at a guerrilla leader
through his girl friend, is not positive intelligence but some-
thing that requires professional counterintelligence Know-
how.

The point to be emphasized is that, while it 1s manifestly
impossible for counterintelligence forces to carry by them-
selves the whole responsibility for counter-guerrilla opera-
tions, their role in these operations is a critical one on which
the success of the enterprise can very well hang. If anyone
has any doubt about this statement, let him read Ian Hender-
son’s fascinating book, cited above, about the final tracking
down of the most dangerous of all the Mau Mau guerrilla-
terrorists, Kimathi, and try to imagine military positive in-
telligence personnel or even skilled clandestine espionage peo-
ple not trained in counterintelligence or police-type work ac-
complishing what this Special Branch Inspector did.

"Lt. Col. John E. Beebe, Jr, U.S. Inf., “Beating the Guerrilla,"™ Mili-
tary Review, December 1955 {publication of the Command and Gen-
eral Stafll College, Ft. Leavenworth, Kansas),
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The Cuban Missile Crisis Redux:
Lessons from Two More Works

Blind Over Cuba: The Photo-Gap and the Missile Crisis, by David M. Barrett and Max Holland (Texas A&M
University Press, 2012), 240 pp., photographs, endnotes, index

The Fourteenth Day: JFK and the Aftermath of the Cuban Missile Crisis, by David Coleman (W.W. Norton &

Company, 2012), 256 pp., photographs, endnotes, index.

Reviewed by Thomas Coffey

Peacefully disarming your enemy is not what it’s
cracked up to be, judging by the two latest histories of
the Cuban Missile Crisis. Despite averting a world-
wide apocalypse in the course of getting the Soviet
Union to dismantle medium range missiles capable of
carrying nuclear warheads, the cool-headed and indis-
pensable John F. Kennedy still faced the need for a lot
of damage control. Authors David Barrett and Max
Holland recount in Blind Over Cuba how the Ken-
nedy administration juggled explaining to Republican
opponents in Congress why a U-2 overflight discov-
ered the missile sites just in the nick of time, and pre-
venting its prophetic Director of Central Intelligence
(DCI) John McCone from telling the true story behind
this “near intelligence failure of the first magnitude.”
Author David Coleman, in The Fourteenth Day,
reminds the reader that these recriminations distracted
the administration from the main tasks of negotiating a
disarmament deal with a chastened but still dangerous
Nikita Khrushchev and figuring out how to monitor
any agreement given the resistance of the tempera-
mental Fidel Castro.

It is all interesting material and the stories are well
told. The sourcing in both books includes a healthy
dose of primary documents. And there are lessons to
be gleaned from the narratives. Yet there’s something
picked over about the topic, and these attempts at find-
ing something new to say approach overkill, coming

across more like journal articles stretched into book
length to mark the 50th anniversary of the event.!

For example, who by now does not know McCone
held lots of cards when it came to deflecting blame for
the “photo gap,” the six-week hiatus in intrusive aer-
ial reconnaissance of the Cuban mainland that pre-
vented US photo-interpreters from discovering the
missile sites until 15 October, days before some of
them would become operational. As Blind over Cuba
explains, after the discovery of SA-2 antiaircraft mis-
sile batteries in late August, McCone became con-
vinced Khrushchev planned to install nuclear missiles
on the island. “Those batteries aren’t there to protect
the cane workers,” he was quoted as saying. He
wanted the pace of U-2 over-flights drastically accel-
erated. And then he went on his honeymoon.

However, at a meeting on 10 September, National
Security Advisor McGeorge Bundy and Secretary of
State Dean Rusk ordered, over the outranked Deputy
Director of Central Intelligence Marshall Carter, the U-
2’s flight plans and frequency of missions severely
restricted to avoid the downing of these aircraft. Both
officials were jumpy after the Soviets had complained
about one stray over-flight and the Chinese had just shot
down a U-2 over their territory. They also were not con-
vinced the sophisticated antiaircraft missiles were any-
thing more than the typical military hardware the Soviet
Union provided to its satellite countries.

I Max Holland's early exploration of the gap, “The ‘Photo Gap’ that Delayed Discovery of Missiles,” appeared in Studies in Intelligence 49, No. 4
(December 2005), which is available online at https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-studies/studies/

vol49no4/Photo_Gap_2.htm.

All statements of fact, opinion, or analysis expressed in this article are those of the author. Nothing in this article should be construed as
asserting or implying US government endorsement of its factual statements and interpretations.
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Upon returning from his honeymoon, McCone pro-
tested mightily and demanded restoration of sweeping
overflights. What he got was a curtailed flight over
western Cuba, where the SA-2s were first spotted, but
it was enough: the pictures taken clearly showed
nuclear missile sites under construction near San Cris-
tobal. Attorney General Robert Kennedy’s coined
phrase “Thirteen Days” of superpower confrontation
and policy deliberations was about to begin.

After JFK got Khrushchev to back down, mostly
Republican lawmakers wanted the Kennedy adminis-
tration to explain its perceived slowness in discover-
ing the missiles. And the player who would deflect
enough attention from the near disastrous overflight
policy order was none other than McCone.

Through countless testimonials on Capitol Hill,
McCone unsuccessfully did his best to be seen as a
team player for the administration while at the same
time making known his grand foresight in predicting
Soviet intentions. He obscured the story just enough
so that lawmakers failed to get to the bottom of the
photo gap, caused, not by bureaucratic infighting or
bad weather, but by Bundy and Rusk’s move to restrict
the over-flights. However, the DCI could not help
himself, coming across as an I-told-you-so maverick,
something the president had problems tolerating.

Unfortunately, Barrett and Holland treat the failure
to discover the photo gap as something of a cold case.
They focus on McCone’s internal assessment of mis-
sile crisis coverage, a CIA Inspector General investi-
gation, a review board report, and congressional
hearings. This overreliance on reports and prepared
testimony, including quoting a whole paragraph from a
Senate report just to make the case that a group of leg-
islators must have signed off on its findings, makes the
narrative sound like such a report. And how interest-
ing can reports and congressional hearings that never
really got to the bottom of a matter be? Accounts of
partisan behavior by the chairman of the President’s
Foreign Intelligence Advisory Board (PFIAB) and
democratic political operative, Clark Gifford, along
with the attempts of Roger Hilsman, chief of State
Department’s Bureau of Intelligence and Research, to
blame the CIA for the photo gap can only hold atten-
tion for so long.

The authors also felt the need to scan existing books

and research on the missile crisis for references to the
photo gap. This commendable review of scholarship
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yields the supposedly startling finding that many
books did not mention the photo gap in any depth. But
why would experts expend any more time than they
have to on an intelligence failure that did not happen,
no matter how much of a near thing it was?

The Fourteenth Day does a nice job of cataloging
the weaponry Kennedy wanted to open up to scrutiny
and the means available to monitor their withdrawal.
Besides the medium-range missiles, the Kennedy
administration wanted other weapons out of Cuba,
especially long range IL-28 bombers, as well as MiGs,
cruise missiles, and Luna artillery launchers, which
could be used for battlefield nuclear weapons. The
presence of 41,000 crack Soviet soldiers was also a
concern.

Coleman provides a thorough overview of the atmo-
sphere in which Kennedy operated—including an
aggressive press that he illegally spied on, a State
Department without direction, and a condescending
and trigger-happy military. But instead of amplifying,
the excessive coverage of these elements actually dis-
tracts from the main story of disarmament. The book
also would have benefited from more coverage of
Khrushchev and Castro—the latter is practically
absent from the story.

Lessons

Taken together, these books provide some lessons on
coordinating intelligence collection and policy, warn-
ing, and policymaker support.

Develop an intelligence collection plan. The Ken-
nedy administration sought a more rigorous policy for
collection in the immediate aftermath of the crisis. As
the president said to fellow Executive Committee offi-
cials, “we can't have this thing every morning whether
we are planning to fly planes or not.” Securing greater
certainty on collection depended on the administra-
tion’s coming to agreement on what weapons Cuba
hosted, which ones had to go, which ones would be
nice to have out of Cuba, and which ones were not
worth the risk of blowing a disarmament deal. Under
this framework, high- and low-altitude flights would
initially swarm over the island, and then be under-
taken more selectively. For example, once aerial sur-
veillance of Soviet ships revealed the Kremlin was
acting in good faith in dismantling the nuclear missile
installations, Kennedy stopped monitoring compli-
ance on these weapons and went on to get a better
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intelligence handle on other objectionable weapon sys-
tems in Cuba.

Recognize collection gray areas. Having policy offi-
cials narrow the list of weapons to be dismantled and,
by doing so, lower the risk of a shoot-down is simpler
than it sounds, for in making this list, officials some-
times need intelligence on the status of the weapons
systems. There’s a continuous feedback loop. The IL-
28 bomber, for example, was a particular concern, and
officials hoped Khrushchev would take their hints
about sending them out of Cuba, piece by piece. But
overflights of these bases showed the planes were still
being assembled, forcing Kennedy to decide whether
to press for their removal, and thus necessitate moni-
toring Soviet compliance, or let the matter drop. The
last thing Kennedy wanted was to upset Khrushchev
and induce him to hand over the SA-2 missile sites to
the trigger-happy Cubans.

Special care is needed when analysis hinges on US
policy. Analysts who overestimate the influence of the
United States on the behavior of other leaders or coun-
tries risk misleading their readers by making their
analysis appear more actionable than it is and by giv-
ing US policy officials a false sense of comfort. These
books make clear that analysts were convinced the
Cuban military buildup was defensive and would stay
that way as long as Moscow understood Washington’s
vehement opposition to an offensive buildup. All US
officials had to do was warn Moscow away. But a
multitude of factors influenced Khrushchev. These
included his desire to redress the strategic balance
while protecting Cuba, his expectation that he could
pull a fast one by installing the missiles quickly, and
his belief that once the missiles were operational, Ken-
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nedy would live with the fact just as Khrushchev him-
self had lived with missiles in Turkey.

Another pitfall of ascribing too much influence to
US policy is that analysts sometimes wrongly assume
they know what US policy is or can anticipate what it
will be even when crucial decisions have not yet been
made. Board of Estimates Chairman Sherman Kent
and his analysts later bragged about correctly calling
the no-compromise position the Kennedy administra-
tion adopted on the missile deployments, but they
brushed off their failure to see Khrushchev’s Cuban
gamble. And despite his bragging, Kent may have
blown even the call on the administration’s position,
not knowing of Kennedy’s decision to pull US Jupiter
missiles out of Turkey as part of a more concession-
ary bargain.

Beware of the risk of confirming policymaker
views. The policymaking and intelligence communi-
ties, with the exception of the DCI, agreed the Soviets
would not do anything so stupid as to put nuclear mis-
siles in Cuba. Right for the wrong reason is how many
experts described McCone's foresight. Kent asked the
drafters of a key estimate on the subject whether they
agreed with McCone; none did and no notation of this
alternative view went down on paper. Policy officials
applied no pressure on CIA to give the matter another
look since they agreed with the majority view. Only
through McCone's steadfastness and access to the
president did that crucial U-2 flight over western Cuba
take place. Most crucial intelligence calls lack such
high-level contrarians, making it imperative that pol-
icy officials see a minority view either in the body of
an analytical piece or separately in an alternative anal-
ysis-like publication.
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Historical Dictionary of Signals Intelligence

Nigel West (Scarecrow Press, 2012), 340 pp., bibliography, index.

Reviewed by Gary K.

Nigel West is the well-known author of many books
on intelligence. He has authored or coauthored nine of
the 16 historical dictionaries published by the Scare-
crow Press on intelligence topics and so is well-placed
to attempt perhaps the most difficult of all historical
intelligence dictionary subjects: the highly classified
field of signals intelligence (SIGINT). West does not
shrink from the challenge; he takes on not just British
SIGINT, and not even just British and US SIGINT. In
fact, West has attempted to corral the SIGINT activi-
ties of most of the world’s nations over the past cen-
tury. No volume could manage such a difficult task
well, particularly given how closely guarded the sub-
ject is—very little of what the world’s SIGINT agen-
cies have done since WW II has been declassified.

It is obvious, but needs to be stated, that what is
available in primary sources determines, and limits,
what West—or anyone writing about SIGINT—is able
to use. West recognizes this and says so. His biblio-
graphic essay acknowledges the challenge: “Because
of its sensitive nature, relatively little has been pub-
lished about SIGINT” and “detailed SIGINT studies
are rare indeed.”(275) West’s bibliography for the
entire Cold War tells more of the story. It lists only
about 20 sources, while he lists more than 50 for the
much narrower VENONA program.

A significant and surprising gap in West’s otherwise
fair-minded selection of sources is the lack of refer-
ences to histories of SIGINT written by NSA histori-
ans. Given that the American SIGINT system, as
closed as it may be, is probably the most open of all of
those services worldwide, one would have expected a
nod to them—they actually know what has happened
in US SIGINT since WW II. His bibliography notes
only two of NSA’s historical publications. The first is
Thomas R. Johnson’s American Cryptology during the

Cold War, 1945-1989. Oddly, West notes in one place
that the work was “declassified,” (285) when, in fact,
it was redacted, i.e., still classified materials were
deleted; in an earlier reference to that volume, (163)
he had it right. Much of Johnson’s history indeed
remains classified. West also notes Frederick D.
Parker’s monograph, A Priceless Advantage: US Navy
Communications Intelligence and the Battles of Coral
Sea, Midway, and the Aleutians, (288) and acknowl-
edges William Friedman, (286) Robert Benson and
Michael Warner, (290-91) Hayden Peake, (291) and
many veterans of the WW II SIGINT effort. WW 11,
however, is not where the information gap is.

The works of these IC writers are excellent, but
NSA’s Center for Cryptologic History maintains on its
unclassified website! many additional unclassified or
redacted histories—some monographs, and some
shorter works that NSA calls brochures—yet West
mentions none of them in his bibliographic essay or
period bibliographies. If one is interested in US
SIGINT history, in this reviewer’s judgment, the Cen-
ter for Cryptologic History is the place to start.

Still, in providing an introductory essay, a chronol-
ogy, more than 300 entries, appendices, and, impor-
tantly, a bibliography, West has made the best of a
difficult subject. His dictionary samples a wide field
and will be worthwhile for most scholarly and public
educational uses. Also, importantly, West has main-
tained a sober, balanced, dispassionate—and therefore
credible—tone throughout and avoided the breathless,
alarmist language of many works on intelligence,
especially SIGINT.

The following small sampling of West’s 300 entries
illustrates his welcome tone and supplies a good sense

! The Center for Cryptologic History’s unclassified collection can be found at www.nsa.gov.

All statements of fact, opinion, or analysis expressed in this article are those of the author. Nothing in this article should be construed as
asserting or implying US government endorsement of its factual statements and interpretations.
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of the work’s strengths and weaknesses. On the plus
side are:

* anice paragraph on Abner, an early, important, com-
puter. (9) Helpful details like this on obscure, seem-
ingly inconsequential topics are sprinkled
throughout the dictionary. They are only unimport-
ant until one needs to know about them.

a perhaps too succinct but still helpful entry on the
Cold War (61-62). A goodly number of other
entries—e.g., on the Cuban Missile Crisis, US mili-
tary SIGINT organizations, and various specific epi-
sodes—flesh out the picture, though even with those,
many gaps will remain in the Cold War story for
years.

an excellent entry on Vietnam (228-33) gives an
idea of the kind of detail that could be known about
SIGINT if more declassified primary records
became available. Of course, volumes could be writ-
ten about SIGINT (American, Vietnamese, Chinese,
and Soviet) during the Vietnam War, but the level of
detail West has provided in this entry indicates that
in some areas primary sources are sufficient to pro-
vide firm ground for public knowledge.

Examples that illustrate the challenges caused by
dearth of available source material include:

* too brief an entry on Russia’s GRU (the military’s
General Staff Main Intelligence Directorate, which
conducts human and signals intelligence operations
abroad) (115), which, one imagines, would warrant
volumes if the information were available.

* too brief a mention of the largest and probably most
effective Soviet SIGINT site outside of the Soviet
Union, in Lourdes, Cuba, which probably targeted
the eastern seaboard of the United States and possi-
bly Latin America, as well. Only noted in an entry
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on FAPSI (the Russian Federation’s signals collec-
tion organization), the site operated continuously for
many years. Undoubtedly, West could find rela-
tively little primary information about Lourdes, and
not surprisingly, the Russians have not deigned to
release any of it. In any case, Lourdes deserved its
own entry, even if only a cross-reference to FAPSI.

A number of topics could have been treated more
fully and some were not treated at all even though sup-
porting information is available. For example:

the Black Chamber, the first US Cryptologic organi-
zation, about which much is known, receives only a
seven-line entry. (36-37)

the United Kingdom’s SIGINT agency, the GCHQ,
is covered in an overview, (109—12) which, while
solid, is briefer than it could be. In addition, the bib-
liography fails to include Richard J. Aldrich’s signif-
icant, 665-page study, GCHQ, published in 2010,
although West does list a 30-page article that Aldrich
published in 2010 on the same subject.

» Korea has no entry.

It is not hard to see how this dictionary could be
expanded upon for many years to come as more infor-
mation about SIGINT is released and as time allows
consideration of things that might have been included
in this edition but were left out. Among them might be
many other known instances of SIGINT activity from
WW I through WW 11, including those of non-allied
combatants whose efforts, beyond a few big stories,
still remain relatively unknown in English. Also of
value would be entries on Cold War communist
SIGINT efforts against NATO and ASEAN nations. In
the end, though, for all its shortcomings, this volume
is nevertheless a sound first step.

Studies in Intelligence Vol. 57, No. 2 (June 2013)



Intelligence in Public Literature

The Zimmermann Telegram: Intelligence, Diplomacy, and
America's Entry into World War |

Thomas Boghardt (Naval Institute Press, 2012), 319 pp., illustrations, bibliography, index.

Reviewed by John Ehrman

Since 1 March 1917, the day its decrypted text was
published in US newspapers, the Zimmermann tele-
gram has been a subject of popular fascination. The
reason the story is so captivating is not hard to under-
stand: it is a morality play, a story of deception, code-
breaking, and high diplomacy. Not surprisingly,
though, these elements also have obscured the truth
about the telegram, whether because historians have
had a difficult time sorting the facts or because of
deliberate distortion and mythmaking. In his new his-
tory, The Zimmermann Telegram, military and intelli-
gence historian Thomas Boghardt presents a
meticulously researched and well-written account that
clarifies the story of the telegram and likely will be the
standard for many years to come.

The basic story is well known. As Germany pre-
pared in January 1917 to begin unrestricted submarine
warfare—a move likely to bring the United States into
World War [—Berlin’s foreign minister, Arthur Zim-
mermann, approved a proposal to the Mexican govern-
ment that offered it the opportunity to recover
territories lost to the United States if it joined the war
on Berlin's side. British intelligence, however, inter-
cepted and decrypted the cable and then gave the text
to Walter Hines Page, the US ambassador in London.
Page forwarded the text to the State Department, and it
was shown to President Wilson and Secretary of State
Lansing. Lansing, in turn, gave the text to an Associ-
ated Press correspondent. The uproar that followed
publication, generations of schoolchildren have been
taught, helped propel the United States into the war.

The strength of The Zimmermann Telegram is the
multiple perspectives that Boghardt uses to tell the
story. For general readers, there is plenty of fun. Fasci-
nating, even eccentric characters populate the tale.
Foremost among these is the chief of the British navy's
codebreaking branch, Captain William Reginald

“Blinker”” Hall. Hall, in Boghardt’s description, was a
charismatic man and brilliant intelligence operator and
politician. He earned his nickname because “when
excited...his piercing eyes took to frequent blinking.”
Hall also had false teeth that clicked as he spoke, and
he used these tics to overcome opponents in White-
hall debates: “When making a point, he clicked his
false teeth horridly, and his icy stare and wiggling eye-
brows were said to work wonders in negotiations.”
(83)

Hall is the key player in the book. Boghardt gives a
good account of how he established his operation,
known as Room 40, and then expanded it into the best
intercept and codebreaking operation in the world. It is
a glimpse, too, of the birth of an intelligence service
and how—under Hall’s firm hand—it operated with
virtually no supervision from above, something that
would be almost inconceivable today, when intelli-
gence services are bureaucratized and seek to inte-
grate their operations. Ironically, though, Hall’s
success contributed to the creation of the modern intel-
ligence bureaucracy. After the war, the British real-
ized how valuable Room 40 had been and took steps
to place it on a firm institutional footing, creating what
is now GCHQ, the Government Communications
Headquarters, which—along with NSA—is one of the
world’s leading SIGINT agencies.

On the German side, too, the characters tend to be
interesting, although not because of their abilities.
Zimmermann himself was a hardworking plodder who
“did not respond well to stress” and who had a poor
understanding of European politics—hardly the quali-
ties one would look for in a foreign minister. (24) As
for Hans Arthur von Kemnitz, who suggested the pro-
posal to Mexico and drafted the telegram, Boghardt
simply notes that his “performance as a diplomat was
subpar” even before he came up with his scheme. (53)

All statements of fact, opinion, or analysis expressed in this article are those of the author. Nothing in this article should be construed as
asserting or implying US government endorsement of its factual statements and interpretations.
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After the war, Kemnitz was unable to find employ-
ment as a diplomat, but after 1933 suddenly discov-
ered that he long had been a loyal Nazi and tried to
find a job in the new regime’s foreign affairs appara-
tus. Even the Nazis did not want him, however, and he
died in well-deserved obscurity.

The story of how Room 40 intercepted the telegram
also is fascinating. The British had cut the German
undersea cables at the start of the war, leading Berlin
to send diplomatic traffic to North America by hand-
ing encrypted messages to the US embassy for trans-
mission to Washington on US cables. The cables
passed through London, and Hall intercepted and
decrypted the State Department’s messages; thus he
found and decrypted the Zimmermann telegram,
which was embedded within the US traffic. To cap this
achievement, Hall staged an elaborate deception so he
could pass the telegram to Page without revealing that
he was reading US cables. Indeed, it would not be
until the 1930s that the United States realized that the
British had been reading its traffic (and not until
World War II that the UK stopped the practice alto-
gether).

Another of Boghardt’s accomplishments is to set all
of this in a broader context. As interesting and impor-
tant as the intelligence aspect of the story is, he care-
fully details the diplomatic background in which the
events took place. Here, the British come off quite
well, as Boghardt walks through their years of efforts
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to cultivate strong relations with sympathetic US offi-
cials. When the telegram was decrypted and handed
over, London was able to exploit these relationships
quickly and effectively to build support for US entry
into the war. The Germans, in contrast, were woefully
inept in their diplomacy. The telegram was but one
example of Kemnitz’s unrealistic schemes for draw-
ing Mexico or other Latin American states into the
war on Germany’s side; Kemnitz somehow convinced
himself that such marginal players could tip the scales
in Berlin’s favor.

For American readers, the book addresses another
important question: how much did the telegram really
matter in the decision to go to war? Not much, accord-
ing to Boghardt. The telegram certainly created an
uproar in the US press, but, as Boghardt carefully doc-
uments, the furor did not last long and changed few
minds on the question of whether or not to intervene.
Indeed, he notes, the overwhelming issue in March
1917 was how to respond to the German declaration of
unrestricted submarine warfare, and this was the rea-
son Wilson asked for the declaration of war.

In sum, The Zimmermann Telegram is a fine exam-
ple of how various historical disciplines—intelli-
gence, diplomatic, and political—can be combined to
tell a compelling story. It should be on the reading list
of anyone interested in how intelligence shapes our
world.
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The Man Nobody Knew: In Search of My Father, CIA

Spymaster William Colby

Carl Colby (Act Four Entertainment, 2011), 104 minutes.

Reviewed by Randall B. Woods

William Egan Colby was one of the most intriguing
figures of the Cold War. The son of a career military
officer, he spent his youth on Army posts in the United
States and China. He graduated from Princeton and
then enrolled in Columbia University Law School in
1941. Following Pearl Harbor, Colby enlisted and
eventually found his way from the regular Army to the
Office of Strategic Services. In 1944 and 1945 he
earned a hero’s acclaim for his activities behind enemy
lines in France and Norway. Colby joined the CIA in
1950 and served with the agency until his dismissal as
director by President Ford in 1976.

Rather than being a spymaster—as the subtitle of
this movie by one of his sons, Carl Colby, suggests—
Colby was from first to last a covert operative, a spe-
cialist in psychological and political operations, coun-
terinsurgency, pacification, nation-building, and
unconventional warfare. During the 1960s he continu-
ally proffered counterinsurgency and pacification as
far better alternatives to conventional warfare in the
struggle with the forces of international communism,
especially in the developing world. After successfully
overseeing the CIA’s political warfare shop in Italy in
the 1950s, Colby went to Saigon in 1959, rising to the
position of station chief and in the process establish-
ing the prototype for what would be the Strategic
Hamlet Program.

As Far East Division chief in CIA’s Directorate of
Plans (the current-day National Clandestine Service)
from 1962 through 1968, Colby continued to super-
vise counterinsurgency operations in Vietnam and
struggled mightily, but unsuccessfully, against Gen.
William Westmoreland’s search-and-destroy approach.
At the same time, he oversaw a massive unconven-
tional war in Laos.

In 1968 Colby returned to Vietnam as head of
CORDS (Civil Operations and Revolutionary Devel-
opment Support), the most promising counterinsur-
gency/pacification operation ever undertaken by the
United States. Mingling military with civilian person-
nel in a vast countrywide operation that included
everything from education and health to the Phoenix
Program, CORDS had pacified significant portions of
the countryside by 1972. Unfortunately, Colby’s oper-
ation could do nothing about the corrupt military
regime in Saigon or waning support in the United
States for the war effort.

In 1971, Colby returned home to be closer to his ail-
ing elder daughter, Catherine. He served in various
subordinate capacities in the CIA until 1973, when
President Nixon appointed him director of central
intelligence. As head of the agency, it became his lot
to preside over revelations of past CIA misdeeds—the
“family jewels”—and in 1976, Ford fired him. In 1982
Bill Colby left his wife of 37 years for another
woman. In 1996 he died alone while canoeing near his
home, under what some consider mysterious circum-
stances.

Carl Colby has produced a documentary on his
father’s life that is at times penetrating, vivid, and
insightful, and at other times disconnected and confus-
ing. The film attempts all at once to be a biography of
Bill Colby, a history of America in the world from
1945 to 1976, and an indictment of an absentee father.
The family history is delivered by Barbara, Bill’s first
wife, on-camera, and by Carl, the neglected son, oft-
camera.

Bill Colby is portrayed as a cold-hearted patriot who
put the welfare of his country above the welfare of his
family. Carl forgives excesses he perceives his father
may have committed in the line of duty—allowing the

All statements of fact, opinion, or analysis expressed in this article are those of the author. Nothing in this article should be construed as
asserting or implying US government endorsement of its factual statements and interpretations.

Studies in Intelligence Vol. 57, No. 2 (June 2013)

73



The Man Nobody Knew

Phoenix Program to become an exercise in “assassina-
tion” and spilling the guts of the CIA before congres-
sional committees, for example. But Carl is less
forgiving when it comes to what he believes his father
did to his family. “I’'m not sure he ever loved any-
one,” Carl observes toward the end of the film, “and I
never heard him say anything heartfelt.” Other mem-
bers of the Colby family have disagreed with that
assessment, and there is much evidence available to
back them up.

This film is not a mixture of apples and oranges but
a whole fruit basket turned upside down. Carl has
done wonderful and prodigious work in various film
archives and many of the images are very powerful,
particularly having to do with the Provincial Recon-
naissance Units (PRUs) and the Phoenix program. But
the film suffers from the lack of a single historical nar-
rator. The story of US foreign policy, the CIA, Viet-
nam, and the family jewels is told through a dizzying
array of voices. The only constants are the lengthy
commentaries of Barbara and Carl.

The material on the CIA’s campaign to prevent Italy
from going communist by influencing the electoral pro-
cess during the 1950s is good as is the depiction of coun-
terinsurgency and pacification in Vietnam, although the
film fails to make the key point: overall, CORDS was a
success, although South Vietnam never became a coher-
ent state able to command the respect and support of a
majority of its population. CORDS and its South Viet-
namese allies could never find a way to connect the rice-
roots revolution in the countryside to the corrupt mili-
tary regime in Saigon. In a sense, Bill Colby’s posture
toward Tran Ngoc Chau—the populist leader the Thieu
regime convicted of espionage and imprisoned—was as
important as his attitude toward the Ngo brothers.

The political dimension, such an important part of Bill
Colby’s life and of the life of the CIA, is totally miss-
ing from the film. Like American society as a whole,
the agency featured both New Deal liberals—who
believed it was America’s duty not only to protect its
interests but to spread the blessings of liberty and
democracy to the less fortunate peoples of the world—
and conservatives, who limited their vision to bases,
alliances, and traditional espionage. Significantly, liber-
als like Colby wanted to make openings to the Left as
part of an effort to separate socialists and revolutionary
nationalists from communists, while conservatives

o,
*
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wanted to rely on ties with royalists and even neofas-
cists to wage unrelenting war against the Left.

Also missing from the film is the ongoing rivalry
between William Colby and James Jesus Angleton,
and between the two CIA cultures they represented:
the covert operatives and nation builders, and the spies
and counterspies. That rivalry, along with the Glomar
Explorer drama, had as much to do with Colby’s deci-
sion to release the family jewels as anything.

All too frequently, the focus of the film, Bill Colby
himself, becomes lost. Or perhaps he is not really the
subject of the film. He wrote two memoirs, some of
which must be taken with grains of salt, but they are
for the most part reliable and could have provided the
elder Colby a voice throughout the film. Barbara,
rather, is the documentary’s heroine—a long-suffering
and neglected wife, and Bill’s putative constant moral
compass.

Another problem for the film is that it contains too
many historical inaccuracies. Henry Cabot Lodge did
not engineer the 1963 coup against the Ngo brothers.
He allowed it to happen, as Washington had instructed
him to do. Hugh Tovar’s observation that, after the coup
against Diem, the war became America’s war—no turn-
ing back—is misleading. The decisions to escalate were
made in late 1964 and early 1965. The trigger was
North Vietnam’s decision to begin infiltrating troops
into South Vietnam. And it was never entirely Amer-
ica’s war. If it had been, as John Paul Vann and others
lamented, pacification might have turned the tide.

The most controversial part of the film is Carl’s insin-
uation, supported by James Schlesinger and Brent
Scowecroft, that Bill was wracked with guilt over his
daughter Catherine’s illness and death, and the excesses
of the Phoenix Program. So true was this, by the film’s
depiction, that it prompted the elder Colby to decide
that life was no longer worth living. Scowcroft, an
instrument of Henry Kissinger who had worked franti-
cally to keep Colby from sharing the family jewels with
Congress (his duty under the law) is a particularly unre-
liable witness. Bill Colby was terribly distraught over
Catherine’s demise, but he felt no more than ordinary
guilt. The notion that he experienced remorse over
Phoenix is absurd. As Carl repeats over and over in the
film, his father was a warrior, and war requires killing.
Bill Colby was as comfortable with the responsibilities
of deadly force as any sane man could be.
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Current Topics

The Finish: The Killing of Osama Bin Laden, by Mark Bowden. (Atlantic Monthly Press, 2012) 265 pp., no

index.

Readers of Black Hawk Down and Guests of the Aya-
tollah have learned that author Mark Bowden is a skill-
ful storyteller. The Finish follows that precedent and
establishes it as essential reading on the subject of Osa-
ma bin Laden’s killing. In this book, Bowden adds to
the well-known basics of the story background and tex-
ture about the principal characters and operational cir-
cumstances that have not been provided in other
accounts. To do this, he consulted the materials cap-
tured at Bin Laden’s compound and now held at West
Point; interviewed President Obama, reporting his
views on key aspects of the operation; and conducted
interviews with many of the principals, although not all
are named.

The Finish sets the stage by reviewing the pre-9/11
mindsets of key players and reveals some interesting pre-
conceptions. President Obama, for instance, had, until 9/
11, imagined terrorists shaped by “ignorance and pover-
ty,” (23) a view he would soon revise. Bowden also lays
the groundwork for a gradual convergence of views with
Obama’s predecessor on certain areas of the war on ter-
ror. A short summary of Bin Laden’s evolution into Is-
lamic terrorism shows how, ironically, he used modern
Western communication techniques to attract dedicated
fanatics to join a “backward looking movement with for-
ward looking tactics.” (52)

The balance of the book tracks the search for Bin Lad-
en from the early frustrated attempts by CIA’s Alec Sta-
tion, through the revitalization of efforts after 9/11, and
persistent analysis of information that began to lead to
the clues to his whereabouts. On this point, Bowden
counters the claim “that torture played no role in track-
ing down Bin Laden,” when he notes that “in the first

two important steps down the trail, that claim crum-
bles.” (113)

Bowden interrupts the story of the search from time to
time and turns to what Bin Laden is doing and thinking
as the end nears. He quotes letters to his subordinates
that lay out his concepts for more terror, while showing
concern for the families whose men were killed by
drones, and for the excessive killing of Muslims.

By late 2010, Bin Laden’s compound had been dis-
covered. From that point on, Bowden concentrates on
the players who worked to convince the president that
the al-Qaeda leader was very likely to be there, the evi-
dence they developed, and several options advanced for
killing him. Bowden does a fine job of conveying a
sense of the pressure that dominated the planning and
the controversies that resulted before the final decision
was made. Some accounts held that the president, after
the last planning session, said he wanted to think about
the decision overnight. Bowden reports that the presi-
dent told him “he had all but made up his mind when he
left the Thursday meeting.” (206)

Bowden treats in detail SEAL Team 6 planning, the
importance of the president’s insistence that they be
prepared to fight their way out, insistence on adding ap-
propriate backup support and, of course, the successful
mission itself. He admits that some of the details he pro-
vides conflict with other accounts published since his
book went to press and comments that future editions of
the book will reflect the differences.

The Finish holds your attention from page 1. It is an
impressive, finely honed story of a gutsy call and an op-
eration professionally executed.

Three Faces of the Cyber Dragon: Cyber Peace Activist, Spook, Attacker, by Timothy L. Thomas. (Foreign Mil-
itary Studies Office, 2012) 373 pp., footnotes, appendices, photos, maps, no index.

Using Chinese open sources, author Timothy Thom-
as, a senior analyst with the Foreign Military Studies
Office at Ft. Leavenworth, concludes that China is “im-
plicated in the theft of digital information from coun-
tries across the globe via a combination of traditional
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and creative oriental methods.” (xi) These thefts, he
suggests, are conducted by civilian and military agen-
cies, and are part of a three component threat—cyber
soft power, cyber reconnaissance, and cyber attack: The
Three Faces of the Cyber Dragon.

Studies in Intelligence Vol. 57, No. 2 (June 2013)



Bookshelf—June 2013

The three chapters on soft power variations echo Sun
Tzu—"win without fighting; win the victory before the
first battle.” (xiv) One technique uses the internet to in-
fluence public opinion with high tech media—a Chi-
nese CNN in New York—and discusses methods to
deter attacks and control information. Cyber deterrence
is another soft power technique. Thomas indicates that
China considers it in terms comparable to nuclear deter-
rence and is working to find the best organization to do
this, and thus make the cyber option as powerful as the
nuclear. While the focus is on Chinese concepts and ini-
tiatives, Thomas compares them with US methods and
ideas and notes the concerns US cyber officers have
with China’s rapid progress.

The next three chapters discuss China’s cyber activist
operations against the United States and other Western
nations. There is a section on the PLA’s SIGINT and cy-
ber reconnaissance infrastructure and a discussion of
two recent cases: Night Dragon and Shady Rat. The for-
mer targeted oil, gas, and petrochemical companies.
The latter examines stolen national secrets, source
codes, e-mail archives, document stores, among other
targets. There is also a section on the role of China’s cy-

ber militia and a case study on how Google dealt with a
cyber attack.

Part three of the book deals with a series of Chinese
books and articles concerning offensive vs. defensive
“informatization theory.” (143ff) One part deals with
resources needed to create forces that think and act in
terms of the operation of digital weapons against an en-
emy. The book ends with a chapter comparing Chinese
and Russian cyber concepts.

Three Faces of the Cyber Dragon concludes with
some alarming thoughts on what this means to the West.
Thomas’s emphasis is on China’s attempts to “persuade
other nations of [its] peaceful intent” (258) while it con-
tinues to refine its capabilities aimed at gaining and
maintaining strategic superiority through ‘system sabo-
tage’ and application of means and methods to deceive,
bewilder, and control a network control center....”
(265) This is an important introductory treatment of a
vital subject that provides a comprehensive idea of just
how serious the Chinese are when it comes to the future
of cyberspace.

General

Counterintelligence Theory and Practice, by Hank Prunckun. (Rowman & Littlefield Publishers, Inc., 2012) 237

pp., end of chapter notes, appendices, photos, index.

Dr. Hank Prunckun is an associate professor of intel-
ligence analysis at the Australian Graduate School of
Policing and Security at Charles Stuart University in
Sydney. During a 28-year career in Australia’s criminal
justice system, he has served in strategic and tactical in-
telligence positions and has authored several books on
intelligence.! He explains in the preface to Counterin-
telligence Theory and Practice that he wrote the book
to suggest “new remedies” to meet the “new evils” fac-
ing “security of classified information and secret oper-
ations.” (xi)

Prunckun acknowledges that counterintelligence (CI)
practice has been the subject of many other books,

among them William R. Johnson’s, Thwarting Enemies
At Home and Abroad.2 But none, he suggests, provide
“advanced understanding of the underlying theory” of
CI, and that is the focus of the present work.

After reviewing why CI is needed, Prunckun de-
scribes its “taxonomic categories” in terms of “defense
and offense” (24) and the various functions in each cat-
egory. Then he looks at “counterintelligence topology”
using the United States Intelligence Community (IC) as
an example. This amounts to listing the intelligence
agencies involved and noting that each deals with coun-
terintelligence in different ways while also working
collaboratively. (25)

I See for example: Hank Prunckun, Handbook of Scientific Methods of Inquiry for Intelligence Analysis (Scarecrow Press, 2010); Special Access
Required: A Practitioner’s Guide to Law Enforcement Intelligence Literature (Scarecrow Press, 1990).
2 William R. Johnson, Thwarting Enemies At Home and Abroad: How To Be A Counterintelligence Officer (Georgetown University Press, 2009)
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Turning to CI theory, Prunckun develops a theoretical
model for both the defensive and offensive functions.
With a theory of how a system should work, he argues,
a practitioner should be able to develop a hypothesis,
and test whether the system functions as theory sug-
gests.

The balance of the book is devoted to defensive and
offensive CI considerations. With respect to the former,
he discusses risk, physical barriers, security, back-
ground investigation, personnel security, classification,
code names, communication issues, to name a few.
Concerning offensive topics, he addresses data collec-

tion, deception, counterespionage, double agents and
dangles.

At this point the reader might expect specific exam-
ples of the application of CI theory in practice, but none
are provided. Thus, while the book is intellectually pro-
vocative, it is operationally empty. One is left wonder-
ing whether a theory is even necessary, as present
practices are well established and tested, if not always
applied properly, as Prunckun himself acknowledges.
(40) If a CI theory is needed, Counterintelligence The-
ory and Practice fails to make the case.

Intelligence Analyst Guide: A Digest for Junior Intelligence Analysts, edited by Ionel Nitu. (Bucharest:
National Intelligence Academy, Mihai Viteazul Publishing, 2012) 118 pp., appendix, color illustrations, no index.

Romanian intelligence analyst, Ionel Nitu (pro-
nounced neat tzu), has assembled a collection of brief
articles on aspects of intelligence analysis written by 20
experienced analysts from the National Intelligence
Academy in Bucharest and other elements of the Roma-
nian intelligence community.

Written for junior-level analysts, the contributions are
presented in five chapters. The first discusses the role of
analysis at the national level. The second chapter looks
at three kinds of analysis—strategic, tactical, and oper-
ational—factors affecting analysis, and the psychologi-
cal profiles of analysts he believes are most suited to
each type of analysis. Chapter 3 describes methodolo-
gies and theories of analysis. These range from the sci-
entific to the more common, experiential approaches.
None of the contributions give examples of techniques
applied in practice. Nor do the authors recommend one
over another, leaving that to analysts to decide based on
the circumstances of their situations. The fourth chapter
considers the role of dissemination and its importance
in a successful intelligence cycle. Chapter 5 examines
the need for integrated—all source—analysis in light of
modern technological developments and the vastly in-
creased volumes of data available in today’s informa-
tion society. (93)

Nitu recognizes the need for reform in certain cases,
and discusses, in some detail, three areas—process,

78

product, personnel—that should be given close consid-
eration, while recognizing each agency will have
unique needs. The five appendices present a summary
of the characteristics of analysts, requirements and re-
lated capabilities in table form for easy reference. In
general, each of the concepts discussed is augmented by
well-designed graphics.

The Intelligence Analyst Guide is interesting for sev-
eral reasons. It indicates how much Romanian thinking
about intelligence has changed since the fall of its com-
munist government. The book also reflects the consid-
erable influence of the West in the methods it treats and
in the sources it cites in the footnotes and the bibliogra-

phy.

In his afterword, editor Nitu implies this was the re-
sult of either operational common sense or the univer-
sality of the concepts of good analysis. Nitu does not
say why an English edition of this work was published,
although Romanian intelligence agencies have been
sponsoring English-language works for several years
now. Whatever their reasons, publication in English fa-
cilitates cooperation and understanding. Finally, a more
fundamental message is conveyed: the National Intelli-
gence Academy has freed itself from Cold War shack-
les. It is a welcome contribution to the literature of
intelligence.
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Intelligence Collection: How To Plan and Execute Intelligence Collection in Complex Environments by Wayne
Michael Hall and Gary Citrenbaum. (Praeger) 505 pp., endnotes, bibliography, index.

In an earlier book, BGen. Wayne Hall (US Army-
Ret.) and Gary Citrenbaum made a case for advanced
intelligence analysis.? The current work, intended for
experienced officers, is “about metacognition (thinking
about thinking) that forms the basis for how we think
about intelligence collection operations.” (1) It makes a
case for an advanced collection system that requires
changes to existing practices “so as to perform the deep
thinking about collection and the execution of collec-
tion plans.” (7)

The authors define advanced intelligence collection
as: “the creative design and use of technical, cyber, hu-
man, and open-source collectors in all domains—air,
ground, sea, space, information, and cyber—in pursuit
of discrete, subtle, nuanced, and often fleeting observ-
ables, indicators and signatures...” to support “military
and nonmilitary actions, particularly in dense urban
OEs” (operational environments). (6) Put another way,
one might say that it is a comprehensive look at all-
source intelligence.

The first eight chapters discuss aspects of what they
consider to be advanced intelligence. Chapter 9 deals
with the basics of “advanced intelligence collection,”
followed by chapters on performance requirements,
“point persistent surveillance” (P2S), critical thinking,
and necessary tools.

In their discussion of advanced intelligence collec-
tion, the authors suggest some novel concepts. For ex-
ample, they suggest something they describe as “IW
ISR [irregular warfare and intelligence, surveillance,
reconnaissance]| must be treated as a weapons system.
The data, information, and knowledge that intelligence
collection produces and the subsequent thinking and
machine work that go into producing knowledge for

making decisions and understanding the complex OE
are, in effect weapons the commander uses to create
outcomes.... Now they must bring together the great
capabilities of advanced collection and advanced anal-
ysis and mass them where and when appropriate and
disband or demassify their created assemblages where
and when appropriate. This notion suggests a change in
commanders’ thinking, as this powerful idea can pro-
vide them with the intellectual power, machine power,
organizational processes and organizational knowledge
to perform these important C2 functions.” (69) Just
how thinking of intelligence as a weapons system en-
hances a commander’s decisionmaking ability is never
made clear. Nor do they provide examples of this con-
cept in practice.

A second concept the authors find critical is “point
persistent surveillance” which they define as “the abili-
ty of a sensing system (or combination of systems) to
provide high confidence that event occurrences of inter-
est do not go undetected.” Implementation of this con-
cept involves the use of drones, technical monitors, or
human surveillance with communication links, 24/7.

The final chapter presents some closing thoughts that
are the most articulate in the book. Readers might well
start with Chapter 15 to get an idea of what is coming.

Unfortunately, the absence of practical examples of
their ideas, and a turgid narrative that borders on the ag-
gressively boring, does not work to their advantage.
Readers are left wondering just what “advanced intelli-
gence collection” really is and how it differs from cur-
rent practice. A strong case can be made, however, that
Intelligence Collection is an arcane restatement of the
basics: get it right and on time.

Intelligence Tradecraft: Secrets of Spy Warfare, by Maloy Krishna Dhar. (New Delhi: Manas Publications,

2011) 248 pp., end of chapter, glossary, index.

After a nearly 30-year career in the Intelligence Bu-
reau—the Indian internal security service—where he
specialized in counterintelligence, Maloy Dhar turned
to writing about the lessons he learned in his profes-
sional life. In his book, Open Secrets,* Dhar compared

India’s intelligence services with those of other demo-
cratic nations, suggesting there was some catching up to
do. In the present work, he draws on his experience as
assistant director for training to fill a gap he found in

3 Wayne Michael Hall and Gary Citrenbaum, Intelligence Analysis: How to Think in Complex Environments (ABC Clio, 2009)

4 Maloy Dhar, Open Secrets: India’s Intelligence Unveiled (MANAS, 2012)
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training literature that did not discuss the basics of in-
telligence tradecraft.

The 14 chapters of Intelligence Tradecraft begin with
a discussion of intelligence as presented by Kautilya in
Chapters 11-16 of the Arthashastra, the ancient Indian
treatise that assesses the institution of spies. He empha-
sizes the difficulty of establishing a single definition of
intelligence and reviews some of the western attempts
to do so, including what has become a standard point of
departure in the literature, Michael Warner’s article,
“Wanted: A Definition of Intelligence.”?

The balance of the book treats the tradecraft of each
of the basic functions of intelligence as practiced by the
various Indian services and their officers. He is careful
to note differences in terminology where they occur.
For example, the Indian services use the term “handling
officer” where “case officer” is used by the CIA and
other Western services; the duties discussed are essen-
tially the same. (23ff) Two other terms not found else-
where are the “sub-conscious” and “unconscious”
agents. The former are potential agents that are indis-

crete in discussion and become vulnerable to recruit-
ment. The latter are sources asked to collect seemingly
innocuous information valuable to the handling officer.
(79-80)

Other topics covered include the prerequisites for a
good intelligence officer, the training required, the type
of operations, communication and the technical as-
pects, collection and analysis, CI, legal aspects, open
source intelligence, interrogation techniques, and agent
handling. There is a chapter on deception, disinforma-
tion, and propaganda as part of psychological warfare,
which Dhar notes, regretfully, is not yet part of any
standard organization or officer training, and the duties
are left to the desk officer. (236)

Despite his title, Dhar has included some historical
background and candid comments on what he perceives
are the strengths and weaknesses of the Indian intelli-
gence services. But in the main, Intelligence Tradecraft
sticks to tradecraft and is thus one of the few books to
treat it in such depth. It is interesting and informative,
well worth attention.

Introduction to Intelligence Studies, by Carl J. Jensen, 111, David H. McElreath, and Melissa Graves. (CRC
Press, 2013) 352 pp., end of chapter references, photos, index.

While preparing an undergraduate introductory
course at the University of Mississippi on intelligence
in America, the authors of this book could not find a
text that met their needs. Drawing on their extensive
backgrounds—military, FBI, law enforcement, consult-
ing, and legal—they wrote this Introduction to Intelli-
gence Studies.

The 15 chapters summarize the basic topics: what in-
telligence is, its history, the intelligence community’s
organization, the intelligence cycle, the principal func-
tions, oversight, writing, current threats, and some com-
ments on the future. There is also a chapter that looks
specifically at law-enforcement intelligence and anoth-
er that considers what the authors term a “barrier to
analysis,” for example, security issues and policymaker
interactions.

Now, most of these topics are covered by Mark
Lowenthal in his book Intelligence from Secrets to Pol-
icy.® But the similarity stops there. Introduction to Intel-

ligence Studies assumes its readers will have less
knowledge of the topic than readers of Lowenthal’s
book. Each chapter, therefore, includes discussion top-
ics, a list of key terms, and references for further read-
ing. They do not include source notes, however, so
students have every right to ask how the authors know
what they assert.

In their preface, the authors encourage readers—and
hopefully reviewers—to comment on flaws, an oppor-
tunity that should not be overlooked. Three are worth
mentioning here. First, the intelligence provided by civ-
il war spies Belle Boyd and Rose Greenhow was not
crucial to any Confederate victories; it was marginal at
best. Second, Pinkerton did not “go on to guard Lincoln
throughout the Civil War”; (19) his service ended in
1862 (see Edwin Fishel’s The Secret War for the Union
for details). Third, Operation Ajax was a joint US-UK
endeavor, as Kermit Roosevelt—the CIA man on the
scene—pointed out in his memoir.

5 Michael Warner, “Wanted: A Definition of Intelligence,” Studies in Intelligence 46, No. 3 (September, 2002): 15-23.

¢ Mark Lowenthal, Intelligence from Secrets to Policy (CQ Press, 2009)
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Overall, however, the Introduction to Intelligence
Studies is a very good primer indeed.

The US Intelligence Community—6th Edition, by Jeffrey T. Richelson. (Westview Press, 2012) 603 pp., end of

chapter notes, photos, charts, index.

In 1977, Tyrus G. Fain compiled and edited The Intel-
ligence Community, a book of 1,036 pages.” It con-
tained a collection of contemporary documents having
to do with foreign intelligence and associated organiza-
tions, with an introduction by Senator Frank Church.
While it was a useful resource at the time, it was soon
out of date.

It was not until 1985, with the publication of the first
edition of Jeffery Richelson’s The US Intelligence
Community—with 358 pages—that more up-to-date
material was available. The current edition reflects
many recent changes in the community and is the best
single book on the subject. The content of each edition
includes descriptions and organization charts of the
member agencies introduced by essays describing their
historical background and functions they now perform.
Unlike the Fain book, however, there are no transcripts
of congressional testimony or reports. In fact, the sub-

ject of oversight is not included. There are three chap-
ters on managing the community.

As might be expected, some changes are not included,
even in this edition. For example, the definition of
counterintelligence given in Executive Order 12333
(1981) does not reflect the three amended versions, but
the current version is available on the web. One other
area not included is the US Cyber Command, though
the topics of cyber threat and warfare are mentioned.
Since this edition is not available in the Kindle format,
perhaps these updates will appear there before the 7th
edition is published.

But for anyone wishing to get a sound overall grasp of
the Intelligence Community today, this is by far the best
place to start. It is thoroughly documented, well written,
and generally comprehensive.

Historical

Boots on the Ground: The Fight to Liberate Afghanistan from Al-Qaeda and the Taliban 2001-2002, by Dick
Camp. (Zenith Press, 2011) 312 pp., bibliography, photos, chronology, maps, index.

After 9/11, the first American boots on the ground in
Afghanistan arrived on 19 September 2001. They were
worn by members of a CIA team. Their story was told
by Gary Schroen in his book First In.8 A month later,
two Special Forces teams arrived to coordinate the mil-
itary support for the Northern Alliance forces about to
attack the Taliban. Boots on the Ground tells their story.

While the author, retired Marine Colonel Dick Camp,
mentions the CIA and its bureaucratic battles with the
Department of Defense to get the mission going, his
book is more an account of the subsequent cooperative
efforts of CIA and the military. First, he begins with an
account of the events that led to 9/11. He covers the So-
viet invasion of Afghanistan, the actions that led to their
withdrawal, the eventual takeover by the Taliban, and

the occupation of Afghanistan by al-Qaeda. With those
as background, he deals with the post 9/11 operations of
the CIA and Special Forces elements that resulted in the
expulsion of the Taliban and the attempts to find Bin
Laden.

Camp follows with detailed descriptions of extensive
joint military operations in Afghanistan, including the
battle for Tora Bora, where CIA officer Gary Berntsen
thought Bin Laden was hiding. Boots on the Ground
concludes with a description of Operation Anaconda.
He describes the actions of the Special Forces, SEAL
teams, Army Rangers, the 10th Mountain Division, and
various Pashtun elements in the final effort to crush al-
Qaeda and the Taliban before American forces began to
be reassigned to prepare for the war in Iraq. When the

7 Tyrus G. Fain, et al. (eds.), The Intelligence Community: History, Organization, and Issues (R. R. Bowker Company, 1977).
8 Gary C. Schroen, First In: An Insider’s Account of How the CIA Spearheaded the War on Terror in Afghanistan (Ballantine Books, 2005), 33-34.
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redeployment became evident, Camp explains, “The
Taliban regrouped in Pakistan and prepared to start
round two in the fight for Afghanistan.” (292)

Camp tells an important story well and adds essential
perspective to the current situation in Afghanistan.

A Brilliant Little Operation: The Cockleshell Heroes and the Most Courageous Raid of WW 11, by Paddy Ash-
down. (London: Aurum Press, 2012) 420 pp., endnotes, bibliography, appendices, photos, index.

Before becoming a member of Parliament in 1976,
Jeremy John Durham Ashdown, now Lord Paddy Ash-
down, served in the Secret Intelligence Service (MI6)
and was a swimmer canoeist in the Special Boat Service
(SBS) of the Royal Marines. In 1965, while returning
by train from a canoe race, he occupied a compartment
with one other passenger, who guessed by Ashdown’s
uniform that he was in the SBS and inquired about his
duties. Ashdown was tired and gave a “gratuitously
rude” (xxiv) reply to the effect that his duties were con-
fidential and he could not discuss them, ending the ex-
change.

On disembarking, Ashdown learned, to his everlast-
ing embarrassment, from colleagues who saw the two
sitting together that the inquisitive passenger was
Blondie Hasler, the much decorated former SBS canoe-
ist who had led a team of commandoes paddling two-
man canoes—Cockle models—on Operation Frankton,
the subject of this book. After their mission, that team
was commonly referred to as the Cockleshell Heroes.
Hasler was one of two survivors.

The story of the raid has been told before, both in a
book and a movie titled The Cockleshell Heroes.?
Based in part on Hasler’s recollections, the two works
were made without access to official British or French
accounts. After his retirement from political life, Lord
Ashdown decided to write the full story. A Brilliant Lit-
tle Operation is the result of his extensive research
among the descendants of the participants and new doc-
uments released by national archives in England and
France.

Operation Frankton’s objective was the destruction of
two enemy blockade runners that were supplying Ger-
many with much-needed materiel from its Japanese ally
through the French inland port of Bordeaux. The target

was some 60 miles up the treacherous and well-guarded
Gironde River from the French west coast and more
than 100 miles from the point at which their canoes
were launched from a submarine on 7 December 1942.
The mission’s aim was to place magnetic limpet mines
on the sides of the ships. The plan included an overland
escape to Spain with help from the French resistance.

Ashdown deals at length with the bureaucratic battles
waged by Admiral Mountbatten, the overall command-
er, to gain approval for the mission—many of his peers
thought the mission too risky. He also discusses crew
selection, training, planning, and execution.

In the end Ashdown candidly addresses the factors
that caused the Frankton mission to fail and the com-
promise of an effort by Britain’s Special Operations Ex-
ecutive (SOE) to accomplish the same objective. The
main reason for Frankton’s failure was that, although
two ships were successfully mined, the team did not
know they were empty and, with the tide out during the
attack, they were later easily refloated, repaired, and re-
turned to duty. Ironically, the SOE team, codenamed
Scientist, was already on the docks, protected by the
French resistance and waiting for the arrival of loaded
ships. The SOE had independently planned its opera-
tion, and neither team was aware of the other’s pres-
ence. The Frankton attack forced Scientist to withdraw.

Nevertheless Mountbatten chose to call Operation
Frankton a “brilliant little operation.” (xxv) It did pro-
vide experience and lessons that were applied later in
the war, among them the importance of coordination.

Ashdown tells an exciting story, and very well indeed.
Together with its extensive documentation, this book is
an impressive contribution to WW II history. Bondie
Hasler would have been well satisfied.

9 C.E. Lucas Phillips, Cockleshell Heroes (London: Heinemann, 1976); The Cockleshell Heroes (Sony Pictures Release, 1956).
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lan Fleming and SOE’s Operation Postmaster: The Untold Top Secret Story Behind 007, by Brian Lett. (South
Yorkshire, UK: Pen and Sword Books, 2012) 255 pp., photos, appendices, index.

In early 1942, Britain’s Special Operations Executive
(SOE), created to support resistance and sabotage in oc-
cupied Axis countries, launched Operation Postmaster.
An SOE team aboard a converted trawler named Maid
Honor was to capture two Italian ships—one a freight-
er, the other a small support ship—that had taken refuge
in the port of Santa Isabel—now Malabo—on an island
off the coast of what is now Equatorial Guinea. Serving
as the command post, the Maid Honor was to sail into
the harbor accompanied by two tug boats. An SOE
agent ashore had arranged an on-shore party for the
crews of the targeted ships, thus leaving them un-
manned. Teams from the Maid Honor would then board
the ships, free them from their moorings and have the
tugs tow them into international waters, where Royal
Navy warships would seize them. The captured ships
had no operational value—their capture was merely in-
tended to embarrass the Axis powers—and in this they
succeeded, though no official complaints resulted. lan
Fleming and SOE’s Operation Postmaster describes the
origin of the operation, the personnel involved, the
planning phase, the numerous obstacles encountered,
and how they were overcome.

In a secondary but important theme, author Brian Lett
attempts to link events in the operation to Fleming’s fic-
tional spy hero James Bond. For example, throughout
the narrative Lett inserts comments like “James Bond
would have agreed with every word,” (13) or when a

character visits a casino, Lett notes “it may be pure co-
incidence that Ian Fleming set much of the plot of his
first book in a casino.” (147) Double agent Dusko Pop-
ov also made this claim, with greater though never
proved validity. Other examples occur when Lett iden-
tified the SOE officer controlling the operation—Colin
Gubbins—as “M,” the head of a “secret service.” Flem-
ing, Lett contends, borrowed the “codename” for “M”
in the Bond books. (18) But there is no evidence for any
of this. In the Gubbins case, he didn’t head a secret ser-
vice; he was deputy for operations during Postmaster.
The more likely candidate for the “M” title was Stuart
Menzies, the head of Britain’s Secret Intelligence Ser-
vice, of which Bond was fictionally a part.

Lett goes on to make the sweeping claim that for Flem-
ing, Operation Postmaster “was clearly inspirational. He
stored it away in his mind and eventually used these men
to create James Bond, the perfect Secret Agent.” (190)
Returning to the subject toward the end of the book, he
concludes that “the true inspiration for the James Bond
character, however, can only have come from the real
‘M’s’ secret service, and from the Maid Honor force and
their exploits.” All just speculation.

The successful Operation Postmaster is a small but
significant part of SOE history, and Lett tells that story
well. The frequent allusions to James Bond are only dis-
tractions.

An Intriguing Life: A Memoir of War, Washington, and Marriage to an American Spymaster, by Cynthia
Helms with Chris Black. (Rowman & Littlefield Publishers, Inc., 2013) 199 pp., photos, index.

In his book, The Man Who Kept the Secrets, Thomas
Powers concentrated on Richard Helms as the profes-
sionals’ intelligence officer—the secrets keeper. Helms’s
wife, Cynthia, was mentioned briefly only three times
and listed in the index under “Helms, Mrs. Richard.”
Readers learned more from her 1981 book, An Ambassa-
dor’s Wife in Iran.!® And now, in An Intriguing Life, she
tells how she became a DCI’s wife and the adventures
they shared. It is an extraordinary story.

Cynthia Ratcliff was born in Britain, the youngest of
six children in a family that was “land rich and cash

10 Cynthia Helms, An Ambassador’s Wife in Iran (Dodd, Mead, 1981).
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poor.” (18) During WW I, her brother Len was a pilot
who flew more than 70 missions for the Special Opera-
tions Executive (SOE). The war interrupted her educa-
tion, and, “to do her part,” she joined the Wrens
(Women’s Royal Naval Service—WRNS) and learned
to pilot boats that carried crews from ship to shore. Her
most important passenger was Queen Elizabeth (later
the Queen Mother). It was during the war that she mar-
ried her first husband, a Royal Navy doctor. After the
war they moved to the United States, where he contin-
ued his studies. Twenty four years and four children lat-
er, she divorced her husband to marry Richard Helms.
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Most of An Intriguing Life is devoted to her life with
Helms. At the time of their marriage, finances were
tight and Cynthia satisfied a long-time ambition and
went to work for the first time—Helms was CIA’s dep-
uty director for plans, but he lacked independent wealth
and they had to rent a house. She writes easily about her
relationship with Dick and their social life. Though she
says she doesn’t like to be thought of as part of the
“Georgetown set”—they didn’t live in Georgetown—
they certainly were in terms of their party going and
friends. She tells anecdotes about many, including San-
dra Day O’Connor, the Alsop brothers, Katharine Gra-
ham, Frank and Polly Wisner, Robert McNamara, and
Pamela Harriman, to name a few. Her comments about
Dick are sometimes surprising: “He had 11 toes and his
shoe size was eight; he was utterly useless around the
house... and an absolutely terrible automobile driver....
We would sometimes read spy stories to one another...
he found le Carré too dark and cynical.” (96-97) When
he finally decided to write his memoir, he “worked on
the book everyday,” dictating at first then writing in
longhand. (183) It was published just after he died in
October 2002. Helms had read the final draft.

On the professional side, she covers Helms’s conflicts
as director of central intelligence with the Nixon White
House, and how he became ambassador to Iran—Nixon
had suggested the Soviet Union. It was while in Iran
that he was investigated for the Senate testimony that
led to his “badge of honor” conviction, a story she tells
at length, pointing out the untenable position into which
Senator Stuart Symington, who they considered a
friend, had placed Helms.

The Helms’s post-Iran years were spent in Washing-
ton at their Garfield Avenue home, where they enter-
tained interesting people ranging from the Reagans to a
KGB defector (unidentified) who, in answer to Dick’s
question, acknowledged that Alger Hiss was a Soviet
agent. (172)

An Intriguing Life concludes with some comments on
Cynthia’s active, current life in Washington. She at-
tends the annual briefing at CIA headquarters for “for-
mer directors and their spouses,” where she visits the
Director’s Gallery to view the portrait of “Dick Helms,
my one true love.” (186) Cynthia Helms has given us
and her grandchildren a fascinating look into the life of
a very private man and the wife he adored.

Man of War: The Secret Life of Captain Alan Hillgarth Officer, Adventurer, Agent, by Duff Hart-Davis. (Lon-
don: Random House Century) 433 pp., endnotes, appendix, photos, index.

Shortly after British author Duff Hart-Davis and his
wife moved to Ireland in 1978, they began hearing sto-
ries about a Captain Alan Hillgarth, who had lived near-
by but died before they could meet him. Hillgarth, the
talk went, had been a confidant of Churchill, a spy, an
explorer for gold, and a Royal Navy officer. Intrigued,
Huff-Davis made contact with Hillgarth’s children and
gained access to his papers. The biography, Man of War,
is the result.

Huff-Davis learned that “Hillgarth” was an assumed
name. His subject was born George Hugh Jocelyn Ev-
ans in London on 7 June 1899. While Evans was attend-
ing the Royal Naval College at Dartmouth, WW I
erupted, and he was activated. He saw action at Gallip-
oli and was later wounded during a patrol off Turkey.
Evans left the navy in 1922, and without explanation—
then or ever— he changed his name to Alan Hugh Hill-
garth. After trying his luck at writing novels, he fell for
a scam and went searching for gold in Bolivia. By 1932,
married and with children, he was living in Majorca,
writing novels and serving as acting UK vice consul at
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Palma. In 1938, Winston Churchill visited, and Hill-
garth made a positive impression. During the Spanish
Civil War, Hillgarth helped British subjects and others
threatened by Franco’s German and Italian allies to es-
cape Spain. Later he met Captain John Godfrey, who
would become “C,” the head of MI6.

By the outbreak of World War 11, Hillgarth was re-
called to active duty as a captain and appointed naval at-
taché in Madrid. Although opposed in general to
attachés, becoming involved in clandestine operations,
the MI6 station was weak at the beginning of the war,
and Hillgarth developed a network of contacts among
the Spaniards that proved valuable in monitoring Ger-
man spies. He also corresponded directly with Godfrey
and Churchill, sending them summaries of what both
the Spaniards and Germans were doing. Kim Philby,
then head of the Iberian counterintelligence section in
MI6, was irritated when Hillgarth bypassed him. He
would comment in his memoirs that Hillgarth had “illu-
sions of grandeur.” (219)
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Hillgarth also played a prominent role in Operation
Mincemeat, “the man who never was,” convincing
Spanish authorities not to ask too many questions about
the corpse. Later, he was the officer who rescued Lt.
Col. Dudley Clarke, the Army officer in charge of Mid-
dle East deception operations, from a Spanish jail. The
Spanish police had arrested Clarke, dressed as a wom-
en—heels, bra, silk stockings and all in a circumstance
never adequately explained. (220) In December 1943,
with the MI6 station up and running, Hillgarth was
posted to India, where he served as chief of intelligence
on Lord Mountbatten’s staff.

After the war, Hillgarth retired to Ireland to continue
his writing and travels. But he also kept in touch with
Churchill and visited him at his Chartwell home. In one
letter, he noted, to the annoyance of MI5, that the Soviet
staff in London outnumbered the British staff in Lon-
don and that the MI5 was not staffed to perform the nec-
essary surveillance.

Duff Hart-Davis’s fine biography has recorded for
history the unusual career of an inadvertent but effec-
tive intelligence officer. A life adventure worth reading.

Operation SNOW: How A Soviet Mole in FDR’s White House Triggered Pearl Harbor, by John Koster. (Regn-
ery Publishing, Inc. 2012) 250 pp., bibliography, photos, index.

“Why another book about Pearl Harbor?”” asks author
John Koster in his introduction to Operation SNOW.
His answer, “because none of the other books got it
right.” (xvii) Koster goes on to assert that it was the So-
viet agent Harry Deter White, guided by NKVD officer
Vitalii Pavlov, who influenced President Roosevelt’s
decision not to cooperate with sincere Japanese efforts
to avoid war, thus making the attack on Pearl Harbor in-
evitable. From the Soviet point of view, the operation
accomplished its objective: the elimination of the two-
front war threat.

Operation SNOW quotes conversations between Pav-
lov, White, and many of other agents and key figures to
explain how the plan was conceived and implemented.
Koster goes on to write that Harry Dexter White “sat
down at his typewriter in May 1941 to change the
course of history,” first by influencing Secretary of
State Cordell Hull and ultimately the president. (37-39)

Just how he gained this intimate insight, Koster does
not explain. The only evidence he cites of Japanese in-
tentions to attack Pearl Harbor is the questionnaire pro-
duced by British double agent, Dusko Popov
(TRICYCLE) “that clearly indicated that Pearl Harbor
was the key target” of the Japanese. (121)

At first glance, Koster makes a plausible case. But on
closer examination his arguments leave room for con-
siderable doubt. For example, his interpretation of the
Popov questionnaire is wrong.!' Moreover, Koster re-
lies heavily on Pavlov’s book, Operation SNOW, which
has never been validated. Furthermore, though some of
the anecdotes and myriad conversations he includes are
mentioned in his note on sources, (219ff) his interpreta-
tion of their significance is little more than speculation.
In sum, before Operation SNOW can be accepted as se-
rious history it requires serious documentation. Case
not made.

The Secret Listeners: How the Wartime Y Service Intercepted the Secret German Codes for Bletchley Park, by
Sinclair McKay. (London: Aurum Press, 2012) 354 pp., endnotes, photos, index.

The ULTRA Secret was the first of many books to de-
scribe the breaking of German codes during WW I1. 12
Each of them mentions that the messages decrypted
came from a system of world-wide radio intercept sta-
tions. They do not, however, explain much about how
the stations were established, the functions each per-
formed, what the personnel were like, or the bureaucrat-

ic and organizational problems they overcame. The
Secret Listeners fills the gap.

British author Sinclair McKay tells the WW II inter-
cept side of story of what came to be called the Y Ser-
vice—the term comes from pronouncing the
abbreviation WI for wireless-intercept. Intercepting
German radio traffic originated during WW I as a

11 See Thomas F. Troy, “The British Assault on J. Edgar Hoover: The Tricycle Case,” International Journal of Intelligence and Counterintelligence 3,

No. 2: 169-210.
12 Frederick Winterbotham, The ULTRA Secret (Dell, 1975).
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source for the British Room 40 and the Government
Code and Cypher School responsible for breaking Ger-
man codes. At the start of WW II, MI5 created the Ra-
dio Security Service (RSS), which was intended to
detect German agents operating from England. When it
turned out there weren’t any such agents, the intercept
operators began tracking any German encrypted mes-
sages they could hear and sent them to Bletchley Park
in case that might be of interest. When their efforts were
dismissed as unnecessary, since that was not the RSS
mission, Hugh Trevor-Roper and a colleague decided to
try decrypting them themselves. They were successful
and discovered that the traffic was from the Abwehr, the
German military security service. When this was point-
ed out to Bletchley, Trevor-Roper was rebuked again
for butting in, but his point had been made. The RSS
was quickly subsumed under MI6, joining the Y Ser-
vice, which took over the mission.

The Secret Listeners doesn’t dwell on the operational
side of the Y Service activities. Instead, McKay de-
scribes the personnel involved and their selection crite-
ria, their often unrelentingly tedious working
conditions, and some of the clever techniques they em-
ployed. In the latter category he tells about the “Ghost
Voices.” When operators became proficient in monitor-
ing instructions to German pilots, they began interrupt-
ing instructions from German aviation control and
giving pilots spurious orders to misdirect them and, in
some cases, causing them to run out of fuel en route to
a bogus target.

Although some of the names McKay mentions will be
familiar to readers of WW II codebreakng history, most
will not, and he uses their letters and reminiscences to
give them long overdue recognition. The Secret Listen-
ers is a story too long untold, and it is a valuable contri-
bution to the intelligence literature.

The Watchers: A Secret History of the Reign of Elizabeth I, by Stephen Alford. (London: Allen Lane, 2012) 398

pp., endnotes, bibliography, photos, index.

The reign of Queen Elizabeth I, the daughter of Henry
VIII and the last of the Tudor monarchs, began in 1558
and ended with her death of natural causes in 1603.
Hers was a time of renaissance in the arts—Shake-
speare, Marlow, Milton. It was also a time of constant
religious conspiracies aimed at ending the Church of
England, restoring Catholicism, and of constant threats
of military invasion. Throughout her reign, Elizabeth
was the target of conspiracies to seize her crown, and
she assembled a group of men—the “watchers”—to
protect her and the state: William Cecil (later Lord
Burghley), his son Robert Cecil, Robert Devereux (Earl
of Essex), and the most well known today, Sir Francis
Walsingham. And then there was Thomas Phelippes,
Walsingham’s principal agent and cryptographer.

Together, these watchers used spies, codes and secret
writing, deception, double agents, and torture to uncov-
er conspiracies and to bring supposed plotters to Eliza-
bethan justice. The most famous conspiracy, a plan to
assassinate the Queen—disrupted by Walsingham and
his agents—was the Babington plot in which Mary
Queen of Scots and her cohorts lost their heads for their

troubles. The best known military attempt against Eliz-
abeth and England was by the Spanish Armada. This
too failed, in part, thanks to Walsingham.

This is a story that has been told many times before, in
11 books since 2001. As the latest, it does a good job, al-
though it is different from the others in three respects.
Author Stephen Alford covers a somewhat wider period
of time than the others—he also includes some details
on Henry VIII’s reign—and he adds some characters not
mentioned and data on those only slightly mentioned
elsewhere. The third, and somewhat annoying new fea-
ture, is his occasional digression into counterfactual his-
tory, for example speculation on what might have
followed had Mary Queen of Scots been successful.

The Watchers appears to be well documented, but the
system of endnotes is awkward and difficult to use. If one
is trying to get as complete a story as possible of Elizabe-
than intelligence activities, the book shouldn’t be over-
looked. But it has not displaced Conyers Read’s three
volume history of Walsingham as the place to start.!?

13 Conyers Read, Mr. Secretary Walsingham and the Policy of Queen Elizabeth (London: Clock and Rose Press, 2003).
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Memoir

The Formative Years of an African-American Spy: A Memoir, by Odell Bennett Lee. (Author published, 2012)

241pp., appendix, no index.

The story of Odell Lee reads like the fiction of Horatio
Alger. Born out of wedlock and raised in a dysfunction-
al family, Lee dropped out of high school in California
at 16 and joined the US Navy. In the early 1960s, he left
the Navy and lived with his birth father for a time. He
held a number of odd jobs, including one at a state psy-
chiatric hospital and another with the post office, before
going back to high school to get his diploma.

This time, education agreed with Lee, and he steadily
worked his way up and through graduate school at
Johns Hopkins University, after which he went to work
in Singapore. After several years there, he joined an in-
ternational petroleum company, where he was working
when CIA contacted him and offered him a job that
would take advantage of the French and Spanish Lee
had learned along the way. He accepted and the family
moved to Washington, where the usual processing was
completed. Lee’s wife Nora found a position with CBS
in Washington, on Dan Rather’s staff.

Lee devotes only a single chapter to his CIA career in
the Clandestine Service. As with the rest of the book he
doesn’t supply any dates, a somewhat annoying feature
that might well have been avoided. But he does discuss
his duties in general terms, including some experiences
on the job with a double agent, another servicing dead
drops, and the difficulties of living under cover. He ends
with a short and informative essay on race and spying,
concluding that relations have gradually improved.

Throughout The Formative Years of an African-
American Spy, Lee reflects on the many friends who
helped him at important stages in his life. The result is
a complete picture of a man who worked hard and
made it on his own. His story should serve as a role
model for those with similar drive and ambition to find
a rewarding career.

Intelligence Abroad

Classified: Secrecy and the State in Modern Britain, by Christopher Moran. (Cambridge University Press, 2013)

464 pp., endnotes, bibliography, index.

In 1911, the British Official Secrets Act (OSA) was
amended. Section 2 made unauthorized communication
or receipt of official information by civil servants, pol-
iticians, authors, and journalists a felony. Moreover, the
burden of proof rested with the defense. Recognizing
that difficulties controlling official information would
be greatest with authors and journalists, the government
in 1912 established the Admiralty’s War Office and
Press Committee—called the D Notice Committee. Its
function was to supplement the OSA and implement an
unofficial gentleman’s agreement with the press that
would operate on the honor system. When classified or
other official information came to, or might have come
to, the attention of the press—newspapers, book pub-
lishers, and the like—which the government did not
want made public, the D-Notice Committee could be
consulted for a recommendation on whether or not the

Studies in Intelligence Vol. 57, No. 2 (June 2013)

item should be published. Alternatively, when the com-
mittee wished to keep information secret, it could issue
a“D-Notice” suggesting restraint. But the final decision
rested with the press. This informal system was put to
its first test during WW 1, and precedents were set that
would apply after WW II. University of Warwick post-
doctoral fellow Christopher Moran’s Classified: Secre-
cy and the State in Modern Britain is a study of how the
system worked until the early 215t century, when Sec-
tion 2 of the OSA was repealed and a Freedom of Infor-
mation Act was enacted in 2005.

The early, post WW 1, tests of the 1911 OSA in effect
created a double standard. Moran tells how Prime Min-
ister Lloyd George ignored the rules and decided for
himself what official documents could be used for his
memoir. Winston Churchill did the same for his six vol-
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ume study, The World Crisis, 1911-1918. Likewise,
Field Marshall Sir John French and Admiral John Jelli-
coe produced memoirs based in part on official docu-
ments, the latter mentioning the Government Code and
Cypher School. (57) None had official approval; all es-
caped legal action.

Author Compton Mackenzie, on the other hand, was
prosecuted for his book Greek Memories, which men-
tioned the still not officially acknowledged Secret Intel-
ligence Service, identified its chief by name, and noted
he was called “C.” The government persuaded him to
plead guilty—thus preventing further revelations in
court—and copies of the book were recalled—although
not all were confiscated. Mackenzie escaped jail time
but was fined £100.

Moran describes the bureaucratic skirmishes created
by these and other episodes through the end of the Cold
War before going on to even more complex attempts to
control secrecy and the press. He uses the experiences
of Chapman Pincher, “Fleet Street’s greatest scope-
merchant,” (99) and other authors to explore the intrica-
cies of the D-Notice system. One case, although based

on open sources, involved the failed attempt to suppress
mention of NSA and then little known GCHQ. The
journalists involved were deported, but the political
fallout was severe. Another concerned former CIA of-
ficer Philip Agee, who was deported after publishing
his memoir Inside The Company in Britain. (190)

The chapters concerning the battles to publish intelli-
gence histories and memoirs perhaps will be the most
interesting to intelligence professionals. They include
descriptions of the clashes preceding exposure of the
“double-cross secret” and Operation Mincemeat—"‘the
man who never was.” Later, encounters followed over
official histories, for example, M.R.D. Foot’s SOE in
France, the six-volume history of British intelligence
in WW II and Peter Wright’s unofficial exposé, Spy-
catcher.

Classified concludes with a discussion of what Moran
terms “a retreat from secrecy” (329) on a surprising
scale in Britain today despite the threat of WikiLeaks
and the implications of cyber communications. It is a
superbly documented study and a fine contribution to
the literature.

MOSSAD: The Greatest Missions of the Israeli Secret Service, by Michael Bar-Zohar and Nissim Mishal.
(HarperCollins, 2012) 388 pp., bibliography, photos, index.

The Mossad is Israel’s foreign intelligence service. A
Mossad team captured Adolf Eichmann in Buenos Ai-
res. Another recruited an Iraqi pilot and convinced him
to fly a MiG-21 to Israel. And its officers assassinated
Imad Mughniyeh, the Hezbollah terrorist who planned
the bombing of the Marine barracks in Beirut in 1982.
It is also credited with attacks on Iranian nuclear scien-
tists and cyber operations intended to slow Iran’s nucle-
ar program. Authors Michael Bar-Zohar and Nissim
Mishal discuss these and many other incidents in their
new book MOSSAD.

The authors don’t just write about successful opera-
tions. There is a chapter on the botched attempt in Am-
man, Jordan, to assassinate Hezbollah leader Khaled
Mash’al by injecting a poison into his ear. The King of
Jordan was so incensed that he threatened to break dip-
lomatic relations with Israel and to keep the captured
assassins unless Prime Minister Netanyahu sent an an-
tidote: he did.

Other cases included in this anthology of espionage
have elements of both success and failure. The best
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known success concerns Mordechai Vanunu, who stole
atomic secrets and was later captured in a text-book
honey trap. More recently, a failure, after the assassina-
tion of Hamas leader Mahmoud Adbel Rauf Al-Mab-
houh in Dubai, the assassination team was exposed
because it had not avoided closed circuit television and,
the authors suggest, their fake passports didn’t stand up
to scrutiny.

One case at least remains in the uncertain category. A
Mossad double agent codenamed ANGEL, in reality
Nasser’s son-in-law, died a mysterious death in Lon-
don. The Egyptians claimed him as their double agent
and gave him an official funeral, leaving both sides to
wonder if he was really a triple agent and if so, for
whom. Some cases border on the bizarre. The supposed
Israeli recruitment of the larger-than-life Nazi SS offi-
cer, Otto Skorzeny, is the prime example.

As with all unofficial case books of this nature, read-
ers are left wondering how much is true. The authors do
provide source notes, but they are all secondary journal-
istic accounts. On the other hand, some cases, as with
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Eichmann and Vanunu, have been officially acknowl-
edged. The Jonathan Pollard case probably falls into the
latter category, but the authors dismiss it, only conced-
ing that the Mossad was embarrassed and claiming that
all the documents Pollard took were returned.

Bar-Zohar and Mishal have provided an interesting
survey of Mossad espionage operations. It is good read-
ing.

Other People’s Wars: New Zealand in Afghanistan, Irag and the War on Terror, by Nicky Hager. (Nelson, NZ:
Craig Potton Publishing, 2011) 439 pp., endnotes, appendix, photo, index.

The 10-year war in Afghanistan has been the longest
in the histories of both New Zealand and the United
States. For New Zealand investigative journalist Nicky
Hager, it should never have been fought. The US gov-
ernment “could have taken responsibility and apolo-
gized to its citizens for not stopping the hijackings.
They could have left the punishment to law enforce-
ment and diplomacy.” (23) When this didn’t happen and
despite the CIA led “massacre” to topple the Taliban,
(30) New Zealand agreed to participate in the war on
terror. At the time, Hager followed events in the press
and gradually concluded that his government was inten-
tionally not reporting the full story of Kiwi involvement
to its public: “Both the military and intelligence agen-
cies are far more deeply entangled in the controversial
aspects of the war on terror than New Zealanders were
told.” (9) After 10 years of investigating, he presents his
version of the truth in Other People’s Wars.

Hager claims his book is based mainly on leaks of
thousands of pages of “classified military and intelli-
gence documents.” Some were “obtained via Face-
book,” (307) and some, as explained in his endnotes,
came from “confidential source[s].” Invoking the jour-
nalist’s right to decide what should remain declassified,
he “ensures that it contains nothing that might genuine-
ly prejudice the defense and security of New Zealand.”

)

In describing New Zealand’s contribution to the war,
Hager emphasizes NZ Special Air Service (SAS) units

and the NZ Security Intelligence Service, but he also
addresses New Zealand’s SIGINT elements and mili-
tary components. He highlights their interactions with
US and British counterparts and complains about the
controls placed on the media, especially the limits on
mentioning the operations of coalition partners. He ar-
gues that while NZ forces were nominally under the
command of NZ officers, the reality was that Ameri-
cans were in charge.

Particularly irritating to Hager is the fact that Ameri-
cans in civilian clothes were stationed in New Zealand
outposts and would not discuss their activities: “All ev-
idence points to them being CIA officers.” Even more
vexing was the fact that NZ soldiers provided base se-
curity and other support services. (250-51) “In the end,
it is a choice between being independent and being a
loyal ally.” (341) The difficulty of independence in a
coalition eludes him. Hager goes on to question the ex-
istence of a terrorist threat, the use of drones, “targeted
killings,” “CIA-military capture/kill operations,” (237)
and the war itself.

Despite the author’s less than objective opinions, Oth-
er People’s Wars depicts the not insignificant contribu-
tion of New Zealand’s intelligence units in joint
operations. More generally, it provides an in-depth
view of New Zealand’s role in Afghanistan and to a
lesser extent Iraq, subjects not dealt with elsewhere.
Still, read with caution.

Russia and the Cult of State Security: The Chekist Tradition, from Lenin to Putin, by Julie Fedor. (Routledge,

2011) 280 pp., endnotes, bibliography, index.

The KGB (Komitet gosudarstvennoy bezopasnosti
[the Committee for State Security]) was the main secu-
rity agency for the Soviet Union when it collapsed in
1991. It had evolved from the first Soviet security and
intelligence agency, the VCheka (All-Russian Extraor-
dinary Commission for the Struggle with Counter-Rev-
olution and Sabotage) created by Felix Dzerzhinsky on

Studies in Intelligence Vol. 57, No. 2 (June 2013)

20 December 1917. Its officers were called Chekists, a
term that has endured despite multiple changes in the
official name of the organization. So, too, argues Dr. Ju-
lie Fedor in Russia and the Cult of State Security has the
legacy of Dzerzhinsky endured. While the operational
histories of Soviet and Russian security and intelligence
services have been the subject of many books, Fedor, a
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research associate at Cambridge University, takes a dif-
ferent approach. She examines the “Chekist officer”
and moral behavior in light of Dzerzhinsky’s legacy and
the “mythology woven around” the Russian intelli-
gence service that “continues to shape its popular his-
torical consciousness.” (2)

In the first of this two-part work, Fedor documents the
Dzerzhinsky cult from its revolutionary origins to the
present day. She asserts that Dzerzhinsky was seen as a
humanist, whose moral purity and love of nature and lit-
tle children explain his sensitivity to human needs and
formed the basis for “cardinal Chekist virtues.” These
were institutionalized in aphorisms learned by every
Chekist: “A Chekist must have a cool head, a warm
heart and clean hands....A Chekist must be more pure
and honest than anyone else.... He is not a Chekist
whose heart does not engorge with blood and contract
with pity at the sight of @ man imprisoned in a prison
cell.” By applying these and many others like them,
says Fedor, the Soviets justified “Chekist violence... as
an active moral good, a virtue to be celebrated in its
own right.” (17) This moral code formed the basis of
the Cheka security mission that somehow reconciled
terror and humanism. (18)

Fedor goes on in the first part to show how the Dzer-

zhinsky cult changed over time. His public image was
transformed beginning in the Khrushchev era in mov-
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ies—a Soviet James Bond treatment, though without
the sex, appeared—and various public relations tech-
niques. For example, the cruel interrogations of the past
came to be described as profilaktika, a Russian euphe-
mism for “friendly” questioning that could still result in
the destruction of one’s career.

Part two of the book deals with the post-Soviet era,
which for the security services began with the removal
of Dzerzhinsky’s statue from in front of the Lubyanka,
the KGB’s titular headquarters. After a period of uncer-
tainty and organizational instability, the intelligence
services gradually adopted what Fedor calls “high
chekism.” Here the “cult of Andropov”—a milder ver-
sion of Dzerzhinsky morality that stressed order and
discipline—provided a new catechism, but it did not
prohibit many of the practices for which the KGB had
been so well known.

With the ascension of Vladimir Putin to the presiden-
cy of Russia, further changes were introduced, changes
that Fedor sees as amounting to a “new Chekist mythol-
ogy,” which draws heavily on the traditions of the cult
of Dzerzhinsky.

Russia and the Cult of State Security is a unique and
absorbing look into the history of Russia’s intelligence
profession, with some disturbing conclusions about its
future. A very valuable contribution.
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