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Educators Consider Alternative Approaches to US
College Intelligence Programs:

Professors Jorhena Thomas and Nicholas Dujmovic

The rise in intelligence
studies programs has
engendered a spirited
debate in academia
about the best way to
educate future intelli-
gence officers.

Undergraduate academic pro-
grams in national security or intel-
ligence began sprouting up at US
colleges and universities in the 1990s.
They multiplied dramatically fol-
lowing the 9/11 terrorist attacks in
response to the heightened need for
professionals conversant with terror-
ism, international crime, cyberthreats,
and other geopolitical issues.

The demand for people skilled in
these areas has moved beyond the
federal government to state and local
law enforcement, public infrastruc-
ture management, and corporate
security departments. In 1985, private
sector institutions of higher education
offered only 54 intelligence-related
individual classes; that number has
ballooned to nearly 1,000 today.' This
surge is a response by US higher ed-
ucation to changing employer needs
in the face of geopolitical develop-
ments, and represents an expansion
resembling the shift toward science
and engineering majors after the So-
viet launch of the Sputnik satellite in
1957, the growth of Russian studies
programs during the Cold War, and
the proliferation of Arabic language
programs after 9/11.

Intelligence has long been a staple
of popular entertainment, and the lack
of serious scholarly treatment of the
field before the 1970s meant that ear-

ly intelligence-related courses were
limited to popular themes like “The
Anti-hero in Spy Films” or “The Cold
War Spy in Fiction.”” As national
security issues began appearing more
frequently in the news, however,
more college students began con-
sidering intelligence as a career, and
colleges and universities started to
supply more serious content.

Mercyhurst College in Erie,
Pennsylvania, pioneered the first in-
depth intelligence studies program at
a civilian institution in 1992 and was
alone in that distinction for years.?
Today, more than 100 colleges and
universities provide some form of in-
telligence education.* A 2015 survey
found that more than 24 universities
have organized their offerings into
dedicated intelligence studies pro-
grams aimed primarily at developing
intelligence analysts.’> Almost all of
these universities have degree-grant-
ing programs in intelligence, most
of them leading to a bachelor of arts
degree.

According to a comprehensive
2009 study of intelligence education,
the programs

* provide students with a uniform
set of core conceptual compe-
tencies and skills that all those

a. This discussion originally appeared in the National Intelligence University’s internal
digital journal, NIU Research Shorts, in May 2019.

The views, opinions, and findings of the authors expressed in this article should not be construed as asserting or implying US
government endorsement of its factual statements and interpretations or representing the official positions of any component of
the United States government. © Jorhena Thomas and Nicholas Dujmovic
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involved in national security need
to possess;

* educate students about intelligence
and national security matters, such
as terrorism, cyberthreats, and US
international security priorities;
and

* help build student and public
knowledge about the mandates,
strategies, structures, and func-
tioning of intelligence and security
organizations in statecraft.® This
last aim fills a need identified by

Sherman Kent, the prominent
post-World War II intelligence
figure who founded Studies in
Intelligence. Kent observed in
the first essay this journal pub-
lished in 1955 that the intelligence
profession’s lack of a “literature”
prevented it from ensuring that
knowledge about the intelligence
business was captured and made
accessible to others.’

The rise in intelligence studies
programs has engendered a spirited
debate in academia about the best

way to educate future intelligence
officers.®° Are these new undergrad-
uate intelligence programs meeting
the needs of the Intelligence Com-
munity (IC) by providing potential
new hires with the skills and institu-
tional knowledge needed to “hit the
ground running?” Or would students
be better served by acquiring deep
knowledge in one of the many areas
of subject matter expertise of value
to the US national security establish-
ment, supplemented by a few famil-
iarization courses on the IC operating
environment?

Point

Counterpoint

Undergraduate students majoring in intelligence studies
master data-mining, critical thinking, and writing skills within
a national security context. They can use this knowledge to
quickly assimilate into the IC workforce and provide it with
much-needed analytic agility. Such knowledge cannot be
obtained by “dabbling” in this field of study.

Undergraduate students majoring in international relations,
statistics, nuclear physics, finance, or another relevant field
are more appealing to the IC because they provide needed
subject matter expertise. These students can gain sufficient
familiarity with the IC’s operating environment by obtaining a
minor or certificate in intelligence studies.

Point: Critical Skills for Future
IC Officers

Undergraduate intelligence studies
programs allow students to develop
critical thinking, writing, and com-
munication skills within the context
of the national security environment
to enable them to become more effec-
tive IC officers.

First, intelligence is a complex
and unique subject that deserves its
own academic treatment, particularly
to benefit those students who have
interest in and intend to apply for
positions in the IC. Because academ-
ic intelligence studies departments
centralize knowledge about the
theory and practice of intelligence as
a profession, they educate students on
the larger issues surrounding nation-
al security in addition to producing

future intelligence officers schooled
in the roles and responsibilities of an-
alysts, collectors, operations officers,
and other IC officers.

Treating intelligence as an ap-
pendage to other disciplines would
undermine students’ capabilities be-
cause the intelligence studies degree
provides students with “the time to
learn and think about concepts and
theories that can be used to provide
context for what the analyst does
on the job.”!” The same applies to
targeters, cyber analysts, and other IC
professionals. With this broader un-
derstanding, students are better able
to put their subsequent acquisition of
subject matter expertise into the prop-
er context to perform as intelligence
officers. They can also fill a need for
generalist analysts with strong institu-

tional knowledge to allow the IC and
private sector to respond more nimbly
to national security threats.

Second, the real value in majoring
in intelligence is learning, before be-
ing hired, how to effectively analyze
and synthesize information under the
imperfect circumstances—incomplete
information, demanding custom-
ers, and unyielding deadlines—that
characterize the national security
operating environment. Intelligence
studies programs vary in quality, but
the best—like many other well-rec-
ognized academic fields—incorpo-
rate a wide spectrum of conceptual/
theoretical perspectives and subject
matter.!! They include learning how
to think critically, to identify biases
and assumptions, to be resourceful in
the collection of data, and to commu-

Studies in Intelligence Vol. 63, No. 4 (Extracts, December 2019)
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nicate findings concisely. Their value
is in learning to appreciate the art and
science of how the intelligence cycle
works and becoming proficient with
the skills needed to be a successful
operator, analyst, researcher, or other
professional in the field.

Intelligence majors provide
students with four years of work
that build and refine their ability to
be analytical, self-aware, reflective,
insightful, skeptical, and curious, and
to think about issues from competing
perspectives. For students planning
to go into intelligence work, it is
preferable to concentrate on develop-
ing these skills within the context of
coursework in the evolution, struc-
tures, functions, activities, ethics, and
oversight of the US national security
apparatus and classes on critical
thinking, writing, and data science.

Acquiring subject matter knowl-
edge—economics, political science,
biochemistry—and skills should be
a secondary academic track for the
intelligence officer, rather than the
other way around. One might even
argue that it is easier to learn a “hard”
skill—like a language—than those
skills needed to critically engage in-
formation, which a good intelligence

Counterpoint: Specialized Ex-
pertise More Important to IC

The IC would be better served
if undergraduate students aiming
for a career in national security
gave academic priority to obtaining
substantive expertise in international
relations, statistics, nuclear physics,
finance, or another relevant field
of study that strengthens the IC’s

Studies in Intelligence Vol. 63, No.

program would teach. In intelligence
studies, critical thinking is the con-
tent, not just a side benefit of learning
about other content.

Third, Gen. Michael Hayden has
publicly said that intelligence today
is much more than a “tool of state-
craft. ”'* Intelligence minors, certif-
icates in intelligence studies, and ad
hoc intelligence classes usually center
on the “big” IC agencies, but not all
students want to work for the Central
Intelligence Agency, the Defense
Intelligence Agency, or the Nation-
al Security Agency. Intelligence
degree programs have the space to
offer concentrations or electives on
terrorism, law enforcement intelli-
gence, and cybersecurity to meet the
needs of students who want to pursue
intelligence jobs at the state and local
government levels—such as fusion
centers—private corporations’ secu-
rity operations centers, or industry
information sharing and analysis
centers."* Forward-leaning programs,
like those at Mercyhurst and George
Mason Universities, focus on intel-
ligence education’s need to cater to
the range of potential employment
interests and teach the core critical
thinking skills required to be success-
ful across the board.

knowledge base and research capa-
bilities. The needed expertise is not
acquired through intelligence studies
programs, although students could
benefit from gaining some knowledge
of the work environment by taking
electives on the US national security
apparatus.

First, discussions with hiring
advisers suggest that many IC

4 (Extracts, December 2019)

A Middle Ground? Strengthen
IC Majors Rather Than Reject
Them

It may be premature to discount intel-
ligence as a major before thoroughly
examining how such a major can be
best structured and taught. Maybe
the question at this juncture is not
whether intelligence as a major is vi-
able, but rather what makes a strong
intelligence major?

The undergraduate degree programs
offered in intelligence studies vary
considerably, and not all offer class-
es on writing and critical thinking. It
could be that existing intelligence
programs need to better calibrate

the substance of the required and
elective courses offered, internship
opportunities, and faculty balance
between practitioners and academics
in order to find the balance that pro-
duces graduates who are competitive
in any of the intelligence realms to
which they apply.

For example, according to a 2013
study, nearly 70 percent of the faculty
teaching classes in intelligence stud-
ies programs have had intelligence
work experience.!'* These former
intelligence officials offer valuable
insight but often lack the broader
understanding of the history of intel-
ligence, the policy and legal environ-
ments within which the IC operates,
and the ethical issues surrounding
the pursuit of intelligence that can

be provided by more academically
trained professors and a cohort of
intelligence studies Ph.D. scholars.

agencies prefer hiring candidates for
analytic, collection, and operations
positions who have a deep knowledge
of global issues, hard sciences, and
language skills. This preference is
largely a matter of opportunity costs.
Now more than ever, the geopolitical
environment demands intelligence of-
ficers who have expertise in specific
subject areas, including languages. A
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student majoring in intelligence is not
majoring in Chinese, nuclear physics,
international finance, biochemistry, or
any number of substantive fields that
are needed by the intelligence agen-
cies. The desired qualifications listed
for analytic, targeting, and collection
positions on the CIA’s website show
a strong bias toward subject matter
degrees rather than intelligence stud-
ies. Most IC analysts who have made
it through the rigorous hiring process
have degrees in the social sciences
and humanities—valued for the broad
outlook and perspective on the world
they provide students.'> Science and
engineering graduates are prized for
their particular niches of knowledge
that intelligence agencies need.

Second, students can best devel-
op the critical thinking and cogent
writing skills that are essential for
success in intelligence within a rigor-
ous academic program that mandates
a deep exploration of the student’s ac-
ademic major. Any rigorous academic
program that teaches students to se-
lect and evaluate disparate sources, to
engage in critical thinking, to come to
a conclusion with incomplete knowl-
edge, and to construct a reasoned ar-
gument will help prepare that student
for intelligence work. But how much
better if that rigorous program is done
in a substantive field? The IC needs
people who have deep knowledge
of foreign cultures, foreign leaders
and politics, and foreign weapons
systems, so that these intelligence
officers can provide insights to US
policymakers.

Third, too many intelligence
degree programs are designed and
run by academics with little practical
experience in the intelligence pro-
fession, although many adjunct staff
have intelligence backgrounds. The

programs focus on broad theories

of intelligence and process-orient-

ed knowledge but not on the deep
subject matter knowledge needed to
put rapidly moving events and limited
data into context for policymakers as
actionable intelligence. For that rea-
son, the intelligence agencies prefer
to teach the “how to” of intelligence
analysis to new employees. Since
2000, CIA, the Federal Bureau of
Investigation, and the Office of the
Director of National Intelligence have
all developed in-house “schools”

to train employees in the craft of
intelligence, and, like other crafts,
mastery is gained through practical
experience. Some of the smaller US
intelligence agencies may find grad-
uates of intelligence degree programs
effective employees, at least for the
short term, but even these smaller
agencies would do better to empha-
size subject matter expertise as well
as critical thinking and writing.

Last, intelligence degree programs
shortchange both students and the IC
by not giving either what they need.
The programs are popular but fail to
deliver a demonstrable hiring advan-
tage while dissuading students from
majoring in something that would
offer a better chance of a successful
intelligence career. One veteran CIA
instructor said that new hires who
had majored in intelligence do not
stand out from their contemporaries.'®
Probably for this reason, when CIA
recruiters visit campuses, they seldom
list “intelligence studies” as a degree
of interest to the agency. Moreover,
the programs put at risk the future
prospects of students who do not
make it through the IC’s highly selec-
tive hiring process because their deep
knowledge of the national security
environment does not easily transfer
to other careers.

That said, some CIA recruiters
have observed that most young peo-
ple applying for intelligence positions
do not have a solid background in
what intelligence is, what it does,
how it developed in the United States,
and what its limitations are.'” Newly
minted intelligence officers do not
know as much about their new pro-
fession as they should, which has led
a few to leave CIA service early as
they chafed against the national secu-
rity operating environment. Needless
to say, US intelligence agencies do
not want their new employees to be
wholly uninformed about intelli-
gence.

To correct this shortfall, college
students intending to go into the intel-
ligence field would benefit most from
a “Goldilocks” or “just right” pro-
gram that provides some education
of the intelligence profession without
supplanting the study of those disci-
plines that help intelligence officers

A Happy Medium?
The Intel Minor

Is higher education moving from
one extreme—treating intelligence
issues as an afterthought in national
security or US history programs—to
another with the idea of intelligence
as its own major? Is the happy
medium offering a minor in intelli-
gence studies in conjunction with

an undergraduate degree in a more
substantive field such as statistics,
data science, international affairs, or
microbiology? A typical minor or cer-
tificate in intelligence studies would
be 15 to 18 credit hours and include
courses on the history of intelligence,
contemporary issues in US intelli-
gence, intelligence analysis tech-
niques, and electives encompassing
a wide range of issues pertinent to
intelligence, such as the psychology
of terrorism, data security, counterin-
telligence, and criminal justice.

Studies in Intelligence Vol. 63, No. 4 (Extracts, December 2019)
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understand the world. One such ap- they need about intelligence collec- Bureau of Intelligence and Research
proach would be developing a minor  tion, analysis, counterintelligence, have echoed intelligence scholar

in intelligence studies. The minor can  and covert actions, as well as the Mark Lowenthal, himself a former
be strengthened through significant accountability of intelligence that our  assistant CIA director, who has said,
involvement by former intelligence democratic system requires. Active “Intelligence can be a minor; it must

officers with academic credentials, to  and former senior officials from CIA, never be a major.”'?
provide students with the knowledge = NSA, and the State Department’s

The authors: Jorhena Thomas is a faculty member at Georgetown University, American University, and the Universi-
ty of the District of Columbia. Her teaching has been informed by her experience as an FBI intelligence analyst and as
deputy director of the District of Columbia’s fusion center, as well as by other intelligence- and security-related posi-
tions at the local, national, and international levels. Dr. Nicholas Dujmovic is the founding director of the Intelligence
Studies Program at The Catholic University of America. He retired from the CIA with 26 years of service as an analyst,
manager, editor of the President s Daily Brief, DCI speechwriter, and CIA historian.
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An Analyst’s Reflections on Forecasting

The Limits of Prediction—or, How I Learned to Stop Worrying
About Black Swans and Love Analysis

Bobby W.

Intelligence analysts have it desire of modern-day intelligence
rough. Their plight extends beyond consumers has not advanced far be-
the old adage of being only respon- yond that of the Duke of Wellington
sible for intelligence failures while who said, “all the business of war,
the policymakers they inform collect ~ and indeed all the business of life . . .
praise for their supposed unilater- is to . . . guess what was at the other

The key struggle for side of the KilL™

intelligence analysts
is that what they are
able to produce and
what their consumers
think they can produce
are often two different
things.

al policy successes. This certainly
irritates some, but what truly imperils
intelligence analysts is something that
goes much deeper. The key struggle
for intelligence analysts is that what
they are able to produce and what
their consumers think they can pro-
duce are often two different things.

In a sense, to borrow from former
CIA Deputy Director for Intelligence
Douglas MacEachin’s oft-repeated
analogy, intelligence analysts are

best at providing scouting reports on
opposing teams, but policymakers are
expecting to hear what the score of
the game is going to be.!

So what do intelligence consum-
ers want from intelligence analysts?
When asked this question directly,
they often trot out myriad responses
that range from “just the facts” to
something akin to clairvoyant under-
standing.? While it is a truism that
different policymakers have different
requirements based on the issues they
cover and their own personal back-
grounds, any good analyst will admit
that a good chunk of taskings from
policymakers is centered on a simple
theme: tell me what is going to hap-
pen. To a certain extent, the primary

Drones have mostly solved that
problem for warfighters, but the wrin-
kle here for analysts is that humans
struggle to see over the figurative
hill into the future.* When humans
do make the effort to stare over those
mounds of dirt and rock to make
predictions, they, on average, are not
much better than chance or simple
actuarial models.’

This does not mean that a major-
ity of the Intelligence Community’s
(IC’s) estimates are wrong. On the
contrary, when we use sound ana-
lytic techniques and reasoning to
extrapolate from the present to make
linear predictions about the future, we
do quite well.® Additionally, recent
research shows there are things indi-
viduals and teams can do to provide
better judgments about future events.”
However, when forecasting a break
from the norm, a wholly new devel-
opment, or the course of change over
a longer timeframe, even the most
seasoned analyst regresses to throw-
ing darts.

So does this mean that intelligence
analysts should take their crystal balls

The views, opinions, and findings of the author expressed in this article should not be construed as asserting or implying US
government endorsement of its factual statements and interpretations or representing the official positions of any component of

the United States government.
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Analysts should keep their eyes on the main goal of any
engagement with new customers: educating them about
the range of ways intelligence analysis can make the cus-

tomer’s jobs easier.

and go home? On the contrary, this
recognition of fallibility and limits
should encourage intelligence ana-
lysts to chart proactive ways in which
they approach their work. Analysts
can also bridge the gap between poli-
cymaker expectations and their actual
capabilities by doing a simple thing:
coming clean. Intelligence analysts
need to educate policymakers about
the limits to what they can provide in
the realm of forecasting and adopt a
more modest analytic ethos.

Despite wanting to wow custom-
ers with deep expertise or a collation
of highly classified reporting, analysts
should keep their eyes on the main
goal of any engagement with new
customers: educating them about the
range of ways intelligence analysis
can make the customer’s jobs easier.
And, yes, this will at times include
offering probabilistic thoughts on
the future, but it will also include
things short of that—things that still
will help reduce surprise, inform
about uncertainties, and feed into the
policymaking process. Intelligence
analysts would do well to educate
their customers on how their analytic
approach and perspective can best
answer some fundamental questions
that are relevant to almost any policy
problem. As former CIA analyst and
senior manager Dennis Wilder so
rightly said, “An educated consumer
is our best customer.”®

The analyst’s job does not end
there, because despite the difficul-
ties of prediction, there is room for
improvement. Intelligence agencies
must alter the types of analysis they

most value and reform their cultures
based on lessons learned for better
forecasting. They also need to pre-
pare the next generation of analysts
through improved hiring and training
and a commitment to harnessing tech-
nological advancements that will help
analysts and policymakers grapple
with the uncertain, contingent, and
downright unpredictable world ahead.

Why Forecasts Go Wrong

Postmortems of intelligence fail-
ure are chock-a-block with expla-
nations of how the IC made a faulty
estimate, either through a failure to
predict (9/11) or a failure to under-
stand (Iraq WMD). These intelligence
reviews list a litany of issues leading
to these failures, including cognitive
biases, faulty mindsets, groupthink,
stovepiping of information, and out-
dated analytic frameworks.’ However,
one of the great deceits found within
the key findings of these “do better”
commissions is that with just a little
more information, coordination,
connecting of the right dots, discon-
necting of the nongermane ones, and
so forth, the IC would have gotten
it right.'® In some cases these flaws
were fatal, but all IC forecasts come
with limitations that no blue-ribbon
panel will be able to overcome with
new standards or improved oversight.

The best research on human abil-
ity to forecast the future shows that a
majority of us—even experts—are se-
verely deficient. Renowned Wharton
professors Barbara Mellers and Philip
Tetlock have shown how human pre-
dictions are often overconfident, use

the wrong mental models, unknow-
ingly rely on small amounts of data or
assumptions, do not test hypotheses
sufficiently, and are infrequently up-
dated or adjusted even in the face of
new information."" Daniel Kahneman
said, “We are normally blind about
our own blindness. We are generally
overconfident in our opinions and

our impressions and judgments. We
exaggerate how knowable the world
is.”1? These core problems are not the
cause of our misjudgments but are the
products of the following insuperable
limitations on prediction:

rend Lines and Discontinuities

Intelligence forecasts are ines-
capably estimates of future action or
events based on a rationalized under-
standing of past actions and events.
For example, Farlandia is likely to
respond to an airstrike with proxy
terrorist attacks because that is what
we have seen before and it fits within
our understanding of the risk toler-
ance of their leadership. Analysts are
very good at extrapolation or making
these types of linear or evolutionary
forecasts, and these probabilistic pre-
dictions often end up being correct."

The frequency of getting these projec-
tions right often creates a false sense
of confidence that things will muddle
along as before, and this leads to
estimates that miss course-altering
discontinuities or changes. As one
intelligence practitioner notes, “Dis-
continuities in history are the ulti-
mate challenge for forecasting. "'

This is not a particularly new dis-
covery even within the IC. In 1983,
Director of Central Intelligence
William Casey formed the Senior
Review Panel to study IC judgments
that preceded large shifts or surprises
in history. The panel found that the
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most significant faulty estimates were
due to “single outcome forecast(s]”
based on the “prevailing wisdom of
the times,” which led to a “prejudice
toward continuity.”" In other words,
the past is not always prologue.

iming and Tipping Points

Our inability to forecast when
abrupt changes or tipping points will
precisely occur also constrain human
predictions. Analysts are good at
describing environments or dynam-
ics that raise the risk of a shift from
past behaviors or actions, but “no
forecasting technique can predict the
timing of that nonlinearity.”'* Nassim
Taleb and Mark Blyth put it plainly
when they said, “Political and eco-
nomic events are unpredictable, and
their probabilities are not scientifical-
ly measurable. "

Intelligence analysts can warn about
the growing sophistication of al-

Qa ‘ida attack plans and the under-
lying volatility in the Middle East,
but they cannot predict when the
planes hit the Twin Towers or when
a Tunisian street vendor s self-immo-
lation will spark regionwide unrest.
The process leading up to a major
shift in activity is gradual, but when
a phenomenon ultimately breaks its
pattern, it is often in “one dramatic
moment” that serves as an unpredict-
able tipping point.'®

I Iumans and Systems

Beyond the discontinuity and
timing problems, the even more basic
limitations on forecasting ability are
the subjects of intelligence products:
human beings with free will and
complex systems such as foreign
governments and networks whose
actions are not deterministic. Much
of individual human behavior and ac-

On the difficult questions, where more uncertainty and
complexity seeps in, intelligence analysts should be con-
tent with more humble approaches.

tivity “rests upon contingencies and
chance,” and often the individuals
who analysts examine do not know
themselves how they will act in a cer-
tain situation or what policy decision
they may take."

Humans are fickle beasts with di-
verse motivations that are not easily
described in a two-page intelligence
article. As one example, there are
countless intelligence estimates
claiming that a country will only take
action if its leadership feels its hold
on power is threatened, but can we
truly understand all the ways a leader
will feel himself to be on the ropes?

On the systems side, as Taleb and
Blyth vemark, “Governments are
wasting billions of dollars on at-
tempting to predict events that are
produced by interdependent systems
and are therefore not statistically
understandable at the individual lev-
el.”™ A senior analyst once told me
that even if he sat in a cabinet meet-
ing of a target country, he would not
be able to tell you what that country
would necessarily do in the future.

This was not some show of personal
humility or a slight dig at the tar-

get country s dysfunction; it was a
recognition that so many players

and interests are at play in such a
complex system, and therefore the
ultimate outcome is unpredictable.
The problem of complex systems can
be somewhat overcome in short-term
assessments because all systems have
a level of inertia that analysts can
track and assess. However, the longer
a complex system has to permutate
and evolve, the more difficult it is to
forecast its future character. The ac-
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curacy of estimates also precipitously
dropped when forecasts looked out
past a few years in the future.*'

What Analysis Can Do For
You

Not all is lost for intelligence
analysis. The answer to the above
limitations is not to forgo estimative
and probabilistic analysis and convert
analysts into simple collators of
raw intelligence reporting. As stated
above, most estimates will be linear,
and the IC excels in that area. On
the difficult questions, where more
uncertainty and complexity seeps in,
intelligence analysts should be con-
tent with more humble approaches.
Analysts must adopt a new ethos that
is not centered on predicting future
events.

Intelligence analysis must remain
a forward-looking and policy-rele-
vant enterprise that provides its best
forecasts. However, analysts must
focus more on arming customers
with an appreciation of life’s com-
plexities and uncertainties while also
outlining how the key factors, pillars,
and linchpins of an issue can lead to
distinct futures with varying levels of
likelihood.* Analysts already do this
work, but they should fully embrace
the fact that their jobs often will not
be to reduce uncertainty about po-

a. The IC already does these things both im-
plicitly and explicitly. Nevertheless, taking
them on as the “ethos” of the analytic cadre
would give more purpose and confidence to
analysts who grapple with the incongruity
between their capacities and the expecta-
tions of policymakers.
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As Sherman Kent said, we do not claim our assessments
are infallible. Instead, we assert that we offer our “most
deeply and objectively based and carefully considered

estimate[s].”

tential future outcomes but to inform
their customers of the uncertainties
and contingencies.

Armed with this analytic ethos,
the next task for analysts is to educate
policymakers on how their unique
approaches to matters of national
security can aid policymakers in
their day-to-day jobs. The first goal
would be to disabuse policymakers
of the notion that the IC’s access to
secret information and specialists
confers an ability to remove strate-
gic surprise. Analysts must inform
policymakers that discontinuities
analysts have assessed as unlikely
will occur, and while this may appear
to some customers as misfeasance,
it is an unavoidable aspect of our
business. As Sherman Kent noted,
we do not claim our assessments are
infallible. Instead, we assert that we
offer our “most deeply and objec-
tively based and carefully considered
estimate[s].”?

Even if the reception to such
Bayesian nuance is lukewarm,
analysts must then sell policymakers
a positive vision of what they can
provide in the realm of forecast-
ing.? Policymakers often grapple
with problems in terms of concrete
questions and answers,?* and the
IC should strive to sell itself as a
question-answering service. After
all, questions are the “principal
intellectual instruments available to
human beings.”” Analysts must show
policymakers that despite their lack
of clairvoyance, they are the best-
equipped cadre in the US government
to provide faceted and well-argued
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answers on the following key ques-
tions that correspond to nearly all
geopolitical, security, and economic
issues:

What is the context and reality
of the problem I am facing?

This is the most fundamental and
empirical of questions a policymaker
will ask of the IC analyst. Bowman
Miller called this “explanatory intel-
ligence” and Jack Davis referred to
this type of analysis as probably the
most valuable for policymakers who
often prefer to “see themselves as the
analysts of last resort. "2 When an-
swering this question, an intelligence
analyst must outline the key actors
and their interests and pathologies,
the drivers that determine stability

or uncertainty within the problem,
and how the problem fits into either
domestic or regional political dynam-
ics. This interplay and complexity is
often lost on mile-wide-but-inch-deep
policymakers.

So what does all this have to do with
predictions and forecasting? Is the
provision of context and explana-
tions of observed trends just analysts
acting as classified historians for
policymakers? Not exactly. When
explaining all the factors that go into
a problem or issue, analysts should
always take the opportunity to think
about the most useful of questions an
analyst can ask themselves: What is
the “so what” for the policymaker?
The analyst can start by responding
to a policymaker s need to under-
stand the brass tacks of an issue,

but they should always key-in on a
“so what” that addresses a policy

concern. This “realities” question is
therefore the building block for all of
the other questions below as it often
explains why foreign actors act the
way they do.

l l ow does including information
on new developments affect my
problem/issue?

Policymakers are likely to most
engage with the IC on this question
because it will be the driving question
behind both their taskings and the
questions analysts ask themselves
when they write current intelligence
articles. This is the most frequent type
of intelligence analysis done in the
IC, and it is where analysts provide
their most accurate forecasts. This

is because most forecasts are linear
Judgments with very-near-term or
immediate time horizons. A need to
put new developments into the context
of larger storylines of an issue that
policymakers are tracking is the
driving factor for nearly all current
intelligence products.

In answering this question, intelli-
gence analysts are responding to pol-
icymakers’ desire to know the impact
and implications of an event or devel-
opment that is not entirely obvious.
When outlining implications of a new
event, analysts must think about how
new developments are likely to affect
the plans, intentions, and character
of the actors and factors outlined in
their response to the first question

on the “realities” of a problem. And
sometimes it is just as important
when new developments will not alter
those realities as when they do.

When responding to this question, an-
alysts must remember the aforemen-
tioned limits on prediction and how
humans often misread the importance
of events. Analysts must think through
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the circumstances under which the
new development could signal a
discontinuity and how its implications
will play out within a complex web

of humans and systems. This may
mean explaining different potential
outcomes and their implications (see
below) or analysts could be focused
more narrowly on conditional analyt-
ic responses: “This new development
is likely to result in this action as long
as these other factors remain.”

What are the ways this situation
could play out?

At first glance, this could seem like a
pedantic rephrasing of the “tell me
what is going to happen’ imperative
that analysts hope to avoid hearing
from policymakers. In reality, this
question is _framed this way because
it directly assumes—as do most future
studies scholars—that the future

is plural and therefore requires an
explanation of contingency scenar-
i0s.*" A CIA review of NIEs in 1969
found that, “a good paper on a
complicated subject should describe
the trends and forces at work, identify
the contingent factors or variables
which might affect developments, and
present a few alternative possibili-
ties for the future, usually with some
Jjudgment as to the relative likelihood
of one or another outcome.”

To be clear, analysts will not need to
speak to all possible future scenar-
ios every time they respond to this
question, because many problems
will have less uncertainty or have
enough intelligence collection to be
sufficiently answerable with linear
and evolutionary analysis. Neverthe-
less, even in these instances analysts
should be prepared to discuss the
implications of lower probability
outcomes.

In the same vein as the previous scenarios question, the
most vital part of responding to these questions is outlin-
ing a strong set of signposts and indicators.

There is both a good way and a

bad way to do futures analysis for
policymakers. Providing a laundry
list of scenarios without having done
the legwork to assess their relative
probabilities or the key signposts and
indicators for each scenario will only
add to the confusion of policymak-
ers.” Future studies scholars say that
the key in describing scenarios is to
avoid laying out a logical procession
of events that leads to that outcome,
because futures will rarely come
about that cleanly.

Instead, analysts should think about
the environments necessary to
produce future events. Analysts can
then work back from understanding
of the complex interplay between the
key actors, complex systems, and
driving forces of issues to provide
signposts and indicators of moves
toward a particular type of environ-
ment. Oftentimes there are multiple
paths to the same endpoint. With this
information, policymakers will better
understand how future events and
their subsequent policy actions could
help to precipitate wanted outcomes
and avoid unhelpful ones.

ow do we get from here to
there? and/or What should I
be looking out for?

These two questions play off one an-
other so intricately that analysts must
always treat them together. Generally,
policymakers have a Manichean-like
desire to know two outcomes: the bad
one for the national interest and the
good one for the national interest.
Analysts should do all they can to
disabuse policymakers of expecting
neat and tidy outcomes like these, but
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often on issues there will be things
that either fail or succeed or simply
happen or not. When policymakers
want to know about specific distinct
futures, analysts can provide “what
if” analyses that posit futures in
which policymakers’ dream or disap-
pointment scenarios have occurred,
and then work backwards to explain
what mixture of necessary dynamics
between key players and phenome-
na occurred to make the scenarios
possible. Analysts routinely have to
do analysis like this on events like
outbreaks of social unrest or violence,
because as the limits to our ability to
predict have shown, there is rarely

a silver bullet that will tell us when
these things occur, but we can explain
the environment that could produce
them.

In the same vein as the previous
scenarios question, the most vital
part of responding to these questions
is outlining a strong set of signposts
and indicators that policymakers
and analysts alike can monitor to
determine whether a notional future
is on the horizon or not. Although
the answers to these questions and
explaining the indicators will not
end all surprise for policymakers,
they will remain supremely valuable
because they can “penetrate policy
blinders and biases” of policymakers
who often want to interpret events as
inherently beneficial to their policy or
policy goals.>®

When a “what if” paper is done
correctly, both analysts and policy-
makers should periodically revisit
the signposts and indicators togeth-
er, so that all sides are interpreting
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When assessing how an actor will respond to a US policy
shift or action, analysts can explain what constants must
remain true to validate their assessments.

events through the same lens. The
goal of this frequent review would be
to create a “policy of equilibrium”
for policymakers whose knowledge
about the key aspects and potential
for change in a system allows them to
guard against potential shifts.’!

ow would “they” react to my
different policy options?

When analysts open their inboxes to
this question from customers there is
almost a universal reaction of uneasy
squirming. This instinctual reaction
is due to an ingrained sense within
intelligence officers that there is a
firewall between them and policy.
Intelligence analysts fear proximity to
policy will make them champions of
policy, instead of callers-of-spades.>
Analysts often take a dim view of
how factors will align in response

to a proposed policy, and they fear
that sharing such a view will alienate
their customers.

However understandable these con-
cerns, they are misguided because
analysts can sometimes have no
more direct impact than explaining
to policymakers—who often think
their policies are straightforward and
well-designed—how complex foreign
actors are likely to interpret US ac-
tions. This is a difficult task because,
as British professor of strategic
studies Patrick Porter has observed,
“Policymakers’ fearful anticipation
of uncertainty when talking about the
world contrasts with their confident
pronouncements when talking about
their own states’role in shaping it. "3

What analysts must do in this situa-
tion is go beyond just listing the plans
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and intentions of adversaries and
subjects and, instead, identify and ex-
plain the reasons actors have devel-
oped those plans and what motivates
their intentions. From this starting
point analysts can then explain,

for example, how another round

of sanctions is unlikely to break an
enemy s will, because its leaders have
developed workarounds and fostered
a culture of resistance that sanctions
only reinforce.

This is another question in which
conditional responses shine and can
balance against the limits of our abil-
ity to predict. When assessing how
an actor will respond to a US policy
shift or action, analysts can explain
what constants must remain true to
validate their assessments. And by
identifying these key factors and con-
stants, policymakers can then begin
to craft policies that can target those
things and therefore bring about the
policy goal they seek.

The Road Ahead

So where do intelligence analysts
go from here? They have checked
their hubris at the door by recogniz-
ing the limitations of their forecasting
ability. They have embraced a new
ethos and an identity as “question
answerers” who respond to sets of
queries that should aid their cus-
tomers, covering almost any policy
topic. Those two things together are
powerful, but analysts must resist
the temptation toward self-congrat-
ulatory back-patting. There are even
more ways for intelligence analysts to
improve how they inform their cus-
tomers. These measures include how

analysts actually do their work on a
daily basis, how managers review an-
alysts, and how intelligence agencies
build cadres of analysts best suited
for the inherent challenges of provid-
ing estimates of future events.

oing Analysis Better: Founda-
tional Analysis and Speculative
Thinking

A common thread in each of the
responses to the key policymaker
questions above is a strong un-
derstanding of the core actors and
factors driving issues, which form the
basis of both linear and speculative
analyses. This requirement to really
understand an issue’s “environment”
suggests that intelligence agencies
must promote foundational analytic
research even over current intelli-
gence production.

On military accounts this may
mean allowing analysts more time to
do order of battle or work on political
accounts, allowing more historical
research on the interplay between key
institutions and individuals. We must
provide, as Jack Davis suggested,
the same resources for research as
we do for the production of current
intelligence products, and work to
build more robust research-oriented
databases.?

Speculative analysis also needs to
come in from the doghouse. If we are
not great at predictions and spotting
big changes, then we need to be com-
fortable with allowing more skeptical
bottom lines based on if-then con-
structions or explanations of different
futures and their relative assessed
likelihoods. This fear of speculative
analysis has led some analysts to
adopt a “just make a call” approach
when our predictive humility should
resist such extremes. Alternatively,
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sometimes paralysis sets in on tough
issues as analysts grow uncomfort-
able writing an informed speculative
piece and instead choose to write
nothing at all. Managers should
push mainline analysts to write these
types of pieces and reward them for
not “waiting for more reporting” or
conducting what one IC senior called
“hammer judgments” on issues that
clearly were not hammer-ready.*

Additionally, our efforts to insti-
tutionalize alternative analysis have
failed. It is true that some agencies
require alternative analysis in finished
production and others created entire
product lines for “red cell” thinking.
Nevertheless, these measures have
worked against the value of such
products. Often, alternative view-
points are provided to demonstrate
to policymakers we have thought
about them, but the separation of
these from mainline narratives only
serves to reinforce—for both analysts
and customers—that these events are
so out in left field that they need not
be taken seriously. Even the name
“alternative analysis” begs the reader
to dismiss the findings they may
contain.

Instead of trying to show how
outside-the-box we are thinking, we
should put less likely—but more
disruptive—futures back in the box
of regular analysis. What potentially
could be even more fruitful would
be reframing this alternative analysis
mission into what Miller called an IC
“fire watch” that would have analysts,
like park rangers, report a potential
fire at the first hint of smoke. Ana-
lysts should have already laid out
the alternative scenarios in current
production, and then make updates on
the relative increasing or decreasing
likelihood of these potential out-

Many IC agencies are already doing good work on re-
viewing products for accuracy, but they should make it a
requirement for analysts to personally review their own

work.

comes, based on the observation of
“smoke” or triggers.

R:eforming the Culture: Check-
ing Work and Building Diverse
Teams

Most intelligence agencies primar-
ily hold analysts accountable for how
well they handle process and adhere
to high analytic standards. Agencies
promote analysts not because their
forecasts were right, but because
they showed mastery of the accepted
analytic practices that lead to strong
analysis. Intelligence agencies must
mesh this process accountability with
outcome accountability. Statistician
Nate Silver’s work showed that fore-
casters perform better when they are
accountable for the accuracy of their
forecasts because it forces them to
frequently update their work based on
new information.*

Many IC agencies are already do-
ing good work on reviewing products
for accuracy, but there should be a
requirement that analysts personally
review their own work. How correct
and calibrated for probability they
were in their assessments should
play into the types of training those
analysts receive and their career
advancement. Additionally, if an
analyst consistently litters forecasts
with weasel words that cannot be
judged for accuracy in the future,
they are skirting their duties and will
require adjustments to their approach-
es. Some may argue that the effect of
analysis on policy decisions makes
it impossible to judge analytic work
fairly. This will undoubtedly be true
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in some circumstances, but these
events will be the exception, not the
rule. Fear of being overly influential
on policy should not hold back intel-
ligence agencies from doing more to
check the work they produce.

Intelligence agencies also need
to rethink how they approach the
creation of analytic teams. Tetlock’s
studies showed that the best forecasts
came from diverse teams of individ-
uals who were not all subject-mat-
ter experts but brought with them
unique skill sets and various ways
of thinking. These teams fostered
environments of collaboration, but
also the diverse perspectives and
open-mindedness of their members
allowed individuals to challenge each
other’s work and push each other to
make more nuanced and, ultimately,
accurate forecasts.

So in practice what could this
mean? Well, instead of managers
looking to find the right balance
among military, political, leadership,
and economic analysts on a team,
they should be looking to have a
group of individuals who can break
down problems in different ways. For
example, a branch chief should look
to find the right mix of convergent
and divergent thinkers, individuals
with different proclivities for differ-
ent mindsets and biases, and ana-
lysts from different geographic and
socioeconomic backgrounds. Teach-
ing analysts about order of battle
or political psychology is far easier
than breaking them of natural, innate
biases.
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The IC should use the most recent research on how in-
dividuals with certain traits are better forecasters and
incorporate those findings into how it hires, trains, and

positions analysts.

Preparing the Next Gen-
eration: Superforecasters
and Al

The IC should also use the most
recent research on how individuals
with certain traits are better forecast-
ers and incorporate those findings
into how it hires, trains, and positions
analysts. Often, hiring advisers are
looking for individuals who look
most like themselves in job inter-
views. For the IC this usually means
having an advanced degree, very
good grades, strong writing skills,
and subject-matter expertise or pre-
vious career experience in a related
field. While these are all good things
that probably are strong indicators
of good performance as intelligence
analysts, what if we dug a little bit
deeper?

Mellers and Tetlock say the
best forecasters have a mix of high
cognitive abilities, good previous
political knowledge, an open-minded
approach to problems, strong induc-
tive reasoning and pattern detection
capabilities, high levels of fluid intel-
ligence, a nondogmatic approach to
their beliefs, a balance between com-
petitiveness and collaboration, and a
commitment to self-improvement.’’

Hiring in the IC should look to
prioritize these characteristics over,
for example, the grades of applicants
during their freshman or sopho-
more years of college. Tetlock also
observed that superforecasters are
partly created and partly made, and
individuals improved their forecast-
ing abilities with training focused on
improving these traits. Through the
process of analysts’ “checking their
work,” some routine biases or analyt-
ic proclivities may become apparent
that can be remedied using targeted
training.

Intelligence agencies must find
ways to harness the power of new
information-processing technologies
without falling into the trap of ex-
pecting these advances to transform
IC forecasts and predictions. As se-
nior CIA officer Joseph Gartin noted
in this journal in June 2019, advance
ments in artificial intelligence (Al),
“big data,” and machine learning
will undoubtedly have an influence
on the work of intelligence analysts
in the future.’® While I will not try
to predict the specific ways in which
these technological advances will
transform the work of intelligence
analysts, it is clear that the processing
of raw information that feeds analytic

The author: Bobby W. is an analyst in CIA’s Directorate of Analysis.
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forecasts will become more automat-
ed and less reliant on diligent work
by individual analysts.** Neverthe-
less, the desire for this technological
progress to emancipate intelligence
analysts from prediction purgatory is
easily overstated.

An article in an issue of Science
that focused on the future of pre-
diction found that these technolog-
ical advances were able to notice
heightened tensions and potential
early-warning signals of political
violence, but they could not by
themselves predict them because of
the “inherent limitations imposed by
massive historical complexity and
contingency in human systems.”*
The authors did highlight how “big
data” and machine learning could im-
prove assessments by enabling more
“limited spatial and temporal” scope;
these enablers represent advances the
IC would do well to begin incorpo-
rating now. These tools could help
analysts do their bread-and-butter
linear assessments better and generate
more realistic future scenarios. The
incorporation of these tools, however,
must also come with an understand-
ing that even the most advanced
efforts at predictive modeling will
not be able to overcome limits on
prediction.
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North Korea’s Nuclear Program: The Early Days, 19842002

Torrey Froscher

The North Korean nu-
clear program has been
a major intelligence
and policy challenge
for more than 30 years.

The North Korean nuclear
program has been a major intelli-
gence and policy challenge for more
than 30 years. Former Secretary of
Defense Bill Perry described the
problem as “perhaps the most unsuc-
cessful exercise of diplomacy in our
country’s history.”! Donald Gregg,
who was CIA station chief in Seoul
as well as US ambassador to South
Korea, called North Korea the “lon-
gest running intelligence failure in
the history of American espionage.”

To be fair, Gregg was referring
specifically to a lack of success
in recruiting human sources—not
necessarily errors in specific or
overall assessments. Nonetheless, his
comment underscores the difficulty
of figuring out what North Korea
is up to. In 2005, the Commission
on the Intelligence Capabilities of
the United States Regarding Weap-
ons of Mass Destruction (WMD),
which was convened to investigate
the failed 2002 national intelligence
estimate on Iraqgi WMD capabilities,
indicated that we know “disturbingly
little about the weapons programs
and even less about the intentions of
many of our most dangerous adver-
saries,” presumably including North
Korea.

Today we know a lot more about
North Korea’s nuclear program—
but mostly it is what they want us
to know. Pyongyang has conduct-
ed six nuclear tests. We know that

North Korea has nuclear weapons,

a significant fissile material pro-
duction capacity, and an ambitious
nuclear and missile development
effort. These programs are complete-
ly unconstrained. The United States
has tried many approaches to deal
with the problem over the years, and
intelligence has played a key role in
support.

Are there lessons to be learned
from this experience? Obviously, it’s
a very big question and I will sketch
out just a few thoughts, mostly from
an intelligence perspective: What we
knew and when and how we thought
about the problem. North Korea was
one of many issues I worked on as an
analyst and manager in CIA until my
retirement in 2006. The views that
follow are my own, of course, and the
specific information is drawn from
the extensive public literature on the
issue, as well as declassified intelli-
gence documents.

I’d like to proceed by dividing
the history of the early North Kore-
an nuclear program into three parts,
beginning in 1984, when we first
realized the potential plutonium pro-
duction capacity of a reactor under
construction at the Yongbyon nuclear
research center, and ending with the
demise of the 1994 Agreed Frame-
work between the United States and
the Democratic Peoples Republic of
Korea in 2003—after which North
Korea overtly expressed its intent to

The views, opinions, and findings of the author expressed in this article should not be construed as asserting or implying US
government endorsement of its factual statements and interpretations or representing the official positions of any component of
the United States government. © Torrey Froscher, 2019
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Those of us following nuclear proliferation developments
at the time [the 1980s] were concerned about what was
sometimes called the “dirty dozen”—familiar names like
India, Pakistan, Iran, and Iraq were on the list but so were
South Africa, Argentina, and Brazil.

build nuclear weapons and then went
on to do so.

Phase 1: 1984-89— How Con-
cerned Should We Be?

Concerns about North Korea’s
nuclear program first arose in the
early 1980s. The proliferation picture
looked very different at that time.

The Cold War was still on, and the
US-Soviet nuclear competition was
still the major foreign policy concern.
Nonproliferation was not fully estab-
lished as a global norm. The Nuclear
Nonproliferation Treaty (NPT) was
more than 10 years old, but many key
countries had not yet signed on—they
included China, France, South Africa,
Argentina, Brazil, and Spain. Those
of us following nuclear prolifera-
tion developments at the time were
concerned about what was sometimes
called the “dirty dozen”—familiar
countries like India, Pakistan, Iran,
and Iraq were on the list, but so were
South Africa, Argentina, and Brazil .*

In Asia, North Korean nuclear
questions were not a focus of intelli-
gence or policy concern. Rather, atten-
tion was focused on Taiwan and South
Korea. These countries had made the
decision to pursue nuclear weapons in
the mid-1970s, largely in response to
concerns about the credibility of US
security guarantees. In both cases, the
United States learned of the efforts
early on and took quick and effective
action to shut them down.’

In 1983, a CIA document project-
ing nuclear proliferation trends over

18

the succeeding 10 years mentioned
North Korean interest in nuclear pow-
er, but it discounted the likelihood of
any near-term progress. This paper
also judged, “There was no basis for
believing that the North Koreans have
either the facilities or materials to
develop and test nuclear weapons.”®
By the next year, however, that pic-
ture would start to change, and North
Korea would begin its ascent to the
top of nonproliferation concerns.

By April 1984, CIA had deter-
mined that a reactor under construc-
tion in North Korea would, when
completed, “be capable of produc-
ing significant quantities of weap-
ons-grade plutonium.” A memoran-
dum to policymakers warned that this

would be “significant step” toward a
North Korean weapons capability.’

Still, the Intelligence Community
was cautious about judging the ac-
tual intent of Pyongyang’s efforts. A
National Intelligence Council (NIC)
paper in 1985 noted there was no ev-
idence that North Korea was building
a reprocessing facility or working on
development of a nuclear explosive
device. The paper also stressed dis-
incentives for North Korean nuclear
weapons development, including the
possibility that South Korea would
“be provoked to do likewise” or that
the Soviet Union or China would
react negatively.®

The early 1984 CIA warning of
weapons potential stimulated the first
of many policy initiatives to deal
with the problem. North Korea had
been in negotiations with the Soviets
for nuclear power reactors, and the
United States pressed Moscow to
make adherence to the NPT a condi-
tion of any sale. Pyongyang joined
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In 1984, the Intelligence Community realized the reactor then under construction at the
Yongbyon nuclear research center (above) had the potential to produce “significant quanti-
ties” of weapons-grade plutonium

Studies in Intelligence Vol. 63, No. 4 (Extracts, December 2019)



An Intelligence Perspective

the treaty on 12 December 1985, and

two weeks later the Soviets agreed to

sell four light-water power reactors to
North Korea, but the deal would later
fall through.’

Many hoped that adherence to the
NPT would resolve concerns about
North Korea’s program. According
to the political counselor in Seoul at
the time, “It looked like a possible
breakthrough in relations. . . . We
thought that maybe we could lay to
rest any concern about North Korea’s
developing nuclear weapons.”!?

In an analysis published in March
1986, CIA saw North Korean acces-
sion to the NPT as an indication of
peaceful intent and thought IAEA
[International Atomic Energy Agen-
cy] inspections and safeguards would
provide better information about
Pyongyang’s nuclear program. At
the same time, however, the paper
stressed that the NPT and safeguards
were not foolproof and could not
“head off” a North Korean effort to
develop nuclear weapons if Pyong-
yang was so inclined."

Over the next few years, CIA
produced several analytic products
that continued to emphasize the likely
peaceful purpose of Pyongyang’s
nuclear efforts, while also noting the
potential for weapons applications.

* A major paper published in
October 1986 judged that it was
“unlikely that [North Korea]
would locate a primarily military
reactor at a known research center
or agree, as it has with NPT ad-
herence, to open it to international
safeguards.”!?

* Anupdate in May 1988 concluded
that the program deserved “close
scrutiny” because of delays in

In 1989, five years after alarms were first raised, worri-
some developments began to accelerate along several

dimensions.

concluding a safeguards agree-
ment and the possibility that a
reprocessing capability was being
developed.® Still, the paper con-
cluded that there was “no evidence
that North Korea is pursuing a
weapons capability, but we cannot
rule out that possibility.”!3

» As late as March 1989, a CIA
analysis began with the caveat
that the Yongbyon reactor “may
be part of a civilian power gen-
eration program.” Pyongyang
was continuing to delay formal
safeguards negotiations, and
the paper noted that such delays
“would increase international
concerns that the North’s activi-
ties at Yongbyon were not strictly
peaceful.” The paper did allow
that “North Korea may be willing
to risk the international censure
that a nuclear weapons program
would bring in order to maintain
a decided military advantage over
the South”—Ileaning a bit more in
the direction of possible weapons
intent but stopping short of a spe-
cific judgment.'

During those years, the presumed
“breakthrough” of obtaining North
Korea’s signature on the NPT led to
apparent complacency on the pol-
icy side—where, understandably,
attention was most focused on the

a. A perennial challenge of nuclear reactors
is the treatment of spent reactor fuel. Repro-
cessing is required to recover weapons-us-
able plutonium from nuclear fuel that has
been irradiated in a reactor. It is a chemical
process that involves separation of the
plutonium from other fission products and
unburned nuclear fuel.
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impending collapse of the Warsaw
Pact and the Soviet Union—despite
Pyongyang’s foot-dragging on safe-
guards. North Korea was supposed to
negotiate and sign a safeguards agree-
ment within 18 months of signing the
NPT, but it was granted an additional
18 months after the IAEA belatedly
discovered it had sent Pyongyang

the wrong documents.'® The second
deadline passed in December 1988
with no further movement toward
completion of a safeguards agreement
or North Korean acknowledgment of
its nuclear activities.

Phase 2: 1989-94—North Ko-
rea Takes Center Stage

In 1989, five years after alarms
were first raised, worrisome devel-
opments began to accelerate along
several dimensions. Pyongyang’s
program grew in several respects, and
the first public accounts of a North
Korea nuclear weapons program
and its potential appeared. These led
to controversies and debates in the
policy and intelligence communities
that would only grow over the years.
Equally important, several broader
regional and global developments
began to affect the evolution, and
interpretation, of developments in
North Korea.

When the George H. W. Bush
administration took office in Janu-
ary 1989, Secretary of State James
Baker began a new effort to build
international pressure on Pyongyang,
mostly through the Soviet Union and
China.'® In May 1989, US officials
provided South Korea with the first
detailed briefing on North Korean
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Intelligence assessments during this time continued to
highlight concerns about North Korea’s program, but they
still did not directly conclude that Pyongyang was develop-

ing nuclear weapons.

nuclear developments, including

the possibility that a reprocessing
facility had first been under construc-
tion since 1986.!7 Press accounts of
North Korea’s nuclear program and
its potential began appearing shortly
thereafter as well—leading to North
Korea’s first public denial that it was
pursuing a nuclear weapons capa-
bility.!* By October, Secretary of
State Baker was further raising the
temperature of public discussion by
stressing the nonproliferation con-
cern posed by North Korean nuclear
developments. "

The increased public attention to
the issue was part of a US effort to
increase diplomatic pressure, but it
also had the effect of emphasizing the
weapons potential of the program to
the exclusion of potential peaceful
applications—somewhat in contradic-
tion to the impressions left by intelli-
gence assessments up to that point.

At the same time, geopolitical
developments were increasing North
Korea’s security concerns and adding
to its isolation. China was beginning
the process of liberalizing its econo-
my and sought better relations with
Seoul.?” The Soviet Union was in the
midst of “perestroika” and accelerat-
ing toward its final demise in 1991.

In the words of Don Oberdorfer, “The
Soviet Union evolved from godfather
and benefactor of North Korea to
partner and client of South Korea.
From North Korea’s perspective, the
world was looking increasing hostile.

9921

In Washington, there was grow-
ing concern about the program but
also the perception that there were

20

few good options for dealing with it.
Little was being done beyond the pro-
gram of pressure on Russia and China
to influence Pyongyang’s behavior.

It was having little effect. According
to a former official in the Reagan and
Bush administration quoted in the
Oberdorfer and Carlin history, The
Two Koreas, “The real problem was
the policymakers’ reluctance to face
the issue, an avoidance of reality that
probably flowed from the realization
of the scope and difficulty of the
problem.”* 22

Intelligence assessments during
this time continued to highlight con-
cerns about North Korea’s program,
but they still did not directly conclude
that Pyongyang was developing nu-
clear weapons.

+ Talking points prepared for dip-
lomatic talks with China noted
“serious questions” about North
Korean intentions and stressed the
need to deal with Pyongyang’s
“potential development” of nucle-
ar weapons by mid-decade.”

* An NIE published in July 1991
described the program as “of
grave concern” and concluded
that using the facilities under
construction, “Pyongyang could
have a plutonium-based nuclear
device in two to five years.” The
estimate went on to note that since
North Korea’s NPT accession in
1985, Pyongyang had “failed to
conclude a safeguards agreement

a. Robert Carlin was himself an analyst in
the Bureau of Intelligence and Research
during the period discussed in this essay.

or to declare the facilities where
we suspect a weapons program is
being undertaken.”®

In late 1991, developments related
to the collapse of the Soviet Union
enabled the United States to take a
radical step that had been contemplat-
ed, but not acted on, in the past—the
withdrawal of US nuclear weapons
from South Korea. The move, under-
taken as part of a unilateral withdraw-
al of tactical weapons worldwide, had
a galvanizing effect. Direct talks be-
tween North and South Korea began
in October 1991 and led by the end of
the year to a nonaggression pact and
a joint pledge not to develop nuclear
weapons or to possess reprocessing
or enrichment facilities.”® For the
second time, on the surface it ap-
peared to many that the North Korean
nuclear problem was on the road to
resolution.

At nearly the same time, howev-
er, there was a dramatic shift in the
tone and tenor of US intelligence
assessments. In contrast to previous
nuanced and cautious assessments
of weapons intent, a December NIC
memorandum judged that poten-
tial economic sanctions “would
not cause North Korea to abandon
its nuclear weapons program.”? In
January 1992, the CIA produced an
Intelligence Community-coordinated
National Intelligence Daily (NID)
Special Analysis, which warned that
the North-South agreement could
not “ensure termination of Pyong-
yang’s nuclear weapons program”
and that the weapons program could

b. This reference is the first in the declassi-
fied record to directly address the question

of whether a weapons program was in fact

under way, but it falls short of a declarative
assessment.
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go underground in the face of IAEA
inspections.?” A NID article the next
month reported that North Korea had
conducted its first high-explosive
(HE) test since 1988 and could be
preparing to operate its reprocessing
complex, “suggesting Pyongyang

is moving forward with its nuclear
weapons program.”?

The documents declassified thus
far offer no explanation of what
appeared to be the newly presumed
existence of a weapons program.
Undisclosed factors may offer ex-
planations, but there is no indication
or reference to new technical de-
velopments in the available mate-
rial. According to several sources,
concerns about the reprocessing plant
had arisen by 1987.%° The declassified
February 1992 NID article noted that
HE testing had taken place as early
as 1988,% while other sources refer to
such testing as early as 1983.%!

In early 1992, the new-found IC
pessimism over North Korea’s pro-
gram clashed with policy optimism
inspired by developments on the
diplomatic and inspection fronts. On
25 February 1992, Director of Central
Intelligence Robert Gates, who had
been following the issue as CIA’s
deputy director for intelligence and as
chairman of the NIC, told the House
Foreign Affairs Committee that North
Korea was “from a few months to a
couple of years” from having a nucle-
ar weapon.

At nearly the same time, however,
North Korea was finally concluding
its safeguards agreement with the
IAEA. In May 1992, IAEA Director
General Hans Blix led the first IAEA
visit to the Yongbyon site. Pyong-
yang declared the operating 5 MWe
reactor, two unfinished gas-graphite

During this period, US intelligence played a key role in
supporting the IAEA by providing imagery of what ap-
peared to be camouflaged nuclear waste sites near the

reprocessing plant.

reactors, and the reprocessing plant
(which it called a “radiochemical
laboratory”). The North Koreans
surprised the IAEA by saying that

the reprocessing plant had already op-
erated, separating less than100 grams
of plutonium. They offered a standing
invitation to visit any site in North
Korea, even if it had not been a part
of the declaration.®

By the summer and fall of 1992,
however, the IAEA was becoming
concerned about inconsistencies in
Pyongyang’s declaration. IAEA offi-
cials were particularly worried about
the possibility that more plutonium
had been separated than the rough-
ly 100 grams declared. The IAEA,
having just been able to see firsthand
Iraq’s massive nuclear program after
US forces had defeated Iraqi forces
the year before, had been stunned and
was newly sensitized to clandestine
nuclear activity—something that not
been its traditional focus.*

During this period, US intelli-
gence played a key role in supporting
the IAEA by providing imagery of
what appeared to be camouflaged nu-
clear waste sites near the reprocessing
plant.>* Were it given access to the
sites, the IAEA could have analyzed
any nuclear waste they might contain
and move toward a determination of
how much plutonium North Korea
had actually produced. Ultimately,
Pyongyang’s refusal to allow access
to the sites led to a formal IAEA re-
quest for “special inspections” of the
camouflaged sites. In March 1993,
rather than comply, North Korea sur-
prised the United States and others by
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announcing its intention to withdraw
from the NPT.*

While the confrontation over spe-
cial inspections was taking place, the
IC produced its first NIE on the North
Korea nuclear issue. The November
1993 estimate reportedly judged that
there was a “better than even chance”
that North Korea had already pro-
duced one or two nuclear weapons.*®

The estimate was controversial
in the policy community, to say the
least. In their book recounting events
in this period, three key policy partic-
ipants wrote that the estimate “shed
no light but plenty of heat.” In their
view, no one could know whether
Pyongyang had nuclear weapons, and
the estimate amounted to “precision
without accuracy,” damaging ad-
ministration credibility and handing
ammunition to its critics.*’

Another observer claimed that the
estimate “strengthened North Korea’s
bargaining position and nearly led
to war.”*® Whatever its merits, the
estimate foreshadowed future polar-
ization (among both the IC and policy
players) between those projecting
the worst case and those inclined
to leave more room for other possi-
bilities. Within the IC, the starkest
divisions were reportedly between
State’s Bureau of Intelligence and Re-
search (INR) (which dissented from
the estimate’s judgments) and the
Defense Intelligence Agency (DIA),
which (according to a 3 December
1993 Washington Post article) was al-
ready judging that “North Korea will
continue its nuclear weapons program
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Washington DC, 1994: President Bill Clinton and Assistant Secretary of State Robert Gal-
lucci brief reporters following the negotiation of the Agreed Framework with North Korea.
Photograph, a deal that was to have ended the North’s nuclear weapons program. Photo ©

Marcy Nighswander/AP.

despite any agreement it signs to the
contrary.”

In June 1993, Washington per-
suaded Pyongyang to suspend its
withdrawal from the NPT and accept
a regular IAEA presence at Yongby-
on. However, the North asserted a
“special status” under the NPT, and
dealings with the IAEA proved to be
contentious. The crisis deepened in
April 1994, when Pyongyang began
to refuel the 5 MWe reactor, which
by then contained in its spent fuel
enough plutonium for four or five
nuclear bombs.

In June, as the United States pur-
sued sanctions resolutions at the Unit-
ed Nations and considered beefing
up its forces in South Korea, former
President Jimmy Carter met with
North Korean Premier Kim II-Sung
in Pyongyang. After the meeting,
Carter reported that North Korea was
willing to “freeze” its program—i.e.,
forgo reprocessing of the spent fuel
or further operation of the reactor—in

22

return for high-level talks with the
United States. Ultimately, after anoth-
er several months of negotiations the
United States and North Korea signed
the Agreed Framework on 21 October
1994. (See facing page.)** 4

Phase 3: 1994-2002—The
Life and Death of the Agreed
Framework

The IC role in monitoring North
Korea’s program changed when
IAEA inspectors gained access to
Yongbyon. From the first identifica-
tion of North Korea’s plutonium pro-
duction potential in 1984 to the first
IAEA visit to Yongbyon in 1992, US
intelligence was the only source of
information on what was happening
in North Korea’s nuclear program.
After 1992 the IAEA was on-site at
Yongbyon, initially to implement
safeguards designed to ensure that
North Korea was adhering to its NPT
obligations.

The IC played a supplemental
role. In addition to providing in-
formation about sites of concern at
Yongbyon to which the IAEA was not
permitted access, the United States,
along with other countries, provided
technical expertise in the evaluation
of environmental samples collected
by IAEA inspectors.” The US help
allowed the IAEA to uncover incon-
sistencies in North Korea’s decla-
rations about how much plutonium
reprocessing it had carried out.®
Pyongyang’s inability to satisfactorily
explain these inconsistencies, and its
refusal to cooperate with the IAEA
proposal for “special inspections,” led
to the crisis of 1993-94.

After the Agreed Framework was
signed in 1994, these “historical” is-
sues about past reprocessing activity
were put aside for the moment—to
be resolved, according to the terms
of the Agreed Framework, at a future
date “when a significant portion of
the LWR project is completed, but
before delivery of key nuclear com-
ponents.”™ (See text on facing page.)

In the meantime, the IAEA’s
continuing job at Yongbyon was to
monitor the spent fuel discharged in
1994 and confirm, as stipulated in the
agreement, that the reactor and repro-
cessing plant were “frozen.”

With the IAEA monitoring activ-
ities at Yongbyon, the IC turned to
looking for potential nuclear-related
activity elsewhere in North Korea.
This was a fundamentally different
and more difficult challenge; instead
of monitoring developments and

a. The Agreed Framework called for replac-
ing the existing North Korean reactors with
light water power reactors (LWRs), which
were considered to be more “proliferation
resistant.”
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Provisions of 21 October1994 Framework Accord

|. Both sides will cooperate to replace the D.P.R.K.’s graphite-mod-
erated reactors and related facilities with light-water reactor (LWR)
power plants.

1) In accordance with the October 20, 1994 letter of assurance
from the U.S. President, the U.S. will undertake to make arrange-
ments for the provision to the D.P.R.K. of a LWR project with a total
generating capacity of approximately 2,000 MW(e) by a target date
of 2003.

-- The U.S. will organize under its leadership an international con-
sortium to finance and supply the LWR project to be provided to the
D.P.R.K.. The U.S., representing the international consortium, will
serve as the principal point of contact with the D.P.R.K. for the LWR
project.

-- The U.S., representing the consortium, will make best efforts to
secure the conclusion of a supply contract with the D.P.R.K. within
six months of the date of this Document for the provision of the LWR
project. Contract talks will begin as soon as possible after the date
of this Document.

-- As necessary, the U.S. and the D.P.R.K. will conclude a bilateral
agreement for cooperation in the field of peaceful uses of nuclear
energy.

2) In accordance with the October 20, 1994 letter of assurance
from the U.S. President, the U.S., representing the consortium, will
make arrangements to offset the energy foregone due to the freeze
of the D.P.R.K.’s graphite-moderated reactors and related facilities,
pending completion of the first LWR unit.

-- Alternative energy will be provided in the form of heavy oil for
heating and electricity production.

-- Deliveries of heavy oil will begin within three months of the date
of this Document and will reach a rate of 500,000 tons annually, in
accordance with an agreed schedule of deliveries.

3) Upon receipt of U.S. assurances for the provision of LWR’s and
for arrangements for interim energy alternatives, the D.P.R.K. will
freeze its graphite-moderated reactors and related facilities and will
eventually dismantle these reactors and related facilities.

-- The freeze on the D.P.R.K.’s graphite-moderated reactors and
related facilities will be fully implemented within one month of the
date of this Document. During this one-month period, and through-
out the freeze, the International Atomic Energy Agency (IAEA) will
be allowed to monitor this freeze, and the D.P.R.K. will provide full
cooperation to the IAEA for this purpose.

-- Dismantlement of the D.P.R.K.’s graphite-moderated reactors
and related facilities will be completed when the LWR project is
completed.

-- The U.S. and D.P.R.K. will cooperated in finding a method to store
safely the spent fuel from the 5 MW(e) experimental reactor during
the construction of the LWR project, and to dispose of the fuel in a
safe manner that does not involve reprocessing in the D.P.R.K..

4) As soon as possible after the date of this document. U.S. and

D.P.R.K. experts will hold two sets of experts talks.

-- At one set of talks, experts will discuss issues related to alterna-
tive energy and the replacement of the graphite-moderated reactor
program with the LWR project.

-- At the other set of talks, experts will discuss specific arrange-
ments for spent fuel storage and ultimate disposition.

Il. The two sides will move toward full normalization of political and
economic relations.

1) Within three months of the date of this Document, both sides will
reduce barriers to trade and investment, including restrictions on
telecommunications services and financial transactions.

2) Each side will open a liaison office in the other’s capital following
resolution of consular and other technical issues through expert
level discussions.

3) As progress is made on issues of concern to each side, the U.S.
and D.P.R.K. will upgrade bilateral relations to the Ambassadorial
level.

lll. Both sides will work together for peace and security on a nucle-
ar-free Korean peninsula.

1) The U.S. will provide formal assurances to the D.P.R.K., against
the threat or use of nuclear weapons by the U.S.

2) The D.P.R.K. will consistently take steps to implement the North-
South Joint Declaration on the Denuclearization of the Korean
peninsula.

3) The D.P.R.K. will engage in North-South dialogue, as this Agreed
Framework will help create an atmosphere that promotes such
dialogue.

IV. Both sides will work together to strengthen the international
nuclear non-proliferation regime.

1) The D.P.R.K. will remain a party to the Treaty on the Non-Prolifer-
ation of Nuclear Weapons (NPT) and will allow implementation of its
safeguards agreement under the Treaty.

2) Upon conclusion of the supply contract for the provision of the
LWR project, ad hoc and routine inspections will resume under the
D.P.R.K.’s safeguards agreement with the IAEA with respect to the
facilities not subject to the freeze. Pending conclusion of the supply
contract, inspections required by the IAEA for the continuity of safe-
guards will continue at the facilities not subject to the freeze.

3) When a significant portion of the LWR project is completed, but
before delivery of key nuclear components, the D.P.R.K. will come
into full compliance with its safeguards agreement with the IAEA
(INFCIRC/403), including taking all steps that may be deemed
necessary by the IAEA, following consultations with the Agency with
regard to verifying the accuracy and completeness of the D.P.R.K.’s
initial report on all nuclear material in the D.P.R.K..

Signatures
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There was also a continuing concern that North Korea
might be pursuing a covert uranium enrichment program
as a second route to production of fissile material for nu-

clear weapons.

assessing the capabilities of facilities
at a specific, known location, the

IC was trying to uncover postulated
clandestine activities at unknown
sites.

Kumchang-ri

One potential pitfall of holding a
firm belief that clandestine activities
are underway somewhere is that you
are likely to find activity, even if
it doesn’t really exist. In 1994, the
director of DIA testified before Con-
gress that the North would “continue
its nuclear weapons program despite
any agreement it signs to the con-
trary.”** This conviction was likely
a factor in DIA’s 1998 identification
of a large underground complex at
Kumchang-ri as a site where Pyong-
yang was replicating the plutonium
production facilities at Yongbyon, al-
though observers would note that the
view was not universally held around
the IC and that, as a result, distorted
pictures of the situation favoring
one view or another would reach the
public.*

After months of negotiations, the
North Koreans allowed US inspectors
on the site in return for 400,000 tons
of food aid. After the visit, which
took place during 18-24 May 1999,
it was concluded that the facility did
“not contain a plutonium production
reactor or reprocessing plant” and
that the site was unsuitable for such
purposes.*

The incident proved to be an
embarrassment for the IC and
demonstrated the risks of substituting
assumptions and beliefs for thor-
ough analysis. Intelligence is rarely
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comprehensive or definitive—there is
usually room for alternative interpre-
tations of available information avail-
able. When participants or observers
hold strong opinions, the temptation
exists, consciously or not, to empha-
size the information or interpretation
most congenial to predispositions.
Succumbing to such temptations

puts the credibility of IC assessments
at risk and could be considered a
form of politicization. Analysts and
customers would be better served by
a critical evaluation of information
gaps and consideration of alternative
explanations for the information
available.

Uranium Enrichment

There was also a continuing con-
cern that North Korea might be pur-
suing a covert uranium enrichment
program as a second route to pro-
duction of fissile material for nuclear
weapons. According to a Congressio-
nal Research Service study, reports
relating to North Korean procurement
of enrichment-related equipment had
been seen as early as the mid-1980s.*’

By the late 1990s, however, con-
cern was focusing on information that
North Korea was obtaining centri-
fuge-related technology from Paki-
stan, possibly in return for North Ko-
rea ballistic missiles. According to an
account by Yoichi Funabashi (editor
in chief of the Japanese newspaper
Asahi Shimbun), in 1999 the US De-
partment of Energy was reporting that
North Korea was “at the first stage
of a uranium enrichment program in
cooperation with Pakistan.”*

By the end of the Clinton admin-
istration, the effort was apparently
judged to be at the level of research
and development, rather than full-
scale production. According to
Robert Einhorn, assistant secretary
of state for nonproliferation during
the Clinton administration’s last two
years, “What we saw, and it was
very, very spotty at the beginning, we
saw procurement attempts, attempts
to acquire some dual use items that
had application in an enrichment
program. And we were aware of the
North Koreans shopping around.”*

In the early months of the George
W. Bush administration, however,
new information changed the pic-
ture. According to Jack Pritchard,
senior director for Asian affairs in the
Clinton administration, information
available in June 2002 persuaded him
that North Korea had “embarked on
a program to create nuclear weapons
by using highly enriched uranium
[HEU].”*® An untitled CIA fact sheet
delivered to Congress in Novem-
ber 2002 indicated that the IC had
learned “recently” that North Korea
had begun seeking centrifuge-related
materials in large quantities the pre-
vious year and that Pyongyang was
constructing a plant that could pro-
duce enough weapons-grade uranium
for two or more nuclear weapons per
year as soon as mid-decade.’!

In October 2002, Assistant
Secretary of State James Kelly led
a delegation to Pyongyang to renew
discussions with the North—Pyong-
yang’s first such meeting with the
a representative of the new Bush
administration. While originally
intended to present new proposals
(the “broad approach”) developed in
the administration’s policy review,
the enrichment program became
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the sole agenda item. As Kelly later
recounted,

1 stated that the United States
now had a pre-condition to
further engagement—that the
DPRK s uranium envichment
program [had to] be dismantled
immediately . . . I did not con-
front the Vice Foreign Minister
[Kim Gye Gwan] with specif-
ic evidence of their uranium
enrichment program, but [ was
emphatic that the U.S. knew the
program was being aggressively
implemented and it was a seri-
ous violation of international
agreements. I asked the North
Korean government to weigh its
response carefully.?

Initially, the North vigorously
denied Kelly’s allegations. The fol-
lowing day, however, Kang Sok Ju,
North Korea’s first deputy minister of
foreign affairs—much to the surprise
of the US delegation—ambiguously
acknowledged that the North had a
uranium enrichment program.*

After the October 2002 confron-
tation over the HEU program, two
months passed before the Agreed
Framework was irreparably breached.
The Framework does not specifically
mention uranium enrichment, and
North Korea may have thought it
could leverage their work in this area
to gain concessions.* But the United
States was not biting, and on 14 No-
vember the Korean Peninsula Energy
Development Organization (KEDO)

a. The Framework does require that North
Korea take “consistent steps” to imple-
ment the North-South Denuclearization
Agreement of 1992, which declared that
“the South and the North shall not possess
nuclear reprocessing and uranium enrich-
ment facilities.”

Studies in Intelligence Vol. 63, No.

After the October 2002 confrontation over the HEU pro-
gram, two months passed before the Agreed Framework

was irreparably breached.

announced that shipments of heavy
fuel oil (HFO) to North Korea would
be halted.® Pyongyang responded a
week later by taking note of the para-
graph in the Agreed Framework that
linked the provision of HFO to the
North’s obligation to freeze its reactor
and related facilities.

On 12 December, two days after
the last delivery of HFO, the Foreign
Ministry announced it was immedi-
ately resuming operations at Yongby-
on. IAEA seals were cut on the 22nd
and reactor fuel loading began on the
26th.*

On 10 January, North Korea
announced its final withdrawal from
the NPT and by the end of June
Pyongyang had completed reprocess-
ing of spent fuel, recovering enough
plutonium for four or five nuclear
weapons.™ In October, Pyongyang
announced that it was changing the
purpose of reprocessing the spent fuel
rods from civilian needs to building
a “nuclear deterrent.”*® North Korea
conducted its first nuclear test on 9
October 2006.

Demise of the Agreed Frame-
work—Predetermined?

While the confrontation over the
enrichment program was the proxi-
mate cause of the breakdown of the
Agreed Framework, it was far from

b. KEDO was the international consortium
the United States had agreed in the first sec-
tion of the Agreed Framework to establish
to assist with North Korean construction of
LWRs and to provide alternative fuels in the
interim.

4 (Extracts, December 2019)

healthy even before this final blow.
An analysis published in the Nonpro-
liferation Review in the fall of 1999
had already concluded that a variety
of factors had “all but rendered it a
dead letter.”” In this analysis, the
Agreed Framework’s long-term sur-
vival was in question from the start
because it decoupled North Korea’s
nuclear program from other political
and security issues.

North Korea’s continued bad
behavior undercut support for the
agreement in the United States and
from US allies. These factors contrib-
uted to the criticism that was directed
toward the Agreed Framework almost
from the beginning.*® Specific prob-
lems included:

* Funding for the HFO to com-
pensate North Korea for “lost”
energy production was always in
difficulty because of congressional
opposition.

* The delayed requirement for the
North to come into full compli-
ance with its safeguards obli-
gations gave the appearance of
permitting a continuing violation.

* The IAEA was unhappy with in-
consistent cooperation from North
Korea and its continued insistence
on a “special status” under the
NPT.

« Japanese and South Korea funding
for LWRs was unpopular in those
countries and put at risk by North
Korean military threats and politi-
cal tensions
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The Intelligence Community performed admirably in many
respects in its work over the years on Pyongyang’s nucle-

ar program.

* North Korea was frustrated by
continued delays in provision of
the LWRs, as well as continued
US and South Korean military
exercises.

* North Korea felt that promised
economic and diplomatic benefits
were slow in coming or nonexis-
tent.

More than anything else, Pyong-
yang’s continued belligerence and
confrontational approach—designed
to get the most concrete benefits
from the nuclear program, one of its
few assets—were fundamentally at
odds with any sense that events were
moving in a positive direction. The
“freeze” meant that North Korea’s
plutonium production was not mov-
ing forward, but in an atmosphere of
hostility and suspicion that was not
enough.

Lessons Learned or Perenni-
al Challenges for Intelligence
Analysis

The Intelligence Community per-
formed admirably in many respects
in its work over the years on Pyong-
yang’s nuclear program. Although
North Korea was not on the radar in
the early 1980s, the policy commu-
nity was quickly informed when the
potential of the reactor under con-
struction in Yongbyon was identified.
The IC provided key information to
the IAEA and helped enable its iden-
tification of problem areas in North
Korea’s safeguards declaration. Col-
lection was a particular challenge—
North Korea is often described as the
quintessential hard target—and there
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were many unknowns throughout
the process, as well as a paucity of
human source information.

On the analytic front, the ex-
perience suggests possibilities for
improvement, most in areas that
have been perennial challenges for
intelligence analysis—challenges not
exclusively related to North Korea.

Judging intent—a mystery, not a
puzzle

Former chairman of the National
Intelligence Council and intelligence
scholar Greg Treverton has described
the distinction between puzzles,
which can be “solved” in principle if
the right information is available, and
mysteries, which involve political or
societal issues and include judgment
of intentions or likely future actions.”

Puzzles are often the domain of
scientific and technical analysis—the
assessment and estimation of foreign
system capabilities or R&D pro-
grams. Most of the analysis of the
early North Korean nuclear program,
as described above, fits into the cate-
gory of a puzzle. Reporting described
the nature of the reactor and other
facilities under construction and what
they were capable of in terms of plu-
tonium production.

A question of equal or greater
importance for policymakers, how-
ever, was a mystery—Why is North
Korea building these facilities? Does
Pyongyang intend to produce nuclear
weapons? These questions cannot be
answered by assessing the technical
features of the facilities under con-
struction. As Treverton puts it, “Is-
sues of this type can only be framed,

not solved, and thus the logic or
argument and analysis is as important
as the evidence, often more so.”®

There may well be technical
aspects of a nuclear program that bear
on the question of intent, but they are
complex and subject to mispercep-
tion. Take, for example, the question
of the reprocessing facility at Yong-
byon. During the late 1980s, the
possibility of reprocessing at Yongby-
on was often taken to be an indicator
of intent to produce weapons—i.e., if
Pyongyang was planning to reprocess
the spent fuel from the reactor to
recover plutonium, it must be that it
intended to use that material to build
nuclear weapons.

However, it was also known that
the fuel used in the North Korea
reactor—magnesium-aluminum-al-
loy-clad natural uranium, known as
Magnox—cannot be stored indefinite-
ly in standard cooling ponds because
it corrodes over time. Therefore, the
spent fuel from the North Korean
reactor had to be reprocessed—it was
not an option not to do so.%' In fact—
although the United States would
certainly not have been comfortable
with this outcome, Pyongyang might
argue that under the terms of the
NPT, it could legally reprocess the
reactor’s spent fuel as long as the
separated plutonium was safeguarded
and reserved for “peaceful purposes.”

The inherent dual potential of the
North Korean approach is further
underscored by the history of Brit-
ish nuclear technology on which
Pyongyang’s was based. According
to a 1986 declassified CIA document
and other sources, the North Korean
reactor is based on 1950s technology
with a marked similarity to the Brit-
ish Calder Hall reactor.®? The Calder
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Hall reactor, first operated in 1956,
was conceived and built to produce
plutonium for military applications as
well as electricity for civilian use.® It
is impossible to separate the two pur-
poses, and whether or not the North
Korean plant was ever seen connect-
ed to an electrical grid it could still be
used to support a weapons program,
as the British reactor was.

When North Korea’s nuclear
program was in the formative stages,
judging whether the intent was to
develop nuclear weapons was a
mystery, not a puzzle. Most of the
analysis in the early years of the
program, as described above, was
agnostic about its purpose or noted
both civil and military possibilities.
This apparently changed by the end
of 1991, when the program began to
be characterized in definitive terms
as a nuclear weapons program. The
reason for the change is not made
clear in the available record. What
did not change, at least in the mate-
rial that has been declassified, is that
the intelligence product generally
described programmatic details rather
than factors affecting motivations or
intentions—in other words, it treated
the problem like a puzzle rather than
a mystery.

The impact of context on judgment
One possible explanation for the
evolution of the IC judgment about
the purpose of Pyongyang’s nuclear
program is changes in the broader
context of assumptions and beliefs
about North Korea, nuclear prolif-
eration, and international relations
in general—the spirit of the times
(Zeitgeist), if you will. At any given
time, attitudes and judgments about
particular developments are affected
by this broader context in ways that
may not be immediately apparent

One possible explanation for the evolution of the IC judg-
ment about the purpose of Pyongyang’s nuclear program
is changes in the broader context of assumptions and
beliefs about North Korea, nuclear proliferation, and inter-
national relations in general—the spirit of the times (zeit-

geist), if you will.

because they are generally unspoken,
universally shared, and thus largely
invisible.

In the 1980s, international rela-
tions were still seen through the prism
of the Cold War contest between the
United States and the USSR. To the
extent that nuclear proliferation was
an issue in Asia, the focus was on
South Korea and Taiwan—Dboth of
which had flirted with nuclear weap-
ons because of their doubts about US
security guarantees.

North Korea was seen as a country
with no technological capacity or mo-
tivation to pursue nuclear weapons.
Nuclear power was seen as a more
likely aspiration, albeit one the North
Koreans were unlikely to achieve
on their own. This set of beliefs and
assumptions likely was a factor in the
IC’s willingness in the 1980s to allow
for the possibility that Pyongyang’s
nuclear effort might not be aimed at
weapons development.

By December 1991, the IC judg-
ment about North Korea had hard-
ened to the point that it was assumed
not only that a nuclear weapons
program existed but that Pyongyang
would not agree to give it up. The
change coincided with the end of the
Cold War and a growing sense of iso-
lation for North Korea. China and the
Soviet Union, the North’s traditional
patrons, both established relation-
ships with South Korea—leaving
Pyongyang feeling beleaguered.
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These geopolitical developments
may have been a factor in Pyong-
yang’s positive response to the
withdrawal of US nuclear weapons
from South Korea in late 1991 and
the conclusion of the North-South
accords in December of that year.
North Korea also might have decid-
ed that its growing isolation was a
reason to pursue nuclear weapons,
if it had not already decided to go
down that path. It is not clear from
the declassified record, whether any
of these developments was a factor
in the shifting IC judgment on North
Korea’s intentions.

Any specific explanation for the
shift in IC views must be specula-
tive. Nonetheless, there are two other
developments earlier in 1991 that
might have contributed. After press
accounts of North Korea’s nuclear
efforts first appeared in 1989,% the
public discussion of the issue focused
almost entirely on concern about
nuclear weapons development.

The pace of press coverage
increased after the first Persian Gulf
war in early 1991, with an emphasis
on how North Korea, not Iraq, was
the real nuclear weapons threat.® It
would be a mistake to think that in-
telligence analysts are not influenced
by the tenor of public discussion and
press coverage, even if the effect may
be subliminal.

Post-1991 revelations about the
extent to which the IC had underes-
timated Saddam Husayn’s nuclear
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Nonetheless, analysts—as often as not—are strongly
tempted to make their judgments as definite and certain
as possible— “make the call,” as the expression goes.

weapons program may have been a
more direct influence.® This failure
had a large impact on the thinking of
analysts, who did not want to again
underestimate a foreign nuclear pro-
gram. It would be a natural response
to take a more critical approach to
North Korea’s nuclear efforts.

Polarization as a form of politicization

Greg Treverton has laid out a
spectrum of politicization ranging
from direct pressure from senior
policy officials to a shared “mind-
set” whereby intelligence and policy
share strong predispositions.®”” He
points out that the first almost never
happens, while the last is a “limiting
case” in that it may be self-imposed.
He defines several intermediate
stages, including the “house line”
on a particular subject that tends to
exclude alternative views.

Politicization is a notoriously
malleable concept, often used more
as cudgel to discredit the opinions of
others. But Treverton’s conception
of the “limiting case” illuminates the
extent to which politicization may
appear in an unexpected guise. A
dictionary definition of “political” is
“relating to the ideas or strategies of a
particular party or group in politics.”
One could easily say that allowing
one’s view to be affected by any
particular set of beliefs is a form of
politicization, even if it is self-im-
posed. And yet, this is unavoidable at
least to some extent since everyone
has opinions.

Polarization may occur in the IC
when organizations develop strongly
opposing “house lines” that unduly
color their interpretation of events.
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Individuals may also let strong
personal views affect their analytic
judgment. In the case of North Korea,
strongly polarized views appeared
about the time of the 1991-92 shift
to the judgment that Pyongyang

was pursuing nuclear weapons. Don
Oberdorfer quotes President Clinton’s
national security advisor, Anthony
Lake, as telling him that the president
often received diametrically opposed
estimates on North Korea from CIA
and INR on the same day.®® One

wag characterized the State view as
follows: “Two guys will be standing
in an enormous bomb crater, and the
guy from State will be saying: ‘The
North Koreans are trying to send us

a subtle and nuanced message.””®

As previously noted, DIA was on the
other end of the spectrum—taking a
hard line and asserting that Pyong-
yang would violate any agreement no
matter what.

When there is little or no concrete
evidence to go on, there may be a
temptation to offer a firm opinion
anyway. It is sometimes difficult
to say, “I don’t know” or suggest
a range of possibilities when the
policymaker wants an answer. When
opinions or firm views are offered
that are more a product of a predis-
position or assumption, that can be a
form of self-politicization and should
be avoided.

Analysis should provide answers, not
the answer

Intelligence, almost by definition,
addresses questions to which answers
are uncertain or unknown. As Donald
Rumsfeld has put it, “If it were a fact,
it wouldn’t be called intelligence.””°
Scholars of intelligence have argued

that the most important function of
estimative intelligence is the manage-
ment of uncertainty—helping policy-
makers deal with complex situation
where the correct answer is not or
cannot be known.”!

Nonetheless, analysts—as often
as not—are strongly tempted to make
their judgments as definite and certain
as possible— “make the call,” as the
expression goes. This is what cus-
tomers want, after all. Recipients of
intelligence assessments sometimes
are frustrated by excessive caveats
and a litany of alternative possibil-
ities that may be seen as “CYA.” In
addition, as Paul Pillar has put it,
Americans have a “strong belief” that
the Intelligence Community “ought
to hold accurate images of the outside
world.””* So there is an expectation
that intelligence analysts can and
should provide the right answers,
with little uncertainty.

On the North Korea question, the
IC approach to conveying degrees of
certainly has varied over the years.
Up until about 1991, the IC did not
express much, if any, confidence
about the purpose of the North
Korean program. There were consis-
tent warnings about the potential for
nuclear weapons development, but
the possibility of peaceful use was
also taken seriously. In retrospect,
this even-handed approach seems
overly cautious. We now know—
from post—Cold War studies of Soviet
and Eastern European archives—that
Pyongyang was hinting to the Chi-
nese about their interest in nuclear
weapons as early as the mid-1970s.”
According to Oberdorfer, North
Korea had even directly asked China
to “share the nuclear secret” shortly
after the latter country’s first nuclear
test in 1964.™
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One important downside of the
even-handed, cautious assessment of
the North Korean nuclear problem in
the 1980s is that it made it easier for
policymakers to ignore the problem.
As long as the possibility is offered
that the program was for peaceful
purposes, the urgency of measures to
control it is reduced. During the early
years when North Korea dragged
its feet on declaring its program and
accepting safeguards, there was little
sense of urgency in the policy com-
munity. Arguably, the IC could have
and should have done more to sound
alarms.

At about the same time the IC
switched to a firm conclusion that
North Korea had a nuclear weapons
program, Pyongyang finally signed
a safeguards agreement and began
dealing with the IAEA. The policy
community generally felt this shift
in analysis was ill-timed, given
North Korea’s steps toward NPT

Is there a way to find a happy medium between “making
the call”—a firm judgment that goes beyond what can be

known—and offering a banal, “on the one hand, on the
other hand” formulation that sheds little light?

compliance and engagement with the
IAEA. The late 1993 NIE judging
that “There was a better than even
chance that North Korea had already
produced one or two nuclear weap-
ons” was even more unwelcome in
policy circles. As previously men-
tioned, key policymakers saw the
NIE as an unwelcome injection of
an arbitrary assertion into the policy
process, since “no one knew” wheth-
er North Korea possessed nuclear
weapons. In their view, such a judg-
ment “handed ammunition to critics
of administration policy” and under-
mined the administration’s credibility
for no good reason.”

Is there a way to find a happy me-
dium between “making the call”—a
firm judgment that goes beyond what

can be known—and offering a banal,
“on the one hand, on the other hand”
formulation that sheds little light?
Perhaps one fruitful approach would
begin by spending less time reporting
current developments and devoting
more effort to thinking through pos-
sible future developments, how they
might materialize, and what factors
would affect their likelihood. Ideally,
policymakers and academics would
join with intelligence analysts to
consider the historical context, uncer-
tainties, and unknowns and lay out al-
ternative future pathways that events
might follow. Such a program could
provide a stimulus to new thinking as
well as break down the polarization
that harms working relationships, in-
hibits creative thought, and does not
serve the interests of consumers.

The author: Torrey Froscher led analysis of foreign nuclear testing and weapons proliferation issues during his 36-

year CIA career.
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Secret, Small, Deniable

A Matter of Trust: Covert Action Reconsidered

Michael Warner

Covert action is the
secret supplement to
war and diplomacy,
employed at the mar-
gins of conflict to shift
patterns of trust and
allegiance.

Increasing our knowledge of
what covert action is requires deeper
insight into how it works, especially
in the cyber domain. Covert action
is the secret supplement to war and
diplomacy, employed at the margins
of conflict to shift patterns of trust
and allegiance. With most if not all
types of covert actions, however,
the problem has always been one of
scale. Covert action to be effective
has had to remain plausibly deniable
for a crucial time period, and to do
so it has had to remain small. Cyber-
space with its promises of (relative)
anonymity and its near-instantaneous
reach to large numbers of computer
users has made it possible to run ac-
tivities that are indistinguishable from
covert actions on a much larger scale.
That development does not make all
cyberspace operations covert actions;
rather, it suggests that cyber covert
actions will be practiced by many
more nations unless and until victim
states find ways of thwarting them.

Covert action’s dark arts have
been with us at least as long as we
have written records, but they have
always been marginal to the larger
movements of politics, diplomacy,
and war. This limitation inheres in
the secrecy that by definition attends
covert action. After all, something
is covert if its effects can be seen
but something about its origin,

sponsorship, or purpose remains
deliberately hidden from those who
would certainly want to know the full
truth about it.

Such secrecy is naturally diffi-
cult to maintain, and embarrassing
or even fatal to lose. Hence covert
action’s influence on the margins of
state practice in war, diplomacy, and
internal security. As soon as it scales
up to a point where its secret aspects
can no longer be kept secret, then it
either fails or finds itself subsumed
within larger, overt activities or oper-
ations. That rule may now be chang-
ing as a result of the ease with which
states and non-state actors can mount
covert (i.e., unattributed) campaigns
in and through cyberspace.

Ancient Roots, Modern Schol-
arship

Ancient authors had plenty to say
about spies, and though they regaled
readers with examples of political
and military skulduggery, they typ-
ically glossed over the distinctions
between practices that we moderns
would carefully distinguish, such as
espionage (the clandestine collection
of secrets) and covert action (the vari-
ous arts of subversion and sabotage).
A spy was a spy; for purposes of
taxonomy it mattered little whether
he collected secrets in the enemies’

The views, opinions, and findings of the author expressed in this article should not be construed as asserting or implying US
government endorsement of its factual statements and interpretations or representing the official positions of any component of

the United States government.
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Classical authors who were quite distant from one anoth-
er in time, place, and culture nonetheless sound remark-
ably similar when addressing indirect and subtle means

to cause effects.

camp or poisoned their general.?
What counted most for authors like
Sun Tzu, Kautilya, and Plutarch
was not the morality of treason and
trickery, or the taxonomy of the spy’s
actions, but the fact that the spy had
gained trusted access to the enemy’s
plans and person. Such entrée was
highly useful to, and thus prized by,
the spy’s secret master, who could
exploit it for a variety of ends.

Classical authors who were quite
distant from one another in time,
place, and culture nonetheless sound
remarkably similar when addressing
indirect and subtle means to cause
effects. Such means were not exactly
what we now call covert action, but
were well known and, if not ap-
proved, then were at least an expected
supplement to war and diplomacy,
used when normal practices did
not avail. The late Adda Bozeman
reminded scholars that the primary
actor in covert actions is not the state
per se but the regime running that
state; not a few regimes, she noted,
have practiced covert action against
their domestic rivals rather than (or in
addition to) their foreign opponents.!

Though ancient, covert action as
such has been defined and studied
only for a few decades now. The need
to safeguard international legitima-
cy was a factor in the frequency of
“secret wars” during the ensuing
Cold War. Austin Carson has useful-
ly examined several cases of covert

interventions (specifically in Korea,
Vietnam, and Afghanistan), in which
external powers provided lethal aid

to combatants, or even fought each
other, while ostensibly hiding their
roles in wars that were already on-
going. Carson notes that both sides,
however, knew full well of this covert
assistance and even combat, and yet
decided not to publicize it.

The resulting “collusion” between
rival states to maintain the obscurity
of certain aspects of larger conflicts
served an important, rational purpose
for both sides: it preserved bargaining
space by mitigating “hawkish” inter-
nal pressures in one side or both that
could have escalated the conflicts.?
This notion of limiting escalation and
preserving bargaining space is an im-
portant argument that Carson makes,
and one could easily add to it another
incentive for secrecy: the desire to
preserve the diplomatic legitimacy
essential for international coalition
building. In short, given modern
strictures on aggressive war, a state
gains more allies for its preferred
policies and allies if its behavior is
viewed as following international law
and norms—and if the behavior of its
opponents is seen as violating them.

Legislative and scholarly consid-
erations of covert action ultimately
led in the United States to passage
of a law to define and govern it.
This was arguably the first statute in
history to openly define the practice;

before this point covert action had
just been something that states did
even if they did not talk about it. The
(then) annual Intelligence Authoriza-
tion Act for Fiscal Year 1991 de-
fined covert action as “an activity or
activities conducted by, or on behalf
and under the control of, an element
of the US government to influence
political, economic, or military
conditions abroad so that the role of
the United States is not intended to be
apparent or acknowledged publicly.””
That is, covert action means methods
designed to influence foreign events
in ways that will not convincingly

be attributed to the US government.
That “plausible deniability” of visible
effects subsequently seems to have
become a universal definition.

The definition fixed by the US
Congress is a good one not only
because of what it includes but for
what it leaves out. First, it implicitly
distinguishes covert activities (which
are visible by definition, while their
sponsorship remains hidden) from
clandestine ones (both the cause and
the effect of which are intended to
remain invisible). Second, the defini-
tion does not encompass normal dip-
lomatic practices or military tactics,
even military deception measures.
The former are typically conducted
between declared diplomats in agreed
and publicly known settings, such as
ministries and embassies. The latter
are similarly conducted by one’s own
forces and often in full view of the
adversary, and thus they are hardly
unattributable, even if their import is
not what it seems. Congress deemed
such “traditional diplomatic or
military activities” to remain outside

a. “Generally, in the case of armies you wish to strike, cities you wish to attack, and people you wish to assassinate, you must first know the
names of the garrison commander, the staff officers, the ushers, gate keepers, and the bodyguards. You must instruct your agents in inquire
into these matters in minute detail.” Sun Tzu, The Art of War, Samuel B. Griffith trans. (London: Oxford, 1963), chapter 13.
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the ambit of covert action and thus
beyond the reach of statutes govern-
ing it.*

A word about the scholarship
on covert action seems appropriate
before we move on. Covert action
as defined above implied certain
affinities between covert action and
diplomacy. To wit, covert action
does not always impact “targets”;
sometimes it seeks partners (who
can in turn work together against the
same targets). Len Scott noticed this
in 2004, when he usefully described
“clandestine diplomacy.” Scott’s term
denoted “secret and deniable discus-
sions with adversaries,” specifically
“an activity undertaken by secret
intelligence services where deniable
communications between adversaries
may be helpful.”

One might well ask what countries
(and terrorist groups) locked in a de
facto or even a de jure state of armed
conflict would have to say. It turns
out that they sometimes have plenty
to talk about, as Scott hints and his-
tory verifies. Wartime parleys under
a flag of truce have a long pedigree,
of course, but that is not quite what
Scott meant. Rather, the historical re-
cord shows any number of instances
where wars and undeclared conflicts
end as a result of secret negotiations
that statesmen sprang upon their
respective nations just before the
shooting stopped. The list of crises
defused by such secret talks before
the shooting even started must be
even longer.

Such clandestine diplomacy must
proceed in secrecy, as Scott explains,
because a leak could ruin the slim
chance of some sort of progress
toward bringing their dispute to a
conclusion. Traditional diplomacy

Clandestine diplomacy, on the other hand, occurs be-
tween officials on both sides who are officially not sup-
posed to talk to one another, and who keep the secret of
their contacts from many (if never all) of their colleagues,

countrymen, and allies.

takes place between people who are
publicly authorized and indeed ex-
pected to talk with one another—i.e.,
diplomats and high state officials.
They might keep their proceedings
confidential, of course, but no one
disputes the seemliness of their meet-
ings. Clandestine diplomacy, on the
other hand, occurs between officials
on both sides who are officially not
supposed to talk to one another, and
who keep the secret of their contacts
from many (if never all) of their col-
leagues, countrymen, and allies. They
represent states, movements, alliances
that are officially in conflict, and their
colleagues and coalition members
might well be opposed (perhaps vio-
lently so) to the very idea of talking
to the enemy.

Hence the secrecy of not only
the proceedings but the meetings
themselves, and hence the frequent
involvement of intelligence officers
or means in such cases. Both covert
action and clandestine diplomacy can
occur in conjunction, with each com-
plementing the other. The symmetry
between covert action and clandestine
diplomacy allows us, for the sake
of discussion in the analysis that
follows, to fold in clandestine diplo-
macy as another type of covert action
and use the latter term to denote both
(unless they are explicitly distin-
guished). Now for some summary
conclusions before considering recent
trends.

Studies in Intelligence Vol. 63, No. 4 (Extracts, December 2019)

Covert Action’s Principles:
Trust and Scale

These findings permit us to ven-
ture into theory in order to link covert
action to larger understandings of
political coercion, international rela-
tions, and expected utility. As noted
at the outset, covert action generically
is the secret supplement to war and
diplomacy. It is not an independent
factor in international relations, as
Kristian Gustafson explains, for
“covert action is encompassed by the
same political philosophical factors
which condition any non-consensual
activity.”

Aaron Brantly helpfully explains
that covert action abides in the
“shadows of international relations”
because it is rational in the sense that
war can be rational; it is predicated
on expected net utility to increase the
bargaining space for two international
actors who would otherwise have
to fight (or keep fighting) to resolve
their differences.” Such shadowy
means are attempted when the tradi-
tional means of war and diplomacy
lack efficacy, as in a situation that is
not quite peace or war but perhaps
has reached a tipping point between
these opposites. Thus covert action
is marginal, in the economic sense
of the term, offering rulers an extra
bit of diplomatic or military utility in
exchange for incrementally small (but
potentially consequential) “inputs”
of a state’s resources added to solve a
problem via indirect means.
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To be effective, covert action should remain plausibly de-
niable for a crucial time period, making it akin to wartime
operational secrecy for military planners and commanders.

The Workings of CA

Having noted what covert ac-
tion is, we can explore how covert
action works. That marginality of
covert action in turn suggests three
generalizations.

First, to be effective, covert action
should remain plausibly deniable for
a crucial time period, making it akin
to wartime operational secrecy for
military planners and commanders.
Like them, the architects of a covert
action are typically seeking specific
effects and mission outcomes, and
thus certain secrets about their ac-
tivities need remain secret only until
a mission is accomplished. Covert
action therefore has a high require-
ment for secrecy up to the point of
mission accomplishment, after which
the requirement lessens (and some-
times vanishes altogether). That is
why the US government, for instance,
felt able to acknowledge the “fact of”
(but not the details of) some of its
covert actions from World War II and
the Cold War.?

The second generalization follows
from the first: covert action is about
trust. It is employed at the margins of
conflict, as noted above, to split foes
from each other, or to shift neutrals
into one’s own camp. To put this
another way, covert action seeks,
through secret ways, to make foes
distrust one another, or make neutrals
distrust foes. But sophisticated covert
action (especially its clandestine

diplomacy annex) does something
more constructive as well: it seeks to
offer less-hostile foes and/or neutrals
a path away from one’s harsher and
more dedicated enemies. It splits the
opponent’s camp, and adds to one’s
own. Sun Tzu glimpsed this when he
ranked the various policies to employ
in defeating the enemy:

Thus, what is of supreme im-
portance in war is to attack the
enemy s strategy. Next best is to
disrupt his alliances. The next
best is to attack his army. The
worst policy is to attack cities.
Attack cities only when there is
no alternative.®

Covert action corresponds to Sun
Tzu’s second best policy: the disrup-
tion of the enemy’s alliances. The
successful ruler or commander induc-
es his opponent’s external allies to sit
out the conflict, and his foe’s internal
sources of support to desert his cause.
Kristian Gustafson noticed this in a
recent paper: “Since no political enti-
ty above the individual is monolithic,
covert action seeks to exploit whatev-
er degree of agreement can be found
within aspects of the opposing par-
ty—exploiting fine political fissures
to break down an enemy’s alliance.”
If conventional military operations
and tactics can be compared to the
movement of pieces on a chessboard,
covert action then equates to a quiet
struggle to determine the shape of

that board and the number of pieces
each player controls.

Covert action on its own is only
the catalyst for that rupture in the
enemy’s alliance or internal cohesion.
The actual split must be facilitated;
it requires a path that is provided by
diplomacy, whether quiet or overt,
and possibly also supplemented by
military assistance or support. Here
is where clandestine diplomacy fits
in. It is the flip side to covert action,
in that it seeks in secret to build trust
with certain foes (those who want to
leave the fight, or switch sides), while
covert action seeks to erode or even
break that trust.

Third and finally, with all of the
ways and means discussed above,
the problem has always been one of
scale. Covert action to remain covert
has to be small. It only becomes
large (and known) at the point of
decision. Two examples from the
Second World War illustrate the
point. The United States and Britain
in 1943 jointly proclaimed a policy of
unconditional surrender to the Axis,
meaning Washington and London
would not negotiate any armistice;
peace would only come with utter
capitulation by the Germans, Italians,
and Japanese.

Yet, negotiate American and Brit-
ish officials certainly did in at least
two instances: when the king of Italy
and his government pulled Italy out
of the Axis in September 1943, and
when the German forces in northern
Italy laid down their arms a week
before VE Day. Both negotiations

a. OSS publicized clandestine diplomacy in North Africa and Thailand, for instance, within months of the end of the war.
Director of Central Intelligence Robert Gates publicly acknowledged several covert actions weeks after the collapse of the
Soviet Union; see his “CIA and Openness” speech to the Oklahoma Press Association, February 21, 1992; accessed January
19, 2019 at https://fas.org/irp/eprint/gates1992.html
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took place between individuals and
small teams of military officers dep-
utized by their commanders for the
purpose.'® But while both deals could
be cut in secret, the execution had

to become public and had to involve
hundreds, if not thousands, of Allied
commanders, officials, diplomats and
ultimately troops.

When covert action is not small, it
isn’t secret, which typically means it
is blown, soon or already embarrass-
ing its sponsors and its participants.
Covert action operations are usually
too small to make a difference if they
become publicly exposed. When they
are blown their authors get the worst
of both worlds: failure and notoriety.
This fits with the perhaps coincidental
confluence between the observations
of Len Scott and Austin Carson,
who both noticed that rival states in
a conflict might seek through secret
means to signal each other that a
turning point in the struggle could be
approaching (one that can either lead
to escalation or de-escalation). Obvi-
ously such states have ample means
of signaling one another through
overt channels; diplomacy, military
moves, and propaganda represent
the usual mechanisms. But how can
a state subtly signal that its declared
policies might be about to change?
The subtlety here is key, for it almost
by definition requires quiet, plausibly
deniable, and potentially reversible
measures. In short, it is tailor-made
for covert action.

Covert Action and Cyberspace

These factors function in new and
still indeterminate ways in cyber-
space, the newest “domain” of con-
flict. Herein lies a tale, for the relation
of covert action to state activities

Cyberspace has its own ways and means by which oppo-
nents use force against one another. . . .

in cyberspace has recently garnered
scholarly attention. Cyberspace has
its own ways and means by which
opponents use force against one
another, which means military force
works differently, and diplomacy can
operate in novel ways as well. Much
of the difference in cyberspace stems
from the ease of anonymity; the
ability of actors to move undetected,
unnoticed, or unattributed in cyber-
space has become so familiar as to be
verging on proverbial.

Several scholars have argued that

covert action functions in cyberspace.

Aaron Brantly explained in 2016 that
offensive cyberspace actions are akin
to covert actions because both pro-
ceed in some degree of secrecy; both
sorts of operations “need to occur in
the shadows between overt diploma-
cy and war.”!! William Carruthers in
his thoughtful Ph.D. dissertation goes
even further, arguing that offensive
cyberspace operations are not a form
of covert action but instead should be
treated as covert action per se.'?

Some evidence seems to bear this
out. Brantly reflected that conceiving
of offensive cyberspace operations
as a simply overt tool would “over-
look most state uses of cyber” since
2000."* Indeed, Benjamin Jensen and
Brandon Valeriano argue that most
of the cyberspace operations that
they could count in effect constituted
covert actions:

Despite increasingly sophisti-
cated operations, between 2000
and 2016 cyberspace was a
domain defined by political war-
fare and covert signaling to con-
trol escalation more than it was
an arena of decisive action.'
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Jon Lindsay and Erik Gartz-
ke offer a rationale to explain that
pattern: “By and large, cyber options
fill out the lower end of the conflict
spectrum, when deterrence is not as
credible or reliable.” The exceptions
to this rule that Lindsay and Gartzke
observe are “mainly powerful states
conducting covert action, subversive
propaganda, or battlefield support
operations against militarily weaker
opponents.”!?

If the cyber domain thus seems
tailor-made for covert action, there
remains uncertainty over what that
means. Few should be surprised that
the US Congress does not closely fol-
low debates in international relations
theory, but Congress recently passed
legislation moving this topic in a
different direction. To wit, in August
2018 the new National Defense Au-
thorization Act (for Fiscal Year 2019)
amended Title 10 of the US Code to
affirm that clandestine US military
operations against adversary activi-
ties in cyberspace do not have to be
regulated and overseen like covert
actions: such an activity or operation
by American forces could instead be
treated as “traditional military activi-
ty”” under the exceptions provided for
in the covert action statute discussed
earlier.

Why this divide between theory
and practice? Here is where recent
events want explication in light of
the above. Over the last decade we
have seen states and non-state actors
(particularly terrorist groups) employ
ways to attack digital information
systems and the data on them. Armed
forces have created cyber units to de-
fend national networks and in recent
years have used them on the offense.
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The Russian effort to affect the 2016 US election cam-
paign showed the possibilities for covert action at-scale.

But cyber conflict has spread well be-
yond war zones; indeed, various ac-
tors have found ways to impose their
wills by non-violent means on state
and non-state victims. In short, states
are now employing cyber campaigns
in pursuit of strategic advantage in
competition short of armed conflict
with one another and with non-state
entities as well.

Cyberspace allows states to con-
duct operations that look much like
covert action just as cheaply but far
more broadly. Here it bears noting
that the rest of the world has not
imitated our legal segregation of tra-
ditional military activities (Title 10)
from covert action operations (Title
50). In short, adversary states under-
take secret activities without worry-
ing whether American lawyers would
classify an analogous American
operation as proceeding under Title
10 or Title 50 authorities. Cyberspace
further blurs the distinction. Its offers
(relative) anonymity, and its near in-
stantaneous delivery of finely tailored
appeals to thousands or even millions
of computer users provides the venue
and means to do what covert actions
once could attempt at a fraction of the
extent. Indeed, cyberspace seems to
have fixed covert action’s problem of
scale. Yes, states have been “caught”
aiding and abetting such operations,
as the examples below will show, but
attribution is not proof, and some-
times attribution may actually appeal
to certain actors.

The Russian effort to affect the
2016 US election campaign showed
the possibilities for covert action
at-scale. Special Counsel Robert
Mueller’s investigation probed
the interference undertaken by the
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private Russian organization called
the Internet Research Agency (IRA)
that had close ties to Putin’s regime.
The Mueller Report subsequently
concluded:

By the end of the 2016 U.S.
election, the IRA had the ability
to reach millions of U.S. persons
through their social media ac-
counts. Multiple IRA-controlled
Facebook groups and Insta-
gram accounts had hundreds of
thousands of U.S. participants.
IRA-controlled Twitter accounts
separately had tens of thousands
of followers, including multi-
ple U.S. political figures who
retweeted IRA-created content.'®

The scope of cyber-enabled efforts
like the IRA’s quite simply dwarfs
anything possible before the Inter-
net. Even radio broadcasts to entire
countries during the Cold War did not
make active, unwitting participants
of their audiences; passive listening
and even discussing last night’s news
lacks the authenticity and immediacy
of a re-Tweet that perfectly replicates
and spreads covert action messages
produced by a foreign power.

We cannot know how many or
even if any votes were swayed in
2016, but rigging the election was
apparently not the operation’s pur-
pose. Its goal becomes clear in the
affidavits released in early 2018 by
Mueller’s investigation. According
to the indictment of 13 Russians
handed up by his team that Febru-
ary, for instance, Moscow soon after
its seizure of Crimea had mounted
a covert campaign to get Ameri-
cans arguing with one another. The
IRA “as early as 2014 . . . began

operations to interfere with the U.S.
political system, including the 2016
U.S. presidential election,” noted the
indictment.'” The Russians employed
social media to attack the presidential
candidates that they (along with most
American experts) considered stron-
gest, while ignoring their apparently
weaker challengers. Russian agents
allegedly

engaged in operations primar-
ily intended to communicate
derogatory information about
Hillary Clinton, to denigrate
other candidates such as Ted
Cruz and Marco Rubio, and

to support Bernie Sanders

and then-candidate Donald
Trump. . . . On or about Febru-
ary 10, 2016, Defendants and
their co-conspirators internally
circulated an outline of themes
for future content to be posted
to [Internet Research Agen-
cy]-controlled social media
accounts. Specialists were in-
structed to post content that fo-
cused on “politics in the USA”
and to “‘use any opportunity to
criticize Hillary and the rest
(except Sanders and Trump—we
support them). "

The efforts of these operators
received supporting fires, as it were,
from leaks of embarrassing e-mails
exfiltrated by Russian intelligence
from the headquarters of the Demo-
cratic Party and released to the news
media in increments to distract Clin-
ton’s campaign.'® A month before the
election, the secretary of homeland
security with the director of national
intelligence jointly explained to the
world that the “Russian Government
directed the recent compromises of
e-mails from US persons and insti-
tutions, including from US political
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organizations.” The disclosures
resembled “the methods and motiva-
tions of Russian-directed efforts”; in-
deed, “the Russians have used similar
tactics and techniques across Europe
and Eurasia, for example, to influence
public opinion there.” Secretary Jeh
Johnson and Director James Clapper
assessed that with “the scope and
sensitivity of these efforts, that only
Russia’s senior-most officials could
have authorized these activities.”?
After the election, a team of experts
convened by the Center for Strategic
and International Studies in Wash-
ington concluded that Russia had
“invested in a systematic, multi-year
campaign to not merely affect the
results of an individual election, but
sow chaos and undermine trust in the
liberal democratic order itself.”*!

As the world saw in the 2016
election, such targeting of individuals
and societies via the “information
space” could have strategic effects
by eroding the cooperation necessary
to sustain a democratic society. This
thought has impressed leaders in
Europe as well. It made the French
wary. Russian actors followed the
same playbook to sabotage the
candidacy of Emmanuel Macron
in France’s spring 2017 presiden-
tial race, and though they dumped
thousands of Macron’s campaign
emails on the public two days before
the election, Macron’s cyber savvy
campaign limited their intrusions and
the resulting damage.?

British leaders that same year
nevertheless cited in public a growing
threat of Russian cyber and elec-
toral disruption potentially backed
by powerful military forces. Prime
Minister Theresa May warned in
November 2017 that Moscow had
“mounted a sustained campaign of
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As the world saw in the US 2016 election, such targeting
of individuals and societies via the “information space”

could have strategic effects.

cyber-espionage and disruption.”?

Its tactics, she claimed, “included
meddling in elections.” A few days
later, Ciaran Martin, chief of Britain’s
new National Cyber Security Centre
(NCSC), accused Russia of “seek-
ing to undermine the international
system.”** Attribution is not proof,

as noted above, but if a victim state
ties itself up in arguments over the
standards of proof that a response
should require, then that state is hard-
ly acting decisively. Which is perhaps
the point.

Interestingly, the US Congress
looked at this situation and decided
that responding to such provoca-
tions could not be done exclusively
through covert action. What was re-
quired would have to include military
action in cyberspace, as noted above.
That change gains relevance when
read with a later section in the same
FY 19 National Defense Authoriza-
tion Act. Section 1642 covers “Active
defense against the Russian Feder-
ation, People’s Republic of China,
Democratic People’s Republic of
Korea, and Islamic Republic of Iran
attacks in cyberspace,” and offers the
president the authority to order US
Cyber Command “to disrupt, defeat,
and deter cyber attacks” by nations
that conduct “an active, systematic,
and ongoing campaign of attacks
against the Government or people
of the United States in cyberspace,
including attempting to influence
American elections and democratic
political processes.”?

A related question: Can cyber
operations covertly unite as well as
divide? Yes, they can and do. That
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is precisely its danger to regimes. It
allows outside influences to reach
directly inside a country to talk to
that country’s citizens and turn them
against the regime. Hence the fear of
many autocracies and their herculean
efforts to establish and guard their
“virtual borders.” This is not clan-
destine diplomacy, but it is the same
principle. When the Islamic State

in Syria and the Levant (ISIL) took
to the internet, Western leaders and
security services feared what their
citizens might see there.? ISIL’s “ca-
liphate” by early 2015, for example,
offered websites and slick online
magazines, in addition to posting

the names, photos, and addresses of
dozens of US military personnel, and
calling on supporters to attack them
in America.

This was personal targeting in the
extreme, designed to turn at least a
few neutral but persuadable Muslims
in the West against their adoptive
homelands.?” ISIL did not manage
to reach any of the service members
named in the online postings, but its
various exhortations still prompted
attacks in Garland, Texas, and San
Bernardino, California. In the latter,
a husband-and-wife team shot up an
office holiday party before dying in
a suburban firefight with police in
which the two sides exchanged more
than 500 shots.?

Conclusion

The argument here is not that
all offensive cyberspace operations
should (or should not) be labeled and
overseen as covert action. Rather, the
technology of cyberspace seems to
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Rather, the technology of cyberspace seems to be pro-
ducing something unexpected: operations and effects
that resemble covert actions but are much larger in their

scale and reach.

be producing something unexpected:
operations and effects that resemble
covert actions but are much larger in
their scale and reach. If covert action
represents one way to bridge the gap
between diplomacy and war, then
cyberspace operations might offer
another span, as it were, for exerting
influence. Social media trolls do not
have to rig an election to succeed;
they just have to get Americans (or
Britons, for Frenchmen . . . .) arguing
with each other. ISIL does not have to
inspire more than a handful of “lone

wolves” in the West to spread fear
of Muslims and fuel bitter debates
over immigration. Success in covert
action tends to prompt imitation, at
least until the would-be victims learn
to prevent such tactics (or find ways
of setting norms to tame them). The
signs, as seen above, do not look
promising, for the arguments over
attribution, response, and collusion
do not seem to be receding.

At the same time, however, the af-

finities between “covert cyber action”

and the quiet signaling described by
Len Scott and Austin Carson above
suggest new avenues for inquiry

into what is happening in the cyber
domain. This is an open field for
scholarship into how states explicitly
and tacitly bargain with one another
in and through cyberspace. There is
a great deal of ambiguity remaining
about covert action, particularly

over its place in cyberspace and its
differences from traditional military
and diplomatic activities. Such work
should be informed not only by
international relations theory but also
by the history of intelligence, which
amply shows that covert action works
in the shadows to split an adversary’s
“seams.”

The author: Michael Warner is a historian with the US Department of Defense. He wishes to thank Josh Rovner and
Kristian Gustafson, whose insights helped refine the analysis here.
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“No Boy Scout”

CIA Operations Officer Lucien Conein: A Study in

Contrasts and Controversy
William J. Rust

et

Lucien E. Conein in OSS personnel file photo most likely taken
in 1945 on his promotion to captain. For most OSS officers and
their CIA successors, notoriety was to be avoided. The French-
born Conein would prove to be an exception, becoming to many
of those who knew him and would learn of him a legend—in
many ways the epitome of clandestine operational success. The
qualities that earned him that place were skill and courage,
historic circumstance, and the force of personality. Often guilty
of foolhardiness, poor judgment, exaggeration, and indiscretions,
Conein, others felt, was unworthy of emulation.

I first met Lucien E. “Lou” Conein, CIA’s principal
contact with the South Vietnamese generals who over-
threw President Ngo Dinh Diem in 1963, at Dominique’s,
a once elegant but now defunct French restaurant in
Washington, DC, not far from the White House. It was
1981, and I was interviewing him for a book I was writing
about the Kennedy administration and the Vietnam War.
Then 61, Conein was just under six feet tall, with thick
white hair, a deep, booming voice, and an impish smile
accented by bushy, animated eyebrows. His most dis-
tinguishing physical characteristic was the absence of
fingertips down to the first joints on his index and middle
fingers of his right hand.

A profane, irreverent raconteur, Conein punctuated
his answers to my questions with colorful language and
idiosyncratic slang: CIA was “the cookie factory,” and
conducting covert operations was “playing cowboys and
Indians.” He characterized the plotting South Vietnamese
generals as “corporals with stars on their shoulders” and
incapable of organizing “a two-car funeral.” Not once did
he project the “hint of barely restrained violence” that a
former CIA colleague detected at their first meeting in the
1950s.!

My initial meeting with Conein was followed by
several more interviews that became source material
for Kennedy in Vietnam. There was nothing particular-
ly exclusive about my conversations with Conein, who
spoke to journalists in Vietnam and to historians after the
war. His willingness to talk was welcomed by writers, but
his information was not always accurate. A sympathet-
ic evaluation of Conein early in his intelligence career
acknowledged his “flair for exaggeration.” His service
in the French Army, 1940—-41, was sometimes portrayed
as a more romantic-sounding assignment in the French
Foreign Legion. And he often implied that the loss of his
fingertips occurred during a hazardous intelligence opera-
tion, when in fact the injury happened while repairing an
automobile engine.

The views, opinions, and findings of the author expressed in this article should not be construed as asserting or implying US
government endorsement of its factual statements and interpretations or representing the official positions of any component of

the United States government. © William J. Rust, 2019
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Richard M. Helms, a former director of Central Intelli-
gence (DCI) whose career often intersected with Conein’s,
wrote in his memoir that he doubted there was “any gov-
ernment activity encompassing the mix of personnel as

that in OSS or CIA.”

“One of the problems with Conein
is that he told you these marvelous
stories, but they didn’t always pan
out,” said Stanley Karnow, a foreign
correspondent and historian who
abandoned a Conein biography be-
cause of the dubious accuracy of his
subject’s recollections. “I had a hell
of a time trying to figure out what
was true and what was false.”

Sorting fact from fancy in
Conein’s life story has become some-
what less difficult with the release
of a growing number of declassified
government records documenting
his career in the Office of Strategic
Services (OSS) and its successor
intelligence agencies, most notably
CIA. Reports by and about Conein,
background investigations, and other
official documents tell the story of
a rough-hewn paramilitary officer
who was a polarizing figure within
the US government. To many CIA
officers he worked for, Conein was
an experienced professional—dedi-
cated, courageous, and loyal. Among
Agency security officers, however,
there were persistent concerns about
his heavy drinking, multiple wives,
and emotional volatility. Henry Cabot
Lodge Jr., the American ambassador
in South Vietnam during the Diem
coup, found Conein’s covert mach-
inations indispensable to US policy
objectives. Yet Secretary of Defense
Robert McNamara was appalled that
an “unstable Frenchman” was the CIA
liaison with the rebellious generals.*

The story that follows is not only
one of a controversial intelligence
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officer, but also an account of OSS
and its successor agencies balancing
Conein’s operational effectiveness
with the security risk posed by his
impulsive, erratic personal behavior.
Richard Helms, a former director of
central intelligence (DCI) whose ca-
reer often intersected with Conein’s,
wrote in his memoir that he doubted
there was “any government activity
encompassing the mix of personnel
as that in OSS or CIA.” Another ob-
servation Helms made about intelli-
gence agencies is perhaps even more
relevant to Conein: “We’re not in the
Boy Scouts.”

“Judgment not always good”

Born in France on 29 November
1919, Conein was the illegitimate
son of Lucien Xavier Conein. The
infant’s birth was registered under his
mother’s surname, Elin, in the 14th
District of Paris. The father subse-
quently acknowledged the paternity
of the child, who took his name. In a
personal history statement for OSS,
Conein listed his father’s occupation
as a soldier who had served in the
Zouaves, the dashing light infantry
noted for colorful open waistcoats
and baggy trousers. The older Conein
died when Lucien was five years old.

His mother, Estelle Elin, sent the
boy to live with her sister in Kansas
City, Kansas. A World War I war
bride, Conein’s aunt had married a
disabled US Army veteran. Brought
up in a strict household, Conein had
below-average grades in high school

and “associated with the son of a
Kansas City policeman who had a
wild reputation,” according to one
of his many background checks.®
Dropping out of high school during
his junior year, Conein was hired by
a printer in 1936 and later moved out
of his aunt’s home to live with the
family of his employer.

While working as a pressman
and typesetter, Conein joined the
Kansas National Guard, Company
G, 137th Infantry Regiment. To help
defend his native country against
invading Nazis, Conein joined the
French Army in 1940 as a private in
an antitank battery. After the fall of
France, Conein made a daring escape
through North Africa, receiving a
hero’s welcome in Kansas City in
1941. In September of that year, he
married Marian Marshall of Kansas
City. The marriage was an impetuous
act of spite—aimed both at a former
girlfriend who refused to marry him
and at the parents of his bride, who
reportedly “objected to his charac-
ter.”” The marriage lasted six months.

Conein enlisted in the US Army
the same month he wed. Army life
agreed with him. He received a pro-
motion to private first class in January
1942 and to corporal the following
July. In August, he became a natural-
ized US citizen. Conein was assigned
to the 3rd Student Training Regiment
at the Infantry Officer Candidate
School, Fort Benning, Georgia, in the
spring of 1943. He was asked to vol-
unteer for OSS, a request based on his
fluent French and his familiarity with
that country’s culture. Like many OSS
recruits, he received his initial training
at Area F, the code name for the Con-
gressional Country Club in suburban
Washington leased to the government
during World War II.
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Conein received further training
at Area B, a mountainous wooded
area in secluded northern Maryland,
an area ideal for large-scale paramil-
itary exercises. In the fall of 1943, he
shipped out for Great Britain, where
he received tactical and parachute
training from the Special Operations
Executive, the UK’s clandestine
sabotage and commando organiza-
tion. First Lieutenant Conein was
selected as a member of Jedburgh
team MARK, a multinational unit
of volunteers who parachuted into
southwestern France in August 1944
to assist the Maquis in guerrilla
warfare against the Germans. Maj.
Henry B. Coxe, a senior US leader of
the Jedburgh program, reported that
Conein had completed his mission in
France in a “superior manner.”®

Conein returned to the United
States on 21 December 1944. An OSS
evaluator described him as “voluble,”
“energetic,” and “resourceful.” He
was “a man of action— chiefly of
independent action. Impetuous and
sometimes rash, but dynamic and
capable of inspiring men to follow
his orders.” Conein had a “high war
motivation—he enjoys fighting,” ac-
cording to the assessment. His “lack
of conservatism,” a consequence of
a poorly disciplined, “often reckless”
adolescence, made him “somewhat
unreliable. Judgment not always
good.””

An officer of “proven worth”

In preparation for a new assign-
ment to the Far East, Conein attended
the OSS West Coast Training Center
on Santa Catalina Island for ad-
vanced instruction in such subjects
as demolition, communications, and
reporting. A combat veteran who had

As would often be the case in his career, Conein’s opera-
tional value outweighed his personal behavior. Unlike the
West Coast evaluators . . . Major Coxe had given Conein’s
combat performance the highest rating in virtually every

category . ...

been promoted to captain, Conein ap-
peared to have little interest in mere
training. “Showed poor discipline
and might be a trouble-maker in the
field,” according to one assessment.
“Not too friendly and even tended to
be antagonistic at times.” Conein was
abruptly dropped from the program,
with the comment that he was “no
good” and the recommendation that
he be transferred back to the regular
army.'?

As would often be the case in his
career, Conein’s operational value
outweighed his personal behavior.
Unlike the West Coast evaluators,
who gave him mostly “average”
marks for his training, Major Coxe
had given Conein’s combat perfor-
mance the highest rating in virtually
every category, including leadership,
motivation, and practical intelligence.
In Washington, a representative of the
OSS Personnel Procurement Branch
(PPB) looked into the West Coast
training decision to release Conein,
observing that the case appeared to
have been handled in an “almost
ludicrously incompetent and stupid”
fashion: There was “not much sense
in PPB breaking its neck to recruit”
officers if another OSS branch could
easily “dispose of men of proven
worth.”!!

In the spring of 1945, Conein was
transferred to OSS Detachment 202
in China, where he trained irreg-
ular forces along the border with
French Indochina—today’s Vietnam,
Laos, and Cambodia. Conein led a
successful guerrilla attack against
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a Japanese divisional headquarters
in northern Vietnam on 9 July. His
team of French, Chinese, and Amer-
ican commandos then embarked

on a 23-hour forced march through
enemy-occupied territory to attack a
Japanese garrison, before withdraw-
ing to safety in China.

During the final two weeks of
the Pacific war, he led his guerrillas
in missions against Japanese patrols
and outposts in northern Indochina. A
threatened attack by Japanese forces
prompted local allied commanders
to recommend that Conein abandon
the area: “He chose to remain and
defend his position against advancing
columns of Japanese.”!?

Conein was awarded the US
Bronze Star for meritorious service
in Indochina in August 1945. He
also received three European decora-
tions for bravery during World War
II: the French Croix de Guerre with
Bronze Star, the French Chevalier de
la Légion d’Honneur, and the British
Mention in Despatches award. Many
years later, a CIA assessment of
Conein’s wartime record concluded
that it had been “very satisfactory.”!?

Among the earliest Americans to
enter Hanoi after the war, Conein met
the Vietnamese revolutionaries Ho
Chi Minh and Vo Nguyen Giap.* In

a. For an account of OSS engagement with
the Viet Minh and its leadership see, Bob
Bergin, “Old Man Ho: The OSS Role in
Ho Chi Minh’s Rise to Political Power”

in Studies in Intelligence 62, no. 2 (June
2018), https://internet.cia/library/center-for-
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later years, Conein publicly expressed
contradictory positive and negative
views of the two communist leaders.
What is clear is that in 1945, when
many OSS officers throughout South-
east Asia sympathized with national-
ists seeking independence from their
prewar European masters, Conein
favored the French. According to

a confidential informant, French intel-
ligence officers in northern Vietnam
unsuccessfully tried to recruit him

as an agent. A fact about Conein’s
service in Vietnam, subsequently re-
vealed to CIA personnel security staff
during a polygraph test, was that he
had smoked opium on two occasions
in 194514

The most significant aspect of
Conein’s first tour of duty in Viet-
nam was making the acquaintance
of many noncommunist Vietnamese
soldiers, some of whom became
senior officers in the Army of the
Republic of Vietnam (ARVN) and
led the coup d’état against President
Diem eighteen years later. Without
diminishing the importance of his
initial assignment in Vietnam, it is
worth noting that Conein was there
for less than six months. For the next
six years, he served in Germany, an
improbable posting brought about by
his messy personal life but sustained
by his professional performance.

“A spotty reputation”

In December 1945, more than two
months after OSS had been officially
dissolved and its operational branches
transferred to the War Department’s
Strategic Services Unit (SSU),

the-study-of-intelligence/csi-publications/
csi-studies/studies/vol-62-no-2/old-man-ho.
html.
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Captain Conein (fifth from the left) with others receiving the French Legion of Honor on
3 December 1947 at European Command Headquarters in Frankfurt, Germany. US Army

photo, NARA.

William G. Suhling Jr., chief of the
SSU mission in Germany, wrote to
headquarters about “a critical situa-
tion.” With American citizen-spies
demobilizing there and around the
world, Suhling was “disturbed” to
learn that replacements for departing
espionage and counterintelligence
personnel would not be arriving in
the near future. Among the person-
nel he “urgently” requested was a
company-grade officer to serve as the
mission’s mess officer, an undemand-
ing position that would allow much
time for intelligence work.'’

The SSU replies to Suhling in-
cluded the announcement that Conein
would be his new mess officer. The
choice appeared to be an odd one.
Conein spoke no German, and his
specialty was paramilitary operations,
not espionage or counterintelligence.
Senior officials in the War Depart-
ment, however, had insisted that

SSU assign Conein to an “innocuous
position” in Europe for the purpose
of marrying Monique Denise Pierre
Veber.'®* A member of a politically in-
fluential French family, she had been
romantically involved with Conein
after the liberation of Paris. Conein,
having few good options, accepted
the assignment and married Veber

in April 1946. (This was the third
marriage for Conein, who had wed
and promptly divorced Gwendolyn
Axsom in 1943.) Conein and Veber’s
relationship produced two children,
but their marriage ended in divorce
after 20 months.

Despite the unusual reason for
his assignment in Germany, Conein
began to prove his value in an intel-
ligence duty that Lt. Col. Louis E.
Kubler, the SSU mission’s executive
officer, characterized as “peculiar”:
resettling agents who had outlived
their usefulness.'” This work included
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altering and forging birth certificates,
identity cards, and other documents—
deceptive arts that likely benefited
from Conein’s prewar printing expe-
rience. The “disposal” of spent agents
often included financial rewards to
help ensure their continuing alle-
giance to the United States. “Loyal
and effective collaborators deserve

to be left with a smile,” Helms,

then chief of SSU’s Central Europe
Branch, wrote in his memoir.'® (He
did not, however, comment on the
appropriate treatment of less satisfac-
tory former agents.) One can easily
imagine Conein as both a convivial
traveling companion for relocating
agents and a menacing threat to those
tempted to reveal their relationship
with US intelligence.

Conein’s fitness for intelligence
work was a controversial topic among
officials in SSU and its successor
agencies, the Central Intelligence
Group (CIG) and CIA. In Washing-
ton, personnel officers declared that
his “evident inability to stay within
certain social regularities might lead
him to placing the organization in
an embarrassing position.” Helms,
however, concluded that Conein was
loyal, dependable, and imaginative.
Resettling “burned out agents” and
defectors posed little security risk,
he argued. Moreover, Conein was
unaware of the mission’s clandestine
espionage and counterintelligence
operations.'

Conein’s status within CIA was
finally settled by Brig. Gen. Edwin
K. Wright, deputy director of central
intelligence: “The services rendered
by the subject [Conein] in a highly
technical and delicate field have
more than indicated his loyalty and
devotion. These very activities have
sobered and steadied the subject to

Conein'’s fitness for intelligence work was a controversial
topic among officials in SSU and its successor agencies,
the Central Intelligence Group (CIG) and CIA.

a point where in my opinion little
consideration need be given to any
earlier derelictions.”?

While serving in Germany, Conein
furthered his formal education by
taking courses at the University of
Maryland’s College of Special and
Continuation Studies, an off-campus
program initially established on US
military bases in Germany in 1949.
During his tour there, Conein earned
more than two years of college
credit. Although he did not receive a
degree, his superiors were nonethe-
less impressed with his progress as
an intelligence officer. In June 1951,
the chief of station in Karlsruhe de-
scribed Conein as

the most remarkable case of
self-improvement by study and
self-discipline I have witnessed
in this organization. Starting
with a spotty reputation, Conein
has seriously applied himself to
self-education, both by outside
study and by a conscientious
and levelheaded approach to the
job given him.*!

From November 1951 to May
1952, Conein was chief of CIA’s
Nuremburg Operations Base. When
Conein left Germany in 1953, Lt.
Gen. Lucian K. Truscott Jr., the se-
nior CIA representative in Germany,
praised him for his “valuable contri-
bution” to the Agency’s work there.?
During his assignment in Germany,
Conein married his fourth wife,
Carmen Adkisson, a clerk in the CIA
mission who subsequently resigned
from the Agency. They divorced in
1957.
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“Rough as a cob or. .. gallant
and gracious”

After a brief desk job at CIA
Headquarters—his “forte is not
administration,” according to one
efficiency report 2—Conein returned
to Vietnam on 1 July 1954. This was
three weeks before the conclusion of
the Geneva Conference, which ended
the First Indochina War and divided
Vietnam into provisional regrouping
zones, with the communist-led Viet
Minh in the north and French forces
in the south. Now a major, Conein
was a member of the Saigon Military
Mission (SMM), which conducted
paramilitary operations against the
Viet Minh and worked to stabilize the
new anticommunist government led
by Ngo Dinh Diem.

The leader of SMM was Col. Ed-
ward G. Lansdale. An Air Force intel-
ligence officer “detailed” to CIA, he
had helped suppress the Huk rebel-
lion in the Philippines and had been
an influential adviser to defense min-
ister and later president Ramoén Mag-
saysay. SMM operated independently
from the “regular” CIA station in
Saigon, led by Emmett J. McCarthy.
According to Thomas L. Ahern Jr.,

a retired CIA operations officer and
contract historian, Lansdale reported
to neither McCarthy nor the Agency’s
Far East Division but directly to DCI
Allen W. Dulles: “Allen Dulles seems
simply to have regarded Lansdale as
his personal agent in matters of Third
World instability.”**

According to Rufus Phillips, a
member of SMM who had joined
CIA in 1952, “Conein could be rough
as a cob or as gallant and gracious as
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After SF approval of the technique that would become
high-altitude, low-opening parachuting, Conein was
named “the first officer in charge of Military Free Fall
training within the Special Warfare Center” at Fort Bragg.

the occasion demanded.” Conein’s
contacts in Vietnam, Phillips wrote
in his memoir, “extended throughout
the local French community and were
particularly good with the Corsi-
cans, some of whom he had met in
Marseilles after the surrender of the
French army in 1940. They ran many
of the bars and night clubs in Saigon.
He had also developed contacts in
the French and Vietnamese armies
and with émigré North Vietnamese,
noncommunist political groups.”?

Conein was initially assigned to
Hanoi, where he organized stay-be-
hind resistance groups and conducted
sabotage missions. One operation
was contaminating the oil supply of
a bus company to gradually destroy
the vehicles’ engines. Before leaving
Hanoi in October 1954, the deadline
for withdrawal of all foreign forces
from the north, Conein thought it
would be a good idea to boobytrap
the refrigerator in his home with
C-3 plastic explosive and an electric
detonator. Plugging in the appliance
would destroy the house, a mansion
that would likely be occupied by a
high-ranking Communist Party offi-
cial. This plan and proposed sabotage
operations against infrastructure in
northern Vietnam were vetoed by US
diplomats.?

Returning to Saigon, Conein
trained and infiltrated anticommunist
Vietnamese agents into the north. He
later recalled that the results of these
missions were “zilch.”?” Moreover,
some of his agents were doubled
by Viet Minh security services.
Conein’s assignment with SMM
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ended on 28 April 1955, when he
began working for the “regular” CIA
station in Saigon. In a formal assess-
ment of his performance with SMM,
Lansdale wrote that Conein was “a
good, strong right-hand man in a
tight spot and proved it in a number
of tense situations during this assign-
ment.” Privately, however, Lansdale
was blunter, referring to him as “the
Thug.”?®

In October 1956, Conein tempo-
rarily severed his connection with
CIA and returned to the regular army.
Since World War II, he had been a US
Army officer assigned to OSS, SSU,
CIG, and CIA. The army informed
him that any further promotion
would require additional military
training and service with troops. In
late 1956, Conein completed the
six-week course for Special Forces
(SF) officers at Fort Bragg, North
Carolina. After SF approval of the
technique that would become high-al-
titude, low-opening parachuting,
Conein was named “the first officer in
charge of Military Free Fall training
within the Special Warfare Center”
at Fort Bragg. Promoted to lieutenant
colonel in 1958, Conein successively
commanded two battalion-equiva-
lent detachments of the 77th Special
Forces Group.”

Conein married Elyette Brochot in
Dillon, South Carolina, on 30 March
1958. Born in central Vietnam, she
had met Conein during his assign-
ment with SMM. A French citizen,
Elyette Conein became a naturalized
American in 1959. This marriage,

Conein in an undated photo from the 1960s.
Courtesy of author.

Conein’s fifth and final one, lasted
until his death 40 years later.

“Four shots per day”

Conein was assigned to the US
Army’s assistant chief of staff for
intelligence in 1959. For nearly two
years, he served as an adviser to the
intelligence directorate of the Ira-
nian Imperial Army. Near the end
of his tour, Edward Lansdale—then
a brigadier general working in the
Pentagon’s Office of Special Opera-
tions—responded to a request from
CIA to “quietly” check on Conein’s
future plans. According to a mem-
orandum for Desmond FitzGerald,
chief of CIA’s Far East Division,
“Lansdale feels that Conein is very
anxious to come back and work for
the Agency.”?

Conein retired from the army
and rejoined CIA as a civilian in the
fall of 1961, when President John
F. Kennedy was stepping up the US
military advisory effort in South Viet-
nam. Conein would be going back to
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Saigon to advise the chief of station,
fellow Jedburgh veteran William

E. Colby, on paramilitary matters.

He would not, however, be a staff
member of the Agency. Instead, he
would be a CIA contract employee.
Such arrangements were sometimes
made for “particularly well-quali-
fied individuals who cannot meet all
requirements for staff employment.”!
Throughout the hiring process,
questions were raised about Conein’s
drinking. CIA’s personnel security
staff was apparently not reassured by
his admission of drinking excessively
in the mid-1950s but currently lim-
iting “himself to four shots per day.”
An additional complicating factor for
staff employment might have been his
most recent certified personal history
statement, which listed only two of
his four divorces.*

Operating under military cov-
er, Conein worked with the South
Vietnamese government’s Ministry
of Interior on the Strategic Hamlet
pacification program. Not long after
his arrival in Saigon, two South
Vietnamese pilots bombed and
strafed Diem’s presidential palace
on 27 February 1962. The damage to
the palace was substantial, but Diem
was uninjured. Colby, who had been
chief of station in November 1960,
when South Vietnamese paratroop-
ers launched an unsuccessful coup
d’état, asked Conein and another CIA
paramilitary specialist, Russell F.
Miller, to canvass South Vietnamese
military leaders to gauge the depth
of their dissatisfaction with Diem.
Conein and Miller reported to Colby
that “there was some dissent, but it
was not organized dissent.”*

Conein received an effusive fitness
report for his service in South Viet-
nam in 1962, perhaps the high-water

Conein received an effusive fitness report for his service

in South Vietnam in 1962. ...

He was praised for his

paramilitary contributions, his role as “honorary” execu-
tive officer of the SF command, and his liaison work with
senior members of the South Vietnamese military.

mark of American optimism about
the fight against the communist-led
insurgency. He was praised for his
paramilitary contributions, his role as
“honorary” executive officer of the
SF command, and his liaison work
with senior members of the South
Vietnamese military, many of whom
were “general officers, long term
friends and former subordinates.”
The only performance quibble was
his report writing, which could “stand
improvement.” John H. Richardson,
Colby’s successor as chief of station,
commended Conein’s knowledge of
Vietnamese affairs: “I have personal-
ly leaned heavily on his judgment and
advice. Our high appraisal of [the]
Subject is shared by the Ambassador
[Frederick E. Nolting Jr.] and by the
Deputy Chief of Mission [William C.
Trueheart].”*

Talk of a coup begins

During the Buddhist crisis of
1963—a political-religious confron-
tation between the South Vietnamese
government and its noncommunist
opposition—rumors of plots to
topple the Diem regime multiplied.
On 8 July, Maj. Gen. Tran Van Don,
acting chief of the Joint General Staff
(JGS), told Conein that the military
had “plans to overthrow the govern-
ment.” With the exception of one or
two generals, Don said, all agreed
that “the entire Ngo family”—Pres-
ident Diem, his younger brother and
adviser Ngo Dinh Nhu, his caustic
sister-in-law Madame Nhu, and his
youngest brother Ngo Dinh Can,
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the despotic satrap in central Viet-
nam—*“must go.” Don “specified no
timing for action.”?

Momentum for a coup slowed
after Nhu, the regime’s powerful
éminence grise, indicated to the
generals that he was aware of military
conspiracies.

Plotting intensified, however,
after government attacks on Buddhist
pagodas in Saigon, Hué, and other
South Vietnamese cities on 21 Au-
gust. The reversal of the regime’s
stated policy of conciliation with the
Buddhists prompted State Depart-
ment officials to draft the infamous
cable of 24 August. Declaring that the
United States could no longer “toler-
ate” Nhu’s commanding position in
government, the telegram called for
his, and possibly Diem’s “removal”
from power.* The message and sub-
sequent cables between Washington
and Saigon kicked off a weeklong
effort by the US government to stim-
ulate a military coup d’état. Conein
was the principal intermediary with
the conspiring South Vietnamese
generals, who finally said they were
not ready to move. In a 31 August
cable to CIA Headquarters, Richard-
son wrote: “There is little doubt GVN
[South Vietnamese Government]
aware [of the] US role and may have
considerable detail.”’
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Although senior Washington officials wanted as much
information as possible about coup planning, some were
anxious about continuing to use Conein as the Agency’s
key contact with the plotting generals.

Executing orders “explicitly”

On 2 October 1963, General Don
told Conein that the South Vietnam-
ese military “now had a plan” for a
coup. Moreover, Maj. Gen. Duong
Van “Big” Minh, a respected officer
who held the meaningless position
of military adviser to the president,
wanted ““a private conversation”
with the American. Three days later,
Conein had an embassy-approved
meeting with Minh, who outlined
three possible plans, one of which in-
volved assassinating Nhu and Can and
keeping Diem as president.* David R.
Smith, a former member of Lansdale’s
SMM and the acting chief of station
after Richardson’s recall to Washing-
ton, recommended to Ambassador
Lodge, that the United States “not
set ourselves irrevocably against the
assassination plot,” as Minh’s other

One of Conein’s senior contacts, Maj.
Gen. Tran Van Don, had been a friend of
Conein’s for 18 years. Photo © Keystone
Press/Alamy Stock photo.
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plans would likely cause “a bloodbath
in Saigon” or a lengthy civil war.*

In his report to CIA Headquarters,
Smith wrote that he and a visiting
Agency official—whose name has
been redacted—thought the plan to
assassinate Nhu and Can while retain-
ing Diem was “naive.” The South
Vietnamese president, Smith wrote,
“probably would not cooperate with
the perpetrators of those acts.” Con-
firming that he would not act on any
of Minh’s proposals without instruc-
tions “from the highest level,” Smith
declared that he had “considerable
confidence” in Conein’s ability to
“carry out whatever role in this affair
that HQS may direct.”*

The initial CIA response to Smith
about Minh’s assassination proposal
was that “we certainly cannot be in
the position of stimulating, approv-
ing, or supporting assassination, but
on the other hand, we are in no way
responsible for stopping every such
threat of which we might receive
even partial knowledge. We certainly
would not favor the assassination of
Diem.”*! This reply to Smith was ap-
parently too equivocal for DCI John
A. McCone. On 6 October 1963, CIA
headquarters directed Smith to with-
draw his recommendation to Lodge
that the United States not oppose
the assassination of Nhu and Can:
“We cannot be in [the] position [of]
actively condoning such [a] course
of action and thereby engaging our
responsibility therefor.”*?

Without commenting on assas-
sination plans, Washington’s policy

instructions to Lodge reflected the
deep divisions within the Kennedy
administration about the strengths
and weaknesses of Diem and his
opposition: The United States would
neither “stimulate” nor “thwart” a
coup attempt. What tilted American
policy toward encouraging a coup,
however, was the assurance to the
generals that the US government
would not “deny economic and mil-
itary assistance to a new regime if it
appeared capable of increasing [the]
effectiveness of [the] military effort,
ensuring popular support to win [the]
war and improving working relations
with [the] U.S.”

Although senior Washington offi-
cials wanted as much information as
possible about coup planning, some
were anxious about continuing to use
Conein as the Agency’s key contact
with the plotting generals. The Times
of Vietnam, a mouthpiece for the
Diem regime, had accused CIA of
attempting a coup and using Conein
to foment it. When President Ken-
nedy sought more information about
the CIA officer, Defense Secretary
McNamara declared:

He's a colorful figure, a Law-
rence of Arabia type. He is well
known to all the reporters in
Vietnam. He is well known to
the Vietnamese government,
and here he is contacting an
individual [ General Minh] that
is known to be a dissident and
a probable coup leader. It's as
open as though we were an-
nouncing it on the radio. To
continue this type of activity just
strikes me as absurd.*

Although the comparison of
Conein with the Oxford-educated
archaeologist, writer, and intelligence

Studies in Intelligence Vol. 63, No. 4 (Extracts, December 2019)



“No Boy Scout”

officer T. E. Lawrence was risible,
McNamara’s concerns about the secu-
rity risks posed by continued reliance
on a highly visible CIA operative
were well founded. DCI McCone was
initially optimistic that the Agency
could establish “another channel” for
communication with the generals.*
One proposed replacement was Maj.
Gen. Richard G. Stilwell, who had
arrived in Saigon the previous April.
A combat veteran of World War II
and Korea who had served as chief
of CIA’s Far East Division during
1949-52, Stilwell was the chief of
operations for the US Military Assis-
tance Command, Vietnam (MACV),
a position that provided natural cover
for meeting with senior ARVN offi-
cers. The plotting generals, however,
distrusted MACYV, especially its
perennially optimistic commander,
Gen. Paul D. Harkins, who thought it
would be “incongruous” for the US
government to “get rid” of Diem after
nine years of support.*

Ambassador Lodge, who disap-
proved of the Diem regime, resisted
Washington’s attempt to replace
Conein as the US contact with
Don. The CIA station in Saigon,
Lodge wrote to Washington, had
“been punctilious in carrying out
my instructions,” and Conein had
executed the ambassador’s orders
“explicitly.” Lodge pointed out that
the CIA officer was “a friend of
some eighteen years’ standing with
General Don, and General Don has
expressed extreme reluctance to deal
with anyone else. I do not believe the
involvement of another American in
close contact with the Generals would
be productive.”’

McCone, however, worried
that Don might be a Nhu-managed
agent who was trying to control
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an unstable Frenchman—five [sic]
times divorced. That’s the damnedest
arrangement [’ve ever seen. This is
what we have to stop.”

or entrap Conein. And McNamara
continued to fret about the lack of
professionalism in covert US con-
tacts with the generals. “We’re just
like a bunch of amateurs,” he said at
a White House meeting on 25 Oc-
tober. “I hate to be associated with
this effort—dealing with Conein.”
In a followup comment, McNamara
observed: “We’re dealing through

a press-minded ambassador and

Conein’s contact with Don did
not stop, but their security practices
improved. Lodge informed Washing-
ton of ““a new security system” for the
two conspirators that included cutouts
for communications, safety signals,
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and countersurveillance for their
meetings.®

“Controversial” accounting

At 1:15 p.m., Friday, 1 Novem-
ber, the