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Executive Summary

The CIA triad represents the three pillars of information security: confidentiality, integrity, and
availability, as follows:

Confidentiality — preserving authorized restrictions on
information access and disclosure, including means for
protecting personal privacy and proprietary
information

Integrity — guarding against improper information
modification or destruction and ensuring information
non-repudiation and authenticity

Availability — ensuring timely and reliable access to and
use of information

This series of practice guides focuses on data integrity: the property that data has not been altered in an
unauthorized manner. Data integrity covers data in storage, during processing, and while in transit.
(Note: These definitions are from National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-12 Rev 1, An Introduction to Information Security.)

Destructive malware, ransomware, malicious insider activity, and even honest mistakes all set
the stage for why organizations need to properly identify and protect against events that impact
data integrity. Businesses must be confident that data is protected and safe.

Attacks against an organization’s data can compromise emails,
employee records, financial records, and customer
information—impacting business operations, revenue, and
reputation.

Examples of data integrity attacks include unauthorized
insertion, deletion, or modification of data to corporate
information such as emails, employee records, financial
records, and customer data.

CYBERSECURITY
FRAMEWORK
VERSION 1.1

The National Cybersecurity Center of Excellence (NCCoE) at the
National Institute of Standards and Technology (NIST) built a
laboratory environment to explore methods to effectively
identify and protect against data integrity attacks in various
information technology (IT) enterprise environments to prevent impacts to business operations.

This NIST Cybersecurity Practice Guide demonstrates how organizations can develop and
implement appropriate actions before a detected data integrity cybersecurity event.

Some organizations have experienced systemic attacks that force operations to cease. One variant of a
data integrity attack—ransomware—encrypts data, rendering it unusable. This type of impact to data

affects business operations and often leads them to shut down. Other variants of data integrity attacks
can steer organizations to make decisions that can impact the bottom line or execute ill-fated decisions.
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For example, adversarial actors could create backdoor accounts in company login systems, change
payroll information to their benefit, or expose the company with unsafe software updates for their own
benefit.

NIST published version 1.1 of the Cybersecurity Framework in April 2018 to help organizations better
manage and reduce cybersecurity risk to critical infrastructure and other sectors. The framework core
contains five functions, listed below.

= |dentify — develop an organizational understanding
to manage cybersecurity risk to systems, people,
assets, data, and capabilities

=  Protect — develop and implement appropriate
safeguards to ensure delivery of critical services

CYBERSECURITY
FRAMEWORK
VERSION 1.1

= Detect — develop and implement appropriate
activities to identify the occurrence of a
cybersecurity event

X
th
0
%
= Respond — develop and implement appropriate (o]
activities to take action regarding a detected
cybersecurity incident

= Recover — develop and implement appropriate
activities to maintain plans for resilience and to restore any capabilities or services that were
impaired due to a cybersecurity incident

For more information, see the Framework for Improving Critical Infrastructure Cybersecurity.

Applying the Cybersecurity Framework to data integrity, this practice guide informs organizations of
how to identify and protect assets against a data integrity attack, and in turn understand how to manage
data integrity risks and implement the appropriate safeguards.

The NCCoE developed and implemented a solution that incorporates multiple systems working in
concert to identify and protect assets against detected data integrity cybersecurity events. The solution
isolates the opportunities that would allow for the cybersecurity events to occur and implements
strategies to remediate the opportunities. Also, the solution applies additional protections from
cybersecurity events to IT infrastructure.

In developing this solution, the NCCoE sought existing technologies that provided the following
capabilities:

= inventory

= policy enforcement

* |logging

=  backups

= vulnerability management
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= secure storage
= integrity monitoring

While the NCCoE used a suite of commercial products to address this challenge, this guide does not
endorse these particular products, nor does it guarantee compliance with any regulatory initiatives.
Your organization’s information security experts should identify the products that will best integrate
with your existing tools and IT system infrastructure. Your organization can adopt this solution or
one that adheres to these guidelines in whole, or you can use this guide as a starting point for
tailoring and implementing parts of a solution.

This practice guide can help your organization:

= develop a strategy for identifying and protecting assets against a data integrity cybersecurity
event

= facilitate comprehensive protection from adverse events to maintain operations and ensure the
integrity of data critical to supporting business operations and revenue-generating activities

= manage enterprise risk (consistent with foundations of the NIST Framework for Improving
Critical Infrastructure Cybersecurity)

You can view or download the guide at https://www.nccoe.nist.gov/projects/building-blocks/data-
integrity/identify-protect. Help the NCCoE make this guide better by sharing your thoughts with us as
you read the guide. If you adopt this solution for your own organization, please share your experience
and advice with us. We recognize that technical solutions alone will not fully enable the benefits of our
solution, so we encourage organizations to share lessons learned and best practices for transforming the
processes associated with implementing this guide.

To provide comments or to learn more by arranging a demonstration of this example implementation,
contact the NCCoE at ds-nccoe@nist.gov.

Organizations participating in this project submitted their capabilities in response to an open call in the
Federal Register for all sources of relevant security capabilities from academia and industry (vendors
and integrators). The following respondents with relevant capabilities or product components (identified
as “Technology Partners/Collaborators” herein) signed a Cooperative Research and Development
Agreement (CRADA) to collaborate with NIST in a consortium to build this example solution.

el ceveroniTe (EG GreenTec’ . LIFLERE v Symantec.

CI5CO

Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
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intended to imply that the entities, equipment, products, or materials are necessarily the best available

for the purpose.

The National Cybersecurity Center of Excellence (NCCoE), a part of the
National Institute of Standards and Technology (NIST), is a
collaborative hub where industry organizations, government
agencies, and academic institutions work together to address
businesses’ most pressing cybersecurity challenges. Through this
collaboration, the NCCoE develops modular, adaptable example
cybersecurity solutions demonstrating how to apply standards and
best practices using commercially available technology.

LEARN MORE
Visit https://www.nccoe.nist.gov

nccoe@nist.gov
301-975-0200
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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special sta-
tus or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it in-
tended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-25B, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-25B, 50 pages, (December 2020), CODEN: NSPUE2

As a private-public partnership, we are always seeking feedback on our practice guides. We are
particularly interested in seeing how businesses apply NCCoE reference designs in the real world. If you
have implemented the reference design, or have questions about applying it in your environment,
please email us at ds-nccoe@nist.gov.

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices, and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Ransomware, destructive malware, insider threats, and even honest user mistakes present ongoing
threats to organizations. Organizations’ data, such as database records, system files, configurations, user
files, applications, and customer data, are all potential targets of data corruption, modification, and
destruction. Formulating a defense against these threats requires two things: a thorough knowledge of
the assets within the enterprise, and the protection of these assets against the threat of data corruption
and destruction. The NCCoE, in collaboration with members of the business community and vendors of
cybersecurity solutions, has built an example solution to address these data integrity challenges.

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events ii
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Multiple systems need to work together to identify and protect an organization’s assets against the
threat of corruption, modification, and destruction. This project explores methods to effectively identify
assets (devices, data, and applications) that may become targets of data integrity attacks, as well as the
vulnerabilities in the organization’s system that facilitate these attacks. It also explores methods to
protect these assets against data integrity attacks using backups, secure storage, integrity checking
mechanisms, audit logs, vulnerability management, maintenance, and other potential solutions

KEYWORDS

attack vector; asset awareness; data integrity; data protection; malicious actor; malware; ransomware.
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Businesses face a near-constant threat of destructive malware, ransomware, malicious insider activities,
and even honest mistakes that can alter or destroy critical data. These types of adverse events
ultimately impact data integrity (DI). It is imperative for organizations to be able to identify assets that
may be impacted by a DI attack and to protect their enterprise against such attacks.

The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards and
Technology (NIST) built a laboratory environment to explore methods to identify and protect assets
from a data corruption event in various information technology (IT) enterprise environments. The
example solution outlined in this guide describes the solution built in the NCCoE lab. It encourages
identification of vulnerabilities and assets that may be present in the enterprise, as well as several
protections that can significantly mitigate the effects of DI attacks before they occur.

The goals of this NIST Cybersecurity Practice Guide are to help organizations confidently:

= identify systems, users, data, applications, and entities on the network

= identify vulnerabilities in enterprise components and clients

= baseline the integrity and activity of enterprise systems, in preparation for an attack
= create backups of enterprise data in advance of an attack

= protect these backups and other potentially important data against alteration

" manage enterprise health by assessing machine posture

For ease of use, a short description of the different sections of this volume follows.

= Section 1: Summary presents the challenge addressed by the NCCoE project, with an in-depth
look at our approach, the architecture, and the security characteristics we used; the solution
demonstrated to address the challenge; benefits of the solution; and technology partners that
participated in building, demonstrating, and documenting the solution. The Summary also
explains how to provide feedback on this guide.

= Section 2: How to Use This Guide explains how readers—business decision makers, program
managers, and IT professionals (e.g., systems administrators)—might use each volume of the
guide.

= Section 3: Approach offers a detailed treatment of the scope of the project and describes the
assumptions on which the security platform development was based, the risk assessment that
informed platform development, and the technologies and components that industry
collaborators gave us to enable platform development.

= Section 4: Architecture describes the usage scenarios supported by project security platforms,
including Cybersecurity Framework [1] functions supported by each component contributed by
our collaborators.
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= Section 5: Security Characteristics Analysis provides details about the tools and techniques we
used to perform risk assessments.

= Section 6: Future Build Considerations is a brief treatment of other Data Security
implementations NIST considers consistent with Framework Core Functions: Identify, Protect,
Detect and Respond, and Recovery.

1.1 Challenge

Thorough collection of quantitative and qualitative data is important to organizations of all types and
sizes. It can impact all aspects of a business, including decision-making, transactions, research,
performance, and profitability. When these data collections sustain a DI attack caused by unauthorized
insertion, deletion, or modification of information, the attack can affect emails, employee records,
financial records, and customer data, rendering them unusable or unreliable. Some organizations have
experienced systemic attacks that caused a temporary cessation of operations. One variant of a DI
attack—ransomware—encrypts data and holds it hostage while the attacker demands payment for the
decryption keys.

Before DI events occur, organizations should identify their assets and vulnerabilities and have defenses
and preparations in place to preemptively mitigate the events. This reduces the workload of actions to
take during and after an attack occurs, as well as the enterprise’s data loss and number of successful
attacks.

1.2 Solution

The NCCoE implemented a solution that incorporates appropriate actions before the start of a DI event.
The solution comprises systems working together to identify and protect assets against a data
corruption event in standard enterprise components. These components include mail servers,
databases, end user machines, virtual infrastructure, and file share servers. Essential to protection of
assets is understanding of what those assets are and what vulnerabilities they have.

The NCCoE sought existing technologies that provided the following capabilities:

* inventory

= policy enforcement

= logging

=  backups

= vulnerability management
= secure storage

= integrity monitoring
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In developing our solution, we used standards and guidance from the following sources, which can also
provide your organization with relevant standards and best practices:

NIST Framework for Improving Critical Infrastructure Cybersecurity (commonly known as the
NIST Cybersecurity Framework) [1]

NIST Interagency or Internal Report (NISTIR) 8050: Executive Technical Workshop on Improving
Cybersecurity and Consumer Privacy [2]

NIST Special Publication (SP) 800-30 Rev. 1: Guide for Conducting Risk Assessments [3]

NIST SP 800-37 Rev. 1: Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach [4]

NIST SP 800-39: Managing Information Security Risk [5]
NIST SP 800-40 Rev. 3: Guide to Enterprise Patch Management Technologies [6]

NIST SP 800-53 Rev. 4: Security and Privacy Controls for Federal Information Systems and
Organizations [7]

Federal Information Processing Standard 140-3: Security Requirements for Cryptographic
Modules [8]

NIST SP 800-86: Guide to Integrating Forensic Techniques into Incident Response [9]
NIST SP 800-92: Guide to Computer Security Log Management [10]

NIST SP 800-100: Information Security Handbook: A Guide for Managers [11]

NIST SP 800-34 Rev. 1: Contingency Planning Guide for Federal Information Systems [12]

Office of Management and Budget, Circular Number A-130: Managing Information as a Strategic
Resource [13]

NIST SP 800-61 Rev. 2: Computer Security Incident Handling Guide [14]

NIST SP 800-83 Rev. 1: Guide to Malware Incident Prevention and Handling for Desktops and
Laptops [15]

NIST SP 800-150: Guide to Cyber Threat Information Sharing [16]

NIST SP 800-184: Guide for Cybersecurity Event Recovery [17]

1.3 Benefits

The NCCoE’s practice guide can help your organization:

develop a plan for identifying assets and vulnerabilities and protecting these assets from a
cybersecurity event

facilitate detection, response, and recovery from a DI event by collecting information about the
enterprise before an attack occurs
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= maintain integrity and availability of data critical to supporting business operations and
revenue-generating activities

= manage enterprise risk (consistent with the foundations of the NIST Cybersecurity Framework)

This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to replicate the DI identify-and-protect solution. This reference
design is modular and can be deployed in whole or in part.

This guide contains three volumes:

= NIST SP 1800-25A: Executive Summary

= NIST SP 1800-25B: Approach, Architecture, and Security Characteristics — what we built and why
(you are here)

= NIST SP 1800-25C: How-To Guides — instructions for building the example solution

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary, NIST SP 1800-25A, which describes the following topics:

= challenges that enterprises face in identifying assets and protecting them from DI events
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-25B, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4.1, Risk, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-25A, with your leadership team members to help
them understand the importance of adopting a standards-based solution to identify and protect assets
from DI attacks.

IT professionals who want to implement such an approach will find the whole practice guide useful. You
can use the how-to portion of the guide, NIST SP 1800-25C, to replicate all or parts of the build created
in our lab. The how-to portion of the guide provides specific product installation, configuration, and
integration instructions for implementing the example solution. We do not re-create the product
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manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of a DI identify-and-protect solution. Your organization’s security experts should identify the
products that will best integrate with your existing tools and IT system infrastructure. We hope you will
seek products that are congruent with applicable standards and best practices. Section 3.5,
Technologies, lists the products we used and maps them to the cybersecurity controls provided by this
reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to
ds-nccoe@nist.gov.

Acronyms used in figures can be found in the Acronyms appendix.

2.1 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example

Italics file names and path names; For language use and style guidance,
references to documents that | see the NCCoE Style Guide.

are not hyperlinks; new
terms; and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons, and fields
Monospace command-line input, mkdir

onscreen computer output,
sample code examples, and
status codes

Monospace Bold command-line user input service sshd start
contrasted with computer
output
blue text link to other parts of the All publications from NIST’s NCCoE
document, a web URL, or an are available at
email address https://www.nccoe.nist.gov.
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Based on key points expressed in NISTIR 8050, Executive Technical Workshop on Improving Cybersecurity
and Consumer Privacy (2015), the NCCoE is pursuing a series of DI projects to map the Core Functions of
the NIST Cybersecurity Framework. This project is centered on the Core Functions of Identify and
Protect, which consist of identifying assets and protecting them from DI attacks. For instance, the first
step in building a strategy requires an organization to inventory its assets. This involves identifying
systems, applications, data sources, users, and other relevant entities that may be targets or facilitators
of DI attacks. Once this exercise is complete, an organization can then create a customized strategy to
protect the identified assets against the possibility of data corruption, modification, and destruction.
NCCoE engineers working with a community of interest (COI) defined the requirements for this DI
project.

Members of the COI, which include participating vendors referenced in this document, contributed to
development of the architecture and reference design, providing technologies that meet the project
requirements and assisting in installation and configuration of those technologies. The practice guide
highlights the approach used to develop the NCCoE reference solution. Elements include risk assessment
and analysis, logical design, build development, test and evaluation, and security control mapping. This
guide aims to provide practical guidance to any organization interested in implementing a solution for
identifying and protecting assets against a cybersecurity event.

3.1 Audience

This guide is intended for individuals responsible for implementing security solutions in organizations’
IT support activities. Current IT systems, particularly in the private sector, often lack the ability to
comprehensively identify enterprise assets that need protection from integrity attacks, as well as the
protections themselves. The platforms demonstrated by this project, and the implementation
information provided in these practice guides, permit integration of products to implement a data
identification and protection system. The technical components will appeal to system administrators,
IT managers, IT security managers, and others directly involved in the secure and safe operation of
business IT networks.

3.2 Scope

The guide provides practical, real-world guidance on developing and implementing a DI solution
consistent with the principles in the NIST Framework for Improving Critical Infrastructure Cybersecurity,
Version 1.1 [1], specifically the Core Functions of Identify and Protect. The Identify Function emphasizes
the development and implementation of the appropriate activities to discover and manage an
organization’s assets, services, and the threats to these assets and services. The Protect Function
emphasizes development and implementation of activities that protect these assets and services from
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cybersecurity events. Examples of outcomes within these Functions include asset inventory, logging,
backups, vulnerability management, policy enforcement, and file/system integrity management.

3.3 Assumptions

This project is guided by the following assumptions:

= The solution was developed in a lab environment. The environment is based on a generic
organization’s IT enterprise—it uses services found commonly across typical enterprises, such
as a database, a domain controller, a mail/web server, etc. It does not reflect the complexity
of a production environment, for example, building across numerous physical locations,
accommodating for extreme working conditions, or configuring systems to meet specific
network/user needs. These demands can all increase the level of complexity needed to
implement a DI solution.

= An organization has access to the skills and resources required to implement an asset
identification and protection system.

= An organization is seeking to preemptively mitigate the damage a DI event would cause.

3.4 Risk Assessment

NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments states that risk is “a measure of the
extent to which an entity is threatened by a potential circumstance or event, and typically a function
of: (i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood
of occurrence.” The guide further defines risk assessment as “the process of identifying, estimating,

and prioritizing risks to organizational operations (including mission, functions, image, reputation),
organizational assets, individuals, other organizations, and the Nation, resulting from the operation of
an information system. Part of risk management incorporates threat and vulnerability analyses, and
considers mitigations provided by security controls planned or in place.”

The NCCoE recommends that any discussion of risk management, particularly at the enterprise level,
begins with a comprehensive review of NIST SP 800-37 Revision 2, Risk Management Framework for
Information Systems and Organizations—material available to the public. The Risk Management

Framework (RMF) guidance, as a whole, proved to be invaluable in giving us a baseline to assess risks,
from which we developed the project, the security characteristics of the build, and this guide.

We performed two types of risk assessments:

= |nitial analysis of the risk factors discussed with financial, retail, and hospitality institutions:
this analysis led to creation of the DI project and desired security posture. See NISTIR 8050,
Executive Technical Workshop on Improving Cybersecurity and Consumer Privacy, for additional
participant information.
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=  Analysis of how to secure the components within the solution and minimize any vulnerabilities
they might introduce: see Section 5, Security Characteristic Analysis.

3.4.1 Risk

Using the guidance in NIST’s series of publications concerning risk, we worked with financial institutions
and the Financial Sector Information Sharing and Analysis Center to identify the most compelling risk
factors encountered by this business group. We participated in conferences and met with members of
the financial sector to define the main security risks to business operations. From these discussions
came identification of an area of concern—DI. We produced the practice guide Data Integrity:
Recovering from Ransomware and Other Destructive Events, which primarily focused on the recovery
aspect of DI. From responses to the recovery project, we also identified a need for guidance in
identifying and protecting assets from DI attacks.

When considering risk from the perspective of identifying and protecting assets prior to a cybersecurity
event, we must consider not only the impact of an event on an organization’s assets but also the threats
to those assets and the potential vulnerabilities these threats could exploit.

When discussing threats to an organization's assets from the perspective of DI, we consider the
following factors:

= malware

= insider threats

= accidents caused by human error
= compromise of trusted systems

Types of vulnerabilities we consider in relation to these threats are:

= zero-day vulnerabilities

= vulnerabilities due to outdated or unpatched systems
= custom software vulnerabilities/errors

= social engineering and user-driven events

= poor access control

Finally, we consider the potential impact on an organization from a Dl event:

= systems incapacitated
= modification/deletion of organization’s assets

= negative impact on the organization’s reputation
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Analyses of the threats, vulnerabilities, and potential impact to an organization give us an understanding
of the risk to an organization with respect to DI. NIST SP 800-39, Managing Information Security Risk,
focuses on the business aspect of risk, namely at the enterprise level. This understanding is essential for
any further risk analysis, risk response/mitigation, and risk monitoring activities. The following summary
lists the strategic risk areas we identified and their mitigations:

= |mpact on system function: ensuring the availability of accurate data or sustaining an acceptable
level of DI reduces the risk of systems’ availability being compromised.

= Cost of implementation: implementing asset identification and protection from DI events once
and using it across all systems may reduce system continuity costs.

=  Compliance with existing industry standards contributes to the industry requirement to
maintain a continuity of operations plan.

= Maintenance of reputation and public image helps reduce level and likelihood of impact as well
as facilitates the information required for impact reduction.

= Increased focus on Dl includes not just loss of confidentiality but also harm from unauthorized
alteration of data (per NISTIR 8050).

We subsequently translated the risk factors identified to security Functions and Subcategories within
the NIST Cybersecurity Framework. In Table 3-1, we mapped the categories to NIST SP 800-53 Rev. 4
controls.

3.4.2 Security Control Map

As explained in Section 3.4.1, we identified the Cybersecurity Framework Functions and Subcategories
that we wanted the reference design to support, through a risk analysis process. This was a critical first

step in designing the reference design and example implementation to mitigate the risk factors.

Table 3-1 lists the addressed Cybersecurity Framework Functions and Subcategories and maps them to
relevant NIST standards, industry standards, and controls and best practices. The references provide
solution validation points in that they list specific security capabilities that a solution addressing the
Cybersecurity Framework Subcategories would be expected to exhibit. Organizations can use Table 3-1
to identify the Cybersecurity Framework Subcategories and NIST SP 800-53 Rev. 4 controls they are
interested in addressing.

When cross-referencing Functions of the Cybersecurity Framework with product capabilities used in this
practice guide, it is important to consider:

= This practice guide, though primarily focused on Identify/Protect Functions also uses DE.CM-8
and RS.MI-3, Detect and Respond Subcategories respectively. This is primarily because these
two Subcategories deal with vulnerability discovery and mitigation, which are techniques used
to prevent future damage and are not as useful for preventing attacks previously exploited a
given vulnerability. Often, it is unlikely that an organization will be able to resolve a newly
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discovered vulnerability during an attack; for attacks where patches are available, it can be
dangerous to allow updates on a compromised system.

= Not all the guidance of Cybersecurity Framework Subcategories can be implemented using
technology. Any organization executing a DI solution would need to adopt processes and
organizational policies that support the reference design. For example, some of the
Subcategories within the Cybersecurity Framework Function known as Identify are processes

and policies that should be developed prior to implementing recommendations.

Table 3-1 DI Reference Design Cybersecurity Framework Core Components Map

Cybersecurity Framework v1.1 Standards and Best Practices
Func- T Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e A 53 R4 27001:2013 181
ID.AM-1: Physical devices
L A.8.1.1,
and systems within the or- | CM-8, PM-5 AS812 OM-STS-001
Asset Man- ganization are inventoried.
agement _ i
D AM) | S oppications AS.LL
m ppicatio CM-8,PM-5 | A8.1.2, OM-5TS-001
within the organization are
. . A.12.5.1
inventoried.
CA-2, CA-7,
ID.RA-1: Asset vulnerabili- | CA-8, RA-3, A12.61
ties are identified and doc- | RA-5, SA-5,SA- | " Y PR-VAM-001
A.18.2.3
IDEN- umented. 11, SI-2, SI-4,
TIFY (ID) SI-5
Risk A ID.RA-2: Cyber threat intel-
isk Assess- | |. . . .
ligence is received from in- | SI-5, PM-15,
.6.1. -OPL-002
ment formation sharing forums | PM-16 A6.1.4 CO-OPL-00
(ID.RA) and sources.
ID.RA-5: Threats, vulnera-
bilities, likelihoods, and RA-2, RA-3
! ! ! ! 12.6.1 -5YS-001
impacts are used to deter- | PM-16 A12.6 SP-5Y5-00
mine risk.
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Cybersecurity Framework v1.1

Standards and Best Practices

Func- T Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e el 53 R4 27001:2013 181
A9.2.1,
PR.AC-1: Identities and AC-1, AC-2,IA- | A9.2.2,
credentials are issued, 1, IA-2, IA-3, A9.2.3,
managed, verified, re- IA-4, 1A-5, IA- A9.2.4, SP-DEV-001,
voked, and audited for au- | 6, IA-7, |A-8, A.9.2.6, OV-PMA-003
thorized devices, users, IA-9, IA-10, IA- | A.9.3.1,
and processes. 11 A9.4.2,
A9.4.3
A6.2.1,
| AC-1,AC-17, | A6.2.2, SP-SYS-001,
Access fnZ':ac';RemOte access s 1 ac-19,AC-20, | A11.2.6, OM-ADM-
Control ged. SC-15 A13.1.1, 001
(PR.AC) A13.2.1
PR.AC-4: Access permis- A.6.1.2,
PRO- sions and authorizations AC-1, AC-2, A9.1.2,
TECT are managed, incorporat- | AC-3, AC-5, A9.2.3,
M-STS-001
(PR) ing the principles of least AC-6, AC-14, AS.4.1, OM-5T5-00
privilege and separation of | AC-16, AC-24 A.S.4.4,
duties. A9.4.5
PR.AC-5: Network integrity A13.1.1,
is protected (e.g., network | AC-4, AC-10 A13.13,
sepre ation n:;/'vork seg- SC—7’ ' A13.2.1, OM-NET-001
mgntgtion) ' ° Al4.1.2,
) A.14.1.3
PR.DS-1: Data-at-rest is MP-8, SC-12, AS23 OM-DTA-002
protected. SC-28
A.8.2.3,
Data Secu- A.13.1.1,
rity (PR.DS) | PR.DS-2: Data-in-transitis | SC-8, SC-11, A.13.2.1, OM-DTA-
002, PR-
protected. SC-12 A.13.2.3, CDA-001
A.14.1.2,
A.14.1.3
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Cybersecurity Framework v1.1

Standards and Best Practices

Func- T Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e el 53 R4 27001:2013 181
PR.DS-6: Integrity checking 21;;1’
mechanisms are usedto | ¢ 15 517 | A14.12, OM-DTA-001
verify software, firmware,
and information integrit A14.13,
erity- A14.2.4
PR.IP-1: A baseline config-
uration of information A12.1.2,
technology/industrial con- | CM-2, CM-3, A.12.5.1,
troI. sys_tems .|s created énd CM-4, CM-5, A.12.6.2, SP-ARC-001
maintained, incorporating | CM-6, CM-7, A.14.2.2,
security principles (e.g., CM-9, SA-10 A.14.2.3,
concept of least function- A.14.2.4
ality).
A12.1.2,
. . A.12.5.1,
cPI‘F:;: ‘2-CEZ::§UV?$L225eS CM-3, CM-4, A12.6.2, SOPI\_/ID,E\I\/IAOO1
Infor- "8 | P SA-10 A.14.2.2, 001
mation are in place. A.14.2.3,
Protection Al42.4
Processes
. A.12.3.1,
and Proce- PR.IIF’-4. Backups of infor- CP-4,CP-6, CP- | A17.1.2,
dures mation are conducted, 9 A1713 SP-SYS-001
(PR.IP) maintained, and tested. A18.13
PR.IP-9: Response plans
(rodertiesorse | v, o | Ao
recovery plans (Inc»ildent 12,CP-13,IR- 1 A.17.1.1, PR-CIR-001
Recovery F;.md Disaster Re- 7, IR, IR-9, Al7.1.2,
y . PE-17 A.17.1.3
covery) are in place and
managed.
PR.IP-10: Response and re- | CP-4, IR-3, A17.13 SP-SYS-001
covery plans are tested. PM-14
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Cybersecurity Framework v1.1

Standards and Best Practices

Func- Category Subcategory NIST SP 800- ISO/IEC NIST SP 800-
tion 53 R4 27001:2013 181
A.12.6.1,
PR.IP-12: A vulnerability A.14.2.3,
management plan is devel- EA_3' RA-S, SI- A.16.1.3, SP-RSK-002
oped and implemented. A.18.2.2,
A.18.2.3
PR.MA-1: Maintenance
and repair of organiza- A11.1.2,
tional assets are per- MA-2, MA-3, A.11.2.4, OM-ADM-
formed and logged, with MA-5, MA-6 A.11.2.5, 001
approved and controlled A11.2.6
Mainte- tools.
nance -
(PR.MA) PR.MA—Zf: Remc?te rnaw:te—
nance of organizational as-
sets is appr(g)ved logged A11.2.4,
y ’ MA-4 A.15.1.1, SP-TRD-001
and performed in a man-
A.15.2.1
ner that prevents unau-
thorized access.
PR.PT-1: Audit/log records A.12.4.1,
are determined, docu- A12.4.2,
mented, implemented, AU Family A.12.4.3, OV-LGA-002
] and reviewed in accord- A.12.4.4,
Protective | jnce with policy. A12.7.1
Technology
(PR.PT) PR.PT-3: The principle of
least functionality is incor- PR-CDA-001,
porated by configuring sys- | AC-3, CM-7 A9.1.2 OM-ANA-
tems to provide only es- 001
sential capabilities.
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Cybersecurity Framework v1.1 Standards and Best Practices

Func- e Subcategor NIST SP 800- ISO/IEC NIST SP 800-
tion e A 53 R4 27001:2013 181
AC-4, AC-17,
AC-18, CP-8,
SC-7, SC-19,
SC-20, SC-21,
PR.PT-4: Communications | SC-22, SC-23, A.13.1.1,
and control networks are SC-24, SC-25, A.13.2.1, SP-ARC-002
protected. SC-29, SC-32, A.14.1.3
SC-36, SC-37,
SC-38, SC-39,
SC-40, SC-41,
SC-43
Security
DETECT Cont!nuc?us DE.CM-8: Vulnerability RA-S A12.61 SP-TRD-001
(DE) Monitoring | scans are performed.
(DE.CM)
RS.MI-3: Newly identified
Mitigation vulnerabilities are miti- CA-7, RA-3,
(RS.M1) gated or documented as RA-5 Al2:6.1 PR-CIR-001
accepted risks.

3.5 Technologies

Table 3-2 lists all the technologies used in this project and provides a mapping among the generic
application term, the specific product used, and the security control(s) the product provides. Refer to
Table 3-1 for an explanation of the NIST Cybersecurity Framework Subcategory codes.

Please note that PR.AC-4 is not included in this table. Access controls are detailed more thoroughly in
other NCCoE practice guides [18], [19]. For the purposes of this practice guide, we assume a minimal
Active Directory setup with an administrator and several users.
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Table 3-2 Products and Technologies

Component  Product Function Cybersecurity Frame-
work Subcategories
Inventory Cisco ISEv2.4 Identification and status information for users ID.AM-1, ID.AM-2,
Symantec Data Loss Pre- Identification and status information for devices PR.AC-1, PR.PT-2
vention (DLP) v15.1 Identification and status information for software
Identification and status information for data assets
Vulnerability | Tripwire IP360v9.0.1 Identification for vulnerabilities on various systems in the enter- | ID.RA-1, ID.RA-5,
Management prise PR.IP-12, DE.CM-8,
An interface for managing/prioritizing vulnerabilities, based on RS.MI-3
organizational needs
Policy En- Cisco ISE v2.4 Enforce machine posture across an enterprise ID.RA-1, PR.AC-3,
forcement Quarantine machines that do not comply with organizational PR.MA-1, PR.MA-2,
policy RS.MI-3
Integrity Tripwire Enterprise v8.7 Baselines integrity activity for data PR.DS-6, PR.IP-3,
Monitoring Semperis Directory Ser- Baselines integrity activity for Active Directory PR.PT-1
vices Protector (DSP) Provides file hashes and integrity baselines for files and soft-
v2.7 ware, regardless of file type
Logging Micro Focus ArcSight Provides auditing and logging capabilities configurable to corpo- | PR.IP-1, PR.IP-3,
Enterprise Security rate policy PR.PT-1
Manager (ESM) v7.0 Provides logs of baseline network operations
Patch 2
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Component

Product

Tripwire Log Center
v7.3.1

Function

Provides logs of database activity and database backup opera-
tions

Provides logs of integrity changes
Provides logs of some user activity of monitored systems

Cybersecurity Frame-

work Subcategories

Backups

Semperis Active Direc-
tory Forest Recovery
(ADFR) v2.5

Filezilla v0.9.60.2 OPEN
SOURCE

Duplicati v2.0.3.3 OPEN
SOURCE

Backs up Active Directory information
Backs up systems

Backs up configurations

Backs up organizational data

PR.DS-1, PR.IP-3,
PR.IP-4, PR.IP-9,
PR.IP-10

Secure Stor-
age

GreenTec WORMdisk
v151228

Provides immutable storage
Provides configurable prevention of backup modification

PR.DS-1, PR.IP-4

Network Pro-

CryptoniteNXT v2.9.1

Prevents unapproved network communication

ID.AM-1, PR.AC-1,

tection Prevents malicious reconnaissance PR.AC-3, PR.AC-5,
Quarantines unauthorized machines on the network PR.DS-2, PR.PT-4

Denylisting Cisco Web Security Ap- Provides capability to denylist websites PR.AC-3, PR.AC-5,
pliance v10.1 Provides capability to denylist communication with malicious or | PR.DS-2, PR.PT-4

disallowed IP addresses
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This section presents the high-level architecture used for implementation of a DI solution that identifies
and protects assets from ransomware and other destructive events.

4.1 Architecture Description

4.1.1 High-Level Architecture
The DI solution is designed to address the security Functions and Subcategories described in Table 3-1
and is composed of the capabilities illustrated in Figure 4-1.

Figure 4-1 DI Identify and Protect High-Level Architecture

( ( = = { Logging
t t A
l - I m
I ! . -
1 1 Vulnerability Policy
- — — Integrity I Management Enforcement
Monitoring | - A "
Secure [ | Backubs 1 .
Storage p | ; [ Inventory "
, : A v
Data Domain
Enterprise
(e ) (oatbeses)
L[ Clients ]
) S — i
[ Network Protection ]
¢
Block List )
Legend
i=====9 Policy Information/Operations = Inventory Information =~ +—— Organizational Data
= = = =» |ntegrity Information iwemseneneeeees Backup Information
— - - — Vulnerability Information @ -=.-—- = Log/Audit Information

= |nventory allows discovering and keeping track of devices connected to the enterprise.

= Vulnerability management provides a mechanism for analyzing various system and network
components, for a better understanding of resolved and unresolved vulnerabilities in the
enterprise.

= Policy enforcement uses feedback from logs and vulnerability management to target machines
with unresolved vulnerabilities and maintain overall enterprise health.
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= Integrity monitoring establishes baselines of file/system integrity.
= Logging records and stores all the log files produced by the components within the enterprise.
= Backups allow components within the enterprise to produce backups.

=  Secure storage allows data storage with additional data protection measures, such as Write
Once Read Many (WORM) technologies. Data encryption can also be used, but this will not
inherently protect data against corruption.

= Network protection can defend an enterprise network against both intrusion and lateral
movement of malicious actors and programs.

= Denylisting can filter allowed programs or network communications. Often, this may be
provided in the form of a firewall or even an allowlist, but products exist that allow finer-grained
control over these filters.

These capabilities work together to provide the functions of Identify and Protect for the reference
architecture. The inventory capability allows accurate and complete discovery and status reporting of all
network assets. The inventory capability feeds into vulnerability management, which analyzes the assets
and network for vulnerabilities. Vulnerability management feeds its information into the logging
capability, which aggregates and collects logs from various sources for use as a baseline of normal
system operations. Policy enforcement uses information from logging and vulnerability management, to
repair vulnerabilities found in the enterprise and maintain the system with up-to-date patches. Integrity
monitoring records normal file/system integrity information to be used as a baseline in the event of an
attack and forwards this information to the logging capability as part of the organization’s baseline.
Backups create periodic backups of organizational data to be used in a cybersecurity event. Secure
storage allows storing files—such as backups, gold images, logs, or configuration files—in a format that
cannot be corrupted, because files cannot be altered or changed while in storage.

4.1.2 Architecture Components

4.1.2.1 Inventory

The inventory capability allows discovering and visualizing the enterprise’s network as well as the
present network devices. This component also informs the other components in the enterprise,
providing information such as what systems to monitor, back up, and scan for vulnerabilities. This
component provides the basic knowledge of what assets there are to protect.

For the inventory capability, we use a combination of two products: Cisco ISE and Symantec DLP. Cisco
ISE provides inventory capabilities for machines, devices, and users on its network and can use that
information in tandem with other capabilities. Symantec DLP provides data asset inventory, allowing
organizations to identify potentially sensitive data.
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4.1.2.2 Vuinerability Management

The vulnerability management capability allows scanning and managing vulnerabilities across the
enterprise. It provides a priority system for these vulnerabilities, as well as logs on existing
vulnerabilities and potentially resolved vulnerabilities. The information produced by this capability
informs the policy enforcement capability, which aims to fix the discovered vulnerabilities or quarantine
the machine until they are fixed.

For the vulnerability management capability, we use Tripwire IP360. Tripwire IP360 is a vulnerability
scanner and management tool, which can scan a variety of hosts for known vulnerabilities and report on
the results. Furthermore, the tool can manage and assign risk levels to these vulnerabilities, allowing
security teams to effectively manage vulnerabilities throughout the enterprise.

4.1.2.3 Policy Enforcement

Through various mechanisms, the policy enforcement capability maintains the health of the enterprise.
Policy enforcement acts on log information provided by the inventory and vulnerability management
capabilities, often with the help of a security team, to ensure the health and compliance of enterprise
systems. This can include mechanisms such as pushing software updates, resolving vulnerabilities, or
guarantining noncompliant machines, but the capabilities of policy enforcement tools vary from product
to product.

For policy enforcement, we use Cisco ISE. Cisco ISE can identify machines on its network and perform a
posture check on these machines. This can entail checking that certain services are enabled, that anti-

malware is installed, or that certain files are present. Using this information, Cisco ISE can then disable
network access to noncompliant machines.

4.1.2.4 Integrity Monitoring

Integrity monitoring provides the ability to test, understand, and measure attacks that occur on files and
components within the enterprise. When considering DI from the perspective of protecting assets prior
to an attack, it is important to establish an integrity baseline for files and systems across the enterprise,
to be used in comparison with daily operations. The value of integrity monitoring becomes clear both
during and after an attack. Alerts can be set to notify the security team to act when abnormal changes
are detected to a file or system, such as changes made at abnormal times or by users who typically do
not make changes to these assets. Furthermore, the information produced by integrity monitoring
systems can be used to inform a recovery process; they provide information about what changes
happened, when changes began to take place, as well as what programs were involved in the changes.

For integrity monitoring, we use a combination of two tools: Tripwire Enterprise and Semperis Directory
Services Protector. Tripwire Enterprise is a file integrity monitoring tool that establishes a baseline for
integrity activity within the enterprise. This baseline is used in the event of an attack, to detect and alert
on changes within the enterprise as well as aid recovery should it be necessary. Semperis Directory

NIST SP 1800-25B: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 19



"G7-008T"dS" LSIN/8209°0T/340°10p//:5d13y :wo1y 984BYD JO 3344 3|qe|IRAR S| UolRdlgNd SIYL

Services Protector also provides integrity monitoring, but for Active Directory it allows granular rollbacks
of Active Directory changes and provides a baseline for any attacks on the enterprise account
configuration.

4.1.2.5 Logging

Logging from each enterprise component serves several functions in an architecture that aims to
identify and protect assets. Logs are produced through integrity monitoring, which aids in establishing a
baseline for the enterprise’s daily activity. Logs are also produced through vulnerability scanning and
asset inventory, which inform policy enforcement: maintaining up-to-date systems requires information
about what systems exist in the enterprise and their status.

For logging, we use a combination of two tools: Micro Focus ArcSight and Tripwire Log Center (TLC).
While TLC’s purpose in this build is primarily to collect, transform, and forward logs from Tripwire IP360
and Tripwire Enterprise to ArcSight, ArcSight performs a wider function. ArcSight collects logs from
various sources in the enterprise, such as vulnerability management, backups, network protection,
denylisting, inventory, integrity monitoring, as well as Windows event logs and Ubuntu syslogs. This
widespread collection aims to provide a baseline for activity throughout the enterprise. ArcSight can
analyze and alert, which can be used in the event of an attack, but it requires thorough log collection
from all components of the enterprise.

4.1.2.6 Backups

The backups capability backs up both the organization’s data and data from other components, such
as logs and integrity information. These backups are most often used as part of the Recover Function
as part of the restoration process. Backups must be taken prior to an event to be useful, though;
the restoration process requires backups from before the event to adequately restore a system.

The configuration of this capability needs to align with the tempo of the enterprise. For example, if an
enterprise performs thousands of transactions per hour per day, then a backup solution that performs a
backup only once a day would not adequately provide for the enterprise. This type of configuration
would allow a potentially large data loss. If backups occur every morning and a loss of DI happened at
the end of the day, then a full day’s worth of transactions would be lost. The decision for the correct
configuration of backups is determined by an organization’s risk tolerance.

For the backups capability, we use a combination of two open-source tools: FileZilla and Duplicati.
FileZilla is a user-based File Transfer Protocol (FTP) server with the option to force FTP over Transport
Layer Security (TLS). It allows control over where individual users/groups store files, and its primary
purpose in this build is as a receptacle for backups produced by Duplicati. Duplicati is a client-based
backup system configured on individual hosts to back up to a provided FTP server. It packages and
encrypts backups before sending them to the FTP server, potentially on a schedule.
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We also use Semperis ADFR to provide more fine-grained backups for Active Directory. As Active
Directory is often critical to enterprise operations, Semperis ADFR is designed to work off-site in
the event of a disaster.

4.1.2.7 Secure Storage

Secure storage stores the most critical files for an enterprise. These include backup data, configuration
files, logs, golden images, and other files critical to both system operation and the organization’s
mission. Additional measures need to be applied to provide increased security to these files so they
are not subject to attacks or corruption.

For secure storage, we use GreenTec’s WORMdisk, a transparent hard disk that can prevent any data
deletion and modification at a firmware level. WORMdisks provide a user-friendly graphical user
interface and a command line interface for automating locking and disk rotation. In this architecture
they are used primarily to store backups to prevent any damage to the backups, but they can be used
at the discretion of the organization to store other critical files.

4.1.2.8 Network Protection

Network protection defends the network against threats that require network movement. This should
preemptively protect against lateral movement, in which malware or a malicious actor attempts to
spread across machines in the network. Furthermore, it should also protect against external threats
attempting to gain access to the network.

For network protection, we use CryptoniteNXT. CryptoniteNXT provides zero-trust moving-target
defense for the network it protects. This means that all enterprise communication goes through the
CryptoniteNXT device, which provides granular access control for allowed types of communication. This
allows defense against lateral propagation. Furthermore, as internet protocol (IP) addresses are dynamic
and managed by CryptoniteNXT, reconnaissance is significantly more difficult for attackers on and
outside the network.

4.1.2.9 Denylisting

Denylisting enables control of allowed communications and applications within an enterprise. This may
include restricting installed software on enterprise machines to a predefined list or specifically
disallowing software. Furthermore, it should restrict network communication with websites, servers,
or external actors as well as restrict based on protocol or port usage. Some of these capabilities are
covered by firewalls, but further control can allow more complex policies based on the organization’s
needs.

For the denylisting capability we use Cisco Web Security Appliance (WSA). Cisco WSA enables
enterprises to denylist web traffic through a proxy. This allows for prevention of malware downloads
from known malicious websites as identified by site reputation updates from Cisco Talos threat
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intelligence. These websites can also be identified through the implementation of a Detect and Respond
build and can also be provided by an integration with other information sharing services.

The purpose of the security characteristic analysis is to understand the extent to which the project
meets its objective of demonstrating a DI identify-and-protect solution. In addition, it seeks to
understand the security benefits and drawbacks of the example solution.

5.1 Assumptions and Limitations

The security characteristic analysis has the following limitations:

= |tis neither a comprehensive test of all security components nor a red-team exercise.
= [t cannot identify all weaknesses.

= |t does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

5.2 Build Testing

The purpose of the security characteristic analysis is to understand the extent to which the building
block meets its objective of identifying enterprise assets and vulnerabilities. Furthermore, the project
aims to protect these assets prior to the start of an attack. In addition, it seeks to understand the
security benefits and drawbacks of the reference design. To accomplish this, we created a set of use
cases—each an individual attack on DI with different aspects to test various parts of the build.

When doing this, we aim not to test individual components for their capabilities but rather for the
ability of the architecture to deal with these use cases. Furthermore, as this architecture is focused
on defending against attacks before they happen, the resolutions to these use cases are primarily
preventative rather than responsive.

5.3 Scenarios and Findings

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics it was intended to support. The Cybersecurity Framework Subcategories were
used to provide structure to the security assessment by consulting the specific sections of each standard
that are cited in reference to a Subcategory. The cited sections provide validation points that the
example solution would be expected to exhibit. Using the Cybersecurity Framework Subcategories as a
basis for organizing our analysis allowed us to systematically consider how well the reference design
supports the intended security characteristics.
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Below is a list of the scenarios created to test various aspects of this architecture. More detailed
resolutions and mappings of these scenarios’ requirements to the Cybersecurity Framework can be

found in Appendix D.
5.3.1 Ransomware via Web Vector and Self-Propagation

5.3.1.1 Scenario

The following scenario was simulated to test the architecture’s defense against ransomware.

A user mistakenly downloads ransomware from an external web server. When the user executes this
malicious software, it generates a cryptographic key, which is sent back to the external web server. The
malware then utilizes a privilege escalation exploit to propagate across the network. The malicious
software encrypts files on the machines it propagated to, and it demands payment in exchange for
decrypting these files.

5.3.1.2 Resolution

This build provides a significant defense in depth against this use case to prevent the majority of its
functions from taking place.

The denylisting capability is used to prevent the user from reaching the malicious site that hosts the
ransomware, preventing the download before it happens.

The vulnerability management capability is used to detect the vulnerability exploited by the
ransomware to propagate, allowing resolution before the attack occurs.

The network protection capability is used to prevent the ransomware’s propagation by disallowing
network traffic between computers on the network, through a traffic allowlist policy.

The inventory capability is used to identify the enterprise’s assets for backup and monitoring.

The backups capability is used to take backups of potential ransomware targets before the attack hits,
nullifying the effects of potential attacks on files.

The integrity monitoring capability, in tandem with the logging capability, is used to take a baseline of
the file system, so that an attack on the file system is detected and the scope can be identified.

5.3.1.3 Other Considerations

Malware comes in many forms and from many places, and as a result, requires a defense in depth
against it. For example, though preventing a piece of malware from getting on enterprise systems may
be possible through denylisting a website, it is often impossible to have full knowledge of all malicious
websites before an attack happens. Because of this, other tools are necessary to prevent the effects of
malware at every step of its potential execution, and preparation is necessary to mitigate effects.
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It is important to improve upon these capabilities over time by learning from attacks on the enterprise
and from attacks on other enterprises. Both information-sharing technologies and after-the-fact analysis
of attacks can inform capabilities to prevent future attacks.

5.3.2 Destructive Malware via USB Vector

5.3.2.1 Scenario

The following scenario was simulated to test the architecture’s defense against destructive malware.

A user finds an unmarked Universal Serial Bus (USB) device and inserts it into their system. The USB
device contains malicious software that may run automatically or with user interaction. The malicious
software modifies and deletes the user’s files, removing text from text files and entirely deleting any
media files it finds. The software does not offer a recovery mechanism as ransomware might, aiming
only to corrupt files.

5.3.2.2 Resolution

This build provides two main layers of defense against this scenario: backups and Integrity baselining.

The integrity monitoring capability provides a baseline for file system activity as a point of comparison
post-modification/deletion.

The logging capability provides a baseline for events across the enterprise, including typical USB and file
modification activity.

The backups capability provides the ability to take backups of the file system, allowing restoration of
files after the incident is resolved.

5.3.2.3 Other Considerations

A use case involving USBs is often best prevented through organizational training. In some cases, just
the action of inserting the USB is enough to destroy an entire system on a physical level. Furthermore,
not all malicious USBs will be file systems with auto-run malware on them—they can come disguised as
keyboards or use lower-level attacks. Because of this, it is important for organizations to educate
members on the dangers of unknown USB insertion, while also preparing if the attack occurs anyway.

5.3.3 Accidental VM Deletion via Maintenance Script

5.3.3.1 Scenario

The following scenario was simulated to test the architecture’s defense against DI events that occur on
virtual machines (VMs).
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A routine maintenance script on the system causes an error. During a move operation in the Hyper-V
system, the script deletes an important VM. A maintenance script with an error of this type could be a
side effect of a normal system function or an error made by a member of the organization. The build is
expected to mitigate the damage caused to VMs in such an incident.

5.3.3.2 Resolution

This build provides two main layers of defense against this scenario: backups and Integrity baselining.

The integrity monitoring capability provides a baseline for virtual machine activity, as a point of
comparison post-deletion.

The logging capability provides a baseline for events across the enterprise, including typical Hyper-V
activity.

The backups capability enables backups of entire VMs. In the event of a deletion, these backups can be
used to restore the VMs.

5.3.3.3 Other Considerations

The backups capability can also be installed on individual VMs, given proper networking, to back up the
contents of VMs if desired. This will likely depend on the needs of the organization.

5.3.4 Backdoor Creation via Email Vector

5.3.4.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious email
attachments.

A user unknowingly opens a malicious attachment they received in an email. When opened, the
attachment quietly fetches files from an external web server. It then creates several unapproved
backdoor accounts on the authentication server. The build is expected to mitigate the impacts of such
an incident.

5.3.4.2 Resolution

The build provides several layers of defense against this use case. The integrity monitoring capability
provides a baseline for Active Directory as a point of comparison against a compromised system.
Furthermore, it also provides a baseline of the file system, to aid in identifying the malicious file during
and after the attack has happened.

The logging capability provides a baseline for activity across the enterprise, including the name of the
account used to create the backdoors.
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Lastly, the denylisting capability is used to prevent web requests to the malicious web server. This
capability is informed by capabilities in the Respond Category of the Cybersecurity Framework.

5.3.4.3 Other Considerations

Note that for this scenario, prevention of the downloads before an attack happens requires
organizations to know what web servers are “known bad.” Organizations can acquire this knowledge in
two ways: through threat-sharing services and through self-information as part of the Respond Category
of the Cybersecurity Framework. The former refers to services that collect the names of malicious
domains and share them with customers. The latter refers to the addition of known-bad websites to the
denylist after they are detected as malicious through the organization’s own logs and analytics during or
after an event. This build allows protecting against attacks given this knowledge, but the knowledge
must be gained in some way first.

Another defense that can partially prevent this use case is by denylisting the sender of the phishing
email or sorting it into spam. However, as this is typically a function of the email provider and not a
separate security solution, it is out of scope for this build.

5.3.5 Database Modification via Malicious Insider

5.3.5.1 Scenario

The following scenario was simulated to test the architecture’s defense against unwanted database
modification.

A malicious insider has access to an enterprise database through a web page. The insider leverages a
vulnerability in the web page to delete a large portion of the database. Though this scenario deals with a
web vulnerability, other vulnerabilities could be used to modify the database undesirably. The build is
expected to mitigate a user’s potential impact on the database.

5.3.5.2 Resolution

This build provides two main layers of defense against this scenario: backups and Integrity baselining.

The integrity monitoring capability provides a baseline for database activity as a point of comparison
post-deletion.

The logging capability provides a baseline for events across the enterprise, including typical database
activity.

The backups capability enables backups of the entire database. In the event of a deletion, these backups
can be used to restore the database.
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5.3.5.3 Other Considerations

Creating backups of the entire database may, in some cases, be undesirable, particularly for enterprises
that heavily use the database. For these cases, we recommend built-in database backups. Microsoft
Structured Query Language databases have built-in backups that can be more granular than a full
database backup.

For many applications, though, a periodic backup of the entire database is sufficient and potentially can
be used in tandem with built-in database backups.

5.3.6 File Modification via Malicious Insider

5.3.6.1 Scenario

The following scenario was simulated to test the architecture’s defense against malicious file and backup
modification.

A malicious insider is assumed to have stolen administrator-level credentials through nontechnical
means. The insider, using these credentials, uses remote Windows PowerShell sessions to uniformly
modify employee stock information across several machines, to the insider’s benefit. This attack will also
target the enterprise's backups system, to modify all records of the previous stock information. The
aspects of the build described above are expected to mitigate the ability of the user to target and
modify enterprise data and backups. The method of securing administrator credentials will be
considered out of scope for this solution.

5.3.6.2 Resolution

The build provides several layers of defense against this use case. Because this use case specifically
targets the backups, the solution includes mechanisms for protecting and monitoring the backups.

The inventory capability is used to identify potentially sensitive information across the enterprise.

The integrity monitoring capability is used to baseline file activity, both for backups and for
organizational files.

This information is forwarded to the logging capability for analysis.

The backups capability is used to take encrypted backups of the file system, preventing targeted attacks
against information in the backups.

The secure storage capability is used to prevent write-access to the backups once taken, allowing a
guarantee of modification/deletion protection for backups stored on the disk.
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5.3.6.3 Other Considerations

A significant trade-off between memory and frequency of backups occurs when implementing a secure
storage solution for backups. As WORM space may be limited by the number of disks purchased or by a
cloud service’s limitations, it is important for organizations to consider the cost of storing all backups in
secure storage, especially for organizations that frequently take backups to reduce the loss of data.

5.3.7 Backdoor Creation via Compromised Update Server

5.3.7.1 Scenario

The following scenario was simulated to test the architecture’s defense against compromised update
servers.

An update server that services an enterprise machine is compromised and provides an update to the
enterprise machine that contains a backdoor. The update contains a vulnerable version of vsftpd,
allowing a malicious actor root access into the machine updated by the compromised server. The build is
expected to mitigate the impact of a compromised update server.

5.3.7.2 Resolution

The build provides several layers of defense against this use case. The integrity monitoring capability is
used to baseline the integrity of both files and programs, as an intrusion via compromised update server
can potentially affect both. This aids in early detection and recovery.

The backups capability is used to back up the file system, to preemptively mitigate the damage done by
the intrusion.

The denylisting capability is used to denylist the compromised update server, to prevent use of the
update server by other machines.

5.3.7.3 Other Considerations

To prevent updates through denylisting, organizations should either use their denylisting capability as a
transparent proxy or ensure that the update mechanism uses the proxy; the process for configuring this
will differ between update mechanisms. The denylisting and network protection capabilities are

especially important in the event of a breach, as these two can help prevent the spread of the intrusion.

5.3.8 New Employee

5.3.8.1 Scenario

The following scenario was simulated to test the architecture’s identification capabilities with respect to
machines and vulnerabilities.
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A new employee joins the organization and connects their machine to the network. The machine,
however, is not up-to-date on its patches and poses a security risk to the organization. The build is
expected to be able to identify the machine and its noncompliance with organizational maintenance

policy.

5.3.8.2 Resolution

The build provides several layers of defense against this use case. The inventory capability provides logs
and information about newly connected machines, including operating system, MAC address, IP
address, and date of login. It also generates logs for the logging capability to collect and use for
comparison against a baseline in the event of an incident.

The policy enforcement capability provides the ability to grant or deny network access based on the
machine’s posture—essentially, this verifies existence of security software and machine update status
before the machine is ever allowed to use the network.

Lastly, the Vulnerability Management capability detects and keeps track of vulnerabilities on the newly
discovered machine, allowing better understanding of the machine’s vulnerabilities before and after it is
allowed onto the network.

5.3.8.3 Other Considerations

Though this use case primarily targets desktops, similar considerations should be taken for enterprises
that aim to include employee-owned mobile devices. These devices should be inventoried and scanned
for relevant security posture, before being allowed to join the network.

The NCCoE is creating an overarching guide to combining the architectures of the various DI projects:
Identify and Protect, Detect and Respond, and Recover. These architectures have some commonalities,
such as integrity monitoring, as well as some potential integrations and cycles that could not be
expressed in just one of the practice guides. The different functions of the Cybersecurity Framework are
intended to prepare and inform one another, and the overarching guide addresses those issues.

The NCCoE is also considering additional data security projects that map to the Cybersecurity
Framework Core Functions of Identify, Protect, Detect, Respond, and Recover. These projects will focus
on data confidentiality—the defense of enterprise systems from attacks that would compromise the
secrecy of data.
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DI

DSP
ESM

IT
ISO/IEC

NCCoE
NIST
NIST IR
RMF
SP

TLC
TLS
uUsB
VM
vsftpd
WORM
WSA

community of interest

data integrity

Directory Services Protector
Enterprise Security Manager
Information Technology

International Organization for Standardization/International
Electrotechnical Commission
National Cybersecurity Center of Excellence

National Institute of Standards and Technology
NIST Interagency Report

Risk Management Framework

Special Publication

Tripwire Log Center

Transport Layer Security

Universal Serial Bus

Virtual Machine

Very Secure File Transfer Protocol Daemon
Write Once Read Many

Web Security Appliance
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Access Control

Architecture

Audit

Backdoor

Backup

Compromise

The process of granting or denying specific requests to: 1) obtain and use
information and related information processing services; and 2) enter specific
physical facilities (e.g., federal buildings, military establishments, border crossing
entrances)

SOURCE: Federal Information Processing Standard (FIPS) 201; CNSSI-4009

A highly structured specification of an acceptable approach within a framework
for solving a specific problem. An architecture contains descriptions of all the
components of a selected, acceptable solution while allowing certain details of
specific components to be variable to satisfy related constraints (e.g., costs, local
environment, user acceptability).

SOURCE: FIPS 201-2

Independent review and examination of records and activities to assess the
adequacy of system controls and ensure compliance with established policies and
operational procedures

SOURCE: CNSSI 4009-2015

An undocumented way of gaining access to a computer system. A backdoor is a
potential security risk.

SOURCE: National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-82 Rev. 2

A copy of files and programs made to facilitate recovery if necessary
SOURCE: NIST SP 800-34 Rev. 1

Disclosure of information to unauthorized persons, or a violation of the security
policy of a system in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object may have occurred

SOURCE: NIST SP 800-32
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Continuous Maintaining ongoing awareness to support organizational risk decisions

Monitoring
SOURCE: NIST SP 800-137

Cybersecurity Prevention of damage to, protection of, and restoration of computers, electronic
communications systems, electronic communications services, wire
communication, and electronic communication, including information contained
therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation

SOURCE: CNSSI 4009-2015 (NSPD-54/HSPD-23)

Data A subset of information in an electronic format that allows it to be retrieved or
transmitted

SOURCE: CNSSI-4009

Data Integrity The property that data has not been changed, destroyed, or lost in an
unauthorized or accidental manner

SOURCE: CNSSI-4009

Information The protection of information and information systems from unauthorized access,
Security use, disclosure, disruption, modification, or destruction in order to provide
confidentiality, integrity, and availability

SOURCE: FIPS 199 (44 U.S.C., Sec. 3542)

Information The risk to organizational operations (including mission, functions, image,

Security Risk reputation), organizational assets, individuals, other organizations, and the Nation
due to the potential for unauthorized access, use, disclosure, disruption,
modification, or destruction of information and/or information systems

SOURCE: CNSSI 4009-2015 (NIST SP 800-30 Rev. 1)

Information A discrete set of information resources organized for the collection, processing,
System maintenance, use, sharing, dissemination, or disposition of information

SOURCE: FIPS 200 (44 U.S.C., Sec. 3502)

Insider An entity inside the security perimeter that is authorized to access system
resources but uses them in a way not approved by those who granted the
authorization
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Kerberos

Log

Malware

Privacy

Risk

Risk
Assessment

Risk
Management
Framework

SOURCE: NIST SP 800-82 Rev. 2 (RFC 4949)

An authentication system developed at the Massachusetts Institute of Technology
(MIT). Kerberos is designed to enable two parties to exchange private information
across a public network.

SOURCE: NIST SP 800-47
A record of the events occurring within an organization’s systems and networks
SOURCE: NIST SP 800-92

A program that is inserted into a system, usually covertly, with the intent of
compromising the confidentiality, integrity, or availability of the victim’s data,
applications, or operating system

SOURCE: NIST SP 800-111

Assurance that the confidentiality of, and access to, certain information about an
entity is protected

SOURCE: NIST SP 800-130

The level of impact on organizational operations (including mission, functions,
image, or reputation), organizational assets, or individuals resulting from the
operation of an information system given the potential impact of a threat and the
likelihood of that threat occurring

SOURCE: FIPS 200

The process of identifying the risks to system security and determining the
probability of occurrence, the resulting impact, and additional safeguards that
would mitigate this impact. Part of Risk Management and synonymous with Risk
Analysis

SOURCE: NIST SP 800-63-2

The Risk Management Framework (RMF), presented in NIST SP 800-37, provides a
disciplined and structured process that integrates information security and risk
management activities into the system development life cycle.

SOURCE: NIST SP 800-82 Rev. 2 (NIST SP 800-37)
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Security A protection measure for a system

Control
SOURCE: NIST SP 800-123
Virtual Software that allows a single host to run one or more guest operating systems
Machine
SOURCE: NIST SP 800-115
Vulnerability Weakness in an information system, system security procedures, internal controls,

or implementation that could be exploited or triggered by a threat
source SOURCE: FIPS 200 (Adapted adapted from CNSSI 4009)
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A functional evaluation of the data integrity (DI) example implementation, as constructed in our
laboratory, was conducted to verify that it meets its objective of identifying assets and vulnerabilities
within the enterprise. Furthermore, the project aims to protect these assets prior to an attack. The
evaluation verified that the example implementation could perform the following functions:

= discover assets on the network

= discover and mitigate vulnerabilities in assets on the network
= protect data from modification prior to an attack

= provide a baseline for daily activity and asset integrity

Section D.1 describes the format and components of the functional test cases. Each functional test case
is designed to assess the capability of the example implementation to perform the functions listed
above and detailed in Section D.1.

D.1 Data Integrity Functional Test Plan

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics it was intended to support. The Cybersecurity Framework Subcategories were
used to provide structure to the security assessment by consulting the specific sections of each standard
that are cited in reference to that Subcategory. The cited sections provide validation points that the
example solution is expected to exhibit. Using the Cybersecurity Framework Subcategories as a basis for
organizing our analysis allowed us to systematically consider how well the reference design supports the
intended security characteristics.

This plan includes the test cases necessary to conduct the functional evaluation of the DI example
implementation, which is currently deployed in a lab at the National Cybersecurity Center of Excellence.
The implementation tested is described in Section 4.

Each test case consists of multiple fields that collectively identify the goal of the test, the specifics
required to implement the test, and how to assess the results of the test. Table 6-1 describes each field
in the test case.

Table 6-1 Test Case Fields

Test Case Field Description

Parent Requirement Identifies the top-level requirement or the series of top-level require-
ments leading to the testable requirement

Testable requirement Drives the definition of the remainder of the test case fields. Specifies the
capability to be evaluated.
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Test Case Field Description

Description Describes the objective of the test case

Associated Cybersecu- Lists the National Institute of Standards and Technology (NIST) Special
rity Framework Subcate- | Publication (SP) 800-53 Rev. 4 controls addressed by the test case
gories

Preconditions The starting state of the test case. Preconditions indicate various starting
state items, such as a specific capability configuration required or specific
protocol and content.

Procedure The step-by-step actions required to implement the test case. A procedure
may consist of a single sequence of steps or multiple sequences of steps
(with delineation) to indicate variations in the test procedure.

Expected results The expected results for each variation in the test procedure
Actual results The observed results
Overall result The overall result of the test as pass/fail. In some test cases, determina-

tion of the overall result may be more involved, such as determining
pass/fail based on a percentage of errors identified.

D.2 Data Integrity Use Case Requirements

Table 6-2 identifies the DI functional requirements addressed in the test plan and associated test cases.

Table 6-2 Capability Requirements

Capability Re- Parent Requirement Sub requirement 1 | Test Case

quirement (CR)
ID

CR1 The DI example imple-
mentation shall identify
and protect assets
against malware that
encrypts files and dis-
plays notice demanding
payment.

CR1l.a Vulnerability in Ac- | Data Integrity IP-1
tive Directory server
is identified.

CR1l.b User is blocked from | Data Integrity IP-1
visiting malicious
site.
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Capability Re- Parent Requirement

quirement (CR)
ID

Sub requirement 1

Test Case

CR1l.c Downloads from Data Integrity IP-1
site are blocked.
CR1d Vulnerability is Data Integrity IP-1
patched.
CR1l.e Ransomware can- Data Integrity IP-1
not send infor-
mation to home
server.
CR1.f Backups are taken. Data Integrity IP-1
CR1lg File integrity infor- Data Integrity IP-1
mation is baselined.
CR2 The DI example imple- Data Integrity IP-2
mentation shall identify
and protect assets
against malware in-
serted via Universal Se-
rial Bus (USB) that modi-
fies and deletes user
data.
CR2.a Backups are taken. Data Integrity IP-2
CR2.b File integrity infor- Data Integrity IP-2
mation is baselined.
CR3 The DI example shall Data Integrity IP-3
identify and protect vir-
tual machines against
deletion.
CR3.a Backups of virtual Data Integrity IP-3
machines are taken.
CR4 The DI example imple- Data Integrity IP-4
mentation shall identify
and protect assets
against malware re-
ceived via phishing
email.
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Capability Re- Parent Requirement

quirement (CR)
ID

Sub requirement 1

Test Case

CR4.a Downloads from the | Data Integrity IP-4
spreadsheet are
blocked.
CR4.b Backups of configu- | Data Integrity IP-4
rations are taken.
CR4.c Configuration integ- | Data Integrity IP-4
rity information is
baselined.
CR5 The DI example imple- Data Integrity IP-5
mentation shall identify
and protect the data-
base against changes
made through a web
server vulnerability in
custom code.
CR5.a Vulnerability is iden- | Data Integrity IP-5
tified.
CR5.b Vulnerability is re- Data Integrity IP-5
solved.
CR5.c Backups of database | Data Integrity IP-5
are taken.
CR5.d Database integrity Data Integrity IP-5
information is base-
lined.
CR6 The DI example imple- Data Integrity IP-6
mentation shall identify
and protect assets
against targeted modifi-
cation by malicious in-
siders with elevated
privileges.
CR6.a Backups are taken. Data Integrity IP-6
CR6.b File integrity infor- Data Integrity IP-6
mation is baselined.
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Capability Re- Parent Requirement

quirement (CR)
ID

Sub requirement 1

Test Case

CR6.c Backups are en- Data Integrity IP-6
crypted.
CR6.d Backups are stored | Data Integrity IP-6
securely.
CR7 The DI example imple- Data Integrity IP-7
mentation shall identify
and protect assets
against an intrusion via
compromised update
server.
CR7.a Downloads from Data Integrity IP-7
site are temporarily
blocked.
CR7.b Backups are taken. Data Integrity IP-7
CR7.c Program integrity Data Integrity IP-7
information is base-
lined.
CR7.d File integrity infor- Data Integrity IP-7
mation is baselined.
CR 8 The DI example imple- Data Integrity IP-8
mentation shall identify
new and unmaintained
assets on the network.
CR 8.a Machines that are Data Integrity IP-8
new to the network
are identified.
CR8.b Machines that are Data Integrity IP-8
not up-to-date are
identified.
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D.3 Test Case: Data Integrity IP-1
Table 6-3 Test Case ID: Data Integrity IP-1

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

(CR 1) The DI example implementation shall identify and protect
assets against malware that encrypts files and displays notice
demanding payment.

(CR 1.a) Vulnerability identification, (CR 1.b, 1.c, 1.e) Denylisting, (CR
1.d) Maintenance, (CR 1.f) Backups, (CR 1.g) Integrity Baselining

Show that the DI solution can identify and resolve vulnerabilities
and protect against ransomware.

ID.AM-1, ID.AM-2, ID.RA-1, ID.RA-2, ID.RA-6, DE.CM-8, PR.IP-12,
RS.MI-3, PR.IP-4, PR.DS-1, PR.DS-6, PR.PT-1, PR.MA-2

User navigates to a malicious website and clicks on an ad for a virus
cleaner. The virus cleaner is actually ransomware, which propagates
across the domain and encrypts user files.

The denylisting capability is used to prevent access to and
downloads from known malicious sites.

The inventory capability is used to identify organizational assets and
devices.

The network protection capability is used to prevent the
propagation of ransomware across the enterprise.

The vulnerability management capability is used to identify
vulnerabilities that allow malware to propagate.

The integrity monitoring and logging collect integrity information
and baseline the file system.

The backups capability is used to take backups of the file system.
The vulnerability that allows the ransomware to propagate is

identified (CR 1.a).

The user cannot access the site when it is blocked (CR 1.b).
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Actual Results

Overall Result

The user cannot download the ransomware from the site when it is
blocked (CR 1.c).

The build can identify (and possibly execute) a fix for the
vulnerability. When the fix is made, the ransomware is unable to
propagate (CR 1.d).

The ransomware is unable to communicate with its home server
when the site is blocked (CR 1.e).

The build can take backups of file systems (CR 1.f).

The build can take and log integrity baselines of file systems (CR
1.g).

Cisco WSA (denylisting) stops the user from accessing the site when
it is blocked.

Cisco ISE (inventory) is used to identify devices on the network.

Symantec DLP (inventory) is used to identify organizational data
assets on monitored machines.

CryptoniteNXT (network protection) prevents propagation of
ransomware through an allowlist of approved communications in
the enterprise.

Tripwire IP360 (vulnerability management) detects vulnerabilities
in Active Directory that allow ransomware to propagate.

Tripwire Enterprise (integrity monitoring) and ArcSight ESM
(logging) baseline critical data assets across the enterprise.

Duplicati and FileZilla (backups) create backups of organizational
data as a contingency, should ransomware be able to affect any
systems.

Pass. All requirements for this use case are met.

D.4 Test Case: Data Integrity IP-2
Table 6-4 Test Case ID: Data Integrity IP-2

Parent requirement

(CR 2) The DI example implementation shall identify and protect
assets against malware inserted via USB that modifies and deletes
user data.
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Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)

Actual Results

Overall Result

(CR 2.a) Backups, (CR 2.b) Integrity Baselining

Show that the DI solution can preemptively protect against
destructive malware.

PR.IP-4, PR.DS-1, PR.DS-6, PR.PT-1

A user inserts an unidentified USB drive into their computer. They
click on a file on the drive, which immediately destroys any files on
their machine.

Backups schedules and creates backups of the user’s documents.

The integrity monitoring capability is used to take integrity
baselines of the file system.

Logging collects logs and baselines system activity.
The build can take backups of file systems (CR 2.a).

The build can take and log integrity baselines of file systems (CR
2.b).

Duplicati and FileZilla (backups) are used to take and store backups
of the user’s documents.

Tripwire Enterprise (integrity monitoring) is used to take an
integrity baseline of the user’s file system prior to the malicious USB
drive being inserted into the computer.

ArcSight ESM (logging) takes a baseline of system activity prior to
the USB drive being inserted into the computer.

Pass. All requirements for this use case are met.

D.5 Test Case: Data Integrity IP-3

Table 6-5 Test Case ID: Data Integrity IP-3

Parent requirement

Testable requirement

Description

(CR 3) The DI example implementation shall identify and protect
virtual machines against deletion.

(CR 3.a) Backups

Show that the DI solution can preemptively protect against data
integrity events that involve virtual machines (VMs).
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Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results (pass)
Actual Results

Overall Result

PR.IP-4, PR.DS-1

A routine maintenance script contains an error that accidentally
deletes a VM.

The backups capability is used to schedule and create backups of a
VM.
The build can take backups of VMs (CR 3.a).

Duplicati and FileZilla (backups) take and store backups of VMs.

Pass. All requirements for this use case are met.

D.6 Test Case: Data Integrity IP-4
Table 6-6 Test Case ID: Data Integrity IP-4

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 4) The DI example implementation shall identify and protect
against malware received via phishing email.

(CR 4.3, CR 4.b) Denylisting, (CR 4.c) Backups, (CR 4.d) Integrity
Baselining

Show that the DI solution can identify phishing emails and protect
against configuration changes made by malicious attachments.

ID.AM-2, ID.AM-3, ID. RA-1, ID.RA-2, ID.RA-5, DE.CM-§, PR.IP-4,
PR.DS-1, PR.PT-1

The user receives a phishing email with a malicious attached
spreadsheet. The spreadsheet is downloaded and opened, causing
account changes in Active Directory.

The integrity monitoring capability is used to baseline Active
Directory activity.

This information is forwarded to the logging capability, along with
other available Active Directory information.

The backups capability is used to take backups of the Active
Directory configuration.
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Expected Results (pass)

Actual Results

Overall Result

The malicious web server is added to the denylisting capability to
prevent downloads.
The spreadsheet cannot download files (CR 4.a).

The build can take backups of configurations (CR 4.c).

The build can take and log integrity baselines of configurations (CR
4.d).

Semperis DSP (integrity monitoring) successfully baselines Active
Directory activity.

ArcSight ESM (logging) successfully logs activity from Active
Directory, including log-ons and changes.

When the external web server is added to the denylist, Cisco WSA
(denylisting) prevents the Excel sheet from downloading malicious
files.

Semperis ADFR (backups) is used to successfully take backups of the
Active Directory configuration.

Pass. All requirements for this use case are met.

D.7 Test Case: Data Integrity IP-5

Table 6-7 Test Case ID: Data Integrity IP-5

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 5) The DI example implementation shall identify and protect the
database against changes made through a web server vulnerability
in custom code.

(CR 5.c) Backups, (CR 5.d) Integrity Baselining

Show that the DI solution can protect the database against a
vulnerability in the custom code of a web server.

PR.IP-4, PR.DS-1, PR.PT-1, PR.DS-6

A vulnerability in the source code of an intranet webpage is
discovered by a malicious insider. The insider exploits this
vulnerability to delete significant portions of the database.

The backups capability is used to take backups of the database.
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Expected Results (pass)

Actual Results

Overall Result

The integrity monitoring and logging capabilities take baselines of
the database, for comparison post-modification.
The build can take backups of the database (CR 5.c).

The build can take and log integrity baselines of the database (CR
5.d).

Duplicati and FileZilla (backups) successfully backs up the database.

Tripwire Enterprise (integrity monitoring) successfully detects
changes in the database.

ArcSight ESM (logging) successfully logs changes to the database.

Pass. All requirements for this use case are met.

D.8 Test Case: Data Integrity IP-6
Table 6-8 Test Case ID: Data Integrity IP-6

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 6) The DI example implementation shall identify and protect
assets against targeted modification by malicious insiders with
elevated privileges.

(CR 6.a) Backups, (CR 6.b) Integrity Baselining, (CR 6.c) Encrypted
Backups, (CR 6.d) Secure Storage

Show that the DI solution can protect assets and backups against
targeted modification by malicious insiders.

PR.IP-4, PR.DS-1, PR.PT-1, PR.DS-6

A malicious insider attempts to modify targeted information in both
the enterprise systems and the backup systems, using elevated
credentials obtained extraneously.

The inventory capability is used to identify data assets.
The backups capability provides encrypted backups.
Secure storage prevents modification or deletion of backups.

Integrity monitoring and logging collect integrity information and
baseline the file system.
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Expected Results (pass)

Actual Results

Overall Result

The build can take backups of the file system (CR 6.a).

The build can take and log integrity baselines of the file system (CR
6.b).

Backups are encrypted (CR 6.c).

Backups are stored securely and cannot be modified or deleted (CR
6.d).

Symantec DLP (inventory) identifies critical data assets across the
enterprise.

Duplicati and FileZilla (backups) provide encrypted backups of the
file system.

GreenTec WORM(disks (secure storage) provide write-protection for
backups, preventing them from being modified or deleted.

Tripwire Enterprise (integrity monitoring) and ArcSight ESM
(logging) baseline critical data assets across the enterprise.

Pass. All requirements of this use case are met.

D.9 Test Case: Data Integrity IP-7
Table 6-9 Test Case ID: Data Integrity IP-7

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 7) The DI example implementation shall identify and protect
assets against an intrusion via compromised update server.

(CR 7.a) Denylisting, (CR 7.b) Backups, (CR 7.c, 7.d) Integrity
Baselining

Show that the DI solution can protect against compromised update
server as well as intrusion made possible by vulnerable programs.

ID.RA-1, ID.RA-2, ID.RA-5, DE.CM-8, PR.IP-12, RS.MI-3, PR.IP-4,
PR.DS-1, PR.PT-1, PR.DS-6, PR.MA-2
An external update server has been compromised, and a user

workstation attempts to update from this server.

Integrity monitoring capability is used to take baselines of the
integrity of both the programs and the file systems.

The backups capability is used to back up the file system.
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Expected Results (pass)

Actual Results

Overall Result

The denylisting capability is used to prevent communication
between the update server and the machine.

Machines cannot update from this site while it is denylisted (CR 7.a).

The build can take backups of file systems (CR 7.b).
The build can take integrity baselines of programs (CR 7.c).

The build can take integrity baselines of file systems (CR 7.d).

Tripwire Enterprise (integrity monitoring) successfully takes an
integrity baseline of both programs and files.

Duplicati and FileZilla (backups) successfully takes backups of the
file system.

Cisco WSA (denylisting) successfully prevents communication
between the update server and workstations.

Pass. All requirements for this use case are met.

D.10 Test Case: Data Integrity IP-8

Table 6-10 Test Case ID: Data Integrity IP-8

Parent requirement

Testable requirement

Description

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR 8) The DI example implementation shall identify new and
unmaintained assets on the network.

(CR 8.a) Asset Identification, (CR 8.b) Vulnerability Identification

Show that the DI solution can identify machines new to the
network, as well as unpatched machines.

ID.AM-1, ID.AM-2, ID.RA-1, ID.RA-2, ID.RA-5, DE.CM-8

A new machine with several critical patches missing is connected to
the network for the first time.

The inventory capability is used to identify various aspects about
the machine.
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Expected Results (pass)

Actual Results

Overall Result

The policy enforcement identifies the existence of security solutions

on the machine and grants/denies access to the network, based on
their presence.

The vulnerability management capability is used to scan for
vulnerabilities on the new machine.
New machine is identified on the network (CR 8.a).

New machine is identified as unmaintained, and required fixes are
identified (CR 8.b).

Cisco ISE (inventory) successfully logs information about new
connections, including the user, date, device, and network
information.

Cisco ISE (policy enforcement) successfully prevents the new
machine without 50 security software from connecting to the
network.

Tripwire IP360 (vulnerability management) successfully identifies
vulnerabilities on the new machine.

Pass. All requirements for this use case are met.
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logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special sta-
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit

https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align with relevant standards
and best practices, and provide users with the materials lists, configuration files, and other information
they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Ransomware, destructive malware, insider threats, and even honest user mistakes present ongoing
threats to organizations. Organizations’ data, such as database records, system files, configurations,
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user files, applications, and customer data, are all potential targets of data corruption, modification, and
destruction. Formulating a defense against these threats requires two things: a thorough knowledge of
the assets within the enterprise, and the protection of these assets against the threat of data corruption
and destruction. The NCCoE, in collaboration with members of the business community and vendors of
cybersecurity solutions, has built an example solution to address these data integrity challenges.

Multiple systems need to work together to identify and protect an organization’s assets against the
threat of corruption, modification, and destruction. This project explores methods to effectively identify
assets (devices, data, and applications) that may become targets of data integrity attacks, as well as the
vulnerabilities in the organization’s system that facilitate these attacks. It also explores methods to
protect these assets against data integrity attacks using backups, secure storage, integrity checking
mechanisms, audit logs, vulnerability management, maintenance, and other potential solutions.
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attack vector; asset awareness; data integrity; data protection; malicious actor; malware; ransomware
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The following volumes of this guide show information technology (IT) professionals and security
engineers how we implemented this example solution. We cover all of the products employed in this
reference design. We do not re-create the product manufacturers’ documentation, which is presumed
to be widely available. Rather, these volumes show how we incorporated the products together in our
environment.

Note: These are not comprehensive tutorials. There are many possible service and security
configurations for these products that are out of scope for this reference design.

1.1 How to Use this Guide

This National Institute of Standards and Technology (NIST) Cybersecurity Practice Guide demonstrates a
standards-based reference design and provides users with the information they need to replicate the
data integrity identify-and protect-solution. This reference design is modular and can be deployed in

whole or in part.
This guide contains three volumes:

= NIST SP 1800-25A: Executive Summary
= NIST SP 1800-25B: Approach, Architecture, and Security Characteristics — what we built and why

= NIST SP 1800-25C: How-To Guides — instructions for building the example solution (you are
here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary (NIST SP 1800-25A), which describes the following topics:

= challenges that enterprises face in identifying assets and protecting them from data integrity
events

= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in NIST SP 1800-25B, which describes what we did and why. The
following sections will be of particular interest:
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= Section 3.4.1, Assessing Risk Posture, provides a description of the risk analysis we performed.

= Section 3.4.2, Security Control Map, maps the security characteristics of this example solution
to cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-25A, with your leadership team members to help
them understand the importance of adopting standards-based data integrity solutions.

IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use this How-To portion of the guide, NIST SP 1800-25C, to replicate all or parts of the build
created in our lab. This How-To portion of the guide provides specific product installation, configuration,
and integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide
does not endorse these particular products. Your organization can adopt this solution or one that
adheres to these guidelines in whole, or you can use this guide as a starting point for tailoring and
implementing parts of a data integrity identify-and-protect solution. Your organization’s security experts
should identify the products that will best integrate with your existing tools and IT system
infrastructure. We hope that you will seek products that are congruent with applicable standards and
best practices. Section 3.5 of Volume B, Technologies, lists the products we used and maps them to the
cybersecurity controls provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to ds-

nccoe@nist.gov.

1.2 Build Overview

The National Cybersecurity Center of Excellence (NCCoE) built a hybrid virtual-physical laboratory
environment to explore methods to effectively identify assets and protect them against a data
corruption event in various IT enterprise environments. The NCCoE also explored identifying
vulnerabilities in advance of an incident. The servers in the virtual environment were built to the
hardware specifications of their specific software components.
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The NCCoE worked with members of the Data Integrity Community of Interest to develop a diverse but
noncomprehensive set of use case scenarios against which to test the reference implementation. These
are detailed in Volume B, Section 5.2. For a detailed description of our architecture, see Volume B,
Section 4.

Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example
Italics file names and pathnames; For language use and style guidance,
references to documents see the NCCoE Style Guide.

that are not hyperlinks; new
terms; and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons, and
fields

Monospace command-line input, on- mkdir

screen computer output,
sample code examples, and
status codes

Monospace Bold command-line user input service sshd start
contrasted with computer
output
blue text link to other parts of the All publications from NIST’s NCCoE
document, a web URL, or an | are available at
email address https://nccoe.nist.gov.
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2 Product Installation Guides

This section of the practice guide contains detailed instructions for installing and configuring all of the
products used to build an instance of the example solution.

2.1 Active Directory and Domain Name System (DNS Server)

As part of our enterprise emulation, we included an Active Directory server that doubles as a DNS
server. This section covers the installation and configuration process used to set up Active Directory and
DNS on a Windows Server 2012 R2 machine.

2.1.1 Installing Features

1. Open Server Manager.

Server Manager * D

WELCOME TO SERVER MANAGER

@ configure this local server

B§ fite and Storage Services P
CHACK START

‘wrﬁm\u

! FEARN MORE
ROLES AND SERVER GROUPS

K File and Storage
Sefvices

(T Manageaniity (T} Manageasility (D Manageatiity
Events | B
Pertormance services Seraces
BPA results Performans e Ferformance

8P reawlts £PA remwilts

2. Click the link Add roles and features.
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Before you begin

Installation Type

Server Selaction

DESTINATION SERVER
WIN-RMHOZISELND

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous | | Nes = | | Install || Cancel

3. Click Next.

4. Select Role-based or feature-based installation.
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DESTINATION SERVER

Select installation ‘[ype WIN-RMHOZISELNO

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | [ Nwt> | | Instal | [ Cancel

5. Click Next.
6. Select Select a server from the server pool.
7. Select the intended Active Directory server.
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DESTINATION SERVER

Select destination server AD.DNS

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®); Select a server from the server pool

) Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

AD-DNS L Microsoft Wind

1 Computerl(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ﬂe_ﬂL> | Install | | Cancel

8. Click Next.
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Select server roles

Before You Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

DESTIMATION SERVER
AD-DNS

Roles Description
. : 7 5 ~ Active Directory Domain Services
[ Active Drectury Cerllfla Services — (AD DS} stores information about
Dir nain Serv objects on the network and makes
Active Directory Federation Services this information available to users
[] Active Directory Lightweight Directory Services anc o fk administraioe: #D D3
uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted
[] Application Server s resources anywhere on the network
[] DHCP Server through a single logon process.
[] DMNS Server
[ Fax Server
> [®] File and Storage Services (1 of 12 installed)
[ Hyper-V
[] Network Policy and Access Services -
[] Print and Document Services
[ Remaote Access
[[] Remote Desktop Services —
v
| < Previous | | Mext = | | Install | | Cancel

9. Check the box next to Active Directory Domain Services.
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Add Roles and Features Wizard = IEl

WI

DESTINATION SERVER

Select server roffig

AD-DNS
— W,
Add features that are required for Active Directory
i i 74
Domain Services? =
You cannot install Active Directory Domain Services unless the irechory_r Domﬂif_l Services
following role services or features are also installed. stores information about
bn the network and makes
[Tacls] Group Policy Management ation available to users

ork administrators. AD DS

ain controllers to give
4 Role Administration Tools users access to permitted

4 AD DS and AD LDS Tools = al_'l]rwhere on the network
Active Directory module for Windows PowerShell asingle logon/process.

4 AD DS Tools

4 Remote Server Administration Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

|MdFeat{\sH Cancel ‘

| < Previous | | Next > | | Install | | Cancel

10. Click Add Features.
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Select server roles ASiois

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
SEnEL kelion [ Active Directory Certificate Services (4] f:;“;;;’;f;"{n?;’::;;e;‘:ﬁ
e Directory Domain Services| objects on the network and makes
Features [] Active Directory Federation Services this information available to users
AD DS [] Active Directory Lightweight Directory Services and ”e“’“’fk Al P‘D s
uses domain controllers to give
Confirmation [ Active Directory Rights Management Services network users access to permitted
[] Application Server s TEsOUrces al_'l)rwhere on the network
] DHCP Server through a single logon process.
[] DNS Server
[] Fax Server
p [® File and Storage Services (1 of 12 installed)
O Hyper-v
[] Network Policy and Access Services ]
[ Print and Document Services
[] Remote Mccess
[J Remote Desktop Services ]

< Brevious | [ Next | install | [ Cancel

11. Click Next.
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Select features

Before You Begin
Installaticn Type

Server Selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

[ [H] .MET Framewark 4.5 Features (2 of 7 installed)

P O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[ BranchCache
[] Client for NFS
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[1 115 Hostable Web Core
[ Ink and Handwriting Services

—ag = =

| >

<] " |

DESTIMATION SERVER
AD-DNS

Description

.MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous ﬂ% = | Install

| [ cancel

12. Click Next.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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Before You Begin
Installation Type
Server Selection

Server Roles

Features

Confirmation

DESTINATION SERVER

Active Directory Domain Services AD-DNS

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications

such as Microsoft Exchange Server and for other Wind Server technologies such as Group Policy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

install | [ Cancel

13. Click Next.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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DESTINATION SERVER

Confirm installation selections ADioiiE

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installation Type [] Restart the destination server automatically if required
server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
SERELRDS their check boxes.
Features
AD DS Active Directory Domain Services

Group Policy Management

Remaote Server Administration Tools
Reole Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<Previous || Nea> | [ pinstall | [ cancel

14. Click Install.
15. Wait for the installation to complete.
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DESTINATION SERVER

Installation progress ap-0ns

View installation progress

o Feature installation
N
Configuration required. Installation succeeded on AD-DNS.

Active Directory Domain Services A
Additional steps are required to make this machine a domain controller.
Promaote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools =
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center | |
AD DS Snap-Ins and Command-Line Tools | v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | fﬂose | | Cancel

16. Click Close.
[

A Post-deplaymens Configura_ |

e R —

Canfiquestion required far Active Directoey Daain
: “"’m' . Services at AD-DNS t
: ::am o Configure this local server Proee s g 1. domi conils
) Festure instaliation

BB Filo and Storage Services b (et PMETTR

ation requied Inctallation succeeded an

AD-ONS.

ekl Rises anet Faaturet

4 Task Datade
ol o Hde
ROLES AND SERVER GROUPS
Roles2 | Servergroups: 1 | Servers totat 1
Fite and Storage
AD 1 1
il b3 R Services
@ manageability (D Manageatility | @ manageabitity (D Mansgeavility
Events Events | B [
Seracts Performance Senicns Services
Porfarmance: BEA resailts Performance: Pestormance
BPA results BPA results B results

2017 235 PM

17. Click Promote this server to a domain controller.
18. Select Add a new forest.
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19. Enter a Root domain name.

Deployment Configuration

iguration

Select the deployment cperation
Domain Centroller Options

) Add a domain controller to an existing domain
Additional Options

) Add a new domain to an existing forest

Paths ® Add a new forest

Review Cptions 2 2z : ¢ _
Specify the domain information for this operation

Prereguisitas Check

Root domain name: | DI.IPDd

More about deployment configurations

TARGET SERVER
AD-DNS

< Previous MNext i | Install

| | Cancel

20. Click Next.

21. Select Windows Server 2012 R2 for Forest functional level and Domain functional level.

22. Check the box next to Domain Name System (DNS) server.
23. Enter a password.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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< Previous ﬂm

- - TARGET SERVER
Domain Controller Options it
Deployment Configuration | . -
| Select functional level of the new forest and root domain
DNS Options Forest functional level: | Windows Server 2012 R2 | = |
Additional Cptions Domain functional level: | Windows Server 2012 R2 | - |
Paths S 2 .
pecify domain controller capabilities
BeVEWOpon: Domain Name System (DNS) server
Prereguisites Chack Global Catalog (GC)
[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: sssssssssssssse
Confirm password: -|
More about domain controller options
[ nstall | [ cancel

24. Click Next.

DNS Options

Deployment Configuration | = _ :
Specify DNS delegation options

Domain Controller Options | x
| [ Create DNS delegation

Additional Cptions
Paths

Review Cptions

Prareguisites Chack

More about DNS delegation

TARGET SERVER
AD-DNS
<Brevious | [ Nep> | | instal || Cancel

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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25. Click Next.

26. Ve

rify the domain name.

TARGET SERVER

Additional Options AD-DNS

Deployment Configuration . - s g
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options

DN5 Options

The NetBIOS domain name: [o]]

Paths
Review Cptions

Prereguisites Chack

< Previous ﬂﬂ) | Install | | Cancel

27. Click Next.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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Paths

Deployment Configuration

Domain Controller Options
DNS Options
Additional Cptions

Review Cptions

Prereguisitas Chack

TARGET SERVER
AD-DNS

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CAWindows\NTDS [-]
Log files folder: CAWindows\NTDS =]
SYSVOL folder: CAWindows\SYSVOL [-]
More about Active Directory paths

< Previous | | M S | | Install | | Cancel

28. Click Next.

Review Options

Deployment Configuration

Domain Controller Options
DNS Options

Additional Options

Paths

Prereguisites Chack

TARGET SERVER
AD-DNS
Review your selections:
Configure this server as the first Active Directory domain controller in a new forest. E
The new domain name is "DLIPDR". This is also the name of the new forest.
The NetBIOS name of the demain: DI =
Forest Functional Level: Windows Server 2012 R2
Domain Functional Level: Windows Server 2012 R2 | |
Additional Options:
Global catalog: Yes
DNS Server: Yes
Create DNS Delegation: No z

These settings can be exported to a Windows PowerShell script to
additional installations

View script

More about installation options

< Previous || Nef = | | Install || Cancel

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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29. Click Next.

o TARGET SERVER
Prerequisites Check AD-DNS
| ® Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare x

Deployment Configuration e . _ ’ - T .
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions | computer

DNS Options
Additional Cptions
Paths ~ View results
Review Cptions A Windows Server 2012 R2 domain controllers have a default for the security setting [~]

named "Allow cryptography algerithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

A This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network |
adapter, both IPv4 and |Pv6 static IP addresses should be assigned to both IPv4 and
IPvG Properties of the physical network adapter. Such static IP address(es) assignment |
should be done to all the physical network adapters for reliable Domain Name System v

A If you dlick Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous | | Newt> | [ mal ][ Cancel

30. Click Install.
31. Wait for the installation to complete.
32. The server automatically reboots.

2.1.2 Creating a Certificate Authority

1. Open Server Manager.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

19



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

WELCOME TO SERVER MANAGER

B Local Server

WE AN Servers

W apos

& o

BR Fie and Storage Services b

carvers o manage

4 Create a server group

ROLES AND SERVER GROUPS
Roder:1 | Server groupe 1 | Servers tatak 1
File and Storag
i@ apDs 1) & oDns | 1, Bdedois sl m
(@ manageaniliy | | @ wmanageabany @ Manageatility (@ Manageabiity
Events Events tvents | S
Services Senvices Services Services
Performance Performance Pectormance Performance
BPA results BPA resubts P results BPA rosults

(@ Mansgestiity
- ]

2. Click Add roles and features.

DESTIMATION SERVER

Before you begin AD-DNS.DLIPDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous | i

Install | | Cancel

3. Click Next.
4. Select Role-based or feature-based installation.
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. . DESTINATION SERVER
Select installation type AD-DNS D119DR
Before You Begin Seied. the installation .type..\"ou can 'msfzil roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
Server Selection (® Role-based or feature-based installation )
Configure a single server by adding roles, role services, and features.
Server Roles
B Dhecl 2o
Features o 5 P.Ses 3 % . -
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
Nesiy [ instan || cancel
Click Next.

Select Select a server from the server pool.

Select the intended Active Directory server.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events
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DESTIMATION SERVER

Select destination server AD-DNS.DLIPDR

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
MName IP Address Operating System

AD-DNS.DLIPDR 92, /! i erver 2012

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | [ Nedy | | nstal || Cancel

8. Click Next.

DESTIMATION SERVER
Select server roles AD-DNS DL1PDR
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection | Active Directory Certificate Services
(AD C5) is used to create
Active Directory Domain Services (Installed) certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[] Active Directory Lightweight Directory Services ::::;2:::,;:?3:5 ==t
[] Active Directory Rights Management Services
[] Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
 [H] File and Storage Services (2 of 12 installed)
[] Hyper-v
[] Network Plicy and Access Services N
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services ol
| < Previous | | Next > | | Install | | Cancel

9. Check the box next to Active Directory Certificate Services.
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Add Roles and Features Wizard =8| %

ﬂl

DESTINATIOM SERVER

Select server rofie

AD-DNS.DLIPDR
X

Add features that are required for Active Directory

Certificate Services? i
The following tools are required to manage this feature, but do not irmow Certificate Services
have to be installed on the same server. is used to create

ion authorities and related
4 Remote Server Administration Tools ices that allow you to issue

age certificates used in a

4 Role Administration Tools :
f applications.

4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

|dens|| Cancel |

| < Previous | | Next > | | Install | | Cancel

10. Click Add Features.

DESTINATION SERVER
Select server roles AD-DNSDLEDR
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection A Active Directory Certificate Services
e ——————___ - (AD C5) is used to create
v| Active Directory Domain Services (Installed) certification authoritiss and related
izl [] Active Directory Federation Services role services that allow you to issue
ADCS [] Active Directory Lightweight Directory Services anc_l g ct_Ertiflcates etine
variety of applications.
Rolz Services [] Active Directory Rights Management Services
Confirmation [ Application Server =
[] DHCP Server
DNS Server (Installed)
[] Fax Server
b [®] File and Storage Services (2 of 12 installed)
[ Hyper-v
[[] Network Policy and Access Services N
[] Print and Dacument Services
[] Remote Access
[] Remote Desktop Services -
< Previous | ‘ Mext | Install | | Cancel
2

11. Click Next.
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Select features

Before You Begin
Installation Type

Server Selection

Server Roles

ADCS
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

LNET Framew

[ [H] .NET Framework 4.5 Features (2 of 7 installed)
[ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ Bitlocker Network Unlock

[] BranchCache

[ Client for NFS

[] Data Center Bridging

[ Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management (Installed)

[] 115 Hostable Web Core
[] Ink and Handwriting Services

| >

W

< [ |

Bl

DESTIMATIOM SERVER
AD-DNS.DLIPDR

Deseription

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

[ st | [ cancel

[ <previous | | uemkj

12. Click Next.

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Role Services

Confirmation

Active Directory Certificate Services

DESTIMATIOM SERVER
AD-DMS.DLIPDR

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file systemn (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more

infarmation, see certification authority naming.

< Previous | | ﬂeﬂ‘th [ st || cancel

13. Click Next.
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14. Check the box next to Certification Authority.

Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
ADCS

Confirmation

DESTINATIOM SERVER
AD-DMS.DUPDR

Select the role services to install for Active Directory Certificate Services

Role services

ty

[] Certificate Enrollment Policy Web Service
[] Certificate Enrallment Web Service

[] Certification Autharity Web Enrollment
[] Metwork Device Enroliment Service

[] Online Responder

Description
Certification Authority (CA) is used
to issue and manage certificates.

Multiple CAs can be linked to form a
public key infrastructure.

< Previous ﬂ% S | Install | | Cancel

15. Click Next.

Before You Begin
Installation Type
Server Selection
Server Roles
Features

ADCS

Role Services

Confirm installation selections

DESTINATIOM SERVER
AD-DNS.DLIPDR

To install the following rales, role services, or features on selected server, click Install.

Optional f

(such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these opticnal features, click Previous to clear

their check boxes.

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

< Previous | | Mext =

[ |mtaL\\§J| Cancel
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16. Click Install.

17. Wait for the installation to complete.

Installation progress

DESTIMATION SERVER
AD-DNS.DLIPDR

View installation progress

o Feature installation

0 ——
Configuration required. Installation succeeded on AD-DNS.DIIPDR.

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the destination
server

Configure Active Directory Certificate Services on the destination server
Certification Authority

Remote Server Administration Tools

Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext > i | CIos{\ | | Cancel

18. Click Close.
2.

WELCOME TO SERVER MANAGER

B Local Server
W8 Al Servers
o oancs

i aDos QUICK START

& oS [

W file and Storage Services B

0 Configure this local server Sontuse fcue Dysgipry Cenficale Servions eo -
J 1
) Festure instatation
 ————
2 Add roles and features

recl. installation sueceeded an

Ca
AD-DNSDUSDR,
Acld Rales sndd Features

4 Cr Server group Task Details

L 8
ROLES AND SERVER GROUPS
Ralewc 4 | Server groups 1 | Servers totak 1
File and Sterage
"8 socs 1 # aops 1 & ONS 1 g i
@ Manageability @ Manageakility @ Manageability @ Manageaability
Events Events Events Events
Services Sernces Sernces Services
Performance Performance Performance Performance
BPA results BPA results BEA results BPA results.
(@ Manageability @ Manageability
- . [ ]
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19. Click Configure Active Directory Certificate Services on the destination server.

Credentials

Role Services

DESTINATION SERVER
AD-DNS.DLIPDR

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:
* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
Enterprise certification authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
MNetwork Device Enrollment Service

Credentials: D\Administrator

More about AD CS Server Roles

< Previous | | MNext = | | LConfigure | | Cancel

20. Click Next.

21. Check the box next to Certification Authority.
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Role Services

Credentizls

Setup Type
CA Type
Private Key
Cryptography
CA MName
Velidity Period
Certificate Database

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Select Role Services to configure

Certification Authority

[[] Certification Authority Web Enrollment
[] Online Responder

[[] Metwork Device Enrcliment Service

[[] Certificate Enrollment Web Service

[[] Certificate Enroliment Policy Web Service

Maore about AD CS Server Roles

< Previous | | ﬂé{}) l | Configure | | Canoel

22. Click Next.
23. Select Enterprise CA.
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Setup Type

Credentials

Raole Services

CA Type

Privata Key
Cryptography
CA Mame
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Spedify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

@ Erferprize CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

More about Setup Type

< Previous Nepeg = Configure Cancel

24. Click Next.
25. Select Root CA.

CA Type

Cradentials

Role Services

Setup Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the type of the CA

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

@ Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type

< Previous | | ﬂeﬁdv | Lonfigure | | Cancel

26. Click Next.
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27. Select Create a new private key.

Private Key

Credentials

Role Services

Setup Type
CA Type

Cryptography

CA Name

Validity Period
Certificate Database

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

(®) Create a new private key

Use this option if you do not have a private key or want to create a new private key.

() Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
() Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Previous | | ﬂeﬂdw | Lonfigure | | Cancel

28. Click Next.

29. Select RSA#Microsoft Software Key Storage Provider.
30. Set the Key length to 2048.
31. Select SHA512 from the list.
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Cradentials
Role Services
Setup Type
CA Type

Private Key

CA Name
Validity Pericd
Certificate Databaze

Confirmation

DESTINATION SERVER

Cryptography for CA AD-DNS.DLIPDR

Specify the cryptographic options

Select a cryptographic provider: Key length:
[ Rsa#Microsoft Software Key Storage Provider [~][2048 [-]

Select the hash algorithm for signing certificates issued by this CA:

SHA256 ~|
SHA384 =
[SHA512 i
SHA1

M5 hdl |

[ Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous | | ﬂﬁ)- | | Configure | | Cancel

32. Click Next.

CA Name

Credantials
Role Servicas
Setup Type
CA Type

Private Key

Cryptography

Validity Period
Certificate Databasze

Confirmation

DESTINATION SERVER
AD-DNS.DLIPDR

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

DI-AD-DMNS-CA

Distinguished name suffix:
DC=DI,DC=IPDR

Preview of distinguished name:
CN=DI-AD-DNS-CA,DC=DI,DC=IPDR

More about CA Name

< Previous ﬂ$> | LConfigure | | Cancel
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33. Click Next.
34. Set the time to 5 years.

DESTINATION SERVER

Validity Period AD-DNS.DLIPDR
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):

caTyRe 5 Yeas  [°]

CA expiration Date: 11/6/2022 3:19:00 PM

Private Key
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA MName certificates it will issue,

Certificate Databaze

Confirmation

More about Validity Period

< Previous | | ﬂe:% | | LConfigure | | Cancel

35. Click Next.
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DESTINATION SERVER

CA Database AD-DNS.DLIPDR
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type CAWindows'systern32\Certlog
RvAtekey Certificate database log location:
Cryptography CAWindows\system32\Certlog
CA Name
Validity Period
Confirmation
| More about CA Database
[<Brevious | [ Mrt> | | Configue || Cancel ]
36. Click Next.

DESTINATION SERVER

Confirmation AD-DNS.DLIPDR
Cradentials To configure the following roles, role services, or features, click Configure.
Role Services ~ Active Directory Certificate Services
Setup Type
Certification Authority
CA Type 3
CAType: Enterprise Root
Evate key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAS1Z
CA MName Key Length: 2048
validity Pariod Allow Administrator Interaction: Disabled
Certificate Validity Period: 11/6/2022 3:19:00 PM

Certificate Database

Distinguished Name: CN=DI-AD-DNS-CA DC=DI.DC=IPDR
Certificate Database Location:  C:\Windows\system32\Certlog
Certificate Database Log C\Windows\system32\Certlog
Location:
< Previous || Next > | | Qonﬁgure || Cancel

37. Click Configure.
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Results

DESTINATION SERVER

AD-DNS.DLIPDR
The following roles, role services, or features were configured:
»~ Active Directory Certificate Services
Certification Authority o Configuration succeeded
More about CA Configuration
< Previous | | Next > | | Clt?a | | Cancel

38. Click Close.

2.1.3 Configure Account to Add Computers to Domain

1. Open the Start menu.

2. Enter dsa.msc and run the program.
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Windows
Peraerehell

A

e=

Controd Panel

3. Right-click on Users in the left panel.

] Active Directory Users and Computers
File Action View Help

|2 {8 XEc=z HE taarda

: Active Directory Users and Com|| Name Type Description

I ] Saved Queries _aJ- Administrator  User Built-in account for ad...

4 3 DLIPDR BIFJAllowed RO.. Security Group... Members in this group c...
4 - Builtin 42 Cert Publish... Security Group... Members of this group ...
b Computers 82, Cloneable D... Security Group... Members of this group t...
F al Domain Controllers 52, Denied ROD... Security Group... Members in this group c...
b = FDreignSecurit;,.rPrincipall ia_,DnsAdmins Security Group... DNS Administrators Gro...
- || Managed Service Accour

52, DnsUpdateP... Security Group... DNS clients who are per...
= L&ers 52, Domain Ad... Security Group... Designated administrato...
52, Domain Co...  Security Group...  All workstations and ser...
82, Domain Con... Security Group... All domain controllers ...
42 Domain Gue... Security Group... All domain guests

2, Domain Users  Security Group... Al domain users
Sla‘EnterpriseA... Security Group... Designated administrato...
82, Enterprise R...  Security Group... Members of this group ...
:’EGroup Polic... Security Group... Members in this group c...
!. Guest User Built-in account for gue...
52, Protected Us... Security Group... Members of this group ..
52, RAS and IAS ... Security Group... Servers in this group can...
42 Read-only D... Security Group... Members of this group ...
2 Schema Ad... Security Group... Designated administrato...
< m 5 ||| %, WinRMRem... Security Group... Members of this group ...

4. Click Delegate Control.
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- Welcome to the Delegation of
A i
~ Control Wizard
B
B
This wizard helps you delegate control of Active Directory
objects. You can grant users pemmission to manage Users,

groups, computers, organizational units, and other objects
stared in Active Directory Domain Services.

To cortinue, click Mext.

5. Click Next.

Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

6. Click Add to select users or groups.
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7. Add users or groups.
Delegation of Control Wizard | x|

Select this object type:
|Users, Groups, or Built-in security principals

From this location:
|DI.IF‘DF{

Enter the object names to select (2amples):
Domain Admins

<Back | MNed> || Gamed | | Heb
8. Click OK.
Users or Groups
Select one or maore users or groups to whom you want to delegate control.
Selected users and groups:
52, Domain Adming (DI'\Domain Admins)
<Back | MNet> || Cancel | | Heb
i
9. Click Next.
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10. Choose Create a custom task to delegate.
Delegation of Control Wizard =N
Tasks to Delegate T&
3

You can select common tasks or customize your own. l’

() Delegate the following common tasks:

[] Create, delete, and manage user accounts -
] Reset user passwords and force password change at next logon
[ Read all user information

] Create, delete and manage groups

[ Modify the membership of a group

] Create, delete, and manage inetOrgPerson accounts

[ | Reset inetOraPerson passwords and force password change at next Ic
<| m | >

(® Creste a custom task to delegate;

<Back | [l'w¢> | | Cancel | | Hebp

11. Click Next.

12. Choose Only the following objects in the folder.

13. Check the box next to Computer objects.

14. Check the box next to Create selected objects in this folder.
15. Check the box next to Delete selected objects in this folder.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

38



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder
(#) Onty the following objects in the folder:

[] account objects
[] aC5Resourcelimits objects

[7] applicationVersion ohjects
[[] boctable Device objects

[] cerficationAuthority objects
[+] Computer object

— - e

[#] Create selected objects in this folder
[l ielete selected obiects in this folden

16. Click Next.
17. Check the boxes next to Reset password, Read and write account restrictions, Validated write
to DNS host name, and Validated write to service principal name.
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Permissions
Select the permissions you want to delegate.

Show these pemissions:
[w] General
[ | Property-specific
[ Creation/deletion of specific child objects
Permizsions:
[] Receive as Z_
[+] Read and write account restrictions
[] Fead and wite personal information
[] Read and write public information E
[+] Validated write to DMS host name |
Validated write to service principal name ™
18. Click Next.
Completing the Delegation of
Control Wizard
You have successfully completed the Delegation of Caontrol
wizard.
‘You chose to delegate control of objects ]
in the following Active Directory folder: ]
DLIPDR/Users =
The groups, users, or computers to which you
have given control are: —
Domain Admins (D1Domain Admins)
They have the following pemissions: ||
W
To close this wizard, click Finish.
<Back | | Hep

19. Click Finish.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

40



'SZ-OOS'['dS'_LS|N/SZOQ'0'[/3J0'!0p//2$d11l.{ ‘wouy BSJEL{D JO 994} a|qe|leAe s| uoue:)uqnd SIYyL

2.1.4 Adding Machines to the Domain

1. Right-click the network icon in the task bar on a computer that you wish to add to the domain.

2. Click Open Network and Sharing Center.

?]

T | & » Control Panel » Networkand Intemet » Network and Sharing Center v C,| | Search Control Panel
Coik v e View your basic network information and set up connections
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: « Ethemetd
Change your networking settings
Set up a new connection or netwark
" Setup a broadband, dial-up, or VPN connection; o set up a router or access point.
Troubleshoot problems
Diag and repair rk probl or get troubleshooting infi i
See also
Internet Options
Windows Firewall

3. Click the name of the internet adapter.
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IPv4 Connectivity: Internet

IPvi Connectivity: No Internet acoess
Media State: Enabled
Duration: 02:16:05
Speed: 1.0 Gbps

Bytes: 3,043,324 | 2,073,372

| “Properties | | “ypisable || oiagnose |

4. Click Properties.

Networking

Connectusing:
# Intel{R) 82574L Gigabit Network Connection

This connection uses the follawing items:

i & Client for Microsoft Networks

¥ 8L File and Prnter Sharing for Microsoft Networks

¥ 8l oS Packet Scheduler

[ wa Microsoht Network Adapter Multiplexor Pratocal

i .4 Link-Layer Topology Discovery Mapper |fO Driver
™ & Link-Layer Topology Discovery Responder

¥ i Internet Protocol Version 6 (TCP/IPvE)

Description
Transmission Control Protocelfintemet Protocol. The default wide
area network protocol that provides communication across
diverse inferconnected networks.

[ ok [[ comca |

5. Double-click Internet Protocol Version 4 (TCP/IPv4).
6. Select Use the following DNS server addresses.
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7. Enter the IP address of the DNS server.

General mwmi

You can get IP settings assigned automatically If your network
suppaorts this capability. Otherwise, you need to ask your network
administrator for the appropriate IF settings.

(@) Obtain an IP address automatically
(7} Uee the following TP address:

() Obtain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server: 192 .168 . 78 . 4
e I B

it snsese

o« [[ omem |

8. Click OK.
9. Click OK.

Connection
P4 Connectivity: Tnternet
IPv6 Connectivity: No Intermet access
Media State: Enabled
Duration: 02:30:01
Speed: 1.0 Gbps

Bytes: 3,043,845 I 2,074,110

| S Froertes | | yosable || oiagrose |

10. Click Close.
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11. Navigate to This PC.

Computer  View v @
+ [ » ThispC » v @] [ Search This e 2]
% Favorites 4 Folders (6)
W Desktop
ls Downloads Desktop )1 Documents
2 Recent places

W This PC h Downloads b Music
& Network \h Pictines i

4 Devices and drives (3)

g LoD
y Floppy Disk Drive (A) o~ m

71.0 GB free of 79.6 GB
DVD Drive (D)
IR2_555_X64FREV_EN-US_DV5

0 bytes free of 4.16 GB

r

9 items 3=

12. Right-click in the window and click Properties.

+ |ﬂ » Control Panel » System and Security » System v 0‘ ‘ Search Control Panel 2 |

Control Panel Home " o .
SIS View basic information about your computer

9 Device Manager Windows edition
@ eiriote séogs Windows Server 2012 R2 Standard
% Advanced system settings © 2013 Microsott Corporation. All rights reserved. .Windows Server2012R2
System
Processor: Intel(R) Xeon(R) CPU E5-2660 0 @ 220GHz 2.20 GHz
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System, x64-based processar
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: REMOTEDESKTOP1 & Change settings
Full computer name: REMOTEDESKTOP1
Computer description:
Workgroup: WORKGROUP
Windows activation
Windows is not activated. Read the Microsoft Software License Terms
Product ID: 00252-70000-00000-AA535 Activate Windows
See also
Action Center
Windows Update

13. Click Change Settings.
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ComputerName |Hardware | Advanced | Remote |
" Windows uses the following inft ion 1o identify your computer on
the network.

Computer dascriplion: i|
For example: "IS Production Server” or "Accounting
Server’.

Full computer name: REMOTEDESKTOP1

Workgroup: WORKGROUP

To this puter or change its domain or 'Dhitm

workgroup. click Change. =

ok || cameat || Apoy |

14. Click Change.
15. Select Domain.
16. Enter the domain.

You can change the name and the membership of this computer.
Changes might affect access lo network resources.

Compuler name.
REMOTEDESKTOP1 |

Full computer name.
REMOTEDESKTOP1

Member of
(@) Domain:
|mu=DR |

() Waorkgroup:
|WORKGROUP |

17. Click OK.
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18. Enter the username and password of an account with privileges to add computers to the

domain.

Computer Name/Domain Changes
Enter the name and password of an account with permission to join the
domain.
| DihAdministrator I
I I l BRSNS NNRORRBES I
Domain: DI
| ok || Cancel
19. Click OK.

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

20. Click OK when prompted to restart the computer.

2.1.5 Configure Active Directory to Audit Account Activity

1. Open the Start menu.
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Conired Panel

Search

Security Policy

2. Enter “Local Security Policy” in the search bar and open the program.

3. Navigate to Local Policies > Audit Policy.

4. Right-click Audit account management.

3

File

e

Action  View Help

Local Security Policy

_I:I-

4

A

-

I
I

4

T Security Settings

4 Account Policies

4 Local Policies

I [ Audit Policy

I+ & User Rights Assignment

I 4 Security Options

~| Windows Firewall with Advanced Seci
| Metwork List Manager Policies

| Public Key Policies

~| Software Restriction Policies

| Application Control Policies

[ .g IP Security Policies on Local Compute

|| Advanced Audit Policy Configuration

m >

-

Policy
| Audit account logon events
4| Audit accountgnanagement
| Audit directory Service access
| Audit logon events
| Audit object access
| Audit policy change
| Audit privilege use
| Audit process tracking
| Audit system events

Security Setting
Me auditing
Ne auditing
Mo auditing
Mo auditing
Mo auditing
MNe auditing
Mo auditing
Mo auditing
Mo auditing
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5. Click Properties.
6. Check the boxes next to Success and Failure.

Local Securty Setting | Explain

Audit account management

Audit these attempts:
[w] Success

[v] Failure

& This setting might not be erforced if other policy is configured to
£=%  pvemde category level audit policy.
For mare information, see Audit account management. (3921468)

0K Cancel Apply
ok ) [caes | [owr |

7. Click OK.

2.1.6 Configure Reverse Lookup Zones

1. Open DNS Manager by right-clicking the DNS server in Server Manager.
2. Click Reverse Lookup Zones.
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4 5 AD-DNS.DLIPDR
b (] Forward Lookup Zones

| Reverse Looku{ Zonss|
b ] Trust Points
b [ Conditional Forwarders
v |[ Global Logs

File Action ew Help
= smcBm §ES
£ Dns

@ Add a New Zone

The Domain Name System (DNS) allows a DNS namespace to be divided inte zones, Each zone stores
i ion about one or more conti DNS domains.

To add 3 new zone, on the Action menu, click New Zone.

3. Click Action > New Zone.

i

- Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
SErver,

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, dick Next.

4. Click Next.
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Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(#®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.,

() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[ Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

5. Click Next.

Active Directory Zone Replication Scope
‘fou can select how you want DMS data replicated throughout your network.

Select how you want zone data replicated:
() To all DNS servers running on domain controllers in this forest: DI.IPDR

(® To all DNS servers running on domain controllers in this domain: DI IPDR.

() To all domain controllers in this domain (for Windows 2000 compatibility): DL IPDR

() T all domain controllers spedified in the scope of this directory partition:

6. Click Next.
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(@) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

7. Click Next.
8. Enter the first three parts of the IP address of the Active Directory (AD)/DNS server (for
example, 192.168.1).

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(® Network ID:

|192 IR

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and netweork ID 10,0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
| 1.168. 192.in-addr.arpa

9. Click Next.
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Dynamic Update
‘fou can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates %
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security wulnerability because updates can be
accepted from untrusted sources.
() Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records maniually.

<Back || Next> | [ concel |

10. Click Next.

Completing the New Zone Wizard

‘You hawve successfully completed the Mew Zone Wizard. You
spedified the following settings:

Mame:  1.168.192.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Fmii.

11. Click Finish.
12. Click on the newly created reverse lookup zone.
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File Action View Help

e« rnEEczBE § 88

£ DNS Name Type Data Timestamp
4 | AD-DNS.DIIPDR 5 (same as parent folder) Start of Authority (SOA)  [1], ad-dns.di.ipdr, hostm... ~static
I+ [ Ferward Lockup Zones || ] (same as parent folder) Name Server (NS} ad-dns.diipdr. static

4[] Reverse Lookup Zones
(2] 1.168.192.in-addr.arp|

> | Trust Points

b [ Conditional Forwarders [%

b Global Logs

| < n >

13. Right-click in the window and select New Pointer (PTR)....
14. Enter the IP address of the AD/DNS server.
15. Enter the hostname of the AD/DNS server.

Pointer (PTR)
Host IP Address:
| 192.168.1.12

Fully qualified domain name (FQDM):
| 12.1.168. 192.in-addr.arpa |

Host name:
|ad-dns.di.ipdr| | | Browse. .. |

[T] Allgw any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

N

16. Click OK.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events



'gz-oogt'ds'_|_5|N/gzog'o]:/EJO'gop//:sdnq ‘wouy BBJEL{D JO 994} a|qe|leAe s| uoueauqnd SIYyL

File Action View Help

e« 2EEcRz Bm 6 86

£, DNS Name Type Data Timestamp
4 i AD-DNS.DLIPDR ] (same as parent folder) Start of Authority (SOA) [1], ad-dns.di.ipdr, hostm... static

b 1 Forward Lookup Zones || ] (same as parent folder) Name Server (NS} ad-dns.diipdr. static

4 [7] Reverse Lookup Zones || =] 192,168.1.12 Pointer (PTR) ad-dns.diipdr

|21 1.168.192.in-addr.arp|
p ] Trust Points
p ] Conditional Ferwarders
b (] Global Logs

2.2  Microsoft Exchange Server

As part of our enterprise emulation, we include a Microsoft Exchange server. This section covers the
installation and configuration process used to set up Microsoft Exchange on a Windows Server 2012 R2
machine.

2.2.1 Install Microsoft Exchange

1. Run Exchange2016-x64.exe.
2. Choose the directory for the extracted files.

Choose Directony For Bdracted Fles

C:\Program Files"Microsoft'Exchange Server|

3. Click OK.
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Application Tools

Home View Manage A ﬂ
© = 4 [ « LocalDisk (C) » Program Files » Microsoft » Exchange Server » w & [ search Exchange Server 2]
- .
A
7 Favorites o G ML = =
I Desktop L syl B/14/201710:22 AM  File folder
{8 Downloads Losv 8/14/201710:22 AM  File folder
& Recent places e 81472017 1022 AM  File folder
o ta 8/14/201710:22 AM  File folder
18 This PC Lte B/14/201710:22 AM  File folder
& th 8/14/2017 10:22 AM  File folder
€ Network B 8/14/201710:22 AM  File folder
o uk 81472017 10:22 AM  File folder
& ur 8/14/2017 10:22 AM  File folder
i vi 8/14/201710:22 AM  File folder
. zh-hans 8/14/201710:22 AM  File folder
L zh-hant 8/14/2017 10:22 AM  File folder
] autorun 9/20/2015 441 AM  Setup Information 1KB
@ exchangeserver 9/20/2015 441 AM  Windows Installer ... 22,383 KB
%] microsoft.exchange.cabutility.dil 9/20/20154:41 AM  Application extens.., 278 KB ]
@ microsoft.exchange.data.common.dil 9/20/2015 441 AM  Application extens... 1,684 KB
@ microsoft.exchange.diagnostics.dil 9/20/2015 441 AM  Application extens... 1,648 KB =
@ microsoft.exchange.setup.acquirelangua...  9/20/20154:41 AM  Application extens... 68 KB -
@ microsoft.exchange.setup.bootstrapper.c..  9/20/20154:41 AM  Application extens... 90 KB
@ microsoft.exchange.setup.signverfwrapp...  9/20/2015 441 AM  Application extens... 83 KB
[ET setup N 9/20/2015 441 AM  Application 31KB ]
T2items 1 item selected 300K - =]

4. Enter the directory and run setup.exe.

5. Select Connect to the Internet and check for updates.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Check for Updates?

You can have Setup download Exchange Server 2016 updates from the Internet before you install Exchange. If updates are available,
they'll be downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates. If you
don't want to check for updates right now, or if you don't have access to the Internet, skip this step. If you skip this step, be sure to
download and install any available updates after you've completed Setup.

Select one of the following options:

@ LConnect to the Internet and check for updates

O Don't check for updates right now

@8 Exchange

6. Click Next.
7. Wait for the check to finish.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

56



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Downloading Updates...

No updates found, click next to continue with setup.

@8 Exchange

8. Click Next.
9. Wait for the copying to finish.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Introduction

Welcome to Microsoft Exchange Server 2016!

Exchange Server is designed to help you increase user productivity, keep your data safe, and provide you with the control you need.
‘You can tailor your solution to your unique needs with flexible deployment options, including hybrid deployments that enable you to
take advantage of both on-premises and online solutions. You can use compliance management features to protect against the loss of
sensitive information and help with internal and regulatery compliance efforts, And, of course, your users will be able to access their
email, calendar, and voice mail on virtually any device and from any location. This wizard will guide you through the installation of
Exchange Server 2016,

Plan your Exchange Server 2016 deployment:
Read about Exchange Server 2016
Read about supported languages

Use the Exchange Server Deployment Assistant

@8 Exchange

10. Click Next.
11. Click I accept the terms in the license agreement.
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MICROSOFT EXCHANGE SERVER 2016 SETUP s ? X

License Agreement

Please read and accept the Exchange Server 2076 license agreement,

MICROSOFT SOFTWARE LICENSE TERMS i
MICROSOFT EXCHANGE SERVER 2016 STANDARD, ENTERPRISE, TRIAL AND HYBRID
These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)

and you. Please read them. They apply to the software named above, which includes the media on which you received
it, if any. The terms also apply to any Microsoft

» updates,

« supplements,

s Internet-based services, and
* support services

for this software, unless other terms accompany those items. I so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
d If you cannot obtain a refund there, contact Microsoft or W

B efiem S bt e

@ | zccept the terms in the license agreement

\i\l | do not accept the terms in the license agreement.

@8 Exchange

12. Click Next.
13. Click Use Recommended Settings.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ?7 X

Recommended Settings

(@) Userecommended settings

Exchange server will automatically check online for selutions when encountering errors and provide usage feedback to Microsoft to
help improve future Exchange features,

O Don't use recommended settings

Manually configure these settings after installation is complete (see help for more information).

Read more about providing usage feedback to Microsoft

Read more about checking for error solutions online

@8 Exchange

14. Click Next.

15. Check Mailbox role.

16. Check Automatically install Windows Server roles and features that are required to install
Exchange Server.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Server Role Selection

Select the Exchange server roles you want te install on this computer:

Mailbox role

Automatically install Windows Server roles and features that are required to install Exchange Server

@8 Exchange

17. Click Next.
18. Specify the installation path for MS Exchange.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Installation Space and Location

Disk space required: 8696.2 MB

Disk space available: 19407.9 MB

Specify the path for the Exchange Server installation:

I C\Program Files\Microsoft\Exchange Server\V13

[&Exchange

19. Click Next.
20. Specify the name for the Exchange organization, e.g., DI.
21. Decide whether to apply split permissions based on the needs of the enterprise.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Exchange Organization

Specify the name for this Exchange organization:
‘Dll

[:I Apply Active Directory split permissions security model to the Exchange organization

The Active Directory split permissions security model is typically used by large organizations that completely separate the responsibility
for the management of Exchange and Active Directory among different groups of people. Applying this security model removes the
ability for Exchange servers and adrministrators to create Active Directory objects such as users, groups, and contacts. The ability to
manage non-Exchange attributes on those objects is also removed.

You shouldn't apply this security model if the same person or group manages both Exchange and Active Directory, Click '?' for more
information.

@8 Exchange back | [ net

22. Click Next.
23. Select No.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Malware Protection Settings

Malware scanning helps protect your messaging environment by detecting messages that may contain viruses or spyware, It can be
turned off, replaced, or paired with other premiurm services for layered protection.

Malware scanning is enabled by default. However, you can disable it if you're using another product for malware scanning. If you
choose to disable malware scanning now, you can enable it at any point after you've installed Exchange.

Disable malware scanning.

O Yes
® Mo

Internet access is required to download the latest anti-malware engine and definition updates.

@8 Exchange back | | et

24. Click Next.
25. Install any prerequisites listed.
26. If necessary, restart the server and rerun setup.exe, following through steps 3—22 again.
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MICROSOFT EXCHANGE SERVER 2016 SETUP ? X

Readiness Checks

The computer will be checked to verify that setup can continue,

Prerequisite Analysis 100%
Warning:

Setup can't detect a Send connector with an address space of "', Mail flow to the Internet may not work properhy.

For more information, visit: hitp://technet.microseft.com/library(EXCHG.160) /ms.exch.setupreadiness.MoConnectorT oStar.aspx

@8 Exchange

27. Click Install.

2.3  Windows Server Hyper-V Role

As part of our simulated enterprise, we include a Windows Hyper-V server. This section covers the

instructions for installing the Windows Server Hyper-V Role on a Windows Server 2012 R2 machine.

The instructions for enabling the Windows Server Hyper-V Role are retrieved from
https://technet.microsoft.com/en-us/library/hh846766(v=ws.11).aspx and are replicated below for

preservation and ease of use.

2.3.1 Production Installation

1. In Server Manager on the Manage menu, click Add Roles and Features.
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| F

» Dashboard =

Manage View Help

Add:Boles and Features

Remove Roles and Features

Server Manage

'WELCOME TO SERVER MANAGER

Dashboard Ak Seren

B Local Server

& Al Servers

Create Server Group

0 Configure this local server Pt Marpaei gt

QUICK START
i 2 Add roles and features

3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS —

Roles:0 | Servergroups:1 | Servers total: 1
# Local Server 1 BE All Servers 1
® Manageability @ Manageability
Events Events g

2. Onthe Before you begin page, verify that your destination server and network environment are
prepared for the role and feature you want to install.

DESTIMATION SERVER

Before you beg in WIN-MR2BOTCRMO1.DLTEST

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing documents, or
Installation Type hosting a website,

Server Selection

u Begin

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

| < Previous | | ﬂeﬂ{\g | | Install || Cancel |

3. Click Next.
4. Onthe Select installation type page, select Role-based or feature-based installation.
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DESTINATION SERVER

Select installation Type WIN-MR2BO7CRMO1.DLTEST

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

Server Rolas
n S
Features £ PSS 3 2 B
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

| < Previous | ‘ ﬂe&) | | Install | | Cancel

5. Click Next.
6. On the Select destination server page, select a server from the server pool.

DESTIMATION SERVER

Select destination server WIN-MR2B07CRMO1.DLTEST

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Typs (@) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ﬂi’ﬁ B | Install | ‘ Cancel
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7. Click Next.
8. On the Select server roles page, select Hyper-V.
9. To add the tools that you use to create and manage virtual machines, click Add Features.

DESTINATION SERVER

Select server roles WIN-MR2307CRMO1.DLTEST

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection - i i
[ Active Directory Certificate Services o Hypetl provdes the senncestheit
) X . you can use to create and manage
[0 Active Directory Domain Services wvirtual machines and their resources.
Features [ Active Directory Federation Services Each virtual machine is a virtualized
Hyper-v P T computer systemn that operates in an
® - e isolated execution environment. This
Virtual Switches [] Active Directory Rights Management Services allows you to run multiple operating
Migration 3 Application Server (Installed) - systems simultaneously.
Dafault Stores LIPDHeR Serer
DNS Server
Confirmation o
[ Fax Server
> [H] File and Storage Services (2 of 12 installed)
Hyper-V]

[ Network Policy and Access Services
[ Print and Document Services

[] Remote Access

[] Remote Desktop Services

< Previous Ney:> Install Cancel

10. Click Next.
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Select features

Before You Begin

Select one or more features to install on the selected server.

DESTINATION SERVER
WIN-MRZBOTCRMO1.DILTEST

Installation Type Features Description
Server Selection i
b NET Framework 3.5 Features (Installed) AL GHED framework s ocombines the
Server Roles power of the .NET Framework 2.0
2 .NET Framewaork 4.5 Features (Installed) APIs with new technologies for
I [] Background Intelligent Transfer Service (BITS) = building applications that offer
Hyper-v [ BitLocker Drive Encryption appealing user interfaces, P rotPTct
) — your customers' personal identity
Virtual Switches [ BitLocker Network Unlock information, enable seamless and
Migration [J BranchCache secure communication, and provide
- the ability to model a range of
Default Stores L1 Sietior ey business processes.
) [] Data Center Bridging
Confirmation )
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[] Group Policy Management
115 Hostable Web Core (Installed)
[ Ink and Handwriting Services |
— . o e v
<] " | ]
< Previous | | Mext >,\eJ | Install | | Cancel
b

11. Click Next.
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Hyper-V

Before You Begin
Installation Typs
Server Selection
Server Roles

Features

Virtual Switches

Migration
Default Stores

Confirmation

DESTINATIOM SERVER
WIN-MRZBOTCRMO1.DLTEST

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
server availability, and to increase efficiency in developing and testing software.

Things to note:

* Before you install this role, you should identify which network connections on this server you want to
use for setting up virtual switches.

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
machines,

More information about Hyper-V

< Previous | | MNext >%J | Install | | Cancel

12. Click Next.

13. On the Create Virtual Switches page, select the appropriate options.
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DESTINATION SERVER

Create Virtual Switches WIN-MR2BOTCRMO1.DLTEST

Before You Begin Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

Installation Typs
One virtual switch will be created for each network adapter you select. We recommend that you create

Server Selection at least one virtual switch now to provide virtual machines with connectivity to a physical network. You

Server Boles can add, remove, and medify your virtual switches later by using the Virtual Switch Manager.
Features Network adapters:
Hyper-V MName Description

Ethernet Intel(R) PRO/1000 MT Network Connection

Migration

Default Stores

Confirmation 'J.I We recommend that you reserve one network adapter for remote access to this server, To reserve a

network adapter, do not select it for use with a virtual switch.

< Previous ﬂft B ‘ Install | | Cancel

14. Click Next.
15. On the Virtual Machine Migration page, select the appropriate options.

DESTINATION SERVER

Virtual Machine Mlg ration WIN-MR2BOTCRMO1.DLTEST

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Installation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

Before You Begin

Server Selection . e . ;
[[] Allow this server to send and receive live migrations of virtual machines

Server Roles

Authentication protocol

FedliEs Select the protocol you want te use to authenticate live migrations,
Hyper-V (®) Use Credential Security Support Provider (CredSSP)
Virtuzl Switches This protocol is less secure than Kerberos, but does not require you to set up constrained

delegation. To perform a live migration, you must be logged on to the source server.

() Use Kerberos
Default Stores This protocel is more secure but requires you to set up constrained delegation in your

Carfirmation environment to perform tasks such as live migration when managing this server remotely.

b, If this server will be part of a cluster, do not enable migration now. Instead, you will canfigure the
server for live migration, including specifying networks, when you create the cluster.

<£reviuus‘: ext > | | Install || Cancel
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16. Click Next.
17. On the Default Stores page, select the appropriate options.

DESTINATION SERVER
Default Stores WIN-MRZBOTCRIMO1 DLTEST
Before You Begin Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
Installation Type now, or you can change them later by modifying Hyper-V settings.
Server Selection
Default location for virtual hard disk files:
Server Roles
Eealiiies CAUsers\Public\Documents\Hyper-Vi\Virtual Hard Disks Browse...
Hyper-V Default location for virtual machine configuration files:
Virtual Switches CAProgramData\Microsoft\Windows\Hyper-V Browse...
Migration
Confirmation
< Previous | | ﬂ:{\g = | | Install | | Cancel

18. Click Next.
19. On the Confirm installation selections page, select Restart the destination server automati-
cally if required.
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[ Add Roles and Features Wizard - | = [

DESTINATION SERVER

Confirm installation selections WIN-MR2BOTCRMO1 DLTEST

Before You Beain To install the following roles, role services, or features on selected server, click Install.

Installation Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-V
Remote Server Administration Tools
Role Administration Tools

Hyper-V Management Toals
Hyper-V Medule for Windows PowerShell

Hyper-V GUl Management Tools

Export configuration settings
Specify an alternate source path

< Previous Next > Cancel

20. Click Install.

21. When installation is finished, verify that Hyper-V installed correctly. Open the All Servers page
in Server Manager, and select a server on which you installed Hyper-V. Check the Roles and
Features tile on the page for the selected server.

2.4 MS SQL Server

As part of both our enterprise emulation and data integrity solution, we include a Microsoft Structured
Query Language (MS SQL) Server. This section covers the installation and configuration process used to
set up Microsoft SQL Server on a Windows Server 2012 R2 machine.

2.4.1 Install and Configure MS SQL

1. Acquire SQL Server 2014 installation media.
2. Locate the installation media in the machine and click on SQL2014_x64_ENU to launch SQL
Server Installation Center.
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Planning
Installation
Maintenance
Tools
Resources
Advanced

Options

Microsoft SQL Server2014

Hardware and Software Requirements

View the hardware and software requirements.

Security Documentation

View the security documentation.

Online Release Notes

View the latest information about the release. %

How to Get SOL Server Data Tools

SQL Server Data Tools provides an integrated environment for database developers to
carry out all their database design work for any SGL Server platform,

System Cenfiguration Checker

Launch a teol to check for conditions that prevent a successful SGL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any SOL Server 2012, SCL Server 2008 R2, 50L Server 2008 or
SQL Server 2005 compenents that are installed and identifies issues to fix either before
or after you upgrade to SOL Server 2014,

Online Installation Help

Launch the online installation documentation.

How to Get Started with SOL Server 2014 Failover Clustering
Read instructions on how to get started with S5QL Server 2014 failover clustering.

How to Get Started with a PowerPivet for SharePoint Standalone Server Installation

Read instructions on how to install PowerPivot for SharePoint in the fewest possible
steps on a new SharePoint 2010 server,

[>

<

3. On the left menu, select Installation.

Planning
MaintéRance
Tools
Resources
Advanced

Options

Microsoft SQL Server2014

Mew SCGL Server stand-alone installation or add features to an existing installation

Launch a wizard to install QL Server 2014 in a non-clustered environment or to add
features to an existing SOL Server 2014 instance.

MNew SCL Server failover cluster installation

Launch a wizard to install a single-node 5L Server 2014 failover cluster.

Add node to a 5OL Server failover cluster
Launch a wizard to add a node to an existing SOL Server 2014 failover cluster.

Upgrade from SQL Server 2003, SOL Server 2008, SOL Server 2008 R2 or SOL Server 2012

Launch a wizard to upgrade 5QL Server 2005, 5QL Server 2008, SQL Server 2008 R2 or SQL
Server 2012 to SQL Server 2014,
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4. Select New SQL Server stand-alone installation or add features to an existing installation. This

will launch the SQL Server 2014 setup.
5. Inthe Product Key section, enter your product key.

b SQL Server 2014 Setup - |o [T

Product Key
Specify the edition of SOL Server 2014 to install.
Product Key Validate this instance of 5QL Server 2014 by entering the 25-character key from the Microsoft ~

certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL

License Terms

Global Rules Server Books Online, and is activated with a 180-day expiration. To upgrade from one edition to

Product Updates another, run the Edition Upgrade Wizard,

Install Setup Files

Install Rules () Specify a free edition:

Setup Role Evaluation =

Feature Selection i
(@) Enter the product key:

[———

Feature Rules

Feature Configuration Rules
Ready to Install
Installation Progress

Complete

< Back | il | | Cancel

6. Click Next.
7. Inthe License Terms section, read and click | accept the license terms.
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License Terms

To install SOL Senver 2014, you must accept the Microsoft Software License Terms.

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/CAL EDITION

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft

» updates,

'+ supplements,

[w] | accept the license terms.

0 Turn on Customer Experience Improvement Program ("CEIP") and Error Reporting to help improve the
quality, reliability and performance of Microsoft SQL Server 2014,

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SOL Server 2014 also includes a Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

< Back H ﬂext)h || Cancel

8. Click Next.

9. Inthe Install Rules section, note and resolve any further conflicts.
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Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
can continue.

Product Key Cperation completed, Passed: 6. Failed 0. Warning 1. Skipped 0.

Global Rules

Product Updates Hide details <<

Install Setup Files View detsiled report

Install Rules

Setup Rele Rule Status

Ecafure Selechon @ Fusion Active Template Library (ATL) Passed

Feature Rules @ Previous releases of SOL Server 2008 Business Intelligence Devel... | Passed

Feature Cenfiguration Rules @ Consistency validation for SQOL Server registry keys Passed

Ready to Install @ Computer domain controller Passed

Installation Progress (@ | Microsoft [NET Application Security Passed

Complete I\ | Windows Firewall Warning
@

Block install when Microsoft SQL Server 2014 CTP1 is present. Pacsed

< Back | | Next % | | Cancel | | Help

10. Click Next.
11. In the Setup Role section, select SQL Server Feature Installation.
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< SQL Server 2014 Setup [= [ o [

Setup Role

Click the SQL Server Feature Installation option to individually select which feature components to install, or click a
feature role to install a specific configuration.

Product Key (® S0L Server Feature Installation

License Terms Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
Global Rules and other features,

Product Updates () S0OL Server PowerPivot for SharePoint

Install Setup Files Install PowerPivot for SharePoint on a new or existing SharePoint server to support PowerPivot data
Install Rules access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm’s
database server,

Setup Role

Feature Selection

Feature Rules (O All Features With Defaults

Feature Cenfiguration Rules Install all features using default values for the service accounts.

Ready to Install
Installation Progress

Complete

< Back | \_%axt > ‘ | Cancel | | Help

12. Click Next.

13. In the Feature Selection section, select the following options:
a. Database Engine Services

Client Tools Connectivity

Client Tools Backwards Compatibility

Client Tools SDK

Management Tools — Basic

Management Tools — Complete

SQL Client Connectivity SDK

Any other desired features

S®m 0 oo T
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Feature Selection

Select the Enterprise features to install.

Product Key

License Terms

Global Rules

Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules

Instance Configuration

Server Configuration

Features:

Instance Features

[/] Database Engine Services
[] sOL Server Replication
pl

[] Full-Text and Semantic Extractions for Sea _

[[] Data Quality Services
[[] Analysis Services
[] Reporting Services - Native
Shared Features
[] Reporting Services - SharePoint
[] Reporting Services Add-in for SharePoint Pro
[] Data CQuality Client
[w] Client Tools Connectivity

Feature description:

The configuration and operation of each
instance feature of a SOL Server instance is
isolated from other SOL Server instances. SQL
Server instances can operate side-by-side on

Prerequisites for selected features:

Already installed: Al
i Windows PowerShell 2.0

Micrasnft MET F ke 3.5 |
m

Disk Space Requirements

Drive C: 2534 MB required, 21593 MB available B

Datal Engine Confi [] Integration Services

Feature Configuration Rules <1 m [ I ] L

Ready to Install

_ | Selectall || Unselectan |

Installation Progress

Complete Instance roct directony: |C:\Program Files\Microsoft SQL Server\, | I:I
Shared feature directory: |C:\Program Files\Microsoft SQL Server\, | I:I
Shared feature directory (x86): |C:\Prugram Files (x86)\Microsoft SQL Server\, | I:I

‘ < Back | ‘ Next )R ‘ | Cancel ‘ | Help |

14. Click Next.

15. In the Instance Configuration section, select Default instance.
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Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Product Key (®) Default instance
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

O Named instance:  MSSOLSERVER |

Instance | \ MSSQLSERVER |

Setup Role
Feature Selection SQL Server directory:  C:\Program Files\Microsoft SOL Server\MSSCQL12.MSSQLSERVER

Feature Rules
Instance Configuration

Installed instances:

Server Configuration Instance Name Instance ID Features Edition Version

Database Engine Configuration

Feature Configuration Rules
Ready to Install
Installation Progress

Complete

16. Click Next.

Server Configuration
Specify the service accounts and cellation configuration.
Product Key m
License Terms
Global Rules Microsoft recommends that you use a separate account for each SOL Server service,
Product Updates | Service Account Name Password Startup Type
Install Setup Files NT Service\SQLSERVERA.... Manual w
Install Rules 5CL Server Database Engine NT Servicet MSSOLSERVER Automatic v
Setup Role SQL Server Browser NT AUTHORITY\LOCAL ... Disabled v
Feature Selection
Feature Rules
Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install
Installation Progress
Complete
< Back ‘ | Ltg'l ES | | Cancel | | Help
£ |
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17. In the Server Configuration section, click Next.
18. In the Database Engine Configuration section, make sure Mixed Mode is selected.
19. Add all desired users as Administrators under Specify SQL Server Administrators by pressing
Add Current User.
a. For Domain accounts, simply type in SDOMAINNAME\SUSERNAME into Enter the
object names to select text box.
Click OK.
For local computer accounts, click on locations and select the computer’s name.
Click OK.
Type the username into the Enter the object names to select text box.

o

Once you are finished adding users, click Next.

b SQL Server 2014 Setup - | o =

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Product Key Server Configuration | Data Directories | FILESTREAM
License Terms

Specify the authentication mede and administrators for the Database Engine.
Global Rules

Product Updates Authentication Mode

e e O Windows authentication mode

Install Rules . L X .

® Mixed Mode (SQL Server authentication and Windows authentication)
Setup Role
Feature Selection Specify the password for the SQL Server system administrator (sa) account.

Feature Rules ITITI) |

Enter password: |“

Instance Configuration

Confirm password: |l.l....l.l....l |

Server Configuration

Database Engine Configuration Specify SOL Server administrators
Feature Configuration Rules WIN-MRZBO7CRMOT\Administrator (Administrator) ST e

Ready to Install have unrestricted access
Installation Progress to the Database Engine.

Complete

Add Current User | ‘ Add... | | Remove |

‘ < Back | ‘ ﬂefg‘» ‘ | Cancel ‘ | Help

20. In the Ready to install section, verify the installation and click Install.
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Ready to Install

Verify the SQL Server 2014 features to be installed.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2014:

= Summary -~
- Edition: Enterprise

- Action: Install (Product Update)

[=1- Prerequisites =
B Already installed:

Windows PowerShell 2.0

Microseft NET Framework 3.5

Microsoft NET Framework 4.0

-To be installed from media:

Microsoft Visual Studic 2010 Redistributables
Microsoft Visual Studie 2010 Shell

(=1 General Configuration

5. Features

‘... Database Engine Services

Client Tools Connectivity

Client Tools Backwards Compatibility

Client Tools 5DK

¥ + Trnle - Bari

Configuration file path:

|C:\Proglam Files\Microsoft SOL Server\12045etup Bootstrap\Logh20170814_070653\ ConfigurationFile.ini |

< Back ‘ | lnstTI | Cancel | | Help |

21

Complete

Wait for the installation to finish.

Your SQL Server 2014 installation completed successfully with product updates,

Product Key

License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules
Instance Configuration
Server Configuration

Datak Engine C

Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Information about the Setup operation or possible next steps:

Feature Status |~
& Management Tools - Complete Succeeded
(@ Client Tools Connectivity Succeeded =
(@ Client Tools SDK Succeeded
(@ Client Tools Backwards Compatibility Succeeded
% Management Tools - Basic Succeeded L
(4 Database Enaine Services Succeeded |
Details:
Viewing Product Documentation for SQL Server ~

Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to

your local computer. For more information, see Use Microsoft Books Online for SQL Server

(<http://go.microsoft. com/fwlink/?LinkID=299578=).

Summary leg file has been saved to the following location:

C:A\Program Files\Microsoft SQL Server\120\Setup BootstraphLogh20170814 070 553\5um@g WIN-

MRZBOTCRMCT 20170814 070653 txt
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22. Click Close.

2.4.2 Open Port on Firewall

1. Open Windows Firewall with Advanced Security.

File Action View Help
s

Py elts| Windows Firewall with Advanced Security on Local Computer |

3 Inbound NES

OutboundRules ‘ ; 2 1
Beicoi: fin Secuity Bl Windows Firewall with Advanced Securty provides network security for Windows computers. &) Import Pelicy...
I+ %, Monitoring 45| Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repair
@ Wiindows Firewsllis on View N
€ Inbound connections that do not match a nile are blocked =
6] Refresh
@ Outbound connections that do not match a rule are allowed
Properties
Private Profile H vep

@ Windows Firewallis on
© Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a nuls ars allowed

Public Profile is Active

@ Windows Firewsllis on

® Inbound connections that do not maich a e are blocked
@ Outbound connections that do not match a rule are allowed.

Windaws Firewall Propeties

Getting Started

Create cannection secutty rules to speciy haw and when connections between computers are authenticated and
protected by using Intemet Protocol securiy (IPsec).

Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection «
it is authenticated. or f it comes from an aLthorized user. group. or computer. By defaul. inbound connactions are |
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a ruk
blocks them

> | <] n [

2. Click Inbound Rules.
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File Action View Help

R GINEIN

fnboiindRuks) Name Group Profie  Ensbled A~ || Inbound Rules -
OutboundiBilesy @ BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... Al No @ NewRul
% Connection Security Rules @ BranchCache Hosted Cache Server (HTT...  BranchCache - Hosted Cach... All No y
v %, Moritoring ranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove... Al No W Filter by Profile 4
(@ COM- Network Access (DCOM-In] COM- Network Access Al Yes T Filter by State 3
@ COM- Remote Administration (DCOM-In) COM-+ Remote Administrati.. Al Ne || Fiter by Group v
(@ Core Networking - Destination Unreachs... Core Netwarking Al Yes T .
(@ Core Networking - Destination Unreschs... Core Networking Al Yes
(@ Core Networking - Dynamic Host Config... Core Networking All Yes 1G] Refresh
(@ Core Networking - Dynamic Host Config... Core Networking Al Yes B ExportList..
(@ Core Metworking - Internet Group Mana... Core Networking Al Yes AT @ v
{8 Core Networking - IPHTTPS (TCP-In) Core Networking Al Yes B
(@ Core Networking - IP5 (IPvé-ln) Core Networking Al Yes A
(@) Core Networking - Multicast Listener Do...  Core Networking Al Yes A
(@ Core Networking - Multicast Listener Qu... Core Networking Al Yes A
(@) Core Networking - Multicast Listener Rep... Core Networking Al Yes A
(@ Core Networking - Multicast Listener Rep... Core Networking Al Yes A
(@ Core Networking - Neighbor Discovery A... Core Networking Al Ves A
(@ Core Networking - Neighbor Discovery S... Core Networking Al Ves A
(@ Core Networking - Packet Too Big (ICMP... Core Networking Al Ves A
(@) Core Networking - Parameter Problem (1. Core Networking Al Yes A
(@) Core Networking - Router Advertisement... Core Networking Al Ves A
@ Core Networking - Router Solicitation (IC... Core Networking Al Yes A
(@ Core Netwarking - Teredo (UDP-In] Core Netwrking Al Yes A
@ Core Networking - Time Exceeded (ICMP... Core Netwarking Al Yes A
(@ Distributed Transaction Coerdinator (RPC)  Distributed Transaction Coo.. Al Yes P
(@ Distributed Transaction Coordinator (RP... Distributed Transaction Ceo.. Al Yes P
(@ Distributed Transaction Coordinator (TC... Distributed Transaction Ceo.. Al Yes &
@ File and Printer Sharing (Echo Request - ... File and Printer Sharing Al Ne P
@ File and Printer Sharing (Echo Request - ... File and Printer Sharing Al Ne P
Ie and Printer Sharing (LLMNR-UDP-In)  File and Printer Shaing Al Ne i
@ File and Printer Sharing (NE-Datsgrsm-In]  File and Printer Sharing Al Ne A
@ File and Printer Sharing (NE-Name-ln}  File and Printer Sharing Al Ne AL
<[ m ] S >
New Rule..

3. Click New Rule.
4. Select Port.

5. Click Next.
6
7

. Select TCP and Specific local ports.

. Type 1433 into the text field.
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Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Does this e apply to TCF or UDF?
& Protocol and Ports ® TCP
@ Action ) UDP
@ Profile
@ Name . .
Does this nule apply to all local ports or specific local ports?
O All local ports
® Specific local ports: |1433
Example: 80, 443, 5000-5010
8. Click Next.

9. Select Allow the connection.
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports
z ® Allow the connection

@ iction This includes connections that are protected with |Psec as well as those are not.
@ Profile

N () Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection

<Back || Net> |[ Cancel

10. Click Next.
11. Select all applicable locations.
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Profile

Steps:

Rule Type
Protocol and Ports
Action

Profile

& & & &

Name

Specify the profiles for which this rule applies.

When does this rule apply?

[+ Domain
Applies when a computer is connected to its corporate domain.
[ Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[v] Public
Applies when a computer is connected to a public network location.

<Back || uead>ws| Cancel

12. Click Next.

13. Name the rule Allow SQL Access.
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Name

Specify the name and description of this rule.

Steps:

# Rule Type

@ Protocol and Ports

@ Action

@ Profie Hamey
[Alow SQL Access

@ Name
Description {optionial):

< Back

B, | |

Cancel

14. Click Finish.

2.4.3 Add a New Login to the Database

1. Open SQL Server Management Studio.
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” Microsoft SO Server Management Studio (Administrator) [=lol= x|
fie Ede Vs Tosh Window Hep

1 07 e ] New ey L
Eibjact Laplooes =0
Connect= & 3, m T 1.5

s LUl ]y ] Y 2o

Conmect 1o Server

Microsoft SQL Server 2014

2. Click Connect to connect to the database.
3. Inthe Object Explorer window, expand the Security folder.

Fie Lt Www Oebog Tooh Window Mep

L e e e AW e e L B e R e =

Blpgect Explorer

Conset= i 34 m T 1.4
i WAN-MRIROTCRMON (501 San
® i Databases

- 3%

4. Right-click on the Logins folder and click New Login....
5. Input the desired user.
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i Microsoft SOL Server Management Studsa (Administrator) (=[O =

[ e L A o e e R e N I £} =3 F 0 e

5 | WIN-ARIBOTCRMAN (S0 Server 1201
# 22 Dotibunies
3 ey
# 1 Logi
u 3 Sarver Roles.
= 3 Credentis
= 3 Cryptogeashic Providers

anageman
= (L Inbegraton bervices Catalegs
{7 501 Server figent (Agant 1Py diiabi

6. Click OK.

2.5 Microsoft IIS Server

As part of our enterprise emulation, we include a Microsoft Internet Information Services (lIS) server.
This section covers the installation and configuration process used to set up Microsoft Exchange on a
Windows Server 2012 R2 machine. This was conducted on the same machine as in Section 2.4.

2.5.1 Install 11S

1. Open Server Manager.
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WELCOME TO SERVER MANAGER

B Lot Server
B A0 Servers
B File and S1cenge Senvicrs &

[ ]

—

ofc

figure this local server

Add roles and features

e
A oK
ROLES AND SERVER GROUPS
Botew1 | Sarvrrgroupe 1 | Servers
File and Storage
1 1 All 1
s B tocal server B sorvers
() Manageabiity (D Manageabisty @ Manageabisey
Events. Events Events.
Perfomunce Sanvices Services
BPA results Pertormance Pedamance
BPA resuits BPA results

2. Click Add Roles and Features.

Before you begin

Installation Type

Server Selection

DESTINATIOM SERVER
MESQLDLIPDR

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

<Prewous|| MNext > | | Install || Cancel

3. Click Next.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

91



'gz-oogt'ds'_|_5|N/gzog'o]:/ﬁJO'gop//:sdnq ‘wouy BBJEqD JO 994} 9|qe|leAe s| uop,eouqnd SIYyL

Select Role-based or feature-based installation.

DESTINATION SERVER

Select installation type MSSQLDLPDR

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext > | | Install | ‘ Cancel

Click Next.
Select MSSQL (or the correct Windows Server name) from the list.

DESTINATION SERVER

Select destination server MSSQLOLIPDR
Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (®) Select a server from the server pool
O Select a virtual hard disk

Server Rolas Server Pool
Features
Filter: |
MName IP Address Operating System

Microsoft Win

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next > | | Install | | Cancel

Click Next.
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DESTINATION SERVER

Select server roles MSSQLDLPDR

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection

[>

o Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.

[] DNS Server
[ Fax Server
p @ Fileand Storage Services (1 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ Volume Activation Services
[MRWeb Server (IIS]
[ Windows Deployment Services
[[] Windows Server Essentials Experience
[J Windows Server Update Services

Features

W

| < Previous || MNext » | | Install || Cancel

8. Check the box next to Web Server (lIS).
s Add Roles and Features Wizard -|O]| x

DESTINATION SERVER
MSSQLDLIPDR

X

Select server ro B

Add features that are required for Web Server (IIS)?
tion
The following tools are required to manage this feature, but do not

have to be installed on the same server. eallbliproveks e ietiabley

pble, and scalable Web
on infrastructure.

4 Web Server (IIS)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

| Add Features | | Cancel

< Previous | | Next > ‘ | Install | | Cancel
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9. Click Add Features.

Select server roles

Befcre You Begin
Installation Type

Server Selection

Features
Web Server Role (lI5)
Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Application Server
[] DHCP Server
[] DNS Server
[] Fax Server
> [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services
[] Print and Daocument Services
[] Remate Access
[[] Remote Desktop Services

[1 Volume Activation Services

[>

Neb Server (lIS)

[] Windows Deployment Services
[[] Windows Server Essentials Experience
[] Windows Server Update Services

w

DESTINATIOM SERVER
MSSQLDLIPDR

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

| < Previous | | Mext » | | Install | | Cancel

10. Click Next.

11. Ensure that all desired features are selected.

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

‘Web Server Role (I1S)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

S | Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
[] BranchCache
[ Client for NFS
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
[ Group Policy Management
[] 1s Hostable Web Core

[] Ink and Handwriting Services

[ [M] .NET Framework 4.5 Features (2 of 7 installed)

[<]

<] [} |

DESTINATION SERVER
MSSQLDUIPDR

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous ||

Net> | | nstall |[ Cancel

12. Click Next.
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Before You Begin
Installation Type
Server Selection

Server Roles

Features

Role Services

Confirmation

Web Server Role (lIS)

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 8.5 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IS 8.5, ASP.NET, and Windows

Communication Feundation.

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web

server traffic, especially when there are multiple roles on this computer,

* The default installation for the Web Server (1I5) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errars), monitor and log server activity, and configure static content compression.

More information about Web Server IS

DESTINATION SERVER
MSSQLDIIPDR

<Previu|.|s|| MNext = |

[ instal | [ Cancel

13. Click Next.

14. Ensure that Default Document, Directory Browsing, HTTP Errors, Static Content, HTTP Logging,

and any other desired Role services are selected.

Select role services

Before You Begin
Installation Type
Server Sslection
Server Roles

Features

Web Server Role {1IS)

Confirmation

Select the role services to install for Web Server (115)

Role services

4
4 Commeon HTTP Features
Default Document
Directory Browsing
HTTP Errors.
Static Content | |
[] HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[] Logging Tools
[] ODBC Logging
[] Request Monitor

<] n [ 2]

| >

1<|

DESTIMATION SERVER
MSSQLDIIPDR

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
= Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

<Previuu5|| Mext » |

[ instal | [ Cancel
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15. Click Next.

DESTIMATION SERVER

Confirm installation selections MSSQLDLPDR

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required
Server Salection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
Seper Roks their check boxes.
Features
-
Web Server Role (IS) Web Server (IIS) —

Management Tools

Role Services

115 Management Console

‘Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics

<]

Export configuration settings
Specify an alternate source path

<Previous | | Mext> | [ nstall | [ Cancel

16. Click Install.

DESTIMATION SERVER

Installation progress MSSQLDLPDR

View installation progress

o Starting installation
[ ]

[>]

‘Web Server (l15)
Management Tools
115 Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logaina

<]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous ‘ ‘ Next > | ‘ Install | | Cancel
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17. Wait for the installation to complete.

. DESTINATION SERVER
Installation progress MSSQLDLEDR
View installation progress
o Feature installation
| —
Installation succeeded on MSSQLDLIPDR.
Web Server (115) Z

Management Tools
115 Management Consaole
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics

[<]

HTTP Logaina

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous ‘ | Next > | | Close | | Cancel

18. Click Close.
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2.5.2 IIS Configuration

1. Open Windows Explorer and click This PC.

Drive Tools
Home Share View Manage A 0
® = [ » ThisPC » Local Disk (C) v & [ Sesrch Local Disk (<) o]
=
A Favorites Name Date modified Type Size
B Desktop inetpub 1/26/2018 1:52PM  File folder
P
|l Downloads | Perflogs 8/22/2013 &:52 AM  File folder
5l Recent places |, Program Files 11/6/2017 6:26 PM File folder
h Program Files (x86) 11/9/2017 &:26 PM File folder
18 This PC L Users 11/9/2017 @27 PM  File folder
1 Windows 1/26/2018 1:52 PM File folder
f" Metwork

6 items {;]
2. Right-click and select Create Folder.
3. Name the folder www.

Home Share View v 9
(€ (3) ~ 1 [E » ThisPC b Local Disk (C) » v @& [ Search Local Disk (C:) 2]

ﬁ Eavorites Name - Date modified Type Size
B Desktop | inetpub 1/26/2018 3:52 PM  File folder
|18 Downloads | Perflogs 8/22/2013 &:52 AM  File folder
% Recent places |\ Program Files 1/29/2018 4:04 PM File folder
L. Program Files (x86) 1/29/2018 2:40 PM File folder
18 This PC L Users 1/26/20185:52 PM  File folder

1/28/2018 2:25 PM File folder
2/1/2018 1:38 PM File folder

f! Network

7items  1item selected
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Open the Internet Information Services (IIS) Manager.

@Y » StartPage

File View Help

erne 0 atio & es 8
b8 MSSQL (MSSQL\Administratc
Name Server Connect to localhost 1IS News and Information
SmssaL e Connect to a server... 1IS Downloads
Connect to a site... 1IS Forums
Connect to an application... TechNet
MSDN
ASP.NET News
Microsoft Web Platform
<] m [>]
- 7 . 7 o o

IS News.

115 News is disabled, click the Enable IIS News link to get the most recent enline news.

<] m B

Ready
5. Click the arrow next to MSSQL (or the chosen name of the server).
6. Click Sites.

CEEE G sites |@ Adavicbate
‘g mrm“*m ; Filter: = ¥ 6o - @ ShowAll | Groupby: No Grauping | Set Websie Defaghe..
-} Application Peols Neme  * ] Status Binding Path | ® Help
+ (16 Sines] @ Defout Web Site 1 Started (ht...  *:30 {htp] HSystemDrive Khinetpublymract
[<] w )
i - 1 15| [ estures view |2 Content View
Ready “ld

7. Click Add Website....
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Site name: Application pook:

“ | |DelauhAppPooI ‘ | Select... |

Content Directory
Physical path:

Pass-through authentication

| Connect as... ‘ ‘ Test Settings... |
Binding
Type: IP address: Port:
|http v| |Al( Unassigned v| |BD |
Host name:

Example: www.contoso.com or marketing.contaso.com

[ Start Website immediately

| o |[ canea ]

Enter the desired site name.

Site name: Application pook

[MssaLsITE | [mssause | [ select..

Content Directory
Physical path:

I[=]

Pass-through authentication

‘ Connect as... | | Test Settings... |
Binding
Type: IP address: Port:
|http v| |AIE Unassigned v| |M |
Host name:

Example: www.contoso.com or marketing.contoso.com

[ Start Website immediately

o || Cancel

Click ... under Physical path:.
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Add Website CalEC

Site name: Application pook

[MsSQLSITE | [mssaLsiTe | Select...

Content Directory
Physical path:

Pass-through authentication h

Select a directory for the application.
Test Settings...

Binding b B Videos [~
T [ b < Floppy Disk Drive (4:)

|http v| |A|I Unassigr| D

» &% DVD Drive (D:) SQLSERVER

Host name: I 4 Libraries
| [ f- MNetwork =
Example: www.contoso.com or ma 1 B8 Control Panel by

'E] Recycle Bin

[ vakenewFolder | [ ok |[ cancel

[w] Start Website immediately

‘ oK | | Cancel

10. Locate and select the folder created in step 3.

Add Website B

Site name: Application pool:

[MssQLSITE | [mssaLsie || select..

Content Directory
Physical path:

Pass-through authentication *

Select a directory for the application.
Connect as... Test Settings...

Binding 4 iy Local Disk (C:) |~
Type: IP address: b & inetpub
|http v| |AHUnasswgr & Perflogs
I . Program Files
Host name: I . Program Files (x86) il
| I . Users =
Example: www.contoso.com or mai I Windows
L &% DVD Drive (0:) SO SERYER i
[ MakerewFoder | [ ok || cancel
[ Start Website immediately
ok || caneel

11. Click OK.
12. Set Type to http and Port to 80.
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13. Ensure that the IP address and Host name fields are filled in with the correct information for

the machine.
14. Ensure that Start Website immediately is selected.
Add Website | 2 [
Site name:
[MssausiTE | [mssausiTe [ [ setect..
Content Directory
Physical path:
|C:\Www | lII
Pass-through authentication
| Connect as.. | |Test Settings... |
Binding
Type: IP address: Port:
http v v [s0 |
Host name:
| MssaLdiipdr |
Example: www.contoso.com or marketing.conteso.com
Start Website immediately
oK | | Cancel

15. Click OK.

2.6 GreenTec WORMdisks

See the Installation of GreenTec Command Line Utilities document, which should accompany the
installation disk, for a detailed guide on how to install the GreenTec command line utilities.
Furthermore, refer to the GT_WinStatus User Guide, which should also accompany the installation disk,
for instructions on how to effectively use GreenTec WORM(disks to preserve data. Read these
instructions carefully, as locking GreenTec WORM(disks can result in making some or all of the disk or
the entire disk unusable. Having portions of the disk or the entire disk permanently locked is sometimes
desirable, but it is dependent on the needs of your organization, e.g., if you want to store backup

information or logs securely.

The GT_WinStatus User Guide provides instructions for locking and temporarily locking disk sectors. In
this practice guide, we will not include instructions on when to lock GreenTec WORMdisks. However, we
will provide instructions detailing how to save data to these disks and various commands used in
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manipulating the disks. Below, find descriptions of some commands useful for automation of GreenTec
WORM(disks. Actual automation of these disks will vary per organization.

2.6.1 Format GreenTec WORMdisks
To format GreenTec WORM(disks for use, the following command can be used.

> gt _format.exe <disk number> /parts:<number of parts> /label:<id>

This command can be used to split a disk into a specified number of partitions, with each partition being
labeled according to the label id specified.

For example, this command will split drive 1 into four parts, labeled DI001, DI002, DIO03, and DI004:
> gt _format.exe 1 /parts:4 /label:DlI

Formatting drive 1 partition 1 file system NTFS label "DI00O1"
Format successful

Formatting drive 1 partition 2 file system NTFS label "DI1002"
Format successful

Formatting drive 1 partition 3 file system NTFS label "DI003"
Format successful

Formatting drive 1 partition 4 file system NTFS label "DI004"

Format successful

2.6.2 Obtain Status Information About GreenTec WORM(disks

To verify information about GreenTec WORM(disks, use the following command.

> wvlist.exe <drive number>

This command can be used to display basic information about a drive, such as the amount of space of
each partition, whether it is a WORM(disk, whether they have been locked, and what drive letter to
which they are mapped.

For example, this command will list the characteristics of drive 1.

> wvlist.exe 1
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WVLIST: List WORM Volume (WDV) Status on Physical WORMdisks(tm).
Copyright (C) 2015 GreenTec-USA, Inc. All rights reserved.
Drive#=1 Type=ATA F/W=GT5G Size=500{GB)
> IS WORM > IS *NOT* Finalized

Fxx*k  WORMdisk Volume (WDV) Info ****
WDV # TB ENFORCED GREENTEC TLOCKED

S S D > <o > <emmee >
001 0.125 NO YES NO G:\
002 0.125 NO YES NO H:\
003 0.125 NO YES NO I:\
004 0.125 NO YES NO J:\

2.6.3 Map GreenTec WORMdisks to Drive Letters

1. To unmap a partition from a drive letter, use the following command:
> wvmap.exe <drive letter>:
For example,
> wvmap.exe H:
will unmap H:, making it available for mapping to another partition.
2. To map a partition to a drive letter, use the following command:
> wvmap.exe <drive letter>: <drive number>.<partition number>
For example,
> wvmap.exe H: 1.2

will map the second partition of drive 1 to H:, making files available through accessing that drive
letter.

3. To map the next partition to a drive letter, use the following command:
> wvnext.exe <drive letter>:

For example, if H: is mapped to partition 2 of drive 1 (1.2)
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> wvnext.exe H:

will attempt to map H: to partition 3 of drive 1 (1.3).

2.6.4 Activate Write Protection in GreenTec WORMdisks

1. Running GT_WinStatus.exe will open the Graphical User Interface (GUI), which displays various
information such as drive mappings, partitions, total space, and space used, as well as a range
of other options.

6/28/2018 7:10:35 PM
7 Active, 0 Added, 0 Remaved

Size (KB) Pct BytesUsed
WORM (RW) | 255,999,996 005  |130437.120
WORM (RO) 102.399.9% 009 [93.130.752
WORM (RW) | 129,853.436 009 [117.055488
WORM (RW) | 122.063.240 0.09 |116.776.960
WORM (RW) | 122,063,240 009 |116,776,960
WORM (RW) | 122,063,240 009 [116,776,960
WORM (RW) | 122.065.736 009 |116.776,960

2. More columns can be added by right-clicking anywhere in the Active window, opening the
Settings window.
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% GreenTec™

User Field 1: | | pe: | |[L]  Actverle: sctvers ] Wiaming Threshold (4 ful): [70_|
e m— Y — o s it 5]
[ Prompt for User Fields ~ [] Assign drive letter ] Run when Auto-finalizing (] Finalze ot (4ful): [39_ | IE'
PhySlot DrivePart  SecsilD  SerialM: Path Model Controller C_E S Fi Ver File Status _ Size PctUsed BytesUsed BytesDeltal 0K
Siot  |DrivePant |ScsilD |SerialNum |Path | Model Cortroller [C_E_S |F F Status | Size (KB) | Pet BytesUsed | BytesDelta
Show Active yes yes no no yes | no no yes yes yes yes yes yes yes Apply
Show Added yes yes yes yes yes | yes yes yes yes yes yes yes yes yes yes
Show Removed yes yes yes yes yes | yes yes yes yes yes yes yes yes yes
Alignment left left left  |left left |left left it |left left et | left left left left

3. Inthe Settings window, User Field 1 and User Field 2 are for any metadata to be stored for a
drive. Pre: runs a script prior to finalizing a drive, and Post: runs a script after finalizing a drive.

4. Also, from the Settings window, right-clicking on Critical Threshold or Warning Threshold will
allow the user to set up alert preferences for drives that are nearly full (at a configurable
percent value).
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User Information Logon Information

From Name: [WoRMaler | User Name: |

From Email Address: [WORMaler @greentec usa.com | B password: |

5. To display the GUI with options to lock and enforce locks on drives, the following command
must be used to start the GUI:

> GT_WinStatus.exe /tlock /enf
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6. This will add columns called TLock and Enforce (as well as the ability to use the Finalize

column).

7. The TLock column temporarily locks/unlocks a partition of the drive. This is useful to prevent
modification during times when modification should be disallowed.

Important: The following functions in steps 8 and 9 will permanently lock portions of the
drive, making them read-only.

The Enforce function permanently locks all volumes up to the enforced volume.

The Finalize function permanently locks the entire drive.

8. The Enforce column is a permanent incremental lock. This means that it permanently prevents
modification for the selected volume of a drive as well as all volumes that come before that
volume on the drive. Once these sections are enforced, they cannot be written to ever again.
This functionality is particularly useful in protecting data or backups that must never be
modified, but as the enforce function is permanent, it must be used carefully.

9. The Finalize column permanently locks the entire drive. This is useful when a drive is full and no
longer needs to be written to. Data can still be read and copied from this drive to other places,
but no write actions will be possible after this is used, so it also must be used carefully.
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2.7 CryptoniteNXT

See the CryptoniteNXT 2.6.2 Unified Installation Guide, which should accompany the device for a

detailed guide on how to install CryptoniteNXT on the provided device.

The CryptoniteNXT 2.6.2 Unified Installation Guide provides a full installation on both the

CryptoniteNXT device and the management workstation. When finished, it should be possible to log in

on the management workstation and interact with the CryptoniteNXT ACC GUIL. Instructions are

provided below for performing various useful functions, including adding new devices/users, as well as

creating policy, but specific recommendations for policy are not provided, as those will be specific to the

organization. Some integrations with other security products used in this guide will be provided, as
exceptions for those products in CryptoniteNXT are often necessary for their functionality.

2.7.1 Configure Cryptonite NXT

2.7.1.1 Verify a New Device

1. Open the CryptoniteNXT ACC GUI application.

CryptoniteMXT ACC Client

ACC Engine Server Name/IP:
Keystore File:

Keystore Password:

CRYPTONITE

N
|acc |
|sers\Admiantmtor.DI\Dncuments\acc_gui_keystore.jks| [ Keystore File: ]
|113111111111131 | E

2. Click OK.

3. Enter the password for the account created during the installation.

Connect to the ACC Engine >

Enter password for username ‘administrator': |**************l|

[ 0K ] [ Cancel ]

4. Click OK.
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W CrypranteldT ACC Client - Usen administratar (READ_ONLY) = =] E
SopEorng | ([ synchwehsever | [ About )
[ Refrash Registrabon State at Intenval (seck: L
Access Control Poboes 4 Users 1 Endponts
O Shor S Groims B RS R B | | Shaw: g R | | Show: e O
Fheron: (NoFter < B | | feron: [NoFRer =)
[AETes Tl Paboes.
| SowceGroups | Promwcol | PortRange | Acton | Destnaso.. | Defaur | id"_.“___l ‘ll\ll s: a;“ Mmﬁ .WMB. ":;
: : = . adrminws | SN TSAdmns 9 <] [=]
SHXTSALT Engne [UDP 5353 whuntud.... | alknm %] 8] O
"
| ingress i we | Ges@etiGops
| @ | abtraffc, block-dhcp A
5. Click Enable Editing at the top of the application.
6. Click the Endpoints tab.
ACE Chent - - a o
Tratie [8trs [ StpEdeng | Sy, wieh Sarver — |
B o | B9 copmtt e G oo AN-‘_S.WIQ.. | @ 0| B ot osmn
ATTINTION: There e uvverfid sndsom(s) 0 the sscivs (hghighted n ed)l
1. et e ardpont i the e 1
;‘.ummmpmmarzwunw.u:nmwwmaﬂwn
O 1 ey ] [ W oW rmD
A I MES NS Lo JE N = !
srratite | & hd [ F N ) z

Marra: .-7

Bescrpton: N |

s 1

Tbeund ity (1=
hodres: | ]

L B, € set, for

Statun e

Stat 1P Permaon: (= E—

7. Click the Unverified tab. Any new devices connected to the network should appear here, if

configured to use Dynamic Host Configuration Protocol (DHCP).
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I Cryptonehiil ACC Chant - User: samiristeatce [1DIT) - B8 X

oo ey oot

B rosey| B3 crosnenct sotes| (] tncsorss | B pecs | @ mtacaten | @), etwork i | ) Daoty | By settmare Uit

Werfied (3| Uoverfed (5] | Parmanestly Un-venfied (0] | Quarastned {0

Exteenl e ac W remD

atmngr 1961244

Descophon:

A

Twmer: MO T 20T

e gatemar: T SET

Extaml ngrew (rbound] B Addoei:

W Ao o extiemal ingrens 7,  sat, for aprems [outhound) taffe
St Unvarted

Statc B Pemission: Caalimnd

8. Click the machine to verify.

9. Enter a name.

10. Enter a description of the machine.

11. Select an owner if desired. If not selected, the owner will be the first user to log in to
CryptoniteNXT on the machine.

12. Leave Inbound gateway: as NOT SET to have it choose a default gateway.

13. Leave External ingress (inbound) IPv4 Address: blank.

14. Ensure the box next to Also use external ingress IP, if set, for egress (outbound) traffic is
checked.

15. Set Status: to Verified.

Confirm Change of State x

0 Warning: Switching to 'Verified' state will make the policies of the endpoint take effect immediately.
=¥ Please check it's policies in the Policy tab before making the change.

Are you sure you want to change the endpoint’s verification state fru% un-verified to verified?

16. Click Yes.
17. Click Save.
18. The machine should now appear in the Verified tab.
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2.7.1.2 Create a New User

1. Go to the Policy tab.

I CoyptoriteliT ACE ot - Uter sdevisatrates (EENT) - a8 x
Enable E5tng [ Sopiotrg | Syivch with eroer About 1
Rafremn Repetration State 3t Intenal (sac): |«
B 7ok |3 comtoncuotnotes| F enoorss| B, evcie | . | @, ek s | @) 0o | B st o |
‘Access Control Polces 4 Users + Endponts.
00 Show System Grouss L R R e — E o R T — =2
E Fer On: o Fitwr | Fleer On: (g ¥t =]
Nae | SosceGrpt  Auth Tyt e Sorte Grinst L Oeatonfoops | LOwe
v | 8 o [;;—‘ B a s] O
admi-ves ST HAG i s O
ubuntutesiten | abinue a a_ O
3
= Y
T 9Gs |
| O | st blockdhen a

Right-click in the Users window and select New User.
3. Enter the username, and uncheck the box next to Auto-generate and distribute first user TOTP
key to the portal.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 112



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

Insert Mew User >

Mew user name: |ubuntu—user

[) Auto-genererate and distribute first user TOTP key to the portal

R (o) ()

4. Click OK.

I CryptontebirT ACE Chent - User: sdmisisssater EDT) - 8 X

1

P — &
[ Y —
[ Mame | SosceGraps  utTioe | Enabied [
fadmni._. a -] af fjace a a| O
ot oar [y & | O [l | piTgadmr. al 8 O
ey . a a o
| Pl sars + Souten Groups + CrpptentendcT Nodas
PR 3 & R | [ e ¢ ey ke =
- =
(Lol - e L A e B
g pradaie R — ! tame Sauree Graes R e Egrem Dewt) Grouen !
i oy Dt L A e D accen 3] |lew 3 | abtraffc, Bock-ncp sl
ahenc o1 o1 =+ |||iE a1 : :

5. The new user should show up in the Users window. Click the key icon for the newly created user
under Auth Type.

6. Decide on an authentication method for the user. (Note: It is not recommended to use
passwords, but as this authentication decision depends on the needs of the organization,
passwords are used for the purposes of this practice guide.)
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Ml Modify User Authentication Key X
User name: ubuntu-user
Authentication Type:
@ Keep current type: TOTP KEY <VALUE HIDDEN=
OR
(O Auto-generate and distribute new TOTP key (STRONGLY RECOMMENDED if making changes)

(O Manually enter TOTP key (for hardware tc-kens)[} | |

(Enter Base32 encoded key, exactly 32 characters using only A-Z, 2-7 MO zeros or ones)

O Basic password (WARNING: THIS 15 INSECUREL): | |

(Passwords in general can be easiy replayed by malware, do not use this option!)

7. Click Save.

ACC Cher - L DT - o %

| Acowss Control Polcms + lindoonts
1| £ show sysem eoups B R X E || s [Eubed il K R | | shew (Vered ] i O
| | : s = Lo R T —
Puame Seurce Grougm LA
[y [ ocTsadmen ] =)
brudeskiop | L] 8]l O
|
| )
| o Y
g e Erest Dess] Graven. ]
| shirate, bisck-en ]

On the client machine, the user should be required to sign in on the CryptoniteNXT portal to
access the internet. Authenticate using the newly created user.
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User Portal

New user? If you were given a retrieval code, enter it in the Token field. If not, enter your password in the Token field.

“Only install safe software from legitimate sources.”

Status

2.7.1.3 Create a New Policy

Creating policy in CryptoniteNXT essentially requires specifying allowed types of traffic. To do this,
source groups and destination groups are created.

1. To create a source group, right-click in the Source Groups window and select New Source
Group.
2. Enter the name of the group.

Insert Group *

Mame of new client group
|alHinux |

| oK | | Cancel |

3. Click OK.
4. The newly created group should appear in the Source Groups window.
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5. Inthe Endpoints window, click the arrow button under the Source Groups column for any
machines to be added to this Source Group.
Select the newly created group (or groups).

7. Click the >> button to add the endpoint to this group.

M Select source groups for endpoint 'ubuntudesktop’ X
Available source groups Selected source groups
SNXTSAdmINS SNXT$Al Endpoints
al-pcs alHinux
all-users
temp
<<

fye| [cox]

8. Click Save.
9. The group should show under the Source Groups column for those endpoints.
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Destination groups are used to govern the allowed destinations of endpoints within certain source
groups. While destination groups can be created according to organizational property, this example
uses an existing group, all-traffic.

1. To allow or prevent the use of ping, we add it to the all-traffic group. In the Access Control

Policies window, right-click on the row labeled To: ‘all-traffic’ and select New Access Control

Policy Entry.
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2. Click the arrow button under the Source Groups column.
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3. Select the newly created source group.

Available source groups

SNXTSACC Engine
SNXTSAdmMINS
SNXT$AI Endpoints
SNXTSAI Nodes
SNXTSAN Users
alHinux

all-pcs

all-users

temp

<<

t

@ Select source groups that can connect to destination group ... X

Selected source groups

4. Click the >> button.

Available source aroups

SNXTSACC Engine
SNXTSAdmMINS
SNXT$Al Endpoints
SNXTSAI Nodes
SNXTSAN Users
all-pcs

allusers

temp

<=

s

Ml Select source groups that can connect to destination group .. X

Selected source groups

alHinux

5. Click Save.

6. Select the Protocol. In this case, to prevent the machine from using ping, we choose ICMP.
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7. Enter the port range that this traffic can operate on.
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8. Select INVISIBLE for the Action column.
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9. This will prevent the members of this group from using ping.
10. To allow the members of this group to use ping, delete this rule. Right-click the entry and select
Delete Access Control Policy Entries.
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11. Add the newly created group to the existing policy entry by clicking the arrow for that entry
under Source Groups.
12. Select the newly created group.
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M Select source groups that can connect to destination group .. X

Available source groups Selected source groups
$NXTSACC Engine SNXTSAN Users
SNXT$AdmIns

$NXTSAl Endpoints
$NXTSAl Nodes
alHinux

al-pcs

allusers

temp

N

o

13. Click the >> button.

M@l Select source groups that can connect to destination group .. >

Available source groups Selected source groups
$NXT$ACC Engine SNXT$Al Users
SNXT$AdmINS 2lHinux

$NXT3$Al Endpoints
SNXTSAI Nodes
al-pcs

all-users

temp

<<

N
sove

14. Click Save.
15. Click Stop Editing when finished.
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16. Now, the new machine should be allowed to use ping. With these policies it is possible to

2.7.2

In this section, devices listed in Active Directory will be imported into CryptoniteNXT. For this to be
successful, the DNS server must have reverse lookup zones configured for the AD server. Please see

manage all traffic through the specification of groups, ports, and protocols.

Integrate CryptoniteNXT with Active Directory

Section 2.1.6 for setting up reverse lookup zones on the AD/DNS server.

2.7.2.1 Generate a Keytab File

1.

Open Active Directory Users and Computers.
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File Action View Help

e 2@ f0/ XDz Hm T rYih

 Active Directory Users and Com
p ] Saved Cueries
4 3 DUPDR
p ] Builtin
b [ Computers
p & Domain Controllers
b (] ForeignSecurityPrincipald
b ] Managed Service Accour
p (2] Microsoft Exchange Secy|

T 5

Name Last Narne Type Description

&, Abrsham Leptoceratops User User Account |
R, ndeministrator User Built-in account
B, Allowed RODC Password Replication... Security Group... Members in this
&, BRATVA_BACKDOOR O User Not & suspiciou
2 BRATVA_BACKDOOR_1 User Mot a suspiciout
&, BRATVA_BACKDOOR_2 User Mot a suspicious
82, Cert Publishers Security Group... Members of this
82, Cloneable Domain Controllers Security Group... Members of this
%, Denied RODC Password Replication ... Security Group.. Members in this &
2, oi y il { a 26641 User

82, DnsAdmins Security Group... DINS Administra
82, DnsUpdateProny Security Group... DNS clients whe
82, Domain Admins Security Group... Designated adm
82, Domain Computers Security Group... Al workstations
82 Domain Controllers Security Group...  All domain cont
82, Domain Guests Security Group...  All domain g:ﬂ_
82, Domain Users Security Group... All domain user|
B, Enterprise Admins Security Group... Designated adm
&2, Enterprise Read-only Domain Contra... Security Group... Members of this
2, Exchange Online-Applicati User

B, FederatedEmail 4c1f4d8b-8179-4148... FederatedEmail.4c1f4d8b-8179-4148-930f-000.. User

&, Franklin Delano Raptorvelt User User Account
2, Group Policy Creator Owners Secunity Group... Members in this
2, Guest User Built-in account
2 Harry S Triceratops User User Account
& 1ohn Quincy Ankylosaurus User User Account
L, Lynden & Ighnsen User User Account |~
<| [ | H

2. Right-click the Users folder in the left pane and select New > User.

3. Enter a name for this user, such as nxtadmin.

s Createin:  DIIPDR/Users

N —

Last name: |NXTADMIN

|NXTADMIN

—
|

|[@oLiPor

User logon name (pre-Windows 2000):

|DI\

| [rudadm'n

4. Click Next.

5. Enter a password for this user, and set the password policy.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

123



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

& Createin: DIIPDR/Users

Password: |oooooo|oooooool

Confirm password: |oouonooouon

[[] User must change password at next logon
["] User cannot change password

6. Click Next.

& Createin: DIIPDR/Users

When you click Finish, the following object will be created:

Full name: NXTADMIN
User logon name: ridadmin@DI1.IPDR
The password never expires.

7. Click Finish.
8. Right-click the newly created user and select Add to a group....
9. Enter DnsAdmins.
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Select this object type:
‘Gmups or Built4n security principals

From this location:
‘DI.IF‘DF{

Enter the object names to select (examples):
DnsAdmins

10. Click OK.
11. Right-click the Users folder in the left pane and select New > Group.
12. Enter NXTAdmins as the group name.

13. Click OK.
14. Right-click the Users folder in the left pane and select New > Group.
15. Enter NXTNodes as the group name.
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16. Click OK.
17. Click Computers in the left pane.
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File Action View Help

Y E R EEE

HeE damTEha

 Active Directory Users and Com|| Name Last Name Type Description
b [ Saved Queries 1 BACKUP-STORAGE Computer
4 4 DLIPDR 1%/ DESKTOP-7REQTKD Computer
» (] Builtin 18 EXCHANGE Computer
@ &I HYPERV Computer
b ﬁ Domain Controllers 1&IMssaL Computer
b (1] ForeignSecurityPrincipal!| g petoTepeskToRT Computer
b [Z) Managed Senvice Accou g peyroTepESKTOR2 Comptiter
4 g y""”"ﬂ Exchange Secu | o pEMOTEDESKTOP3 Computer
. (&I TRIPWIRE-E Computer
1% UC-TEST-SERVER Computer
& WIN-0LIQ7SMEHS2 Computer
18 WIN-JHAL7I215VT Computer
1% WIN-KRI2P6EGOKS Computer
1 WINDOWS10-1 Computer
& WINDOWS10-2 Computer
& WINDOWS10-3 Computer
ks
< wm >« "

18. Right-click Computers in the left pane and select New > Computer.

19. Enter the name of the acc server for CryptoniteNXT (Node A).
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The following user or group can join this computer to a domain.

User or group:

[ Assign this computer account as a pre-Windows 2000 computer

20. Click OK.
21. Right-click the newly created computer and select Add to a group....
22. Enter NXTAdmins in the box labeled Enter the object names to select (examples):.

Select this object type:
‘Gma&ihmiyni@da
From this location:

‘DI.IPDR

Enter the object names to select (examples):

23. Click OK.
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Active Directory Domain Services -

0 The Add to Group operation was successfully completed.

24. Click OK.

25. Open a new Administrator PowerShell window.

26. Enter the following command, using the newly created user in the DnsAdmins group:
> Ktpass -princ DNS/<user>.<domain>@<DOMAIN> -mapuser
<user>@<domain> -pass <user password> -out .\<keytab filename>
-ptype krb5_nt_principal -crypto all

For example:

> Kktpass -princ DNS/nxtadmin.di.ipdr@l.I1PDR -mapuser
nxtadmin@di . idpr -pass passwordl23 -out .\keytab.out -ptype
krb5_nt_principal -crypto all

27. This will produce a keytab file. Copy this file to the CryptoniteNXT Management workstation.

2.7.2.2 Import Keytab File to ACC

1. Onthe management workstation, open the CryptoniteNXT ACC GUI.

CryptoniteMNXT ACC Client >

CRYPTONITE

ACC Engine Server Name/IP: [acc |

Keystore File: |sers\.-'-\dmiantmtor.DI'-\Documents\acc_gui_keystore.jks| [ Keystore Fila:

|::=::::::=::::: | g

Keystore Password:

2. Click OK.
3. Enter the password configured during installation.
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Connect to the ACC Engine >

Enter password for username "administrator' |**************||

| oK | [L\,gancel ]

4. Click OK.
= ACE Chient - User {READ_GNLY} - o %
Enable Edung Zopfitng | [ Smchwihderer | [ About |
) Refresh Regstration Statw at Interval (sec):
Access Control Pokces + Uienn 1
O St Gk BB X | | shew = L N e T — E =]
: bl et T
8| |[aec B a| O
& | |[adrews | sroTsadmes @ ] al 0O
roentec | SiTsAdmes... | 1]
ubuntud.... | abine 8| = 5]
l.mm
A
[ e
| 5 | abtrti, binck-dhap a
|

5. Click Enable Editing.
6. Click the Integration tab.
7. Check the box next to Use Keytab file (for LDAP and/or DDNS):.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 130



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

- ALCC Client - Use ]

R

il ol (e

B reier| B3 Coptontetr ot (O Endports| B Encve| ' ntegrson | @ etwork A | ) Doy B sftwar Ut

rloag
Mot Symched with LDAP Server
Dorram name: |
Sarver ama: |
(E73]
Dynamc DHS (DOKS)

Enabie Dynamic DiS: [0

Use Keytab fle (for LOAR and/or DONS): &2 | SeleqHew Heytas

Fain Ao Hietworks
Enabla tagraven whh Palo Ao Networks: ()
Hasts
Wy 551 Cortificate:
Usemama:
Fasswor:
Domain:

Bult-n RADIIS Configuration
Enable Dult-In RADIUS Accountng Server:

Ketheros Server: | i
X%
Karhars Resime | | Bent Shared Sares |
Doman Suffi X
TIL {sek: [Bsann il
[5ave) [cancal
1CT AP Kimvs
e %
Gererane Key |

8. Click Select New Keytab.

Active Directory Integration

N

x

B If both LDAP and Dynamic DNS are enabled, single keytab file must contain credentials suitable for both.

9. Click OK.

10. Navigate to the keytab file.

Ol Select Keytab File

4 w0 & =y uss Drive (E) »

& |y Templtes :

- |y Videos LD

Ly cryersen

&

&®

|y cryersen.DI
- |y dataintegrity
- |y Default.migrated

[

m

- |y jsexton

m

- |y mekstrom

m

+ |y Public

®

| wiliarm

i Windows

| Windows10Uparade
UsaDrive (E)

di dpc

File folder [J File folder
DI_Dermo_15_25_9_25 ... keytab.out
Microsoft PowerPoint Pr... u QUT File [}
220.59 MB 362 b

Selected files: | | | keytab

| |\_|' All files '| [Vchoosel [ KCanceI]

11. Click Choose.
12. Click Save.
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13. Under LDAP, enter the Domain name (such as DI.IPDR) and the Server name (such as ad-dns).

14. Check the box next to Enable Dynamic DNS:.
15. Enter the fully qualified domain name of the DNS server (such as ad-dns.di.ipdr).
16. Enter the Kerberos realm (such as DI.IPDR).
17. Enter the domain suffix (such as di.ipdr).

B Croptonieshif ACC Chent - Uner: sdmanistitor (10T - o
o e - =3
B ooy | B crvmmontanctiiotes | (F tncpants B, incen & rinnen | @) ietwerk dviirss | ) Dwoiy | By scftware Updian
roa o rer——
iy Erbi ntegurce weh P Al Nekemsfss ]
et S e LOAP Sarew —
Nerai name (1 B0R Wy B O
PR Usamare:
[Emc] Pamwerd:
Domar:
Dmarmic DS (DONG)
Shih B Exilt-n RADIUS. Confguratun
Crable Dult-In RADMLS Accountng Sarme
Cabora tivee:  [sm o .
E
Wher Ream OLPDL T ’-‘E"
Doran Sf Lpd
1L (e B
T AP s
& "
et @ Ganerae wry
18. Click Save.
19. Click the Policies tab
B Crppteraehd T AZC Clane - Usen sdvenicracor (ET) a kS
(_shep Forg et
B robcr | B crvatencetce hestes | (F ndosees | B, Encis | & btwersion | B, detwork s | € Oucire| B St Uocat
e cone ket : - - - + e ' T i
0 s sy s BE SRS || e B | | sow [ -
= o Ot .'.‘.Q'.'!’.. =l
- iknad PeEraTn s
£ L] [:]
s .lhnYudmm M Ol
| geeerac SHCTSAdmN, dusers o
ubsriuiace | i LI 8]
BURBL pec-ghc W
BAERE ks n
L
by o « Seure Graow « Crptnt DT Maden
| 8 K| e i - G R | [ inceent hoow 1 Gatam g
(R = — — ol
Detaik o T | ST S T T g PR ceelseco o AR o
| L] G TR T LR | perer B o 3| st ook 3

Jabnn i  « 1] 3

20. Right-click in the Access Control Policies Window and select New Destination Group.
21. Enter kerberos.
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Mew Destination Group >

Name of new destination group

|kerber05

22. Click OK.

23. Select TCP under Action.

24. Enter 53:53 under Port Range.

25. Select VISIBLE under Action.

26. Click the arrow under Source Groups.
27. Select SNXT$SAdmins.

28. Click the >> button.

@ Select source groups that can connect to destination group .. X

Available source groups Selected source groups

SNXT$ACC Engine SNXT5AdmINS
SNXT3$Al Endpoints
SMXTSAI Nodes
SNXTSAI Users
alHinux

all-pcs

allusers

temp

29. Click Save.
30. Right-click the To: ‘kerberos’ destination group, and select New Access Control Policy Entry.
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31. Repeat steps 21-29, but replace 53:53 with 88:88.

32. In the Gateway Nodes window, click the arrow under Egress (Dest) Groups.

33. Select “kerberos”.
34. Click the >> button.

Available destination groups

Basic External Access

Save

<

Ml Select destination groups for gateway node 'gw’ X

Selected destination groups

$MNXT$InternalNodeComm
al-traffic

block-dhcp

kerberos

35. Click Save.

36. In the Endpoints window, click the arrow under Source Groups associated with the

Administration Control Center (ACC).

37. Select SNXTSAdmins.
38. Click the >> button.
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Ml Select source groups for endpoint ‘acc’ X

Available source groups Selected source groups
alHinux SNXTSACC Engine
al-pecs SMNXTSAdmINS
all-users SNXTSAl Endpaints
temp

39. Click Save.

B CryptentenxT ALE Dt - Lbar: mdevnal e B0-T) -
TR Y [ TS |

Prbens Angmralar Se 2t Belered [noi 2

40. Return to the Integration tab.
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41. Click Sync.

2.8 Backups

For this capability we use an integration of two open-source tools: Duplicati and FileZilla. FileZilla acts
as a File Transfer Protocol (FTP) (over TLS) server component, while Duplicati acts as an encrypted
backup client. This section details the installation and integration of both tools, as well as the process
for creating a backup schedule, but does not provide specific recommendations on backup frequency or
backup targets as those are specific to the organization.

2.8.1 FileZilla FTPS Server Setup

1. Run FileZilla_Server-0_9_60_2.exe.
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License Agreement
Please review the license terms before installing FileZilla Server beta 0.9.60.

Press Page Down to see the rest of the agreement.

| GNU GEMERAL PUELIC LICEMSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_lioense; for mest ;oﬂware are designed to take away your

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install FileZilla Server beta 0.9.60.

Mullsoft Inskall System 3.0

lagee | | Cancel

2. Click I Agree.
3. Select Standard from the drop-down menu.

Choose which features of FileZila Server beta 0.9.60 you want to install. E

Check the components you want to install and uncheck the components you don't want to
install, Click Mext to continue.

Select the type of install: |513ndard v |

Or, select the optional FileZilla Server (Service)

if:gﬁnents you wish to Administration interface

Description

FPosition your mouse
aver a component ko
[[] Source Code see jts description,

Start Menu Shortcuts
Desktop Icon

Space reguired: 6.0MB

Mullsaft Install System w30

4. Click Next.
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Cheose Install Location
Choose the folder in which to install FileZilla Server beta 0,9.60. E

Setup will install FileZila Server beta 0.9.60 in the following folder. To install in a different
folder, dlick Browse and select another folder, Click Next to continue.

Destination Folder

C: \Program Files (x86) \FileZilla Server

Space required: 6.0MB
Space available: 476.0GE

Mullsoft Imskall Systenm w3.0

Click Next.
Select Install as service, started with Windows (default) from the drop-down.
Specify a port (for the administrator interface to run on) if desired (the default is 14147).

© N W,

Ensure the box next to Start Server after setup completes is checked.

Startup settings
Select startup behaviour for FileZilla Server

Blease choose how FileZilla Server should be started:
|Ins13|| as service, started with Windows {default)

Please choose the port, the admin interface of FileZilla Server should listen on {1-65535):

Mote: This portis only used to administrate the server using the FileZilla Server Interface. It
is not the FTP port used by FTP dlients.

s

[w] start Server after setup completes

tullsaft Inskall Systern «3.0

9. Click Next.
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Startup settings
Select startup behaviour for FileZilla Server

Please choose how the server interface should be started:

|S13rt if user logs on, apply to all users (default)

[w] Start Interface after setup completes

rullsaft Install System v3.0

10. Click Install.

Installation Complete
Setup was completed successfully.

Completed

Create shortcut: Cr\ProgramData \MicrosoftiWindows\Start Menu'Programs'FileZilla 5... :
Create shortcut: C:\ProgramData \Microsoft\Windows\Start Menu'\ProgramsFileZilla ...
Create shortcut: Ci\ProgramData MicrosoftiWindows\5tart Menu'\Programs'FileZilla ...
Create shortout: Ci\Users\Public\Desktop'FileZilla Server Interface.ink

Execute: "C:\Program Files {x86)\FileZilla Server\FileZilla Server.exe” fadminport 14147
Execute: "C:\Program Files (x86)\FileZilla ServerFileZilla Server Interface.exe”™ fadmi...
Installing Service...

Execute: "C:\Program Files {x86)\FileZilla Server'FileZilla Server.exe” finstall auto

Put FileZilla Server Interface into registry...

Completed

rullsaft Install System w3.0

11. Click Close.

2.8.2 FileZilla Configuration

1. When the administrator interface comes up, ensure that the port is correct and click Connect.
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- Passive mode settings
Security settings
Miscellaneous
Admin Interface settings

- Logging

Speed Limits

- Filetransfer compression
- FTP over TLS settings

- Autoban

2. Click Edit > Settings.

General settings FileZilla Server

Connection settings
List of ports between 1 and 65535. These

Listen on these ports: ports are used both for plain FTP and explicit

FTP over TLS. {Default port: 21)

Max. number of users: l:l (0 for unlimited users)

Performance settings

Number of threads: This value should be a multiple of the number of processors

installed on your system, Increase this value if your server
is under heavy load.

Timeout settings

Connections timeout: E in seconds (1-3999, 0 for no timeout).

El in seconds (500-8393, 0 for no timeout). This value spedifies

No Transfer timeout: the time a user has to initiate a file transfer,

Login timeout: in seconds {1-9999, 0 for no timeout). This value spedfies

the time in which a new user has to login.

[=I- General settings
L Welcome message

- Passive mode settings
- Security settings

- Miscellaneous

- Admin Interface settings
- Logging

Speed Limits

- Filetransfer compression

Autobi

[ ]

3. Click FTP over TLS settings.

FTP over TLS settings FileZilla Server

[w] Enable FTP over TLS support (FTPS)
[ pisallow plain unencrypted FTP

X.509 Certificate

Private key file: | | Browse...
Certificate file: | | Browse. ..

| Password will be stored in
plaintext.

Key password:

Generate new certificate. ..

Explicit and implicit FTP over TLS
[w] Allow explicit FTP over TLS (default: yes)
Mote: Explicit FTF over TLS shares the normal FTP port configured on the General settings page.

Listen for implicit FTP over TLS connections on the following ports (default: 990):
[520

File transfer security
These settings need to be enabled for file transfers to be secure.

[w] Force PROT P to encrypt file transfers when using FTP over TLS
[+ Require TLS session resumption on data connection when using PROT P

4. Check the box next to Enable FTP over TLS support (FTPS).
5. Check the box next to Disallow plain unencrypted FTP.
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=l General settings
. Welcome message
1P bindings
TP Filter
- Passive mode settings
- Security settings
- Miscellaneous
- Admin Interface settings
- Logging
- Speed Limits
- Filetransfer compression
- FTP over TLS settings
- Autoban

FileZilla Server Options

FTP over TLS settings
able FTP over TLS support (FTPS)
isallow plain unencrypted FTP

%.509 Certificate

Private key file: ‘ ‘ Browse...
Certificate file: ‘ ‘ Browse...
Key password: ‘ Passwaord will be stored in

plaintext.

enerate new certificate.

Explicit and implicit FTF over TLS
Allow explicit FTP over TLS (default: yes)

Mote: Explicit FTP over TLS shares the normal FTP port configured on the General settings page.

Listen for implicit FTP over TLS connections on the following ports (default: 930):

| 390

File transfer security

These settings need to be enabled for file transfers to be secure.
Force PROT P to enarypt file transfers when using FTP over TLS

Reguire TLS session resumption on data connection when using PROT P

6. Click Generate new certificate.

connections.

confuse dients.
Key size:  (®) 1230 bit

This dialog will help you to create a new private key and a
self-signed certificate, needed by FileZilla Server to accept TLS

Please fill out the reguired information. Wrong or missing information may

() 2048 bit () 4096 bit

2-Digit country code: I:I

Full state or province:

Locality (City):

Organization:

Contact E-Mail:

Common name
(Server address):

Save key and

|
|
|
Organization unit: |
|
|
certificate to this file: |

|| Browse... |

Generating the certificate may take some time depending on the key size.

| Generate certificate | | Cancel |

7. Select 4096 bit for Key Size.

8. Enter the information for the certificate specific to your organization.
9. For the common name, enter the address of the server on which this is installed.

10. Click Browse and specify a file location for the certificate.
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This dialog will help you to create a new private key and a
! self-signed certificate, needed by FileZilla Server to accept TLS
connections.
Please fill out the required information. Wrong or missing information may
confuse dients.

Key size: () 1280 bit () 2048 bit (®) 4096 bit
2-Digit country code:

Full state or province: | Maryland

Locality (City): | Rockville

Organization: | b1

QOrganization unit: |

Contact E-Mail: | administrator @di.ipdr

Common name p
(Server address): | backserv.di.ipdr

Save key and rator.DI\Dhcuments\filezila—cert
certificate to this file: | o | | | S |

Generating the certificate may take some time E}epending on the key size.

[ generate certificate | | Cancel |

11. Click Generate certificate. (The file now contains both the private key and the certificate. These
can be separated, for ease of use, as long as the correct file locations are specified in the
settings.)

é’i Certificate generated successfully.

N

12. Click OK.

=) General settings FTP over TLS settings FileZilla Server

Wel
clcome message [¥]Enable FTP over TLS support (FTPS)

P bindings
P Filter [+ Disallow plain unencrypted FTP
- Passive mode settings X.509 Certificate
Security settings
Miscellaneous Private key file: | C:Wsers\admm\shamr‘DI\Dnmmants\ﬁlanllaﬂ‘ Browse...
- Admin Interface settings
-Logging Certificate file: | C:Wsers\admm\shamr‘DI\Dnmmants\ﬁlanllaﬂ‘ Browse...
- Speed Limits . .
Filetransfer compression Key password: | [ ;Zﬁ“;’,&‘f will be stored in

FTP over TLS settings :
- Autoban Generate new certificate...

Explicit and implicit FTP over TLS
[v] Allow explicit FTP over TLS (default: yes)
Note: Explicit FTP over TLS shares the normal FTP port configured on the General settings page.
Listen for implicit FTP over TLS connections on the following ports (default: 990):
[s=0

File transfer security

lIl These settings need to be enabled for file transfers to be secure. Q

[ Farce PROTP to encrypt file transfers when using FTP over TLS

[+ Reguire TLS session resumption on data connection when using PROT P

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 142



13. Enter a password for the key.

14. Ensure the box next to Force PROT P to encrypt file transfers when using FTP over TLS is
checked.

15. Ensure the box next to Require TLS session resumption on data connection when using PROT P
is checked.

FileZilla Server Options .

= General settings FTP over TLS settings

" el
- Ipebf:g::;essage Enable FTP over TLS support (FTPS)

L TP Filter Disallow plain unencrypted FTP

Passive mode settings X.509 Cerlificate
- Security settings
.. Miscellaneous Private key file: | C:\Users\Administrator.DI\Documents \ﬁ'EZ\"E‘(I‘ Browse...

Admin Interface settings

Logging Certificate file: | C:\Users\Administrator. DI\Documents \ﬁlenlla-ct‘ Browse...
- Speed Limits .

Password will be stored in

- Filetransfer compression Key password: | FEEERRERRRRINNY et
.. Autoban Generate new certificate. ..
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Explicit and implicit FTP over TLS
Allow explicit FTP over TLS (default: yes)
Note: Explicit FTP over TLS shares the normal FTP port configured on the General settings page.
Listen for implicit FTP over TLS connections on the following ports (default: 990):
520

File transfer security

These settings need to be enabled for file transfers to be secure.

Force PROT P to encrypt file transfers when using FTP over TLS

Reguire TLS session resumption on data connection when using PROT P

16. Click Passive mode settings. Check the box next to Use custom port range. (This is necessary in
cases of a local server behind Network Address Translation (NAT) or a firewall.)

17. Enter a range of ports for passive mode to use. Ensure that these ports are allowed through the
firewall.

18. Select Use the following IP.

19. Enter the server address.
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= General settings Passive mode settings FileZilla Server

[#] Use custom port range: {1-65535)
IPv4 spedfic
External Server [P Address for passive Use custom PASY settings if you are A
mode transfers: operating the server from behind a NAT |
- Miscellaneous () Default router or a firewall. In that case, the IP
- Admin Interface settings - address of the server is not accessible from
-Logging (®) Use the following IP: ﬁiside ofmzéwber}; 50 you sg‘ou\d fillin
: e correct address here. Use the port
SFEEd Limits . | backupserv.di.ipdr | range to limit the number of ports that will
- Filetransfer compression ‘You can also enter hostnames need to be forwarded through the router.
FTP over TLS settings
. Autoban () Retrieve external IP address from:
| http:/fip. filezila-project.orgfip.php | ||
v

(Default: http:/fip. filezila-project. org/ip.php)

Information for users with dynamic IPs: If your external IP changes, it might take up to 5 minutes
after the next failed transfer until FileZila Server recognizes the changed
In most cases, the IF is updated within 30s after a failed transfer.

[ Dar't use external IP for local connections

‘You can use this site to test that your settings work correctly:
hitps:, e

20. Click OK.

2.8.3 Add a User to FileZilla

1. Inthe FileZilla administrator interface, click Edit > Users.

Account settings Users
[ Enable account

Sedidders || Clpwowors: [ ]

Speed Limits

[ Bypass userlimit of server

Maximum connection count:

Connection [imit per IP: l:l
[ |Faree TLS for user login

Description [%

[>]

H

You can enter some comments about the user

2. Click Add.
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Please enter the name of the user account that should

be added:

User should be member ofﬂ'lefollow’}ng group:

| “none:

v]

3. Enter a name for the user.

Please enterthe n.

be added:

of the user account that should

|George

User should be member of the following group:

| “nones

4. Click OK.

5. Check the box next to Password.

6. Enter a password for the user.

- General
- Shared folders
- Speed Limits
‘... P Filter

Account settings
[w] Enable account

leassnorc:
S—

["1Bypass userlimit of server

Maximum connection count: I:I
Connection limit per IP: l:l

fou can enter some comments about the user

7. Check the box next to Force TLS for user login.
8. Click Shared Folders.
9. Click Add, under Shared Folders.
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Please select a folder that should be added to the folders list
of the selected user account.

C:\backupsigeorge

I | @ Videos
I+ & Floppy Disk Drive {A:)
4 a Local Disk (C:)

4 |, backups

. PerfLogs

. Program Files

. Program Files (x88)
’

P

Users Q

Windows

10. Select a place for backups for this user to be stored.

11. Check the boxes next to Write and Append, under Files.
12. Check the box next to Create, under Directories.

13. Select this entry and click Set as home dir.

Page: Shared folders Users
Files
-~ General Directories Mliases [V Read

Shared folders H C'backu;
: ps'george ]
- Speed Limits M wite

TP Filter [ Delete
[ Append

Directories
[WiCreate
[] Delete
[ List

Si— ;| Besson

[ Add | [ Remove | [ Rename | [Satashomedr] [ Rename || copy |

A directory slias will also appear at the specified location. Aliases must contain the full vitual
path. Separate multiple aliases for one directory with the pipe character (|}

If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients

L

[ o ]

14. Click OK.

2.8.4 Duplicati Client Installation (Windows)

1. On the client machine, run duplicati-2.0.3.3_beta_2018-04-02-x64.msi.
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1 Duplicati 2 Setup - *

m Welcome to the Duplicati 2 Setup Wizard
]

The Setup Wizard will install Duplicati 2 on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.

2. Click Next.
3. Check the box next to | accept the terms in the License Agreement.
1 Duplicati 2 Setup - *
End-User License Agreement I.
Please read the following license agreement carefully =
"~
GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation,
Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301,
USA
Evervone is permitted to coov and distribute verbatim N
[11 accept the terms in the License Agreement
N
Print Back Cancel

4. Click Next.
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1 Duplicati 2 Setup - *

Custom Setup .
Select the way you want features to be installed. =

Click the icons in the tree below to change the way features will be installed.

Installs the required files for

= ~ | Launch Duplicati at startup Duplicati.

This feature requires 40MB on your
hard drive. Ithas 2of 2
subfeatures selected, The
subfeatures require 10KB on your
hard drive.

Location: C:\Program Files\Duplicati 2\ l}

| Reset I Disk Usage || Back [ nMext || concel |

5. Click Next.
1 Duplicati 2 Setup - *

Ready to install Duplicati 2 |

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back | Install | | cancel

6. Click Install.
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1 Duplicati 2 Setup - hed

m Completed the Duplicati 2 Setup Wizard

Click the Finish button to exit the Setup Wizard.

N

Launch Duplicati now

Back Cancel

7. Click Finish.
8. Start Duplicati by going to localhost:8200.

2.8.5 Duplicati Client Installation (Ubuntu)

1. Install mono by using the following command:

> sudo apt install mono-runtime

2. Download the Duplicati package by running the following command:
> wget

https://github.com/duplicati/duplicati/releases/download/v2.0.3.9
-2.0.3.9_canary_2018-06-30/duplicati_2.0.3.9-1 _all.deb

3. Install Duplicati by using the following command:
> sudo dpkg -1 duplicati_2.0.3.9-1 all.deb
4. Run Duplicati as a service by running the following command:

> sudo systemctl enable duplicati
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2.8.6 Configure Duplicati

1. When it first starts, Duplicati will have a First run setup.

) WINDOWS10-1 - Duplic= % \\ \

C | ® localhost8200/ngax/indexhtmi

First run setup

If your machine is in a multi-user environment (i.e. the machine has more than one
account), you need to set a password to prevent other users from accessing data on

your account. Do you want to set a password now?

No, my machine has only a single account Yes

2. Click Yes.
3. Check the box next to Password.

e - O x
£ WINDOWS10-1 - Duplic: X \ \
< C | @ localhost8200/ngax/index htmi#/settings o ¥t
. Duplicati n MENU ::

. W Beta

No scheduled tasks

Settings

Access to user interface

@ Password |sse

O Allow remote access (requires restart)

Pause after startup or hibernation @

Pause |0 v |Seconds ¥

User interface settings

Language in user interface

nited States), en-US)

Display and color theme  The default blue on white theme (

4. Enter a password.

by Alex) ¥

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

150



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

2 WINDOWS10-1 - Duplic= 3 \\_

<« C | @ localhost8200/ngax/index. himi#/settings or ¥

B Duplicat B

‘ No scheduled tasks

We use them to generate public usage statistics [

All usage reports are sent anonymously and do not contain any personal information
They contain information about hardware and operating system, the type of backend,
backup duration, overall size of source data and similar data. They do not contain paths,
filenames, usernames, passwords or similar sensitive information.

Default options

Options added here are applied to all backups, but can be overridden in each individual
backup

Options Edit as text

- pick an option - "

| P
Visit us on n O ..

Add advanced option

5. Click OK.
6. Onthe home page, click Add backup.
7. Select Configure a new backup.

WINDOWS10-1 - Duplie: X
€ @ @ letalhese

.! rE)ﬂL:plicati N b AN 1

8. Click Next.

9. Enter a name for the backup.

10. Select AES-256 encryption, built in from the drop-down menu.
11. Enter a password.
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12. Click Next.

13. Select FTP for Storage Type.

14. Check the box next to Use SSL.

15. Enter the server name and port (default: 21) of the server running FileZilla.

16. Enter a path for the backup to be stored in (within the specified shared directory of the user).
17. Enter the username and password created for FileZilla.

WINDOWS10-1 - Duplics % a = 0 X

&« C | @ locathost t » o P

18. Click Test Connection (if the connection fails, ensure that the port is allowed in your server’s
firewall).
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19. If you receive an error about a certificate, you can go to Advanced Options, select accept-

specified-ssl-hash, and enter the thumbprint from the server’s certificate.

BEO..
20. Click Next.

21. Select the folders on the local machine to be backed up to the server according to your

organization’s needs.

WINDOWS10-1 - Duphc: X 8 = a =

< C | @ meabost o o |

22. Click Next.
23. Select a backup schedule according to your organization’s needs.
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R AL T ———) o |

- DupliCati No scheduled tasks [ Dosate I
= Bew
AU R U UL
If & date wirs missed, the job will run 8% 300n a3 possible.
{t Home
+ Add backup et tine 09,28 PM 07/31/2018
¥ sstore
[_:l Restore Run again every 1 Days ]
£ Settings
Allowed days
@ About 2 Mon
Bl Logout "
&
® wed
® Thu
8 fn
o sat
8 Sun

24, Click Next.
25. Select any other options according to your organization’s needs.

T T — - #| 1

‘h! E::PliCati | No scheduled tasks 1A Donatz 7
Options
{Y Home

2 ez bl General options

) Restore

# Ssettings Upload volume size 50 Myt v
@ About Backup retention Keep ol backups ¥
E Log out Nothing will be deleted. The backup size will grow with sach
ehange
Advanced options ~ M)

vrsen?® BEQ S

26. Click Save.
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BEHO ™

27. When finished, you can choose to Run now to start a backup immediately.

2.9 Semperis Active Directory Forest Recovery

This section details the installation of Semperis Active Directory Forest Recovery (ADFR), a tool used
for backing up and restoring Active Directory forests. This installation requires both a copy of SQL Server
Express as well as the Semperis Wizard. See the Semperis ADFR v2.5 Technical Requirements
document for specifics on the requirements. For a Windows Server 2012 R2 installation, simply meet

the following requirements:

e .NET Framework Version 3.5 SP1

e .NET Framework Version 4.5.2 or later

e not joined to the Active Directory domain it is protecting

e SQL Express is not installed on the machine, but the installer SQLEXPR_x64_ENU.exe is
downloaded.

2.9.1 Install Semperis ADFR

1. Place the SQLEXPR_x64_ENU.exe installer in a directory called Setup, and ensure that the
Semperis Wizard is adjacent to the Setup folder (not inside it).
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P
| Recent places

8| This PC
m Desktop
| Documents
& Downloads
o Music
=| Pictures %
& Videos
15, Local Disk (C:)
8 DVD Drive (D) IR2_S

G'! Netwaork

2items

"ANN AN Downloads x
Home Share View v @
+ | & » ThisPC » Local Disk (C) » Users » Administrator » Downloads v C,| | Search Downloads o |
S
¢ Favorites Mame Date modified Type Size
B Desktop 1 Setup 8/8/2018 9:06 AM File folder
& Downloads » Semperis.Wizard.exe 8/9/2018 9:05 AM Application 143,965 KB

2. If prompted to restart the computer, do so.
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AGREEMENT

Welcome to Semperis installer
The wizard will guide you through installation of the Semperis products

5
L5
t.‘_:

b

Semperis SERVICE AGREEMENT

THIS SERVICE AGREEMENT (THE AGREEMENT) GOVERNS THE USE OF THE SERVICE, INCLUDING ITS WEB-BASED
APPLICATION AND ITS PC-DESIGNATED COMPONENT.

THIS PRODUCT AGREEMENT (THE "AGREEMENT") GOVERNS THE USE OF SEMPERIS'S DISASTER RECOVERY AND
MAMNAGEMENT SOFTWARE PRODUCTS, FOR ORGANIZATIONAL IT-IDENTITY (ACTIVE DIRECTORY) PLATFORM (THE
"PRODUCT". AS SPECIFIED IN THE PROPOSAL PROVIDED TO YOU).

LEGAL ENTITY (A COMPANY. A PARTNERSHIP, OR ANY O

ER LEGAL ENTITY, HEREINAFTER: "ORG

| Agree Cancel

1

Semnperis

3. Click I Agree.
4. Select Evaluation License.
5. Select Active Directory Forest Recovery.

THIS AGREEMENT COMNSTITUTES A BINDING CONTRACT BETWEEN SEMPERIS LTD., ("WE", "US", "OUR" OR "5EMPERIS"), AND
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AGREEMENT LICENSE CONFIGURATION INSTALLATION SUMMARY

License

@® Evaluation license

@/ Active Directory Forest Recovery

O Active Directory State Management -

O Full License

Browse

Semperils .

6. Click the > button.

y Click OK to begin the installation. Click Cancel to go back and review
i any of your installation settings

7. Click OK.
8. Wait for the installation to complete.
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Semperis Management Server has been installed successfully.

¥  Installing Windows Server features
¥  Generating certificates
¥  Generating the configuration file

¥  Configuring Registry entries

v  Configuring the SQL Server database

¥ Installing the Semperis Management Server

Semperis

9. Click the > button.

¥ Installing SQL Server Express. This may take up to 20 minutes to complete.

INSTALLATION
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SUMMARY

Installation completed =
=

successfully! 0

" lana Sern
Installation Completed Succesfully! FIEARGRITEN'. Sarvar

To configure ADFR, go to the ADFR Management Site

Semperis

10. Click Finish.

11. There should now be a shortcut on the desktop linking to the web console for Semperis ADFR.

12. On the login page, enter the full domain as well as the NetBIOS name.
13. Enter the username and password of an administrator on the domain.
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C | @ secure | https//semperis-adfi/ADFRAdmin/Login/ o

Semperis

Aclive Directory Forest Recovery

Topok Log in to run AD

DLIPDR

L Administrator

B esssssasanin

14. Click Login.
15. Check the box next to any domain controllers that should be backed up.

'.u. Semperis Active Director X

& C | & Secure | https://semperis-adfr/ADFRAdmin/NoAgents O ¢t| J

Semperis

@ AGENT MANAGEMENT

AGENT
MANAGEMENT
EI JOB STATUS
DOWNLOAD AGENT INSTALLER Deploy Eatest Verson

6 NAME = v STATUS = * AGENT VERSION = | OS VERSION = * 1S GC ACTION
o 20-dns08 di.ipdr MNa Agent - - rue RS |
“ ad-ans.di.ipdr Mo Agent - - true bR & |

16. Click Run Action.
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17. Enter the password in the prompt.

o sempesis trive Divwcts ¢
]]_'(— G | @ seae | tryp

Deploy latest version on 1 agents - Identity Verification

Plexs anter with ini
the ADFR agent, version 2.5 6744.25103

Domain oi

on the target machine 1o deploy
Usarname Administrator

Changa s

Password.

18. Click OK.

o Success

The requested operation is running.

19. Click Close.
20. After the installation finishes, click Login at the top of the page.
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21. Enter the login credentials for the domain.

& | @ Secure | hitpsy/semperis-adfr/ADFRAdmIn/Login/ ot i

Semperis

Active Directory Fore:

Administration Panel

1 Administrator

22. Click Login.

23. Create a recovery password. (Note: In the event of a restoration, Active Directory will
potentially be unavailable, so a separate password that is not domain-associated is needed here
for restorations.)
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< Sempers Active Director X

€2 a |ﬂ Secure | hitps//semperis-adfr/ADFRAdmin

o Wl i

Set Initial Recovery Password & Security Questions

Set your recovery password

Password:

Confirm Password

Question =1
What was your chilghood nickname? v Answer:  D@t@lntegrity=1

Question =2
What is the middle name of your oldest child? v | Answer:  D@t@lntegrity=1

24. Set recovery questions for the password.
25. Click Set.

2.9.2 Create a Backup Schedule for the Domain Controller

Click the Backup Settings tab.
Enter a name for the rule.
Select the days and times that the domain controller should be backed up.

P wnNPE

deleted upon creation of a new backup, which would exceed this maximum.)
5. Ensure that Encrypt and Rule enabled are both turned on.

Enter the maximum number of backups that should be kept. (Note: The oldest backup will be
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I o semees A i <
€ & C |8 secur | e/ AD) i o |t
(U]

Semperis o
RULE DAYS RETENTION RULE ENABLED VALIDATION. ACTION
|
® | [B3ckup Nowl - 5 backups e - &M
[ AN oo
MANAGE BACKUP GROUPS BACKUP NOW
BACKUP
STATUS
Create New Backup Rule
BACKUP
SETTINGS
Rule name: Backup
AGENT
MANAGEMENT [MMondsy [Tuesdsy [Wesnessay BThursdsy [JFridey (Saturday [ Sunday
Backup window starting at: 10-00 AM v
DISTRIBUTION
BORyS Number of backups retained- 5 ®
Rule enables ]
X ; L
Encrypt: n @
JD ROLE-BASED ADD BACKUP GROUP
ACCESS CONTROL
‘ BACKkuP GROUR aackup e DISTRIBUTION POINT
OPERATION
C Ho Backup Groups selected. Ciick the "Add Backup Group” button above 1o select groups for this Backup Rule
CREATE RULE SUMMARY

6. Click Add Backup Group.
¥ o sempensacie e« N ——————————— = | N

€ .| 8 Ssecur | i pSottng o x| :

Add Backup Group

Select backup grouss to 200
Either no Backup Groups have been created of the tule you are editing already applies to
3l exigting Backup Groups,

[Create new Backup Group...] [Edit Backup Groun. . ]

= : e

7. Click Create new Backup Group.
8. Enter a name for the backup group.
9. Select the domain controllers to be part of the backup group.
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Create Backup Group

Backup Group nang:  Domaing

Backup Group entities:

[« DNSHOSTAME b siTe

@ ouPDR Bd-ans Default-First-Site-Mame

10. Click OK.
11. Select the newly created backup group.

Add Backup Group

Select backup groups 1o add:
B Domains &

ICreate new Backug Grouw...] [Edit Backwp Groug...]

12. Click OK.
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o e

< C | @ secure | ? adfi/ADFRAGmin#bac o o w|

Semperis

€
(<%

B oo
§ o
o

RULE DAYS HEIENIION | HULE ENASLED | VALIDANON ACHUN

(0] [Backup Now] 3 < backups true < esn

<
~

MANAGE BACKUP GROUPS BACKUP NOW

Create New Backup Rule

BACKUS
SETTINGS
Rule name: Backup

[MMonday [ITvesday [JWeonescay [@Thursday [Fricay [0Saturday [0 Sunoay
Backup window starting at: 10:00 AM v
Number of backups retained: 5 ®

Rule enabled Hl e

Encrypt: | o
ADD BACKUP GROUP
BACKUP GROUP BACKUP TIME DISTRIBUTION POINT

I
I

Domains 10:00 AM v Semperis Management Server v

omreree o]

i - - —

13. Click Create Rule.

2.9.3 Recover the Active Directory Forest from a Backup

Open the Semperis ADFR web console.
Select Recovery Panel from the drop-down.
Select the Domain that you wish to recover.

P wnN e

Enter the username and password.
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Prete =

Lo C | @ Secure | hitps/fsempenis-adfi/ADFRAdmin/Login

Semperis

Active Directory Fore: overy

Recovery Panel

1 Administrator

password

-

Click Login.

!Niﬂnb x ’.u- Sempers Active Disecte X

= C | @ Secure | b peris-acr/ A0FRS Ladh - 4 B

| Semperis Activ O

SEMPERIS ACTIVE DIRECTORY FOREST RECOVERY

Choose an Action

= -
™
ol—l | B

HINE &
Partition Recovary Farost Recavary

Apstore 3 snge Ao
Domain Controller Rostora The fores oy

secory panition n Fvcover the entie Acive Dinctory forest
N AAncraFive

Fiestors 3 5ingle comeEn onsroiler from 3
Syem SR ackun

Select an action based on the recovery needs of the organization. In this example we select

Domain Controller Restore.

Provide the information for the restoration, namely the domain, the domain controller, and

which backup to use.
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Fowre s e T

i G | @ Secure | hetps//semperis-aden AL #res C :

| Samperis Active Direciony Fonest Recovery - evalushon expives on Seo 0, 2018 I

DOMAIN CONTROLLER RESTORE

Choose Domain DIAPDR -
Choose Doman Controller to restore -, & Bpor .
Choose biackup to restode from

RACKLP DATE RACKLIP TAG

- O/ 2G18. - 10-00 AM (FRBAAARS SEC 1.4CT5-9013-FARARISRE0L0)

Shawing resulrs 1 - 141 1 ] N
«FIRST < PREVIOUS NEXT > LAST » 10« Gotecage | i &0

8. Click Restore.
Prewra W e« S

« C | @ Secure | Bipssemperis-adie ADFR, #res o %

[ ‘Samgeris ACTive Duacioey Formst Recovary - svakistion szpirst o Sap 8, 1018

DOMAIN CONTROLLER RESTORE

Confirm next stap. ..

Ar you sure you want to continue ¥

= - srn —

9. Click Start Restore to begin the restoration process.
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Restoring the Forest to 08/16/2018. 12:09 AM

3Show progress log [*all times are displayed in UTC] B

ABORT

10. Click Next when the restoration finishes.

2.10 Semperis Directory Services Protector

This section details the installation of Semperis Directory Services Protector (DSP), a tool used for
monitoring Active Directory environments. This installation requires both a copy of SQL Server Express
as well as the Semperis Wizard. See the Semperis DS Protector v2.5 Technical Requirements document
for specifics on the requirements. For a Windows Server 2012 R2 installation, simply meet the following

requirements:

e .NET Framework Version 3.5 SP1

e _.NET Framework Version 4.5.2 or later

e joined to the Active Directory domain it is protecting

e either the installer for SQL Express Advanced or connection information and credentials for a
full version of Microsoft SQL (MSSQL)

2.10.1 Configure Active Directory for Semperis DSP

1. Open Active Directory Users and Computers.
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File Action View Help

e hm 48| XEG= Bm tauTER
3 Active Directory Users and Com || Name Last Mame Type Description
B [ Saved Queries & Abraham Leptoceratops User User Account
4 3 DLIPDR & Administrator User Built-in account
b 1 Builtin 2 Allowed RODC Password Replication... Security Group... Members in this
b ] Computers % Cert Publishers Security Group... Members of thi
b & Demain Controllers % Cloneable Domain Controllers Security Group... Members of thi
v 3 ForeignSecurit.yPrincipa\: 2, Denied RODC Password Replication ... Security Group... Members in this
b &) Managed Service Accour 2, DiscoverySearchMailbox {DS19BADS-... MsExchDiscoveryMailbox D919BADS-46A6-41...  User _
b 5] Microsoft Exchange Sect 2 DnsAdmins Security Group..., DNS Administra -
% DnsUpdateProxy Security Group...  DNS clients who
% Domain Admins Security Group... Designated adm
2, Domain Computers Security Group...  All workstations
2 Domain Controllers Security Group...  All domain cont
2 Domain Guests Security Group... All domain gue:
% %Domam Users Security Group...  All domain user
% Enterprise Admins Security Group... Designated adrm
52, Enterprise Read-only Domain Contro... Security Group... Members of thi
&;. Exchange Online-ApplicationAccount User
&3. FederatedEmail 4c1f4dBb-8179-4148... FederatedEmail 4c1f4d8b-8179-4148-93bf-00a...  User
& Franklin Delano Raptorvelt User User Account
% Group Policy Creator Qwners Security Group.. Members in this
&;.Guast User Built-in account
& Harry 5 Triceratops User User Account
& lehn Quincy Ankylosaurus User User Account
& Lyndon Brontosaurus Johnson User User Account
(<] [ [>] ('| — — [ [ [>]

2. Right-click Users in the left pane and select New > User.
3. Enter the information for a new user for the DSP service.

& Createin:  DILIPDR/Users

First name: |DSP

| Initials: I:l

Last name: |Senrice

Full name: |DSP Service

User logon name:

|d5psem'ce

| [@DliPOR

User logon name {pre-Windows 2000):

| DI\

| |d5p5enrice|

4. Click Next.

5. Enter a password twice for this user.
6. Set the password policy.
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& Createin:  DILIPDR/Users

Password: [oseseseereress

Confirm password: |iiiiiiiiliiiiii

[ ] User must change password at next logon
[ ] User cannat change passwond

[w] Password never expires

[ ] Account is disabled

7. Click Next.
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& Createin:  DILIPDR/Users

When you click Finish, the following object will be created:

Full name: DSP Service

IUser logon name: dspservice@D1.IFOR
The password never expires.

8. Click Finish.
9. Open Group Policy Management.
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B

|5, File Action View Window Help

@ m & B

5k Group Policy Management
4 A% Forest: DIIPDR
I+ iﬁ Domains
I [‘a Sites
fﬂ Group Policy Modeling
[E Group Policy Results

Group Policy Management

Contents

Name
/2 Forest: DLIPDR

10. Right-click Domains > DI.IPDR > Domain Controllers > Default Domain Controllers Policy and

click Edit.
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Wh

_EJ

File Action View Help

S ENEEER

Group Policy Management Editor

|_§J Default Domain Controllers Poli

4 & Computer Configuration
b [ Policies
b | Preferences
4 2, User Configuration
I || Policies
I || Preferences

w

=/ Default Domain Controllers Policy [AD-DNS.DLIPDR] Policy
Select an item to view its description. Name

& Computer Configuration

4% User Configuration

Extended ;( Standard/

11. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings >
Advanced Audit Policy Configuration > Audit Policies > Account Management.
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File Action View Help
s #F 2 3

Group Policy Management Editor

B [ Windows Firewall with Ad ~
] Network List Manager Pol
Zaff Wireless Network (IEEE 80
| Public Key Policies
| Software Restriction Polic
| Network Access Protectio
[ Application Control Polici
,g IP Security Policies on Act
[ Advanced Audit Policy Ct
4 14 Audit Policies —
s ‘_._d Account Logon

[

Ea Account Managen
5 Detailed Tracking
‘_Jj D5 Access
Eé Logon/Logoff
‘_ﬂ Object Access =
3 Policy Change
5 Privilege Use
System
5 Global Object Acc
I gl Policy-based CoS
I [ Administrative Templates: Policy
I | Preferences

4 4R, User Configuration

-

£ m >

Subcategory

iaf

iz Audit Application Group Management

5| Audit Computer Account Management
5 Audit Distribution Group Management

l*j!o_ Audit Other Account Management Events

i

l21s| Audit Security Group Management
i

lete] Audit User Account Managemer[%

Audit Events

Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Cenfigured
Mot Configured

<] m

Expand: Completed successfully.

12. Edit the Audit User Account Management field by double-clicking it.

13. Check the box next to Configure the following audit events.

14. Check the box next to Success.
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Policy | Explain

a Audit User Account Management

[ Corfigure the following audit events:
[v] Success

[ Failure

15. Click OK.
16. Go to Audit Policies > DS Access.
17. Double-click Audit Directory Service Changes.
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Folicy | Explain

a Audit Directory Service Changes

[[] Configure the following audit events: %
[ Success

[ FEailure

18. Check the box next to Configure the following audit events.
19. Check the box next to Success.
20. Click OK.
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L Group Policy Management Editor -

File Action View Help
= zE 2 8

b 7] Windows Firewall with Ad ~ Subcategory Audit Events
[ Network List Manager Pol %) Audit Detailed Directory Service Replication Not Configured
I ;d Wireless Network (IEEE 80 5 Audit Directory Service Access Not Configured
b [ Public Key Policies ] Audit Directory Service Changes Success
I || Software Restriction Polic
I | Metwork Access Protectio
b [] Application Contrel Polici
I: lg IP Security Policies on Act
4[] Advanced Audit Policy Co
4 ﬂ.g Audit Pelicies —
I éﬂ Account Logon
3 Account Managen
Detailed Tracking
D5 Access
Logon/Logoff
Object Access
Policy Change
= Privilege Use %
I é_ﬁ System
I 55 Global Object Acc
I glly Policy-based QoS
B 1 Administrative Templates: Policy
 [] Preferences [ |
a %, User Configuration

< n > <] n >

@51 Audit Directory Service Replication Mot Configured

v v v T T T v

21. Open Active Directory Users and Computers.
22. Ensure that View > Advanced Features is enabled.
23. Right-click the domain (for example, DI.IPDR) created earlier and click Properties.

General | Managed By | Object I Security | Attribute Editor |

a DIIPDR

Domain name {pre-Windows 2000):
]

Description:
i
Domain functional level:
Windows Server 2008

Forest functional level:
Windows Server 2008

24. Click the Security tab.
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| General | Managed By | Object | Security | Attribute Editor

GI'OLID Or USer Names:

B2, SELF

82, Authenticated Users
H2,5YSTEM
2, NETWORK SERVICE

82, Organization Management (DI'\Oraanization Manaaement)

Permissions for Everyone

Allow

Full contral

Fead

Write

Create all child objects
Delete all child objects

Advanced.

For epecial pemmisgions or advanced settings, click

ok || cencd ||

25. Click Advanced.

Owner:

Administrators (DI\Administrators) Change

Permissions

Auditing Effective Access

Permission entries:

For additional infoermation, double-click a permission entry. To modi‘f%permission entry, select the entry and click Edit (if available).

Type
B Allow
2 Allow
8 Allow
82, Allow
82, Allow
82, Allow
B Allow
2 Allow
# Allow
82, Allow
82, Allow

Lda au

Principal

Exchange Windows Permissi...
Exchange Windows Permissi...
Exchange Servers (DI\Exchan...
Exchange Servers (DI\Exchan...
Pre-Windows 2000 Compatib...
Pre-Windows 2000 Compatib...
Pre-Windows 2000 Compatib...

Authenticated Users

ENTERPRISE DOMAIN CONT...

Authenticated Users
Authenticated Users

CRITCARMICE Pumk A8 AL~ AR IT

Access

Change password
Reset password
Special

Special

Special

Special

Special

Enable per user reversi...
Replicating Directory ...

Unexpire password

Update password not r...

= DO CORPE IR . Y

Inherited from
Maone
Mone
Mone
Mone
MNone
Maone
Maone
Mone
Mone
Mone

MNone

Applies to

Special

Special

Descendant InetOrgPerson o...
Descendant User objects
Descendant InetOrgPerson o...
Descendant Group ohbjects
Descendant User ohjects

This object only

This object only

This object only

This object only

Thie liioen ol

[ Add

|| Remove | | View

26. Click the Auditing tab.

27. Click Add.

QK

|| Cancel || Apply |
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28. Enter Everyone.

Select this object type: %
|U5&r. Group, or Built-in security principal | | Cbject Types... |

From this location:
[DIIPDR || Locations...

Enter the object name to select (examples):

Check Names

29. Click OK.

Owner: Administrators (DI\Administrators) Change

Permissions | Auditing Effective Access

For additional infermation, double-click an audit entry. To medify an audit entry, select the entry and click Edit {if available).

Auditing entries:

Type Principal Access Inherited from Applies te
8, Succ.. Everyone MNone Special
8, Succ.. Everyone MNone Special
2, Succ.. Domain Users (DI\Domain Us...  All extended rights MNone This chject only
82, Succ..  Administrators (D\Administr...  All extended rights MNone This object only

8, Succ.. Everyone Special k MNone This chject only

Restore defaults

oK || Cancel || Apply |

30. Double-click Everyone.

31. Check the boxes next to Write all properties, Delete, Delete subtree, Modify permissions,
Modify owner, All validated writes, All extended rights, Create all child objects, Delete all
child objects.
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Type: ‘ Success

Applies to: ‘This object and all descendant ohjects

Permissions:
[] Full central
[] List contents
[[] Read all properties
[] Write all properties
[w] Delete
[w] Delete subtree
[ Read permissions
[w] Modify permissions
[w] Modify owner
[] All validated writes
[#] All extended rights
[w] Create all child objects
[] Delete all child objects
[] Create Computer objects
[w] Delete Computer objects
[ Create Contact objects
[w] Delete Contact objects
[w] Create friendlyCountry objects

[+] Create msExchOmaDeliveryProvider objects

[+] Delete msExchOmaDeliveryProvider objects

[+] Create msExchOmaDeviceCapability objects

[+] Delete msExchOmaDeviceCapability objects

[+ Create msExchOmaDeviceType objects

[+ Delete msExchOmaDeviceType objects

[w] Create msExchOrganizationContainer objects

[+ Delete msExchOrganizationContainer objects

[] Create msExchPoliciesContainer objects

[] Delete msExchPoliciesContainer objects

[] Create msExchProtocolCfgHTTP Container objects
[] Delete msExchProtocolCfgHTTPContainer objects
[+] Create msExchProtocel CfigHTTPFilters objects

[+] Delete msExchProtocol CfgHTTPFilters objects

[+] Create msExchProtocelCfglMAP Container objects
[¥] Delete msExchProtocolCfgIMAPCantainer objects
[+ Create msExchProtocolCfglMContainer objects
[+ Delete msExchProtocol CfgiMContainer objects

[[>

" m

<]

32. Click OK.

| General | Managed By | Object | Security | Attribute Editor

Group or user names:

82 SELF

82, Authenticated Users
82, 5YSTEM
52, NETWORK SERVICE

2 Organization Management {DI"Orqanization Management)

Pemissions for Everyone

Full control

Read

Wirite

Create all child objects
Delete all child objects

Advanced.

For special pemissions or advanced settings, click

33. Click OK.
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2.10.2 Install Semperis DSP

1. If you are using a local SQL Express Advanced server, place the SQLEXPRADV_x64_ENU.exe
installer in a directory called Setup, and ensure that the Semperis Wizard is adjacent to the
Setup folder (not inside it). If an SQL Express Advanced server is not being used, no Setup folder

is required.
B[~ Downloads =N 1
Home Share View b 0
+ | & » ThisPC » Local Disk (C:) » Users » Administrator » Downloads v C;| | Search Downloads 2 |
‘¢ Favorites Mame - Date modified Type Size
B Desktop . Setup File folder
& Downloads Semperis.Wizard.exe Application 143,965 KB

= Recent places

1M This PC

i Desktop

| Documents

4 Downloads

o Music

= Pictures %
& Videos

£, Local Disk (C:)

& DVD Drive (D7) IR2_S

‘?j Network

2items =)

2. If prompted to restart the computer, do so.
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AGREEMENT

Welcome to Semperis installer

The wizard will guide you through installation of the Semperis products

\\

5
L&
LY

b,

Semperis SERVICE AGREEMENT

THIS SERVICE AGREEMENT (THE AGREEMENT) GOVERNS THE USE OF THE 5ERVICE, INCLUDING ITS WEB-BASED
APPLICATION AND ITS PC-DESIGNATED COMPOMNENT.

THIS PRODUCT AGREEMENT (THE "AGREEMENT") GOVERNS THE USE OF SEMPERIS'S DISASTER RECOVERY AND
MAMNAGEMENT SOFTWARE PRODUCTS, FOR ORGANIZATIONAL IT-IDENTITY (ACTIVE DIRECTORY) PLATFORM (THE
"PRODUCT". AS SPECIFIED IN THE PROPOSAL PROVIDED TC YOU).

THIS AGREEMENT CONSTITUTES A BINDING CONTRACT BETWEEN SEMPERIS LTD., ("WE", "US", "OUR" OR "SEMPERIS), AND
YOU — A LEGAL ENTITY (A COMPANY, A PARTNERSHIP. OR ANY OTHER LEGAL ENTITY, HEREINAFTER: "ORGANIZATION"),

| Agree Cancel

Semperis

3. Click I Agree.
4. Select Evaluation License.
5. Select Active Directory State Management.
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LICENSE

License

@ Evaluation license

O Active Directory Forest Recovery

@.‘-; Active Directory State Management

O Full License

Semperis

6. Click the > button.
7. Enter the username and password of the account created earlier.
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AGREEMENT LICEMSE CONFIGURATION INSTALLATION SUMMARY

Service Account

SN :
2N

Enter the username and password to use for the ADSM service account. The Service account is used by
the Semperis Management Server to communicate with the ADSM agents.

Forest Name: Service account: Password:

:Dl\dspservice l...l...l.l.l.l.

Semperils .

8. Click the > button.

Click OK to add the Service Account to the "Sernperis ADSM Service
Accounts” group. The group will be created in the "Users”" container, if

DK& |
9. Click OK.

10. Check the box next to Create the following group.

it does not exist.
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Click QK to create the "Semperis Audit Collectors” group, if it does not
already exist.

11. Click OK.

*
AGREEMENT LICENSE CONFIGURATION INSTALLATION SUMMARY
I '
—
2 ® (==
" (s
{111
Active Directory Audit Configuration
Create the following group:
¢ Name: Semperis Audit Collectors
............ Location: CN=Users DC=DI.DC=IPDR .
v

Semperis .

12. Click the > button.
13. Select the appropriate database option, and enter any required information.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 187



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

AGREEMEN CONFIGURATION INSTALLATION 5Lk
|:' = i =] ‘i)f =
— = e
® @ = e o = e 0 =
™ il i ol Ll AN
Select installation type Provide connection details
O Create a new database
Create a new database on an existing SQL server Server:
O Use an existing database Port:
Use an existing database on an existing SQL server
®{instali SOL Exprass iocally Windows Authentication
Use Microsoft SQL Express 2014 running locally
Username:
Password:

Semperls

14. Click the > button.

y Click OK to begin the installation. Click Cancel to go back and review
i any of your installation settings

15. Click OK.
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INSTALLATION

Semperis Management Server has been installed successfully.

Installing Windows Server features

Generating certificates

Generating the configuration file

Configuring Registry entries

Installing SQL Server Express. This may take up to 20 minutes to complete
Configuring the SQL Server database

Installing the Semperis Management Server

Semperls

16. Click the > button after the installation completes.

17. There should now be a shortcut on the desktop linking to the web console for Semperis DS
Protector.

18. On the login page, enter the full domain as well as the NetBIOS name.

19. Enter the username and password of an administrator on the domain.
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& ‘ & Secure | https://semperis-dsp.di.ipdr/ADSM/Login/

Semperis

Active Directory State Manager

A Topology unknown. Log in to run AD
Topology discovery.

DLIPDR

DI

2 Administrator

LOGGING IN.

20. Click Login.
21. Check the box next to the domain controllers that should be monitored by DSP.

==

< Sempers Active Dieecre: X W %
£

C | & Secure | hitps.//serpens-dsp.dupdr/ADSM/NoAgents

@ ADSM AGENT MANAGEMENT

AGENT T 3
O -

= ALL DOMAINS ~ *

a NAME DOMAIN -+ STATUS =+ VERSION » 05 VERSION = ¢ ACTION
=l AD-ONS Ol IPOR MO agent aGoo L ]
(] AD-DNEOB DILIPOR Mo agent cooo 1 G

22. Click Run Action.
23. Enter the password for the account.
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Bulk Deploy the latest version of [1 DCs)

Plpase enter c ials with jini issi on all of the target machines to
deploy the latest version of the ADSM Agent, version 2.5.6744. 25103

Daomain: DLIPOR

Username: Agmiristralos

Change user

Fasswnrn seesesssssss

24. Click OK.

e Success

The requested operation 15 running.

25. Click Close.
26. After the agent finishes deploying, click Login at the top of the page and log in.
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i Senpers Actve Director X W)
€ = C | & Secure | by

Data synchronization from Active Directory required

The sync process is ready 1o start.
What would you like to go?

EZZT cerionacenis

27. Click Start Sync.

28. After this completes, click Settings at the top of the page.
I seeen s i N

€& O | & Secure | https//sempenis-dsp.diipdr/ADSKivsettings

Current Domain: ‘u SETTINGS
DIPDR

j N osieonn > Agents (D1 IPDR]

> Dstabase

\ CHANGED
[TEMS
> Email Alerts
DELETED .
ﬂ FTEMs 3 Group Policy
> Data Collection
CONFIGURATION
PARTITION

s n
@ NS Audit Configuration Wizard B

Dsfine audit ssttings 3nd Manage UGt Agents 3nd Audit Callectors
o
</

Auait Agent Downioad Agent

Q REPORTS Audit Collector Downlcad Coliector

v Audit

3 Genersl @

> Operstion Log

29. Click Audit.
30. Click Run.
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i Semperis Active Director X

& C | @ Secure P peris-dsp.didpdr/ADSM#adsnWizard o ¥ i

Semperis

[ ‘Semperis Active Directory State Manager - evaluation expires on Sep 8, 2018 ]
Current Domain
OLIPDR

m ACTIVE DIRECTORY AUDITING WIZARD

)
invsgucion ecrian Hanage Buch Agents

Intraduction

Weicome to the Audit configuration wizard, The wizard will quide you through the of the Audit and

setting

ot 10 funning the i, plesse make sure You have Ihe petissions feduired 1o deslay agents on Domain Contolers sndor deploy Audit
Collectors on the allocsted servers
Please refer 10 the Iatest Semperis Actve Direciory State Manager guide for additional information

31. Click Next.

< C | @ Secure P peris-dsp.diipdr/ADSM#adsnWizard o

[ Semperls Active Directory State Msnager - evalustion expires on Sep 8, 2018 ]
Current Domain
DLIPOR

ACTIVE DIRECTORY AUDITING WIZARD

ImsguTon

iecvan Farage Auon agen

AD Partition Selection

Select the partitions for which the additional Audit data will be coliected. Changes in partitions not selected for collection of Audit data will not.
Contsin the information sbout wh performed the changs

PARTITION

CN=Configuration.DC=DI.DC=IPDR

DC=DIDC=IPDR

~
@ CN=Schema,CN=Configuration, DC=DI,0C=IPDR
]
DC-DomainDnsZones,DC~DI.DC-IPOR
@

DC-ForestDnsZones,DC-01,0CPDR

¥ [ cven |

32. Click Next.
33. Check the boxes next to any Domain Controllers that should be monitored.
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l Semperis Active Directory State Manager - evaluation expires on Sep 8, 2018 |

m ACTIVE DIRECTORY AUDITING WIZARD

IASHBOARE

Irvzun Zrame huzr Das Calscren
b i Rasticns

Audit Agent Management

R i
Domain Contrallers with no Audit Agent installed

I

B G RN R DOWNLOAD AGENT INSTALLER

. ] NAME * DOMAIN & v
300
=] AD-ONS. guipar
a AD-DNSO8 o ipdr

E) aeponTs

Vanaze dust Agei Maraze auar Calazs

Deploy Audit agents on all Domain Cantrollers hosting 3 writable copy of the previously selected AD partitions..
e Fartal Wil re5u 17 The nabily T provide nformation SBOUT Who made Tha changes parformed sgainst thase

JOB STATUS

Deploy Latest Version v uuur: ACTION
STATUS + v VERSION 4 v AcTION
® 2semazsios | X &0
o agent - AP ]
CANCEL

34. Click Run Action.
35. Enter the password.

/s A= e

€ C | sean

Buik Deplay the latest version (1 DCs)

Plasse enter with
ceploy the [stest varsion the Augit Agent, version 2.5 6744 25103
DI

Usetname Admenistrator

Change user

FRbimons sesiaesenias

36. Click OK.
37. Wait for the deployment to finish.

™|

an all of thi target machines to
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et ]

&« @ | @ Securs | hitpsy/semperis-dsp.diipdr/ADSM#sdsnizard

Semperis 8 DiFDR *

[ Sempens AC

ctory State Manager - evaluation expires on Sep 8, 2018
Current Domain:

Dl IPDR

Jd DASHEOARD
s S [rm—

ﬂ Audit Agent Jobs Statuses

— ALL AUDITED DOMAINS — =

@\
& ACTIVE DIRECTORY AUDITING WIZARD

Mansse Auct Agznts

@I . N - DomAN - LATEST UPDATE « - 108 STATUS +

ag-ans di.ipar 08/13/2018. 3:54 P © Completes

a0-0ns08 oiipor

=3 B

Masegs Aust Cofiestars

AGENT STATUS.

MESSAGE

Depioy latest c

38. Click Next.

e s < A 2

- C | @ Secure dsp.diipdr/ADS

o

[ St A iy St Fanagr ~ vaiation e o 5o 8, 078 ]
Current Domain
DI
N
P B ACTIVE DIRECTORY AUDITING WIZARD
N DASHBOARE
4

Eranie Auzi Date Collecvion Panase Aut dgents
Tor A0 Baruens

Audit Collector Management

UIiliZ31i0n Of NeTwark 1esoufcas and 16 control the UG O3ta flaw.

Mamage A Catectore

Audit Collectors act 25 proxies between Audit Agents and Semperis data processing engine. Deploying Audit Collectors allows 10 optimize

11 o AU Collectors are avaiable, e AUGT Agents will GefauT 1o using the builin AUGit Collectar o the Management Sever

Each Audit Agent selects the optimal Audit Collectar 10 use based on Al
Please refer fo the latest Semperis Active Difectory State Manager quide for adgitional infrmation.

< [ ommorcauscron | somonancanmemien

S ) roon - sTATUS <0

No agents found

site topology 3nd Audit Collectors” priorities,

Deploy Latest Version v

JoB STATUS

RUN ACTION

VERSION + + acTion

39. Click Finish.

2.11 Micro Focus ArcSight Enterprise Security Manager

Micro Focus ArcSight Enterprise Security Manager is primarily a log collection/analysis tool with
features for sorting, filtering, correlating, and reporting information from logs. It is adaptable to logs
generated by various systems, applications, and security solutions.
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This installation guide assumes a preconfigured CentOS 7 machine with Enterprise Security Manager

(ESM) already installed and licensed. This section covers the installation and configuration process used

to set up ArcSight agents on various machines, as well as some analysis and reporting capabilities.

Installation instructions are included for both Windows and UNIX machines, as well as for collecting

from multiple machines. Furthermore, integrations with other products in the build are included in later

sections.

2.11.1 Install the ArcSight Console

1. Run ArcSight-7.0.0.2436.1-Console-Win.exe.

< ArcSight FiEDE

=* Introduction
@ License Agreement
@ Special Motice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

Installamwheare

Cancel

ArcSight ESM Console [ = [ o [5e]

Introduction

@ Choose ArcSight installatil..

The ArcSight Congole Installer will guide you through the installation
of ArcSight ESM Console | It is strongly recommended that you quit all
programs before continuing with this installation.

Mote: Please be sure to download and read the separate installation
and upgrade documentation available with this software.

Click the Mext' button to proceed to the next screen. Ifyou want to
change something on a previous screen, click the 'Previous' button.

‘You may cancel this installation at any time by clicking the 'Cancel'
hutton.

Previous | PoMext |
40

2. Click Next.

3. Check the box next to | accept the License Agreement.
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<L ArcSight FLEDE
« Introduction

= License Agreement
@ Special Notice

@ Choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

InstallAnmywhere

Cancel

ArcSight ESM Console - = -

License Agreement

@ Choose ArcSight installati.

Installation and Use of ArcSight ESM Console Requires
Acceptance of the Following License Agreement:

this URL apply: ~
hitps Msoftware. microfocus. comiabout/software-licensing.

17. Russian Consumers. Ifyou are based in the Russian
Federation and the rights to use the software are provided to you
under a separate license andior sublicense agreement
concluded between you and a duly authorized Micro Focus
partner, then this Agreement shall not be applicable.

5200-0949 v1.0, 2017
(C) Copyright 2015-2018 EntIT Software LLC

i accept the terms of the License Agreement

Previous | ‘ N@t |

4. Click Next.
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< ArcSight FiEDE
+ Introduction

+ License Agreement
-» Special Motice

@ Choose Shortcut Folder
@ Pre-Installation Summary
® Installing...

@ Install Complete

Install&mywhere

Cancel

ArcSight ESM Console il B -

Special Notice

@ Choose ArcSight installati,..

Only applicable for US Gowvernment Entities:
Limited Rights MNotice (June 1987)

(@) This data is submitted with limited rights under Government
Contract. This data may be reproduced and used by the
Government with the express limitation that they will not, without
written permission ofthe Contractor, be used for purposes of
manufacture nor disclosed outside the Government; except that
the Government may disclose these data outside the Government
for the following purposes, if any, provided that the Government
makes such disclosure subject to prohibition against further use
and disclosure:

(b) This Motice shall be marked on any reproduction of this data,
inwhole orin part.

Restricted Rights Motice (June 1987) %

| Previous | | Mext

5. Click Next.
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< ArcSight FhErE Choose ArcSight installation directory

+ Introduction Choose a directory to install ArcSight Console:

+ License Agreement CharcsightiConsale |
+ Special Notice
= Choose ArcSight installati...
@ cChoose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

@ Install Complete

Restore Default Folder | | Choose.. |

Installamwheare

6. Click Next.
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< ArcSight FiEDE Choose Shortcut Folder

+ Introduction Where would you like to create product icons?

¥ License Agreement (®) In a new Program Group: |ArcSight ESM 7.0.0.1 Console
+ Special Notice

+ Choose ArcSight installati... O In the Start Menu
= Choose Shortcut Folder

@ Pre-Installation Summary
@ Installing... () In the Quick Launch Bar

(Z) On the Deskiop

@ Install Complete

) Other: |

() Dont create icons

[#] Create Icons for All Users

Installamwheare

7. Click Next.
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ArcSight ESM Console il B -

< ArcSight Fazoe Pre-Installation Summary

Introduction Please review the following information before continuing:
License Agreement
Product Hame:

ArcSight ESM Console
Choose ArcSight installati...

Choose Shortcut Folder Install Folder:
CharcsightiConsale

v
W
" Special Motice
v
v

=* Pre-Installation Summary

@ Installing... Shortcut Folder:
@ Install Complete CAProgramData\MicrosoftiWindowsi3tart Menu\Programs\arcSight

Disk Space Information (for Installation Target):
Required: 578,973,682 Bytes
Available: 42 580,230,144 Bytes

Installamywhera

Ccancel Previous || Install

8. Click Install.
9. Select No, I do not want to transfer the settings.
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B ArcSight Console Configuration Wizard I;Ii-

{ ArcSig ht Do you want to transfer configuration settings fram a previous ArcSight Console
installation? If you installed ArcSight Console before, choasing this option will transfer
settings from your previous ArcSight Console configuration to the new version.

Configure

(") ¥es, I want to transfer the settings

(®) Mo, I do not want to transfer the settings

10. Click Next.
11. Select Run console in default mode. (This can be changed later according to your organization’s
compliance requirements.)

[« | ArcSight Console Configuration Wizard — =] e

{ ArcSight Select the mode for console to run in: -
WARNING 1: Do not install in FIPS 140-2, FIPS with Suite B 128 bits and FIPS with Suite
. E 152 bits mode unless
Canlg ure @ you are a federal agency required to comphy with the FIPS 140-2, FIPS with
Suite B 128 bits and FIPS with Suite B 132 bits standard, AND
@ you have reviewed the setup and configuration steps required for enabling
FIPS 140-2, FIPS with Suite B 128 bits and FIPS with Suite B 192 bits mode -

S —1 o ——

) Run console in default mode

(® Run console in FIPS mode
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12. Click Next.

Information -

Are you sure you want to switch to FIPS mode? You cannot revert to default mode once you select FIPS mode.

| ‘f‘rgs | | MNo
13. Click Yes.
14. Select FIPS 140-2.
B ArcSight Console Configuration Wizard = | =]
.9: ArcSig hi Select the cipher suite options:

Before you proceed, be sure to make the necessary configuration changes to the

Configure system. Refer to the ArcSight ESM Installation and Configuration Guide for details.

(®) FIPS 140-2
() FIPS with Suite B 123 bits

() FIPS with Suite B 192 bits

<o | ey |

15. Click Next.
16. Enter the hostname of the ESM server for Manager Host Name.
17. Enter the port that ESM is running on for Manager Port (default: 8443).
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B ArcSight Console Configuration Wizard \;Ii-

.9: ArcSig ht Please complete the following ArcSight Manager information.

MOTE: Only IPv4 iz available as a Preferred IF Protocol.

Configure

iy

Manager Host Mame | arcsight-esm

Manager Port 3443

< Previous | | Mext =

18. Click Next.
19. Select Use direct connection.

B ArcSight Conscle Configuration Wizard M

.{ ArcSig ht ArcSight Console can connect to ArcSight Manager using a HTTP proxy server,
Please choose whether you would like to configure ArcSight Console for a proxy
' connection,
Configure

(#) Use direct connection,

() Use proxy server,

= Prewvious | | Mext =
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20. Click Next.

-§: ArcSight

Configure

ArcSight Console Configuration Wizard \;‘i-

Please choose the authentication configuration to match the settings on ArcSight
Manager. If unsure, select the first option.

(®) Password Based Authentication
() Password Based and 55L Client Based Authentication
() Password Based or S5L Client Based Authentication

() 550 Client Only Authentication

= Previous | | MNext = |

21. Click Next.

22. Select your preferred browser.
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x| ArcSight Conscle Configuration Wizard I;Ii-

.i ArcSig ht Browser information: Please enter the path to your prefered web browser, This will be
used by the console when opening any web-based application in an external browser.

Configure

Browser Executable |'ome‘Application’chrome. exe E

R

< Previous | | Mext = |

23. Click Next.

x| ArcSight Console Configuration Wizard I;li-

.i ArcSig ht The ArcSight Console can be installed for use by single 05 user on this machine who has

write access to the installation directory or for multiple OS users without write access, A
single installation can also be shared by multiple O35 users as long as they all have write
access to the installation directory, Mote: When switching from one mode to the other
your user preferences will not be preserved.

Configure

(®) This is @ single user installation. (Recommended)

() Multiple users will use this installation,

< Previous | | Mext = |

24. Click Next.
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25. Click Finish.

< ArcSight FhnlE Install Complete

Introduction Congratulations!

License Agreement ArcSight ESM Console has been successfully installed to:
Special Notice

Choose ArcSight installati...
Choose Shortcut Folder Click "Done” to quit the installer.

CharcsighfiConsolelcurrent

Pre-Installation Summary
Installing...

U
U
L
Ld
Ld
Ld
Ld
-

Install Complete

InstallAmewhere

Previous || Done

26. Click Done.
27. Run ArcSight Console from the Start menu.
28. Enter the username and password.
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H ArcSight Console 7.0.0.2436.1 [ [ o [

User ID Eﬂ

Password

Manager arcsight-esm -

| Lagin || Cancel

29. Click Login. (If you are unable to connect, ensure that the hostname of the ESM server is
present in your DNS server.)
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Do you want to trust the certificate of server's signer?

BUcFKSdkHaSdtkWee1XIRZdLtmSaEvryM+CLFnDEIILADA UgqVDwAFrWt7k A=vErglghT2zifkg
Q0eTQrIEVmbKFumM3BRUSBLZXYcntiEVQOb3nX4zj Bel YhvivwzuddgoOVSzS, buleXUYDEzcD
*1+N+Hi7vEKwodasacn Y BKILfn TMZZAESID+HP7CZIS+EWtw AD 1Y 7avh 1Fe-+IPnjEKy mk Mo M
Clzz7EdN ABDWsc1epmYM2PEETUOBSQOTWIVZErykavaExhjocg/ 111gUY rHLpigeA kag NIorky SW
Cgfdaquilxrelxirg7dFjrHhDefaclmMEk vl A==

Issued To
CM=arcsight-esm,OU=ESM,O=Arcsight, L=95014,ST=CA,C=US

Issued By
CN=arcsight-zsm, OU=ESM,O=Arcsight L=35014,5T=CA,C=US

Issued On
Sunday, August 13, 2018 B:16:31 AM PDT

Expires On
Mand=y, August 21, 2023 8:15:31 AM PDT

30. Click OK.

2.11.2
1.

Install Individual ArcSight Windows Connectors

Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.
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H ArcSight SmartConnector
<CArcSight  [IFLERE

= Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

® System Restart

@ Install Complete

— >

Introduction

The ArcSight Installer will guide you through the installation
ofthe ArcSight SmartConnector.

The first step installs the core ArcSight SmanConnector
components; then you selectthe ArcSight SmanConnector
you wish to configure.

ArcSight recommends tl'mvnu quit all other programs
before continuing with this installation.

Click the 'Mext' button to proceed to the next window.
Ifyou want to change something on a previous window,
click the Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

Pravious Mext

2. Click Next.
3. Enter C:\Program Files\ArcSightSmartConnectors\Windows.
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H ArcSight SmartConnector — *

<L ArcSight  [IFLSERE Choose Install Folder

+ Introduction

- Choose Install Folder Please choose the installation folder. It is recommended that you
@ Choose Install Set choose the folder name according to the device that you want to
connectto, for example /ciscoids or /checkpointng. Ifyou are

® Pick Shortcut Folder upgrading from a previous version, please selectthe folder where the

@ Pre-Install Summary ArcSight SmartCaonnector is currently installed.

@ Installing...

@ Uparade Where Would You Like to Install?

@ System Restart C\Program Files\rcSightSmantConnectorsiWindows

@ Install Complete

Restore Default Folder Choose...

Previous Mext

4. Click Next.
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n ArcSight SmartConnector — >

<L Arcsight | CIFLERE Pick Shortcut Folder

" Introduction Where would you like to create product icons?
" Choose Install Folder
+ Choose Install Set

(® In a new Program Group: | ArcSight SmarnConnectors

= Pick Shortcut Folder (O In the Start Menu

@ Pre-Install Summary O On the Desktop

@ Installing...

@ Upgrade i) Inthe Quick Launch Bar

@ System Restart
@ Install Complete

() Other: Choose...

() Don't create icons

[] Create Icons for All Users L\X’

Previous

5. Click Next.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 212



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

n ArcSight SmartConnector
<C ArcSight  [IFAERE

+ Introduction

+ Choose Install Folder
+ Choose Install Set

+ Pick Shortcut Folder

=* Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

6. Click Install.
7. Select Add a Connector.

— >

Pre-Install Summary

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmantConnector

Install Folder:
CAProgram Files\ArcSightSmanConnectors\Windows

Shortcut Folder:
Cilzers\ddministratorAppDataiRoaming\WWicrosoftWWindows\Start |

%

Previous Install
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E connector Setup % — O
. What would you like to do?
<X ArcSight
Configure
(®) Add a Connector
(") Set Global Parameters
< Previous Cancel
8. Click Next.

9. Select Microsoft Windows Event Log—Native.
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E Connector Setup

<X ArcSight

Configure

Select the connector to configure

Type  Microsoft Windows Event Log - Native

v

< Previous

Cancel

10. Click Next.
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n Connector Setup -

Configure Parameters

<X ArcSight

Configure Security log
System log

Select logs for event collection from local host

Application log
(] ForwardedEvents log
[ ] Custom logs
Source hosts for all forwarded events
[ Do not use any source for Windows QS version
[ Use Active Directory for OS version
O Use file for OS version

Farameters to add hosts for event collection

JUse common domain credentials

[ Use Active Directory

] Enter manually

< Previous

Cancel

11. Click Next.
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B Connector Setup - O X

For the host the following options were selected:

q AfCSIghf Security, System, Application

Configure

< Previous Cancel

12. Click Next.
13. Select ArcSight Manager (encrypted).
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B connector Setup - O
. Enter the type of destinafion
<X ArcSight
Configure
(®) ArcSight Manager {encrypted)
() ArcSight Logger SmartMessage (encrypted)
() ArcSight Logger SmartMessage Pool (encrypted)
() CEF File
(O) Event Broker
() CEF Syslog
() CEF Encrypted Syslog {(UDF)
() CSV File
(") Raw Syslog
< Previous Cancel

14. Click Next.

15. Enter the hostname, port, username, and password for the ArcSight ESM server.
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B connector Setup - O
. Enter the destination parameters
<X ArcSight
Configure
Manager Hostname arcsight-esm
Manager Port 8443
User administrator
Password sesssans
AUP Master Destination |false )
Filter Out All Events false ~
Enable Demo CA false V
< Previous Cancel

16. Click Next.
17. Enter identifying details about the system (only Name is required).
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u Connector Setup

Enter the connector details

< ArcSight

Configure

Name Windows10-1
Location
DeviceLocation

Comment Windows10-1 Client

< Previous Cancel

18. Click Next.

19. Select Import the certificate to connector from destination.
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n Connector Setup

<X ArcSight

Configure

— O
Following certificate will be imported into connector trust store:
Host/port: arcsight-esm 8443
Details: ClN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=USs
(®) Import the certificate to connector from destination
(C) Do not import the certificate to connector from destination
< Previous Cancel

20. Click Next.
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E Connector Setup

. Add connector Summary
& ATCSIth Following are the added connector details:

Configure

Connector Name [Windows10-1]. Connector Tvpe [winc]

< Previous Cancel

21. Click Next.
22. Select Install as a service.
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B connector Setup - O

The Smart Connector is currently mstalled as a standalone application

<X ArcSight

Configure

(® Install as a service

(") Leave as a standalone application

< Previous Cancel

23. Click Next.
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B connector Setup - O

Specify the service parameters

<X ArcSight

Configure

Service Internal Name winc
Service Display Name Microsoft Windows Event Log - Native
Start the service automatically |Yes w

< Previous Cancel

24. Click Next.
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B Connector Setup - O

Install Service Summary

<X ArcSight

Configure

The ArcSight SmartConnector is now configured to run as a service.
You can now start the SmartConnector by
Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

< Previous Cancel

25. Click Next.
26. Select Exit.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

225



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

E Connector Setup

<X ArcSight

Configure

Would you like to continue or exit?

() Continue

< Previous Cancel

27. Click Next.
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n ArcSight SmartConnector

X Arcsight | CIHLERE

<

Introduction

Choose Install Folder
Choose Install Set
Pick Shortcut Folder
Pre-Install Summary
Installing...

Upgrade

System Restart

I T T

Install Complete

Cancel

28. Click Done.

— x

Install Complete

Congratulations! ArcSight SmartConnector has been successfully
installed to:

C\Program Filest\ArcSightSmanConnectorsWindows

Press "Done” to quit the installer.

Previous Done

2.11.3 Install Individual ArcSight Ubuntu Connectors

1. From the command line, run:

> sudo ./ArcSight-7.9.0.8084.0-Connector-Linux64.bin
2. Enter the password if prompted.
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0 ArcSight SmartConnector

<C ArcSight | CIFAERE Introduction

= Introduction The ArcSight Installer will guide you through the
installation

® Choose Install Folder of the ArcSight SmartConnector.

@ Choose Install Set

® Pick Shortcut Folder The first step installs the core ArcSight SmartConnector

components; then you select the ArcSight SmartConnector
® Prednstall Summary

® Installing... you wish to configure,

B Upgpads ArcSight recommends that you quit all other programs

@ System Restart before continuing with this installation.
® Install Complete

Click the 'Next' button to proceed to the next window.
If you want to change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

3. Click Next.
4. Enter /root/ArcSightSmartConnectors/Ubuntu.

B ArcSight SmartConnector

< ArcSight | COFSETE Choose Install Folder

+ Introduction

= Choose Install Folder Please choose the installation folder. It is recommended
@ Choose Install Set that you choose the folder name accordlng_to t_he device
that you want to connect to, for example /ciscoids or

@ Pick Shortcut Folder fcheckpointng. If you are upgrading from a previous
@ Pre-nstall Summary version, please select the folder where the ArcSight
} SmartConnector is currently installed.
@ Installing...
@ Upgrade where Would You Like to Install?
@ System Restart [froctsarcsightSmartConnectors/Ubuntu |

@ Install Complete

Bestore Default Folder H Choose... ‘

Previous | ‘ MNext
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5. Click Next.

D ArcSight SmartConnector

<L AreSight | IFSETE Choose Link Folder

+ Introduction Where would you like to create links?
+ Choose Install Folder
+ Choose Install Set

® In your home folder

= Pick Shortcut Folder ) Other:
@ Pre-nstall Summary

; ) Don't create links
@ Installing...

@ Upgrade
@ System Restart
@ Install Complete

[ zrewous ] [ Hex |

6. Click Next.

B ArcSight SmartConnector

<L ArcSight | JFSETE Pre-Install Summary
+ Introduction Please Review the Following Information Before
+ Choose Install Folder Sontinuing:
+ Choose Install Set Product Name:
+ Pick Shortcut Folder ArcSight SmartConnector
= Pre-Install Summary Install Folder:
® Installing... froot/ArcSightSmartConnectors/Ubuntu
® Upgrade Link Folder:
@ System Restart froot

@ Install Complete

Cancel Previous | ‘ Install
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7. Click Install.
8. Select Add a Connector.

. Connector Setup

What would you like to do?
§ ArcSight
Configure
@ Add a Connector
) Set Global Parameters
< Previous || Next = || Cancel
9. Click Next.

10. Select Syslog File.
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What would you like to do?
{ ArcSight

Configure

® Add a Connector
i) Set Global Parameters

| < Previous || Next = || Cancel
|

11. Click Next.
12. Enter /var/log/syslog for the File Absolute Path Name.
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B Connector Setup

& ArcSight

Configure

Enter the parameter details

File Absolute Path Name [varflog/syslog| [
Reading Events Real Time or Batch |realtime |v|
Action Upon Reaching EOF |None |v|
File Extension If Rename Action |processed |

i | [»]

| < Previous | | Next = || Cancel |

13. Click Next.
14. Select ArcSight Manager (encrypted).
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o Connector Setup

{ ArcSight

Configure

Enter the type of destination

® Arcsight Manager (encrypted)

) ArcSight Logger SmartMessage (encrypted)

) ArcSight Logger SmartMessage Pool (encrypted)
) CEF File

) Event Broker

) CEF Syslog

) CEF Encrypted Syslog (UDP)

) CSV File

) Raw Syslog

| = Previous | | Next = | | Cancel

15. Click Next.
16. Enter the hostname, port, username, and password for ArcSight ESM.
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B Connector Setup
Enter the destination parameters
<X ArcSight

Configure

Manager Hostname |arcsight-esm |
Manager Port [gaa3 |
User [administrator |
Password |
AUP Master Destination |false |v|
Filter Out All Events |fa|5e |v|
Enable Demo CA |false |v|
| < Previous || Next = || Cancel

17. Click Next.
18. Enter identifying details about the system (only Name is required).
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<; ArcSight

Configure

Enter the connector details

Name Ubuntu Client

Location

DeviceLocation

Comment

<Previous | | Next > Cancel

19. Click Next.
20. Select Import the certificate to connector from destination.
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. Connector Setup

é‘[ ArcSight

Configure

Following certificate will be imported into connector trust store:
Host/port: arcsight-esm_8443
Details: Ch=arcsight-esm, OU=ESM, O=Arcsight, L=95014, 5T=CA, C=U5

@ Import the certificate to connector from destination

() Do not import the certificate to connector from destination

< Previous [ Dext > Cancel

21. Click Next.
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o Connector Setup

. Add connector Summary
& ArcSrght Following are the added connector details:
Connector Name [Ubuntu Client], Connector Type [syslog_file]

Configure

22. Click Next.
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> Connector Setup

é: ArcSight

Configure

To modify service configuration, you must be running as root
To manually configure, log on as root and execute the Following script:

Jhome/di2/ArcSightSmartConnectors/Ubuntu2/current/bin/arcsight
agentsve -i-u user

To manually remove the service, log on as root
and execute the following script:

Jhome/di2/ArcSightSmartConnectors/Ubuntu2/current/bin/arcsight
agentsvc -r

< Previous [ Mext = Cancel

23. Click Next.
24. Select Exit.
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& Connector Setup

. Wouldyou like to continue or exit?
& ArcSight

Configure

) Continue

@ [Exit

<Previous | | hlext = Cancel

25. Click Next.
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B ArcSight SmartConnector

<C ArcSight | OFLERE Install Complete
v Introduction Congratulations! ArcSight SmartConnector has been
+ Choose Install Folder successfully installed to:
¥ Choose Install Set fhome/di2fArcSightSmartConnectors/Ubuntu?
+ Pick Shortcut Folder
« Prednstall Summary Press "Done" to quit the installer,
+ Installing...
v Upgrade
+ System Restart
=* Install Complete
)

Installanywhere

:-"_ = gone

26. Click Done.

2114 Install a Connector Server for ESM on Windows 2012 R2

1. Run ArcSight-7.9.0.8084.0-Connector-Win64.exe.
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<L ArcSight | [JFLETE

- Introduction

@ Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

[= [ |

Introduction

ArcSight SmartConnector

The ArcSight Installer will guide you through the installation
of the ArcSight SmantConnector.

The first step installs the core ArcSight SmartConnector
components; then you selectthe ArcSight SmantConnector
you wishto configure.

ArcSight recommends thatyou quit all other programs
before continuing with this installatio

Click the 'Mext' button to proceed to the next window.
Ifyouwantto change something on a previous window,
click the 'Previous' button. To cancel this installation at
any time, click the 'Cancel' button.

Previous

2. Click Next.

3.

Enter C:\Program Files\ArcSightSmartConnectors\Windows.

<X ArcSight | [IFAETE

+ Introduction

- Choose Install Folder
@ Choose Install Set
@ Pick Shortcut Folder
@ Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

= [

Choose Install Folder

ArcSight SmartConnector

Please choose the installation folder. It is recommended that you
choose the folder name according to the device that you want to
connect to, for example /ciscoids or /checkpointng. If you are
uparading from a previous version, please select the folder where the
ArcSight SmanConnector is currently installed.

Where Would You Like to Install?
CAProgram FiIechSightSmartConnectors‘.‘.".findows|

Restore Default Folder || Choose...

| Previous | | Mext
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4. Click Next.

<L ArcSight | [IFLETE

+ Introduction

+ Choose Install Folder
+ Choose Install Set
-2 Pick Shartcut Folder
® Pre-Install Summary
@ Installing...

® Upgrade

® System Restart

@ Install Complete

BE

Pick Shortcut Folder

ArcSight SmartConnector

Where would you like to create product icons?

(® In a new Program Group; |ArcSight SmartConnectors
) Inthe Start Menu

() On the Desktop

() In the Quick Launch Bar

) Other: Cho

() Don't create icons

[] Create Icons for All Users

Previous | [ Mext

Click Next.

<L ArcSight | [JFLETE

+ Introduction

v Choose Install Folder
+ Choose Install et

+ Pick Shortcut Folder

= Pre-Install Summary
@ Installing...

@ Upgrade

@ System Restart

@ Install Complete

BE |

Pre-Install Summary

ArcSight SmartConnector

Please Review the Following Information Before Continuing:

Product Name:
ArcSight SmanConnector

Install Folder:
C:\Program Files\ArcSightsmartConnectors\Windows

Shortcut Folder:
CUsers\ddministrator.DlVippData\Roaming\MicrosoftWindows\Ste

< m > %

Previous || Install |
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6. Click Install.
7. Select Add a Connector.

 « | Connector Setup = [ = -

What would vou like to do?

<X ArcSight

Configure

(® Add a Connector

() 5et Global Parameters

| Mext = | | Cancel

8. Click Next.
9. Select Microsoft Windows Event Log—Native.
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<X ArcSight

Configure

Connector Setup

Select the connector to configure

Type |Microsoft Windows Event Log - ative

s

< Previous | |

Next >

Cancel

10. Click Next.
11. Check the box next to Use Active Directory.
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B Connector Setup = | = -

. Configure Parameters
r
i A CS ! g ht Select logs for event collection from local host -
Configure vl Security log

System log
Application log

[] ForwardedEvents log
[] custom logs

Source hosts for all forwarded events

[[] Do not use any source for Windows OS version
[ Use Active Directory for OS version
[[] Use file for OS version

Parameters to add hosts for event collection

[] Use common domain credentials

] Enter manually

< Previous | | Next > | | Cancel

[

12. Click Next.

13. Enter information about your Active Directory server. (It is recommended to create a new
administrator account for ArcSight to use.)

14. Set Use Active Directory host results for to Replace Hosts.
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Enter the parameter details

<X ArcSight

Configure

Domain Name

Domain User Name

Domain User Password

Active Directory Domain

Active Directory User HName
Active Directory User Password
Active Directory Server

Active Directory Filter

B Connector Setup = | = -

DI

arcsight_admin

SEBEBBBBRBIREES

DI.IFDR

arcsight_admin

SRR BBBERINRRS

ad-dns.di.ipdr
(&(cn=")(operatingsystem=%)(whencreated=>))

Active Directory Protocol non_ssl W
Use Active Directory host results for |Replace Hosts W
< Previous | | Mext > | | Cancel

15. Click Next.

16. Check the boxes under any event types that should be forwarded to this connector, for each

individual host, e.g., Security, System, Application.
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Enter the device details
<X ArcSight
[} Host Name Do.. Use.. Pas.. Win.. Is.. Sec.. Sys.. Appl.. For.. Cus.. Fitter Llocale Enc...
Confiaur %] [EXCHANGE.LLIFUR e Winde | [ W | W | | L - en_Us UIFS |
onfigure [¥] REMOTEDESKTOP3.DL... === wind... | [] M| ™| & | O = len_Us |UTF-8
[+ |WINDOWS10-1.DLIPDR == Wind... | [ =] [ [+ O = len_US |UTF-8
[ |WINDOWS10-2.DLIPDR === wind... | [] M| ™8| ™| O = len_US |UTF-8
[¥] HYPERVDLIPDR === wind... | [] M| | & | O = len_Us |UTF-8 [
[¥] |MSsSQL.DLIPDR == Wind.., | [ =] [ [+ O = len_US |UTF-8
[¥] |WINDOWS10-3.DLIPDR === wind... | [] M| & & O = len_US |UTF-8
[¥] |UC-TEST-SERVER.DLIF... === wind... | [] W | | | O = len_Us |UTF-8
[¥] |DESKTOP-7REQ7KD.DL... ==, Wind... | ] [ [ [+l O = len_US [UTF-8
[¥] [RIPWIREEDLIPDR === wind... | [] M| ™| & | O = len_Us |UTF-8
[w]  |WIN-OLIQ7SMEHSZ.DL.... === wind... | [] R | = len_Us JUTF8 |_
[W]  |WINKSIZPEEGOKS.DLL... ===, (Wind... | ] M| M| M| O = len_Us |UTF-8
[w] |WIN-JH4L71215VT.DLL... === wind... | [] M| ™| & | O = len_Us |UTF-8
[¥] |aD-DNS08.DLIPDR == Wind... | [ =] [ [+ O = len_US |UTF-8
| || V| V| | |
[v¥] [BACKUPSERV.DLIPDR === wind... | [] M| | & | O = len_Us |UTF-8
[w] |GLASSWALL.DLIPDR ===, Wind... | [] [l =] [v] O = len_Us |UTF-8
[¥] |SEMPERIS-DSP.DLIPDR === wind... | [] M| & & O = len_US UTF8 [
[ add [ [ tmport |[ Export |
% [ <Previous |[ Mext> || cancel
17. Click Next.
Vill use Active Direct at: af s di
ArcSight Will use Active Directory at: ad-dns.di
I Dnﬂ qure Microsoft Windows Event Collection connector is configured to collect events from 22 hosts.
< Previous ‘ ‘ Mext = | | Cancel

18. Click Next.
19. Select ArcSight Manager (encrypted).
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+ | Connector Setup == -

Enter the type of destination

<X ArcSight

Configure

(®) ArcSight Manager {encrypted)

() ArcSight Logger SmartMessage (encrypted)

() ArcSight Logger SmartMessage Pool (encrypted)
) CEF File

() Event Broker

() CEF Syslog

() CEF Encrypted Syslog (UDP)

() CsV File

() Raw Syslog

< Previous ‘ | Mexts 4 | Cancel |

20. Click Next.

21. Enter the hostname, port, username, and password for the ArcSight ESM server.
= | Connector Setup = I:'-

Enter the destination parameters

<X ArcSight
Configure

Manager Hostname arcsight-esm

Manager Port 8443

User administratar

Password LLITTITY

AUP Master Destination | false v
Filter Out All Events false w
Enable Demo CA false v

< Previous ‘ ‘ Next > | | Cancel |

22. Click Next.
23. Enter identifying details about the system (only Name is required).

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events

248



"GZ-008T°dS LSIN/8Z09°0T/840°10p//:s0d11y :woJy 984eyd Jo 9344 d|qe|ieAe s| uoedlgnd sty

24.
25

a Connector Setup
. Enter the connector details
< ArcSight
Configure
Hame Windows Connector Server
Location
DeviceLocation
Comment
s
<Previous | [ Mext> |[  concel |
Click Next.
Select Import the certificate to connector from destination.
a Connector Setup -8 -
. Following certificate will be imported into connector trust store:
é: ArcSi g ht Host/port: arcsight-esm_8443
Details: CN=arcsight-esm, OU=ESM, O=Arcsight, L=05014, ST=CA, C=US
Configure

®) Import the certificate to connector from destination

() Do notimport the certificate to connector from destination

<Previous |

Mext >

Cancel

26. Click Next.
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a8 Connector Setup

., ‘Add connector Summary
{ Arc5|gh1 Following are the added connector details

Connector Name [Windows Connector Server], Connector Type [winc]

Configure

27. Click Next.
28. Select Install as a service.

B Connector Setup

The Smart Connector is currently installed as a standalone application

< ArcSight

Configure

@ Install as a service

() Leave as a standalone applcation

N

< Previous | [ Next> ‘ Cancel |

29. Click Next.
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< ArcSight

Configure

Connector Setup

Specify the service parameters

Service Internal Hame winc

Service Display Name Microsoft Windows Event Log - Native

Start the service automatically Yes v
I
%
[ <previous | [T Riext ] [ cancel |

30. Click Next.

<X ArcSight

Configure

Connector Setup
Install Service Summary
The ArcSight SmartConnector 1s now configured to run as a service.
You can now start the SmartConnector by
Going to the services application and starting the service:

ArcSight Microsoft Windows Event Log - Native

31. Click Next.
32. Select Exit.
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B Connector Setup - [o]

Would vou like to continue or exit?

<X ArcSight

Configure

O Continue

< Previous | ‘ Next = | ‘ Cancel

33. Click Next.

B ArcSight SmartConnector I;‘i-

<L ArcSight | [JFLERE Install Complete

<

Infroduction Congratulations! ArcSight SmartConnector has been successfully
Choose Install Folder installed to:

Choose Install Set
Pick Shortcut Folder
Pre-Install Summary Press "Done” to quit the installer.

C.\Program Files\ArcSightSmartConnectorstWindows

Installing...
Upgrade
System Restart

L N S U S ¥

Install Complete

Previous

34. Click Done.
35. Note: Ensure that all machines selected do not block traffic from this device through their
firewalls.
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2.11.5

Install Preconfigured Filters for ArcSight

2.11.5.1 Install Activate Base

1.

Go to the ArcSight Content Brain web application (https://arcsightcontentbrain.com/app/) and

log in. This page allows you to keep track of packages to be installed—what packages should be
installed depends on the needs of the organization, but the “Activate Base” is required for all

System Threat
¥ Malware
Health Intefligence fl
Situational
Situational § Situational
weat
Malware
Intelligence

products.

Level 2 Physical Perimeter Network Application Data Entity
SHuatonal Awaranass Situational § Stuational § Situational Situational @ Sttuational @ Situational
SRart with the actiate ase
Oewnioad

Security Products & Connectors

Click the Download link for the Activate Base. (Note: This package should be installed on the
ArcSight Console, not on the ESM.)

Copy the contents of the zip file to ARCSIGHT_HOME. The default for this is C:\arcsight\Con-
sole\current, assuming a Windows Server.

In PowerShell, navigate to the ARCSIGHT_HOME directory (C:\arcsight\Console\current) and
run:

> _\ActivateBaselnstal 1AndUpdate2540 .bat
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[T Administrator: Windows PowerShell l;li-—

eycurrent> .‘\ActivateBaselInstal lAndUpdate2540.bat

: Activate Base 2.5.4.0 requires ArcSight ESM v6.8c or greater!

5. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and

password used to connect to the ESM.
6. Delete Activate_Base_Updated_2.5.4.0.arb from the ARCSIGHT_HOME directory.
Log in to ArcSight Console.
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ArcSight Comsole 7.0.0.2436.1 [arcsight-esmeadministrator.ast] Trial license. Customer: ARST-Farner, Expiration date: 2019/02/01

8. Under Packages > Shared > All Packages > ArcSight Activate, right-click Activate Base Update
2.5.4.0, and select Delete Package.

2.11.5.2 Install Packages

Once the Activate Base is installed, packages can be installed to monitor for specific types of events. As
an example, find below instructions for the Malware Monitoring package.

1. Navigate to the ArcSight Content Brain web application.
2. Select the Level 1 box labeled Malware.

Level 1 Physi : et - System Threat
e H H H RIS

Security Products & Connectors

Track Execution Devices - @

@ Business Challenges s @ Associated Packages . @ Status = ® Arack Vector Solutions Expand All @

Mabware Monitaring L1 - Mahware Manitoring - indicators and Warnings e

3. Inthe Track Execution section, under Associated Packages, you can see the list of packages used
to address the challenge of Malware Monitoring. In this case, there is just one package, L1-
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Malware Monitoring—Indicators and Warnings. Click the link to be taken to a download page for
the package, and download it. (Note: This package should be installed on the ArcSight Console,
not on the ESM.)

4. Copy the contents of the zip file to ARCSIGHT_HOME. The default for this is C:\arcsight\Con-
sole\current, assuming a Windows Server.

5. In PowerShell, navigate to the ARCSIGHT_HOME directory (C:\arcsight\Console\current) and
run:
> _\L1-Malware_Monitoring_1.1.0.1_bat

e Administrator: Windows PowerShell

b11l, mixed mode)
roperties

ht-esm' with username 'administrator’...done.

1
Tease delete ackag ight Activate/Activate Base Update 2.5.4.0.

: From your ESM ystem:
lease delete ! Updated_2.5.4.0.arb

ministrator

6. Enter the hostname of the ArcSight machine, the port (default: 8443), and the username and
password used to connect to the ESM.

2.11.6 Apply Filters to a Channel

In the ArcSight Console, click File > New > Active Channel.
Enter a name for the channel.
Select a time frame.

P wnN R

For Filter, select one the filters that was imported from the packages you installed.
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| New Active Channel

Channel Mame: unresolved malware

Start Time: ShNow - 30m 000 End Time: $Mow

N

@ Continuou: valuabe time paramet

Use as Timestamp: | End Time

O Ewaluate time parameters once ak attach time

Filter All Unresolved Malware Events

Fields:

Examples Ok Cancel

5. Click OK. All events that match the filter can be displayed in the newly created channel. Filters
from imported packages can be found under Filters > Shared > All Filters > ArcSight Activate >
Solutions.

2.12 Tripwire Enterprise

Notes:

This installation requires MSSQL to be installed on a remote server and configured according to the
instructions in the Tripwire Enterprise 8.6.2 Installation and Maintenance Guide.

2.12.1 Install Tripwire Enterprise

1. Ensure that you have an up-to-date version of Oracle Java. You must install both the Java
Runtime Environment (JRE) and the Java Cryptography Extension (JCE).
2. Download and run the JRE installer.
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Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

MNote: No personal information is gathered as part of our install process. Click here for mare information on
what we do collect.

Click Install to accept the license agreement and install Java now.

[[] change destination folder | [ Install =

3. Click Install.
4. Download the JCE and extract the files.

-

Name Date modified Type Size

|_| local_policy 12/20/2013 1:54 PM  JAR File 3KB
| README 12/20/2013 1:54 PM  Text Document SKB
ij US_export_policy 12/20/2013 1:54 PM  JAR File KB

5. Copy the local_policy.jar and US_export_policy.jar files to /lib/security/Unlimited/ and
/lib/security/Limited in the Java installation directory.

6. Run install-server-windows-amd64.

7. Select the Java runtime that was just installed.

Please select the Javatm) Runtime to use

Oraclef5un 1.8.0 64-bit C:/Program Files/Java/jrel.8.0_181/binfjava.: v

Ok || Cancel

8. Click OK.
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!l!l"-ﬁ' Welcome to the Tripwire Enterprise Console installation wizard.
‘E TEEPRISE This wizard will install and cenfigure Tripwire Enterprise Console,

8 7 Before continuing, please review the installation documentation to
L] ensure that you are in compliance with all installation requirements.
Failure to meet all requirements may cause the installation to fail,

I < Back H Mext = || Cancel

9. Click Next.
10. Select I accept the agreement.

. a | TAKE
License Agreement CONTROL.

Please read the following License Agreement. You must accept the terms of this agreement
before continuing with the installation.

IMPORTANT INFORMATION A
TRIPWHIRE SOFTWARE IS LICENSED, NOT S0LD. USE OF THIS SOFIWARE IS I:l
SUBJECT T{ LICENSE RESTRICTIONS. CAREFULLY READ THIS LICENSE

LEREEMENT BEFCRE USINE THE SOFTWARE. USE OF SOFTWARE INDICATES

COMPLETE AND UNCONDITIONAL ACCEPTRNCE OF THE TERMS AND CONDITIONS

SET FORTH IN THIS AGREEMENT. ANY RDDITIONAL COE DIFFERENT PURCHASE
ORDER TEEMS AND CONDITIONMS SHALL NOT APPLY.

(®) ;| accept the agreement

Do you accept this license?
) ldo not accept the agreement

InztallBuilder

<Back || Ned> || Cancel
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11. Click Next.
N w | TAKE

Please specify the directory where all Tripwire Enterprise components will be installed.

Installation Directory IZ::"-._F'r-::-:||'ar'r'| Files' Tripwire' T | rﬂ

InstallBuilder

<Back || MNea> || Cancel

12. Click Next.
13. The installer should automatically detect the hostname of the system on which Tripwire
Enterprise is being installed. If it does not, enter the hostname here.
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Tripwire Enterprise Console Configuration Part 1 of 4 mﬂﬁmm_

Please provide the hostname of the system where Tripwire Enterprise Console will be
installed.

TE Server Hostname (|00 1SS

InstallBuilder

<Back || Net» || Cancel

14. Click Next.

15. Enter each port number to use for the HTTPS Web Services port, HTTP EMS Integration Port,

and Tripwire Enterprise RMI port. The RMI port is used for inbound communication from
Tripwire agents to the server, so ensure that it is allowed through the firewall.
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Tripwire Enterprise Console Configuration Part 2 of 4 mﬂgﬁmm

Specify the ports that Tripwire Enterprise Console uses to communicate,

This port is used for user-initiated Web console sessions.

HTTPS Web Services port |m |

This port is used for external integrations (such as plugins).

HTTP EMS Integration Port | 8080 |

This port is used for Conseole/Agent Java communications.

Tripwire Enterprise RMI Port |93‘EIE |

InstallBuilder

<Back || Net> || Cancel

16. Click Next.
17. Enter a passphrase to use.

Tripwire Enterprise Console Configuration Part 3 of 4 mﬂﬁmﬁmﬂ

The services passphrase is used to secure Tripwire Enterprise communications.

This password must be between 19 and 84 characters, and cannot contain single-quote (),
double-quote ("), less-than (<), greater-than (>), or backslash (\) characters, most other
characters are allowed. 5See the Installation and Maintenance Guide for more details.

Services Passphrase

Confirm Passphrase

InstallBuilder

<Back || Net> || Cancel
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18. Click Next.

1
Tripwire Enterprise Console Configuration Part 4 of 4 mﬂﬁ“ﬁ TROL.

Please review the installation settings for Tripwire Enterprise Conscle.

The following settings are configured for Tripwire Enterprise Conscole:

Installation Directory: CAProgram Files\ Tripwire\ TE
Avvailable Disk Space: 184716 MB

Heostname: TRIPWIRE-E

IP Address(Listening): 0.0.0.0

HTTPS Web Services Port: 443

HTTP EMS Integration Port: 8020

TE Services (RMI) Port: 9358

TEConsolelnstaller: Java Version detected: 1.8.0_181 64

InstallBuilder

<Back || Net» || Cancel

19. Click Next.
20. Check the box next to Install Real-time Monitoring.
21. Enter 1169 for Real-time Port.
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il 4 i o) TAKE
Tripwire Enterprise Agent Configuration m&mﬂl_

Tripwire Enterprise Agent software is installed on the Tripwire Enterprise Console system to
enable monitoering of that system. Do you want to install Real-time Moenitoring functionality
for this local Agent? The Real-time Monitoring feature can also be installed later.

[/] Install Real-time Monitoring
Please specify the local port to be used by the Real-time subsystem.

Real-time Port [N |

InstallBuilder

| <Back || Net> || Cancel |

22. Click Next.

ol TAKE
oy tripwire )

The installer is ready to begin installing Tripwire Enterprise Console.

Click Mext to begin installing Tripwire Enterprise.
Click Back to make any changes before you begin the installation.

InstallBuilder

<Back || Net> || Cancel

23. Click Next.
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24. Check the box next to Open a browser after clicking Finish to continue configuring Tripwire

Enterprise.

TRERIRE The installation is complete,

S ENTERPRISE

[v] Open a browser after clicking Finish to continue configuring
Tripwire Enterprise.
[ ]

To finish configuration later, use a browser to access

https://TRIPWIRE-E

25. Click Finish.
26. Once at the web address, enter the Services passphrase chosen earlier.

Tripwire Enterprise Post-Install Configuration

Tripwire Enterprise needs additional configuration.

To finish installing, please enter your Services Passphrase for authentication. The Services Passphrase was created when you installed Tripwire Enterprise.

Services Pass?hrase:

Login

27. Click Login.

Tripwire Enterprise Post-Install Configuration

Database Configuration Settings

These settings control how the TE Console connects to a remote database that stores data for all TE operations. You can check the current configuration here, and make
any necessary changes in the fislds below.

Remote Database Type:
Microsoft SQL Server v Remote Database Type: The type of remote database used by TE.
Microsoft SQL Server

—| Qracle
QOracle RAC
MySQL
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28. Select Microsoft SQL Server for Remote Database Type.

29. Select SQL Server for Authentication Type.

30. Enter login details for the account created during the MSSQL setup.

31. Enter the hostname or IP of the database server.

32. Enter the port on which the database is operating.

33. Enter the name of the database to be used for Tripwire Enterprise.

34. Select the appropriate setting for SSL according to your organization’s needs.

Authentication Type:

SQAL Server v Authentication Type: Specifies whether the database login should authenticate using a Windows account (typically of
the format domain‘user), or an SQL Server account (an account defined only in SQL Server). With the Windows
authentication type, NTLMv2 should be used, as itis cryptographically superior to the first version of NTLM. However, as
NTLMv2 is configured in the operating system. not in the database or application, TE can be used with NTLM to ensure

compatibility.
Login Name:
twadmin Login Name: The login name that TE will use to authenticate with the database
Password:
arrrernarareas Password: The password that TE will use to authenticate with the database
Database Host:
192.168.78.125 Database Host: The fully qualified domain name, hostname or IP address of the system where the database is installed

Port (default 1433):

1433 Port: The TCP port that the database is listening on. If an Instance Mame is specified here, then the database connection
will use UDP 1434 to connect to the SQAL Server Browser Service, and this Port field will be disabled. The SQL Server
Browser service listens for incoming connections to a named instance and provides the client the TCP port number that
comresponds to that named instance.

Database Name:
TE DB Database Name: The name of the database that TE should use when connecting to the remote database. Note that the
- login name in SQAL Server should have this database set as the default. and the login name should be mapped to this
database.

Instance Name (Optional):
Instance Name (Optional): The location/name of the database instance on the server. Ask your DBA if a non-default
instance should be used for TE

SSL
Off v SSL (Secure Sockets Layer): Specifies whether the database connection should requast. require or authenticate SSL

= Request - S5L will be used if available.

» Require - SSL will always be used, and an error will occur if SSL is not available for the database.

» Authenticate - SSL will always be used, and an error will occur if SSL is not available for the database. In addition,
the certificate chain of the database server's public key will be authenticated using TE's trust store. If the certificate
chain does not originate from a trusted source, an error will occur.

= Off - SSL will never be used. This setting is not recommended

Test Database Login |+

35. Click Test Database Login to ensure the connection is functional.

Test Database Login |+

Test Results:

Connaction Succeaded

8.7.0.b8.7.0.r20180606173604-£215728.b40 Save Configuration and Restart Console I Logout

36. Click Save Configuration and Restart Console.
37. After the reboot, enter a new administrator password.
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Tripwire Enterprise Post-Install Configuration

Configuration Steps Needed:

Tripwire administrator account password needs to be changed from the default.

Create Administrator Password

Passwords must
Be between 8 and 128 characters in length
Contain at least 1 numeric character
Contain at least 1 uppercase character
Contain at lzast 1 non-alphanumeric character
Supported characters: “~1@#3%~&()-_=+{}\:"<>J?

Support Information

Still having problems with your installation?

Contact Tripwire Support
https //secure tripwire_com/customers/contact-support cfm

Or open a Support ticket: https://secure tripwire.com/customers/

Password.

Confirm Password

Confirm and Continue l

For faster assistance from Support, please generate a support bundle to collect
information about your system and this installation. Attach the support bundle file to your
web ticket or email. What is a Support Bundle?

Generate Support Bundle l

Tripwire Enterprise 8 0.r20180606173604-2215728 b40

38. Click Confirm and Continue.

Tripwire Enterprise Fast Track

Welcome to Tripwire Enterprise Fast Track!

TRIPWIRE®

S ENTERPRISE

Fast Track

Fast Track will help you to configure Tripwire Enterprise for Change Auditing, Policy Management, or an integrated Security Configuration
Management (SCM) solution. It only takes a few minutes to complete the setup questionnaire. After you do, Fast Track will use your

answers to install the components that you need.

Step 1: Add your license file and describe your environment. This includes the platforms you want Tripwire Enterprise to monitor, the
policies you want to enforce, and the schedule that Tripwire Enterprise should use.

Step 2: Review the items that will be configured and save the manifest for your records.

Step 3: Apply the configuration and let Fast Track do the rest

Mote: After Fast Track configures Tripwire Enterprise, you can ahways make changes to your configuration later from the Tripwire

Enterprise user interface

39. Click Configure Tripwire Enterprise.
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Step 1: Add your Tripwire Enterprise license (*.cert)

Choose Fila | No file chosen

40. Click Choose File and select the Tripwire Enterprise license file, which should be a .cert file.
41. Check the boxes next to Change Auditing and Policy Management.

Step 2: Confisure Change Auditing and/or Policy Management

Monitoring Solutions 7] Change Auditing

¥ Policy Management
Available Policies Ccis

¥ PCI

U DiIsA

L NIST 800-53 (FISMA)

42. Select any available policies desired.

Step 3: Specify the platforms to monitor

Nate: You are licensed for the Highlighted platforms
Available Platforms: Selected Platforms.

Operating System % Microsoft Windows Server 2008 R2
= Microsoft Windows Server 2012 R2
¥/ Microsoft Windows Server 2008 R2 Oracle Solaris 10

=
&
Microsoft Windows Server 2012 R2 = Oracle Solaris 11
s
x
¥

Red Hat Enterprise Linux 6
Red Hat Enterprise Linux 7
VMware ESXi 5.5 Server

%l Oracle Solaris 10
¥l Oracle Solaris 11
#! Red Hat Enterprise Linux 6

¥ Red Hat Enterprise Linux 7
Virtual Infrastructure

¥ VMware ESXi 5.5 Server

43. Select all the operating systems that you wish to monitor with Tripwire Enterprise.

Step 4: Set up a schedule for running checks and reports

Change Audit Scheduling
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Checks

How frequently would you like to run checks on
your assets?

| Daily v

Runthe checksat | 100 v| [AM |

Policy Scheduling
Checks

How frequently would you like to run checks on
your assets?

i:"ﬂ_egkly | on ]:§undays v

Run the checks at

Reports

Heow frequently would you like to run reports on
your assets?

| Daily v

Run the reports at (400 v| AM v

Reports

How frequently would you like to run reports on
your assets?

[Weekly 7| on [Sundays v

Runthereportsat (400 7| [AM  v|

MNote: Tripwire does not recommend enabling checks
and reports until after you have installed Tripwire Agent
software on the systems that you want to monitor.

2l Enable Checks and Reports (Optional)
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44. Set up a schedule for running checks and reports according to your organization’s needs. Leave
the box next to Enable Checks and Reports unchecked for now.

Step 5: Configure an email server for sending reports and alerts
L Set up the email server now

'® Set up the email server at another time

Before Tripwire Enterprise can deliver alerts or reports, an
email server must be created. You can set up the server
now, or you can wait and do it later using the Tripwire
Enterprise Console.

45. Select Set up the email server at another time.

Step 6: Create an administrator account for Tripwire Enterprise Console access

Passwords must: User Name
Be between § and 128 characters in length T |'/
Contain at least 1 numeric character ‘
Contain at least 1 uppercase character Password:
Contain at least 1 non-alphanumeric character e e |¥

Supported characters: "~1@#8%"&"()_=+{I}\,."<>.1? L
Confirm Password
[ |

R—— v
Email Address

46. Enter a username and password for a new administrator account for Tripwire Enterprise
Console.

bleasm Cougdnispoy - DEUES]

47. Click Preview Configuration.

P UNLY IS TV IMIREGES L ot TV

These tasks will be applied to your configuration
Critical Change Audit Check - RHEL 6

Critical Change Audit Check - RHEL 7

Critical Change Audit Check - Solaris 10

Critical Change Audit Check - Solaris 11

Critical Change Audit Check - Windows

Policy Check - RHEL 6

Policy Check - RHEL 7

Policy Check - Solaris 10

Policy Check - Solaris 11

Policy Check - VMware ESX

Policy Check - Windows

Report Task - Daily File System Changes by Node
Report Task - Daily File System Changes by Rule

Report Task - Test Result Summary - Red Hat - PCIv3.1
Report Task - Test Result Summary - Solaris - PCl v3.1
Report Task - Test Result Summary - VMware ESX - PCIv3.1
Report Task - Test Result Summary - Windows - PCI v3.1
Report Task - Test Results by Node - Red Hat - PCI v3.1
Report Task - Test Results by Mode - Solaris - PCl v3.1
Report Task - Test Results by Node - VMware ESX - PClv3.1
Report Task - Test Results by Node - Windows - PCIv3.1
Report Task - Top 5 Nodes with Daily Changes

Report Task - Waivers - Red Hat - PCl v3.1

Report Task - Waivers - Solaris - PCl v3.1

Report Task - Waivers - VMware ESX - PCI v3.1

Report Task - Waivers - Windows - PCl v3.1

These home pages will be applied to your configuration
Change Audit

Customer Center Home Page

PCl Overview - Red Hat

PCI Overview - Solaris

PCI Overview - VMware ESX

PCI Overview - Windows

Tripwire Enterprise Administrator

48. Click Apply Configuration.

NIST SP 1800-25C: Identifying and Protecting Assets Against Ransomware and Other Destructive Events 269



"GZ-008T"dS 1SIN/8Z09 0T /840" 10p//:sd1Yy :woly 984U JO 93.4 3|e|IeAe s| uonealjgnd siyL

Cor ing Tripwire Enterprise

Tripwire Enterprise Best Practice for the selected platforms _
PCI for Microsoft Windows Server 2008 R2 ZI Configuring 120 Rules
Change Audit for Microsoft Windows Server 2008 R2 I:I
PCI for Microsoft Windows Server 2012 R2 I:I
Change Audit for Microsoft Windows Server 2012 R2 I:I
PCI for Oracle Solaris 10 |:I
Change Audit for Oracle Solaris 10 |:I
PClI for Oracle Solaris 11 |:I
Change Audit for Oracle Solaris 11 |:|
PCI for Red Hat Enterprise Linux 6 |:|
Change Audit for Red Hat Enterprise Linux 6 |:|
PCI for Red Hat Enterprise Linux 7 I:I
Change Audit for Red Hat Enterprise Linux 7 I:I
PCI for VMware ESXi 5.5 Server I:I

Finalize Policy Management configuration for the selected platforms I:I
Finalize Change Auditing configuration for the selected platforms I:I

49. Click Continue to Tripwire Enterprise when the installation finishes.

2.12.2 Install the Axon Bridge

Ensure that TCP traffic on port 5670 is allowed through the firewall.
Navigate to the Tripwire Enterprise Console installation directory to the /server/data/config
folder. Copy bridge_sample.properties to bridge.properties.

3. Inthe bridge.properties file, find the line that says:
#tw.cap.bridge.registrationPreSharedKey=

“u_n

Remove the “#” character. After the character, enter a password. The password has some
restrictions, so ensure that it meets the requirements in case the connection fails later.
4. Restart the TE console by running the following command from an administrative command

prompt, where <te_root> is the TE installation directory:

> <te_root>/server/bin/twserver restart

2.12.3 Install the Axon Agent (Windows)

1. Download the Axon Agent zip file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

Unzip the file.
3. To begin the installation, double-click the .msi file in the extracted folder. Note: No installation
wizard will appear; the installation happens automatically.
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4. After the Axon Agent is installed, navigate to C:\ProgramData\Tripwire\agent\config, and copy
twagent _sample.conf to twagent.conf.

#

# HOST based agent configuration:

Instead of using a DNS SRV record, the agent may be configured

to talk to a specific heost, or list of hosts. Lists use a comma separator and
can optionally specify a port. The default of port 5670 will be used if a port
is not specified.

Example: hostl, host2:5980, 10.123.8.15, [feac:baB@:6fff:93fe]:7582

The agent may be cunFiguked to connect to hosts in a randomized or textual order
(default: true)

## # H H W W

bridge.host=192.168.1.136
#bridge.port=5678
#bridge.randomize.hosts=true
#

5. Open twagent.conf and find the line that says bridge . host. Remove the “#” character, and
enter the hostname or IP address of the Axon Bridge server.

6. Inafile called registration_pre_shared_key, enter the value of the preshared key that was set
in the Axon Bridge.

7. Restart the Axon Agent Service by opening a command prompt and running the following
commands:
> net stop TripwireAxonAgent
> net start TripwireAxonAgent

@ Administrator: Command Prompt — m] X

2.12.4 Install the Axon Agent (Linux)

1. Download the Axon Agent .tgz file from the Tripwire customer website
(https://tripwireinc.force.com/customers), under the Product Downloads tab.

2. Toinstall the software, run the following commands:
RHEL or CentOS: > rpm -ivh <installer_file>
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Debian or Ubuntu: > dpkg -1 <installer_file>

3. Navigate to /etc/tripwire/ and copy twagent_sample.conf to twagent.conf.
Open twagent.conf and find the line that says bridge . host. Remove the “#” character and
enter the hostname or IP address of the Axon Bridge server.

5. In afile called registration_pre_shared_key.txt, enter the value of the preshared key that was
set in the Axon Bridge.

6. Restart the Axon Agent Service by opening a command prompt and running the following
commands:
RHEL or CentOS:
> /sbin/service tripwire-axon-agent stop
> /sbin/service tripwire-axon-agent start

Debian or Ubuntu:
> /usr/sbin/service tripwire-axon-agent stop
> /usr/sbin/service tripwire-axon-agent start

2.12.5 Configure Tripwire Enterprise

2.12.5.1 Terminology

Node: a monitored system, such as a file system, directory, network device, database, or virtual
infrastructure component

Element: a monitored object, which is a component or property of a node being audited by TE

Element Version: a record of an element’s state at specific points in time. Multiple element versions

create a historical archive of changes made to the element.
Rule: A rule identifies one or more elements to the TE Console.

Action: an object that initiates a response to either changes detected by TE or by failures generated

from policy tests
Task: a TE operation that runs on a scheduled or manual basis
TE Policy: a measurement of the degree to which elements comply with a policy

Policy Test: a determination of whether elements comply with the requirements of a policy
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Baseline: the act of creating an element that reflects the current state of a monitored object (also called
the current baseline). When a node’s baseline is promoted, TE saves the former baseline as a historic
baseline.

Version Check: a check on monitored objects/elements. It is a comparison of the current state of the
element against its already recorded baseline for changes.

2.12.5.2 Tags

In Tripwire Enterprise, tags can be used to label and target specific nodes. Tags are not required but
allow for targeting nodes more granularly than by the operating system. This section describes how to
create and assign tags.

Navigate to the TE Console in your browser.
Click Asset View.

® Tripwire Web Console X | @ Firefox Survey x [+ \l‘iq

< c @ T 8 htips/tripwire-e/console/apy App.cmd @ m o =
S ENTERPRISE 1’r\-4,‘,t: ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS
Nodas. Noda Search Elamant Search Version Search & Refrazh [ pele B Logout
LN anage Tagging All | N 309 ABC & S C
f 192.168.78.126
[ Filter assets by keywore [}
: O 62 168,78 126 -
3 3l | & !
ad.dns.di.ipdr
O o2 160,112 -
EXCHANGE
O 62 1681134 -
¥ System Tag Sets HYPERV.DLIPDR
O £

Database Server 192.168.78.105

3. Click the Manage Tagging tab.
4. Enter the name of a tag set, or use one of the four existing ones (Location, Owner, Platform
Family, Primary Function). Click Add if adding your own tag set.

e

@ENTERPRISE HOME | NODES | RULES ACTIONS | TASKS | POLICI

Nodes. Asset View Hode Search Element Search Verson Sesrch ¥ Rafrazh @ Halp 0 Logout
Create and Edit Tag Sets

Tag Sets
[rutorial Add

Tagging Frofiles N ’

= Location Add tags Tags and Tag Sets are limited to 50 characters in length and may

= not contain the follo

Saved Filters pads newts :

x w Owne 1 tog

DI Testing

5. Under the tag set to which you wish to add a tag, enter the name of the tag.
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Create and Edit Tag Sets

i~ B

|

s -1
* Location (Add tags)
1
|AEI|:I a new tag | _ﬂ»dd] r
1
® w Owner {1 tag) E
¥
L\dd a new tag | Add | :
» DI Testing F
F
s w Platform Family (4 tags) :
L‘-\dd a new tag | Add] 1
* Red Hat = 0
= Solaris
= VMware ESX I
# Windows ®
1
»* w Primary Function (1 tag)
[
Lkdd & new tag | ~-jd] il
x% Domain Controller
% Tutorial {Add tags)
"I’utorial tag | Add]
b
6. Click Add.
7. Navigate to Nodes > Asset View > Filter Assets.
8. Check the boxes next to the nodes to which you wish to add this tag.
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e
@ENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Asset View
ghionope Taagion ) W) sor3 ABC W || Selscted: 3 | Cloar
b 192.168.78.126
- ol R m ||| it Tags ] Heaith Check ¥
T nealiod ¥ WINDOWS10-1.DLIPDR
o % WINDOWS10-2 DiFF
192.168.1.12 = b5, PO
% WINDOWS10-3.D1.IPDR
EXCHANGE
192.168.1.134 =
ag. || o Hreerv.oLPOR
Database Server 192.168.78.105 =5
Directory Server
Neiwion mssaL
» o 192.166.1.141 =8
Operating System
7 Scaliad TRIPWIRE £.DLIPDR
Virtual Infrastructure 1921684436 -
@ INDOWS104.DLIPDR
» Location 192.168.1.138 =5 ‘
P Owner
» Platform Family |2 V/INDOWS10.2.01IPDR =
¥ Primary Function 192.168.78.118
E: Tusocial @ VINDOWS103.D1IPDR
192.168.78.119 -
Windows 2008 R2 Domain Controllers
Windows 2012 R2 Domain Controllers
» Health
Activate Windows
fiodie Mansger G A0 ADSEE COH0H LG P a0 {00 Lt bl R0 L AN S

9. Click Edit Tags.
10. Check the boxes next to any tags you wish to add to these nodes.

@PENTERPRISE HoMe | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Edit Tags

. 4 Di Testing

[ Red at
[ Solaris

Node Manager Last Axon Agent config: 16 hours ago (Oct 12, 2018 12:00:17 AM) | User: admin

11. Click Close.

2.12.5.3 Rules

This section describes how to create a rule.

1. Click Rules.
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.\'Em’mﬁ HOME '-C.I:{'J.'.'.":‘!\_:

Fules By Swarch 0 ket [t [ Lagaur

2. Select or create a rule group into which the new rule should be put.

e
@PENTERPRISE HOME | NODES | RULES | ACTIONS | TASKS | POLICIES | LOG | REPORTS | SETTINGS

Rales e s 4 Refrash @ Help @ Logout
2% New smup|2 New uusek;j tmport | 1
@ Trowre ates () Tutoriat

5 (5 Root Rule Group
o [ Unux 05 Rue Group | L1 & Name 5

[~ | Solaris OS Ruie Group
mﬂ T Vware VAGaTRirasty

2 (] Windows OS Rule Grous
g [ Crticai Change Audt
& () Policy Rules.
" Testing
(g Uninked

3. Click New Rule.

4. Select the type of rule. For monitoring Windows file systems, we choose Windows File System

Rule.

e Create Rule - Mozilla Firefox ~ |.= | © [0S

GJ # https://tripwire-e/console/app.showEdit = @ ¥ =
Create Rule B Healp

Select the rule type to create:
= 9 Types
= {_3 Database Server
@[] Directory Server
) |_] File Server
% Command Output Capture Rule
E£7i5/0S File System Rule
% i5/05 System Value Rule
Log Transfer Rule
% UNLX File System Rule
Eﬁ’ﬁwmduws Renistry Rule
{i& Windows RSoP Rule
[ [_] Metwork Device
(& [_] Tripwire Data Collector
= !_J Virtual Infrastructure

Selected type: [Eg Windows File System Rule

5. Click OK.
6. Enter a name and description for the rule.
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| GJ. ﬁ; https://tripwire-e/console/app.showWizard.cnd?wizardMName = siweb.specifierRul

New Windows File System Rule Wizard

Enter a name and description for the rule.

Name: ftutorial rule

Description: (3 rule specifically for tutorial documentation

[¥] Enable Tracking Identifier

< Back Next > Finish Cancel

7. Click Next.

| @ £ hitps://tripwire-e/conscle/app.showWizard.cmd?wizardName=siweb.specifierRule *2= ﬁ|

@Iew Start Point |mlew Stop Point | | ;Emwse | X Delete

M — | Type Defauli Severity Criteria Set Recurse Level Archive Content

8. Click New Start Point.

9. For Path, enter a directory that represents the scope of the scan. It can be limited to the
documents folder or be wide enough to encompass all the files on a system. Note that the latter
will take much longer to scan.

10. Check the box next to Recurse directory if you also wish to scan all subfolders.
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@8 https://tripwire-e/console/app.showWizard.cmd?wizardName=si.web.startPoint\\/

Specify the monitored object for the start point, and enter associated settings.

Path:  [C:\Uszers\DI2\Desktop\Tutorial docs @v,

Default Severity: (0-10,000, 0 = no severity assigned)

[] Archive element content
[ Recurse directory

Limit depthto 0 | (0-100, 0 = no limit)

< Back | MNext> | Finish | Cancel |

Activy

11. Click Next.
12. Select Windows Content and Permissions.

| G.? E; hitps://tripwire-e/conscle/app.showWizard.cmd?wizardMName=siweb.startPoint/V; *e* ﬁ' ‘

® Windows - Content and Permissions
O Windows - Content Only

C Windows - Permissions Only

13. Click Finish.

14. Click New Stop Point.

15. Enter the path of any folders or files that should not be included in the scan, and indicate
whether they should end the recursion.
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New Stop Point Wizard @ Help

Specify the monitored object for the stop peint, and enter associated
settings.

Path: [C:\Users\DI2\Desktop\Tutorial docs\Tutorial3 | E‘?‘?

@ Stop recursion

< Back Mext = Finish Cancel

16. Click Finish.
17. Click Next.
18. Click Next.
19. Click Finish.

2.12.5.4 Tasks

This section describes how to create a task on a schedule. These tasks can also be run manually if
necessary.

1. Click Tasks.
.m HOME NOI:ESIQULES ;al:us‘@mu\:(ss LOG | REPORTS | SETTINGS

2. Select a folder for a new task, or create one.
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Tasks

B, |Manage 4|%; New Group B New Task |[d tmport | [l export | Buplicate | % Delete [ Link | 5% rlink |- Move | control 4|6y pun | Bl Bsseline | G stop | Gy Disable | Gy snable |
o & Triowire ke
=l F!Du(TaskGruup . ——
[ Check Tasks £ Name [

= (2 Report Tasks.
cnange Audit Report
(5 Security Configuratio

(529 Testing Tasks.
Tog Uninked

3. Click New Task.
4. Select Baseline Rule Task or Check Rule Task. (Note: Both are needed—baseline creates the
initial state of the monitored object, and check updates the state and reports any changes.)

| (i) #h https://tripwire-e/conscl=  =*s I =

gt

Select the type of task to create:
(®F Baseline Rule Task
()& Check Rule Task

&g Report Task

5. Click OK.
6. Enter a name and description for the task.
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| 6] o https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBaselin = ﬁ'! =

 New Baseline Rule Task Wizard @ Help
Enter the task name and description.

Name: utorial Task

Description: [Task for tutorial documentation

Run as user:
" [v] Use timeout:

o ] hour(s) minute(s)

= Back | MNext> Finish Cancel

7. Click Next.
8. Select whether you want all baselines to be updated or to only create new baselines.

| G).ﬁ\ https://tripwire-e/console/app.showWizard.cmd?wizardName=wizard.newBaseline = *** ﬁ'| =

Select the scope of the baseline operation.
(@ New baselines only
(Al baselines

< Back | Next> | rinish Cancel

9. Click Next.
10. Select the systems to be included in the task. You can use tags or select by operating system (or
other defaults).
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| G)'ﬂ) https://tripwire-e/console/app.showWizard emd?wizardName=wizard.newBaselin:  =»* ﬁ| é)

B. w RUUL INUUE wloup
g O Smart Node Groups

& Q Operational Tag Sets

e Q Saved Fiters

e Q System Tag Sets

=) Q Tag Sets
=) Q Owmer

) Q Dl Testing

@ @ Platform Family
& @ Primary Function
3 ©) Tutorial

o) rutoris 1ag

E'WII\[IOW51 0-1.0LIPDR
= E-WN)OWS1 0-2.DLIPDR
WINDOWS10-3.DLIPDR

L

Selection: () Tutorial tag

Next > Finish Cancel

11. Click Next.
12. Select the rule created earlier.

| G). 28 https://tripwire-e/console/app.showWizard.cmd?wizardMName=wizard.newBaselin Enn 1:]' ! é)

' New Baseline Rule Task Wizard @ Help

Perform baseline on
O selected nodes with currently associated rules
® selected nodes with rule or rule group:

= Root Rule Group
o D Linux 0S5 Rule Group

e DSolaris 05 Rule Group
= [ Tutorial

B Tutorial rule

| DVMware Wirtual Infrastructure Rule Group
= DWinﬂnws 05 Rule Group
] DCriticaI Change Audit Rules

Rule: % Tutorial rule

13. Click Next.
14. Set the schedule of this task according to your organization’s needs.
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e New Baseline Rule Task Wizard - Mozilla Firefox I;Ii-

[l ! https://tripwire-e/console/app.showWizard.cnd?wizardName=wizard.newBasel - @ ﬁ =
New Baseline Rule Task Wizard G Help
Specify when you want this task to run.
Interval: [Manuall

| Hourly
The task w Daily N

Weekly
Monthhy
Monthly by Day
Once

Interval
Periodic

Manually

< Back Finish Cancel

15. Click Finish.
2.13 Tripwire Log Center

2.13.1 Install Tripwire Log Center Manager

See the Tripwire Log Center 7.3.1 Installation Guide, which should accompany the installation media, for
instructions on how to install Tripwire Log Center. Use the Tripwire Log Center Manager installer.

Notes:

a. Itis recommended that you install Tripwire Log Center on a separate system from Tripwire
Enterprise.

b. You will need to install JRE8 and the Crypto library. Instructions are also in the Tripwire Log
Center 7.3.1 Installation Guide.

c. .NET Framework 3.5 is required for this installation—install this from the Server Manager.
You may need to unblock port 9898 on your firewall for the Tripwire Enterprise agents.

e. Do notinstall PostgreSQL if you wish to use a database on another system—this guide will use a
local PostgreSQL database, however.

f.  When it finishes installing, there should be a configuration wizard (see below for configuration
steps).

2.13.2 Configure Tripwire Log Center Manager

1. The configuration wizard should start after the installation is complete.
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Welcome to the
Tripwire Log Center Manager
Configuration Wizard

To begin the configuration process, click Start.
For further guidance, see the Tripwire Log Center
Installation Guide.

?

2. Click Start.

Configuration Type

Configure Tripwire Log Center Manager as
your Primary Manager

k

Configure Tripwire Log Center Manager as a
Secondary Manager

U Tripwi Center M
U fe Existing pgrade Tripwire Log lanager
Installation

3. Click New Install.
4. Enter the registration details for your Tripwire Log Center license.
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Register Tripwire Log Center

To continue you must register your copy of Tripwire Log Center.

Get Help

5. Click Register.
6. Enter details about the database that Tripwire Log Center should use.

Default Event Database

An optional component of your Tripwire Log Center envil an Event-M t
Database stores Events. Following installation, you may add other databases to manage your
Tripwire Log Center data.

Connectivity Security

Database software | MS SQL Encrypt data with SSL O
Host IP address 152.168.1.141
Hest port

{Uze Windows authentication  [v]

This option uses the Windows credentials
assigned to the Tripwire Log Center Manager
Service to connect to an MS SQL instance.

.

Password

7. Click Next.

8. Select a directory in which to store log messages, such as C:\Program Files\Tripwire\Tripwire

Log Center Manager\Logs\AUDIT.
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Audit Logger Settings

The Audit Logger is the log-management tool in Tripwire Log Center. Collected log messages

are stored in the Audit Logger File Store.

Root directory for the Audit Logger File Store

| C:\Program Files\Tripwire\ Tripwire Log Center M |E||

[€ Bock | New 3] [® et |

9. Click Next.
10. Enter a password and an email.

11. Change the IP to a hostname if preferred.

Primary Manager Settings

Enter a name of your choosing for the Primary Manager, as well as the Manager's |P address.
Additionally, enter and confirm a password for the default Administrator user account. You will

need this password to log in to Tripwire Log Center.

~ Primary Manager

Manager name | Primary Manager

Manager IP/hostname |

arcsight-cons.di.ipdr

¥ Enable ALrtD—DiSDDveryo

~ Administrator Settings

Administrator password |

Administrator password (cenfirm) |

Email address | administrator@di ipdi

[€ Bock | Net 3] [® et |

12. Click Next.
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Manager Service Credentials

Specify the user account with which Tripwire Log Center will authenticate with other hosts.

Authenticate with:

' The local Windows System user account

" Domain user account

Username:

Password:

Password (confirm): |

E Apply Settings

| € Back [[liad $ [[B Eit |

13. Click Next.

14. Select any log sources that you expect to collect with Tripwire Log Center. Examples: Tripwire

Enterprise, Microsoft Windows 10, Tripwire IP360 VnE, Linux Debian, Ubuntu Linux, Microsoft

Exchange, Microsoft SQL Server.

Log Source Types

Select the types of Log Sources from which Tripwire Log Center will collect log messages.
Following installation, you may add other types of Log Sources to your Tripwire Log Center

environment.

["] Sophos Enterprise Console
[ Sophos SG Series UTM
[] Sourcefire
] Sourcefire Clam Antivirus
[ Sourcefire Snort
(] Squid Cache
[ SSH Tectia Server
[] Symantec
[] Symantec AntiVirus
[ Symantec EPC
[[] Symantec EPM
[] TACACS+
[] Tefine Configurator
[] Tofine Xenon S4
<

[] TopLayer [] Verifone Co
[] Transition Networks Indura [] Verifone Say
[] Trend Micro [] Veritas Bacl
[] Trend Micro OSSEC [ Veritas Sys
[] Trend Micro Third Brigade [ WMware ES]
[] Trend Micro TippingPoint ] VMware ES]
[] Tripp Lits BOSE Series [] WMware Paq
[ Tripwire CCM [ WMware vCq
[##] Tripwire Enterprise [ wsFTPD
[] Tripwire for Servers [] watchGuar
[] Tripwire IP360 VnE [[] vave Data
[ Trustwave Secure \Web Gateway [ \Websense 1
[w] Ubuntu Linu [ WELF

[[] Vasco IDENTIKEY Server [ westell

e

[€ Bock | New 3| |B et |

15. Click Next.
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Perform Configuration

[€ Bk [B o | B et |

16. Click Start.

Configuration Compleie

Importing Tags...
Tags Import... Completed

Rules : Adding

Importing Rule : Linze Debian

Importing Rule : Microsoft Exchange Server

Importing Rule : Microsoft SQL Server

Importing Rule : Microsoft Windows 10

Importing Rule : Tripwire Enterprise

Importing Rule : Tripwire |P360 VnE

Importing Rule - Ubunitu Lirnwoe

Comelation Lists : Adding

Tasks : Adding
Importing Tasks for Event Databases tasks to database...
Tasks for Event Databases Import... Completed
Importing Audit Logger Queries and Reports tasks to |
Audit Logger Queries and Reports Import... Completed

Alerts : Adding

Comelation Rules  : Adding

Adding Comelation Rules.

Configuration Files: Generating

Validating Monitored Assets

Corfiguration Wizard Complete

17. Click Next.
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> Configuration Wizard - Tripwire Log Center -

Assign Normalization Rules to Monitored Assets

ITo classify log messages with TLC Classfication Tags., at least one Normalization Rule should be
assigned to each of your Monitored Assets. f a Monitored Asset lacks Mommalization Rules, then the
Asset Group containing the Monitored Asset should have at least one Nomalization Rule.

To assign Momalization Rules to a Monitored Asset or Asset Group, open the Rules tab in the
object's properties dialog in the Configuration Manager of your TLC Console. For further details, see
the Tripwire Log Center User Guide or Online Help.

Start Tripwire Log Center Manager on Finish

18. Click Finish.

2.13.3 Install Tripwire Log Center Console

Chapter 4 of the Tripwire Log Center 7.3.1 Installation Guide details installation of the Tripwire Log
Center Console. Use the Tripwire Log Center Console installer.

You can install this on the same machine as the Tripwire Log Center Manager, if desired.

2.14 Cisco Web Security Appliance

This section details installation and some configurations for the Cisco Web Security Appliance (WSA). It

assumes the use of the WSA virtual machine.

2.14.1 Network Configuration

Log in to WSA by using the default username and password (admin/ironport).
Use the command sethostname to set the hostname of the machine.

3. Use the command dnsconfig to set the DNS server. Enter SETUP when prompted, and then
enter DNS information specific to your organization’s needs.

4. Use the command interfaceconfig to set the IP of the machine. Enter EDIT when
prompted, and then enter IP information specific to your organization’s needs.

5. Use the command passwd to change the default password of the machine.
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2.14.2

o vk wnNPR

Use the command commit to commit all of these changes.
Use the command reboot to reboot the machine.

Use the command loadl icense to either paste the license file contents or select a license

file uploaded via FTP. You can enable FTP in the interfaceconfig command.
You should be prompted at the console to visit a web page in the browser, usually
http://<ip_address>:8080. The setup wizard will be here.

System Setup

In the web console, click System Administration > System Setup Wizard.
Verify that the hostname matches the desired hostname.

Enter the desired DNS servers.

Enter a time server if desired.

Select the time zone.

Select Standard for an on-premises setup.

<<<<< x

&« > C @ Not secure | coeus.diipdr:8080/system_administration/system_setup/wsassw_network_basic

aliali Cisco SO00V M e

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4, Review

System Secttings

Default System Hostname: (7) [eoeus.di.ipdr

£.9. proxy.company.com

DNS Server(s): | () Use the Internet's Root DNS Servers

®  Use these DNS Servers:

[t92.168.1.12
I (optional)
[ (optional)
NTP Server: | fiime.dmz.ncooe nist.oov
Time Zone: | pegion:
Country: United States v
Time Zone / GMT Offset: | Fastern Time (New_York) v]

Appliance Mode of Operation | @  standard
This appliance will be used for on-premise policy enforcement (Standard Web Security Appliance installation).

) Cloud Web Security Connector
This appliance will be used primarily to direct traffic to Cisco Cloud Web Security for cloud policy enforcement and threat
defense (Cloud Web Security Connector installation).

= Prev | Cancel k MNext =
| < prev | Cancel |

Copyright @ 2003-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement -

Click Next.
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asls Cisco Web Security Virtual Applic X

« - C @® Not secure | coeus.diipdr:8080/system_administration/system_setup/wsassw_network_context

coeus.di.ipdr

alialn Cisco SO00V

CISCO Web Security Virtual Appliance

1, Start 2. Network 3. Security 4, Review

Network Context

["] 1s there another web proxy in your network?
After completing the System Setup Wizard, you will have the option to define additional upstresm proxies.
Proxy Group Name:

Address: |
e.g. 10.1.1.1, 2001:420:80:1::5, example.com

Port: [3128

If another web proxy is present, the Cisco Web Security Appliance is recommended to be placed downstream of the existing proxy {closer to the dlient), as illustrated

below:
CLIENTS [RONPORT S-sERIES ,lu"’“‘ﬂ.'jgfy FIREWALL  INTERNET

= Prev | Cancel Next »
| =< prev | Cancel |

Copyright @ 2003-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

Click Next.
Verify that the interface is correctly configured.
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' 4l Cisco Web Security Virtual Applic X

& > C (@ Notsecure | coeus.diipdr8080/system_administration/system_setup/wsassw_network_proxy ¥

1. Start 2. Network 3. Security 4. Review
M1 T1\ '{2

a s E ]

P1

Note:

1M1: This interface is used to manage the appliance. Optionally, it may also handle web traffic.

P1: This interface may be used to handle web traffic.

Ethernet Port: | 11

" Pl
) Use M1 port for management only (Optional if M1 used for data)

IPv4 Address / Netmask: |—192.168.1.59/24 l—

If muitiple interfaces are configured, they must be assigned IP addresses on different subnets.

IPv6 Address / Netmask: I I

lizzaanmz coeus.diipdr

(e.g. wsa.example.com) (e.g. data.exampie.com)

10. Click Next.
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4l Cisco Web Security Virtual Applic X

&« - C @ Not secure | coeus.diipdr:8080/system_administration/system_setup/wsassw_network_l4tm

aliali Cisco SO00V Lo

Neb Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

Layer 4 Traffic Monitor Wiring

Note:
T1, T2 : These interfaces are used for the L4 Traffic Monitor.
In addition, web proxy interfaces (M1, P1 or P2) may be used for L4TM blocking.

Wiring Type:

@ Duplex TAP:
T1 (In/Out)
) Simplex TAP:
T1 {In) and T2 (Out)
R

Copyright © 2003-2017 Cisco Systems, Inc. All rights reserved. | Privacy Statement

11. Click Next.
12. Enter the default gateway and any additional gateways to use for routing.
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s Cisco Web Security Virtual Appli- X

<« - C @ Not secure \ coeus.diipdr:8080/system_administration/system_setup/wsassw_network_routes

alialn CiECO S000V coeus.di.ipdr

y Virtual Appliance

1. Start 2. Network 3. Security 4, Review

IPv4 Routes for Management and Data Traffic (Interface M1: 192.168.1.59)

Default Gateway:  [182.168.1.1
This will be the default route for external traffic as well as internal traffic with no static route below.

Static Routes Table

Optionally, add static routes for Management access to the Cisca Web Security Appliance as well as Data traffic. Depending on the appliance functions you
enable, these routes will be used for monitoring by the Secure Web Proxy and optional blocking by the L4 Traffic Monitor.

Name Internal Network Internal Gateway
I I " @
Identifying name for route IPv4 Address (such as 10.1.1.10) or CIDR IPv4 Address

(such as 10.1.1.0/24)

—

Copyright @ 2003-2017 Cisca Systems, Inc. Al rights reserved. | Privacy Statement

13. Click Next.
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x

<« (] @ Not secure \ coeus.diipdr:8080/system_administration/system_setup/wsassw_network_switch

coeus.di.ipdr

stlialne Cisco SO000V

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4, Review

Transparent Connection Settings

For the Cisco Web Security Appliance to accept transparent connections, it must be connected via a Layer 4 switch or WCCP router.

Transparent Redirection Devicei | @  Layer 4 Switch or No Device
If no transparent redirection device is connected, only explicit forward reguests can be proxied.

) WCCP v2 Router

Enable standard service ID: 0 web_cache (port 80)

Router Addresses: I

Separate multiple addresses with commas or whitespace.

Enable router security for this service

Passphrase: [ s

Confirm Passphrase:

Must be 7 or less characters.

Additional WCCP services and advanced options can be configured after completing the System
Setup Wizard.

« Prev || Cancel Next »
| < Prev ] Cancel |

Copyright @ 2003-2017 Cisco Systems, Inc. All rights reserved, | Privacy Statement

14. Click Next.

15. Set a passphrase for the administrator.

16. Enter an email address to which alerts should be sent.

17. Enter the hostname of the email server.

18. Decide whether to forward alerts and reports to Cisco Customer Support, as well as whether to
share anonymous statistics based on the needs of your organization.
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19.
20.
21.
22.
23.

i Cisco Web Security Virtual Appli- X

e

c (D Not secure \ coeus.di.ipdr:8080/system_administration/system_setup/wsassw_network_admin

aliali Cisco SO00V e

CISCO Web Security Virtual Appliance

1. Start 2. Network 3. Security 4. Review

Administrative Settings

Administrator Passphrase: Generate a passphrase:

| Generate

®  Enter a passphrase of your cheice

Passphrase:

Retype Passphrase:

Email system alerts to: |admm|stratur@d|.|pdr
e.g. admin@company.com

Send Email via SMTP Relay Host (optional): (7]

|exchange.di.ipdr Port: (7) |
i.e., smtp.example.com, 10.0.0.3 optional %
AutoSupport: | [ Send system alerts and weekly status reports to Cisco Customer Support
SensorBase Network Participation
Network Participation: | ] allow Cisco to gather anonymous statistics on HTTP requests and report them to Cisco in order to

identify and stop web-based threats.

Participation Level: Limited - Summary URL information.

* standard - Full URL information. {Recommended)
Learn what information is shared...

Concel

Click Next.

Select Monitor All Traffic.

Select Block for Action for Suspect Malware Addresses.

Select Block for Action for Detected Malware.

Configure the rest of the malware policy according to your organization’s needs.
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s Cisco Web Security Virtual Appli- X

<« - C @ Not secure \ coeus.diipdr:8080/system_administration/system_setup/wsassw_security

alialn CiECO S000V coeus.di.ipdr

y Virtual Appliance

1., Start 2. Network 3. Security 4, Review

Security Settings

Global Policy Default Action: (Z)

®  Monitor all traffic

) Block all traffic

If block all traffic is selected, the Global Access Policy will be initially configured to block all proxied
protocols (HTTF, HTTPS, FTP over HTTF, and native FTF).

L4 Traffic Monitor: | action for Suspect Malware Addresses () Monitor only

® Block

Acceptable Use Controls: (7 @ Enable
The Global Access Policy will be initislly configured to monitor all pre-defined categories.

Reputation Filtering: | #  Enable

The Global Access Palicy will be initially configured to use Web Reputstion Filtering and Adaptive
Scanning.

Malware and Spyware Scanning: | 4 Enable Webroot [# Enable Sophos

The Global Access Policy and Outbound Malware Scanning Policy will be initially configured to apply the
actions configured below.

Action for Detected Malware: () Menitor only
® Block

Cisco Data Security Filtering: # Enable

The Global Cisco Data Security Policy will be initially configured to block uploads based on Web
Reputation (if enabled) and monitor all other uploads.

Iy

Prev

Copyright @ 2003-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

24. Click Next.
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' il Caco Wel Security Virtual App - _

<« C  ® Notsecure | coeus.diipdr:8080/system_administration/system_setup/wsassw_review ¥ e (4]

Management (M1)

IPvd4 Address: | 192.168.1.59/24

Hostname: | coeus.di.ipdr

Use M1 port for management only: | No

L4 Traffic Monitor:

wiring Type: | Duplex TAP: T1 (In/Out)

Default IPv4 Gateway: | 192.168.1.1

Static IPv4 Routes: | No static routes have been defined.

Transparent Connection Settings

Transparent Redirection Device Type: | Layer 4 Switch or No Device

Administrative Settings Edit

Administrator Passphrase: | (hidden)

Email System Alerts To: | administrator@di.ipdr
Internal SMTP Relay Hosts: | exchange.di.ipdr:25
AutoSupport: | No

SensorBase Metwork Participation:  No

Security Settings Edit
Global Policy Default Action: | Monitor
L4 Traffic Monitor: | Monitor and Block k
Acceptable Use Controls: | Enabled
Reputation Filtering: | Enabled
Cisco DVS Engine: | Webroot: Enabled
McAfee: Disabled
Sophos: Enabled
Cisco Data Security Filtering: | Disabled

25. Click Install This Configuration.

2.14.3 Using WSA to Proxy Traffic

Cisco WSA is intended to act as a proxy between clients and the internet, to prevent malicious traffic
and software from reaching the client systems before they can do any damage. The appliance must
have a way of intercepting traffic from the clients to the internet.

To achieve this, we used a Proxy Auto Config (PAC) file on our DNS server (Windows 2012 DNS), and this
section details how to set up a simple PAC file to forward all traffic to WSA. This may not be an ideal
setup for every environment, particularly in environments that use an external DNS server.
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2.14.3.1 Creating a PAC File

1. Create a new file named wpad.dat and enter the following JavaScript function:

function FindProxyForURL(url, host) {

return “PROXY coeus.di.ipdr:31287;

This is the most basic template for a proxy that directs all traffic to the host coeus.di.ipdr. The
return value of this function can take the form “PROXY <hostnamel>; PROXY
<hostname2>" if you wish to have fail-over proxies, or “DIRECT”” to not use any proxy. You can
also add rules to allow certain types of traffic through the proxy or direct them to other proxies. For
more information, see https://findproxyforurl.com.

For the purposes of our setup, we will simply direct all traffic to Cisco WSA, but be aware that PAC
files can be more complex and designed according to the needs of the organization.

2. Inthe web console, navigate to Security Services > Web Proxy.

&« & (@ Notsecure | coeus.diipdr:8080/security_services/web_proxy/proxy_manage T 6

frale Cisco SO00V @ Logged in as: admin on coeus.di.ipdr

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

A Reporting Web Security Manager Security Services Hetwork System Administration

No Changes Pending
Proxy Settings
‘Web Proxy Settings
Basic Settings
Proxy:  Enabled
HTTP Ports to Proxy: | 80, 3128

Caching: | Enabled Ao

Proxy Mode: | Transparent
IP Spoofing: | Mot Enabled

Advanced Settings

Persistent Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds

In-Use Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds

Simultaneous Persistent Connections: | Server Maximum Number: 2000

Generate Headers: | X-Forwarded-For: Do Not Send
Request Side VIA: Send
Response Side VIA: Send T

Use Received Headers: | Identification of Client [P Addresses using ¥-Forwarded-For: Disabled

Range Request Forwarding: | Disabled

Edit Settings...

jela |
el

Copyright @ 2003-2017 Cisco Systems, Inc. All rights reserved. | Privacy Statement o
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3.

Click Edit Settings.

4. Remove port 80 from HTTP Ports to Proxy (ensure that 3128 is in this field).

5.
6.
7.
8.
9.

12. Enter 80 for PAC Server Ports.

' i Ciseo Wb Securty Virtual dpe - X _

<« c A Not secure | coeus.diipdr:8080/security_services/web_proxy/proxy_manage ¥

LUll WTU FIUAY JTUyg>

Web Proxy Scttings

Basic Settings

HTTP Ports to Proxy: | 5128 ]
Caching: | ¥l Enable

Proxy Mode: | @ Tiansparent

& Forward
When in Transparent mode, the proxy can accept both transparent and explicit forward connections.

Transparent connections require a transparent redirection device (see Network > Transparent
Redirection). When in Forward mode, only explicit forward connections are supparted.

1P Spoofing: | [ Enable 1P Spocfing

©  For Transparent Connections Only
For All Connections,

When enabling IP spoofing in forward mode, you should ensure that you have appropriate network devices to
route return packsts back to the Web Sscurity sppliance.

Persistent Connection Timeout: @

Client Side: 300 seconds

Server Side:  [300 seconds
In-Use Connection Timeout: (7) i i l—

Client Side: 300 seconds

Server Side:  [300 seconds

Simultaneous Persistent Connections:

Server Maximum Number:  [Zgo

Generate Headers:

X-Forwarded-For: () send  ® Do Mot Send
Request Side VIA:  ® send ) Do Not Send

Response Side VIA:  ® cend ) Do Not Send

Use Received Headers:

[ Enable Identification of Client IP Addresses using X-Forwarded-For

Click Submit.

Navigate to Security Services > PAC File Hosting.

Click Enable and Edit Settings.

Under PAC Files, click Choose File.
Select the wpad.dat file created earlier.
10. Click Open.
11. Click Upload.
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dils Cisco Web Security Virtual Appl- X

&« > C A Not secure \ coeus.di.ipdr:8080/security_services/web_proxy/pac_file_hosting T e
n wen oTCuTIty TenEger uryservce T S— -

Edit Proxy Auto-Configuration File Hosting Settings

Proxy Auto-Configuration File Hosting

¥ Enable Proxy Auto-Config File Hosting

Basic Settings
PAC Server Ports: | [gg
Enter muiltiple ports separated with 3 comma

PAC File Expiration: | () allow PAC file to expire in browser's cache

PAC file will expire after |0 minutes

If this option is enabled, some supported browsers will automatically download 3 new copy of the PAC file if
it is available after the defined expiration schedule.

R

Uploaded Files Add Row
wpad.dat Download PAC File... |
No file chosen @

Upload
Hostnames for Serving PAC Files Directly @

To serve PAC files for PAC file requests that do not include the PAC server port, enter one or more hosts here and choose a default PAC file name. You can specify hosts
using hostnames or IP addresses.

Hostname Default PAC File for "Get/” Request through Proxy Port Add Row
[ @
| Submit |

g |
45 Coifll

Copyright © 2003-2017 Cisco Systems, Inc. Al rights reserved. | Privacy Statement

13. Click Submit.

14. Click Commit Changes.

15. Enter a comment if desired.
16. Click Commit Changes.

2.14.3.2 Setting Up Web Proxy Auto Discovery (WPAD)

1. Onthe DNS server, open regedit.exe.
2. Navigate to HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Services > DNS >
Parameters.
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File Edit View Favorites Help
. CNG ~ || Name
..... | CngHwhss || ab) (Default)
I~ |, Composite || %4 AdminConfigured
----- L COMSysAr || 2] BootMethod
L condrv #d|EnableGlobalQu...
----- Jeyet2 ) Eowarders
b CyptSve |2 g ko mardingTime...
B DCLocator | g e oiuery B
bl Deomlaun | o0 %
lave
bolu deftagaie | ousLocalH
b || DeviceAss:
b ). Devicelnst:
b1l Dfs
b )l Dfsc
b | DfsDriver
bl DFSR
b )l DfsiRo
b, Dhep
b ). DiagTrack
b || DirectoryS
b disk
U dmvsc
4-). DNS
|| Params
..... . Perforn
b -l Drscache
). dotdsve
b DPS
b )l DsmSve v

Type
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_SZ

Data
{value not sef)
0x0000000T (1)
0x00DDD00 (3)
0x0000000T (1)
192,162.78.1
0x00DDD00 (3)
wpad isatap
0x00D0D00D (0)
AD-DNS.DIIPDR

[ Bl
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DMS\Parameters

3. Double-click GlobalQueryBlockList.

4. Remove wpad from the list but leave isatap on the list.

Walue name:

|GlobalQueryBlocicList

Value data:

satap

5. Click OK.
6. Open Task Manager.
7. Click Services.
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- Task Manager

ile | Options  View

| Processes | Performance I Users I Detai|s| Services |

==

Marme PID Description Status Group ~
5. Dhep 792 DHCP Client Running LocalServicel...
. DPS 732 Diagnostic Policy Service Running LocalServicel..,
Lo WdiServiceHost Diagnostic Service Host Stopped LocalService
S WdiSystemHost Diagnostic Systermn Host Stopped LocalSystemM...
L. DiagTrack 1463 Diagnostics Tracking Service Running utcsve _
56 TrkWks Distributed Link Tracking Client Stopped LocalSystemM... =
L MSDTC 3424 Distributed Transaction Cocrdin..  Running
5. Dnscache 80 DMS Client Running NetworkService

ELC: DINS 1438 DNS Server N Running :
. DsRoleSve D5 Role Server L‘E Stopped
&4 EFS Encrypting File System (EFS) Stopped
. Eaphost Extensible Authentication Protocol  Stopped netsves
S NitFrs File Replication Stopped
Lo fdPHost Function Discovery Provider Host  Stopped LocalService
. FDResPub Function Discovery Resource Pu...  Stopped LocalServiceh...
. gupdate Google Update Service (gupdate)  Stopped
. gupdatem Google Update Service (gupdate...  Stopped
S gpsve 244 Group Policy Client Running netsves
S hkmsve Health Key and Certificate Mana..,  Stopped netsves
S hidsery Human Interface Device Service Stopped LocalSystemM...
Sowvmickvpexchange Hyper-V Data Exchange Service Stopped LocalSystemM..
Sevmicguestinterface Hyper-V Guest Service Interface Stepped LocalSystemM...
Sowmicshutdewn Hyper-V Guest Shutdown Service  Stopped LocalSystemM., v

@ Fewer details | "5 Open Services

Restart the DNS Server service.
Open DNS Manager.

. Enter wpad for Name.
. Enter the IP address of WSA.

. Right-click on your enterprise’s domain, and click New Host (A or AAAA).
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Mew Host -

Mame (uses parent domain name if blank):

| wpad |

Fully qualified domain name (FQDM):
| wpad.DLIPDR. |

IF address:
| 192.168.1.59 |

[ ] Create assodated pointer (FTR) record

[ ] Allow any authenticated user to update DNS records with the
Same oWner Name

Add Host || Cancel

13. Click Add Host.

This will set up the WPAD proxy file as the default proxy—so browsers that are using “Automatically
detect settings” for their proxy setting will find this file. Be aware that this is not sufficient for a
secure setup but will allow you to quickly test the proxy’s functionality.

2.14.3.3 Configure Group Policy to Use Explicit Proxy

Note that, at this point, WPAD is vulnerable to an attack where the server hosting WPAD is brought
down and the browser automatically attempts to find the next WPAD proxy, which may be
controlled by an attacker.

To mitigate this vulnerability, we explicitly point to this proxy file with any browsers used by clients.
For Internet Explorer and Google Chrome, it is sufficient to change group policy in Active Directory
to direct the change across all systems.

For Mozilla Firefox, see this link (https://support.mozilla.org/en-US/kb/connection-settings-firefox)

for configuration, including how to set it to “Use system proxy settings.”

1. In Group Policy Management, right-click the Default Domain Policy and click Edit.
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2. In Group Policy Management Editor, navigate to User Configuration > Preferences > Control
Panel Settings > Internet Settings.
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