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However, a hard drive from home computer contained an encrypted image of a CFTC
laptop, requiring further review.

Second and third forensic reports were delivered by USPS OIG in early February 2016.
The second forensic analysis, completed February 3, 2016, focused on text searches for
personally identifiable information (“PI1"") and sensitive CFTC market data. The report “did not
locate any relevant Pl data [or] any direct information related to CFTC restricted
information . .. "%

The third forensic analysis, completed February 5, 2016, focused on the encrypted laptop
image on H home server. The image was of a system installed on a CFTC laptop on July
14, 2014, and used Infrequently until July 31, 2014. The laptop image was transferred to the
home server on August 2, 2014, and “was never opened or executed.” ** The forensic analysis
“did not locate any direct information related to CFTC restricted information, PII, or gross
misuse[]” but it did find evidence |Jj had accessed personal Gmail accounts from the
laptop.

FINDINGS

USPS OIG Found No Evidence that CFTC Systems or Data Were Compromised by Use of
Connections to Home Servers

Forensic analyses showed no evidence that CFTC systems were compromised or
sensitive information exfiltrated. We find, however, that the ad hoc use of network connections
to home servers for legitimate work-related testing falls short of best practices, NIST principles,
and agency policies.*

** Computer Forensic Report, Feb. 3, 2016 (signed by ||| G0N
* Computer Forensic Report, Feb. 5, 2016 (signed by ||| | | EGN

B d. attended a conference that required him to have a different version of Microsoft Windows on his
laptop. He therefore imaged his laptop before the conference so that he could restore the laptop later. Forensic
analysis found no evidence that CFTC systems were compromised or sensitive information exfiltrated. Nevertheless,
the practice was improper for the same reasons the use of home servers to conduct testing was improper.

18 The Federal Information Security Management Act of 2002 (FISMA) requires federal agencies to meet minimum
information security standards as developed by the National Institute of Standards and Technology (NIST). 40
U.S.C. § 11331(b)(1). NIST develops standards and guidelines relevant for information systems, including standards
to provide “adequate information security for all agency operations and assets.” 15 U.S.C. § 278g-3(a). NIST
guidelines establish, among other things, principles emphasizing proper documentation, open communication and
coordination with senior leadership, and balancing of the security risks and advantages of particular methods of
system administration and testing. See, e.g., NIST Federal Information Processing Standards 200; NIST Special
Publication 800-53: Security and Privacy Controls for Federal Information Systems and Organizations; NIST
Special Publication 800-115: Technical Guide to Information Security Testing and Assessment; NIST Special
Publication 800-84: Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities; NIST Special
Publication 800-14: Generally Accepted Principles and Practices for Securing Information Technology Systems;
NIST Special Publication 800-41: Guidelines on Firewalls and Firewall Policy. The CFTC has developed internal
policies assigning roles and responsibilities for agency personnel and establishing rules and procedures for accessing
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Testing using external servers presents heightened risks and challenges to the agency.
Both NIST guidelines and multiple CFTC policies emphasize deliberation, documentation, and
communication among relevant personnel in establishing baseline security practices and enacting
modifications to them.”F plays a central role in both NIST guidelines and CFTC
policies in developing and updating security policies and auditing and ensuring their
implementation. have the responsibility to, among other things,
“configur[e] information systems to provide only required capabilities and specifically prohibit[]

and/or restrict[] the use of all other functions, ports, protocols, and or services”;'® “ensur[e]

configuration changes to information systems are only made by authorized personnel”;*° and
“coordinat[e] with the CISO appropriate steps to reduce or eliminate vulnerabilities.”?° Firewall
configurations must have “adequate controls,” and changes to the firewall configuration must be
authorized, “tested for effectiveness and lack of negative impact,” and logged (including the

reason for the rule change).*

Yet I. Ewas not made aware of the use of connections to home servers and would
not have approved had he known of them. Even if the CFTC policies lack a specific, explicit
prohibition on connections to home servers, q connections to his home server used
ports not commonly opened, presumably requiring changes to the firewall which were not
approved according to the proper procedures and not documented as required. Indeed, it was the
encrypted traffic on these ports, typically kept closed per CFTC policy and NIST guidelines
(and therefore left unmonitored by the CFTC’s security tools), that aroused the Contractor’s
suspicions.

We also find, and admits, that he used the connections to his home server to
access a personal email account from within the CFTC network. He did so on at least 50
occasions. Accessing personal email accounts from agency equipment is explicitly prohibited by
CFTC policies.?

We further find that Rogers, |, and J}—a!! leaders within ODT—failed to report
the unusual network connections as a computer security incident. CFTC policy dating back to

agency computer systems and networks. Agencies may adopt more stringent standards provided they are cost-
effective, contain at a minimum the provisions of the mandatory NIST guidelines, and are “otherwise consistent”
with the mandatory NIST guidelines. 40 U.S.C. 8 11331(c). In addition to laying out specific requirements, rules,
and responsibilities, CFTC policies also state that system administrators “shall follow industry best practices in the
use of defensive tools and procedures.” CFTC Policy: Computer Incident Response Capability, Nov. 9, 2004.

Y CFTC Policy: IT Security and Privacy Program, Oct. 2011.

8 CFTC Policy: IT Configuration, Mar. 2012.

19 Id

% CFTC Policy: IT Security and Privacy Program, Oct. 2011.

2L CFTC Policy: Firewall, Jun. 9, 2005. Although the policy states that it is intended to prevent violations by
someone outside the CFTC, the firewall policy does not discriminate between incoming and outgoing traffic.

22 \We also note that the undetected circumvention of the agency firewall and access of a prohibited email site
demonstrates that such connections indeed pose a real security risk, even if no sensitive information or systems were
compromised in this instance.
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2004 defines a computer security incident as “a violation of standard computer security policies,
acceptable use policies, or standard security practices,” and provides for reporting of computer
security incidents to, and investigation of such incidents by, the IRT.? Rogers states he felt the
matter had been addressed internally. Indeed, orders eventually were issued to cease use of the
connections. However, the purpose of reporting incidents is not solely to resolve them but also to
document the incidents and their resolutions and to ensure systematic review and control takes
place, lest the resolution prove short-lived or otherwise insufficient. In this matter, in fact,
although ODT senior leadership may have believed internal actions had resolved the matter, the
Contractor reported that the connections had not ceased by May 2015, over a month after the
Contractor’s supervisor forwarded the Contractor’s concerns to-.

The Contractor’s External Emailing of Network Logs Did Not Violate CFTC Policies or
Agreements

We concur with the IRT Report that the Contractor’s email did not compromise
confidential or sensitive CFTC information, despite the Contractor’s use of an external email
account.? As stated in the IRT Report:

The [C]ontractor’s employer has signed a contract with the Commission that contains the
standard Federal government privacy and confidentiality protections, including required
compliance with Privacy Act of 1974, Federal Information Security Mangement Act[,] . .
.and NIST Standards. These standards include provisions for handling and securing
information which the [C]ontractor must follow. Although the information [CFTC
network logs] was sent using the [C]ontractor’s company email, there was no loss of
control because the [C]ontractor is bound by these provisions.

The IRT has determined that this event does not rise to the level of an incident. CFTC
confidential information was not compromised. Regardless of whether the information
was confidential, the access to and use of the information was authorized and there was
not a Izcgss of control of the information. We recommend closing this incident as to this
issue.

There Was an Abuse of Network Privileges and a Failure to Report the Abuse

We find that it was an abuse of network privileges, and therefore a violation of CFTC
policies, forq to use his privileges to search the enterprise mail
system to discover the Contractor’s identity. In addition, we find there was a failure to report the
abuse.

8 CFTC Policy: Computer Incident Response Capability, Nov. 9, 2004.

2 1t is worth emphasizing that the Contractor’s work at the CFTC was focused on || ]| ¢ the appraisal
of .

% |RT Report, p. 7-8.
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Whistleblower Protection Act of 1989 and the National Defense Authorization Act of 2013. The
fact that the Contractor’s whistleblowing may not fall under the protection of those statutes,
despite deserving such protection, suggests the potential for further Congressional action to
protect those who raise bona fide complaints of wrongdoing.?

The Contractor chose to route his concerns to* via an external email to his
company supervisor because he feared an email sent via the CFTC email system might be
discovered and lead to retaliation. As noted earlier, an IRT member reported the Contractor
looked visibly scared for his job during his IRT interview.

We identify three acts as retaliatory in nature, irrespective of whether they are statutorily
prohibited:

1. willfully exceeded m authority in order to discover the
complainant’s identity, then disclosed that 1dentity within ODT. Unmasking an

individual who reports potential wrongdoing is retaliatory in nature.

2. H felt that the Contractor “had to go,” and recommended to ODT’s senior
eadership the possibility of gapping the contract on which the Contractor was paid.
Such action is retaliatory in nature.*

3. Third, Rogers,q, and [JJjjjj agreed to file, and filed, an incident report
focused solely on the actions of the Contractor. Both the IRT and our investigation
found the allegations against the Contractor meritless. Meanwhile, Rogers, F and

had knowledge of two other possible violations of CFTC policy—the abuse of
administrative privileges by , and the ongoing connections to personal
servers located at private residences. Yet these violations went unreported. Worse
still, Rogers and avoided the IRT’s attempts to investigate these other violations,
keeping the focus on the Contractor. Reporting an individual’s actions taken to report
potential wrongdoing, but not reporting the potential wrongdoing the individual
sought to report, is retaliatory in nature.®

We are concerned that contractors who blow the whistle on suspicious conduct by CFTC
employees or disclose potentially improper activity at CFTC have little protection under existing
whistleblower provisions. We recommend that CFTC work toward adoption of an Agency-wide

 The Whistleblower Protection Act of 1989, 103 Stat. 16, Pub. Law 101-12 (Apr. 10, 1989), offers protection to
federal employees, but not to contractors. Protection afforded to contractors in the National Defense Authorization
Act of 2013 applies only with respect to “gross mismanagement of a federal contract, gross waste of federal funds,
an abuse of authority relating to a federal contract or grant, a substantial or specific danger to public health or safety,
or a violation of law, rule, or regulation related to a Federal contract . . . or grant.” 41 U.S.C. § 4712,

% That |l] recommendation was not accepted is irrelevant to the fact that it was retaliatory in nature.

*! Investigations can be retaliatory in nature. See Russell v. Dept. of Justice, 76 M.S.P.R. 317, 323-324; 1997 MSPB
LEXIS 1010 (1997) (“The [Merit Systems Protection] Board will consider evidence regarding the conduct of an
agency investigation when the investigation was so closely related to the personnel action that it could have been a
pretext for gathering evidence to retaliate against an employee for whistleblowing activity”).

11
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policy that prohibits retaliation against contractors who in good faith report any wrongdoing by
CFTC employees or any perceived deficiencies in CFTC operations.

Senior ODT Personnel Displayed a Lack of Candor and Made False and Misleading
Statements

Rogers, : and- participated in the referral to the IRT. Only the Contractor’s
emailing of network logs was referred. The open connections between CFTC and foreign servers
and the unauthorized email access were also network security incidents. Rogers initially believed
everything should be reported to the IRT. Nevertheless, Rogers,q, and collectively
determined that the report would cover only the Contractor’s external email of network logs.

At the May 7 meeting with the IRT and the Senior Leadership Response Team, Rogers
and already knew how the Contractor’s email containing network logs of the suspicious
connections had been discovered, but withheld that information when asked and in fact misled
and lied to the IRT by affirmatively stating they did not know how the Contractor’s email was
discovered. Rogers and do not dispute the recollection of their statements by other
attendees at the meeting. They also do not dispute that they knew of- email search
before the May 7 meeting. Neither provided an adequate explanation to our Office for their
statements at the May 7 meeting.

Although Rogers asserted in a recent interview that he had separately disclosed the email
search to the Executive Director and to the Chairman’s Chief of Staff around the time of the May
7 meeting, neither the Executive Director nor the Chief of Staff recalled being so notified and
both stated they do not know how the Contractor’s email was discovered.

Rogers was one of three signers of the letter of referral to OIG, which requested our
investigation into “whether network privileges had been abused,” even while he knew network
privileges had been abused. This wasted OIG time and resources, just as the initial referral
wasted the IRT’s. It also placed the other signers of the letter of referral, the General Counsel
and the Executive Director, in a potentially awkward position of having to explain their role in a
referral that contained incomplete and misleading information.

We recommend Management take the appropriate steps to address the conduct of senior
ODT leadership in this matter.

CFTC Information Technology Policies & Practices Need Review

Although this report focuses on a specific computer security incident, we find that the
incident revealed potentially significant shortcomings in the CFTC’s IT security policies and
practices. Among them:

e Current IT policy documents are sparse, vague, and lacking in coverage. Several
appear to be over a decade old and refer to obsolete positions, teams, etc. In addition,

12
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as the IRT noted, there appear to be inconsistencies between contracts and policy
documents.

 Adherence to and application of current IT security policies is lacking.** Multiple
interviewees also suggested computer security training is insufficient.

e The network firewall changes, lost and/or corrupted logs, and search of the email
system suggest a lack of controls relating to 1T security policies and practices.*

e Multiple interviewees referred to friction over computer security issues between
ODT’s Policy and Planning Branch and its Network Operations Branch.**

CONCLUSION AND RECOMMENDATIONS

We commend the IRT in its handling of this matter. We concur in its conclusions and
recommendation regarding the Contractor’s use of a company email system to send CFTC
network logs. With regard to the other issues that arose during the course of its investigation, we
believe the IRT made the right decision in recommending referral to a third party for
investigation.

We recommend that management determine the appropriate steps to take regarding the
retaliatory actions taken against the Contractor, the abuse of network privileges by , and
the lack of candor and false and misleading statements by Rogers and . We recommend that
CFTC undertake the creation of an Agency-wide policy that prohibits retaliation against and
protects contractors who in good faith report any wrongdoing by CFTC employees or any
perceived deficiencies in CFTC operations. We will follow up in six weeks.

2 |IRT Report, p. 8.

* For example, a policy describing the IRT function has been in place since 2004 and requires the C1O to
“coordinate the development and execution of mock incidents to provide opportunities for [IRT] members to
develop skills in responding to incidents.” CFTC Policy: Computer Incident Response Capability, Nov. 9, 2004. It
appears these mock incidents have not taken place as mandated.

% We are especially disturbed at the loss of network logs in this instance, as it hindered the CISO’s efforts to learn
the content of data transferred to external servers.

% We understand that security operations have already been moved under the CISO to ameliorate this issue.

13
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[f you have any questions, please do not hesitate to contact us. Thank you for your attention to
this matter.

Sincerely,

Jonathan L. Marcus

Confidential Information Potential Incident Report - Confidential Pag
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management to diseuss the unusual waffic. The asscrted that the ports
were open only for testing purposes. ey remained open all day for convenience, and that they

remained open outside business hours at times because the stalf neplected to ¢lose the ports. The
*statcd he would ensure the practice stopped. Tn a meeting on April 29
between the |GGG - i of command and the Chicl Information Cificer

(CIOY, the CIO agreed that the practice of using these transmissions should stop.

received the logs [rom Lhe contractor’s supervisor, Adler a
cpotted the activities to his

hen

mecting with his supervisor and the management ol the -
the management asked how the [[lflllfound out about the siation. The
responded that how he found out was imrelevant. Shortly thereallcr, one or more
i, including the involved and -nanagcr, lcarncd that the

contractor had emailed his supervisor owtside the CFT'C email system, and that the contractor’s

supervisor had contacted the At least one individual questinned how the
B hi: manapeinent team could have learned that without having reviewed the

In the

-emai].

5 ‘ssessment
Following the intcrview with the contraclor, the - q - and
-llcl.. The 1l miscussed the securily risks identilied by the

contractor. They neted thal the use of the feopy pott is “suspicious™ as the pout is designed to he
able to do “cail backs™ to the original server Lo ask Tor data. Further, they explained that the
combination of encryption and lack of web filterg could allow viruses, malware, or prohibited
content to enter our servers. . Finally, both the and the || hat the
combination of opening the ports ali day {and sometimes longer), using the [copy scrver. and the
volume of data trans{erred are suspicious and inconsistent with testing, based on their veview al
that point and without drawing any conclusions about the purpose of the transmissions.

The ‘lso reporicd that he had reviewed the logs and requested additional logs.! lle

leatned that one ol the systems condaining the logs had been corrupted and all previous logs had
been lost. Also, while there were back-ups of the logs, the ‘and other ODT staft

stated that attempts Lo recover the logs failed,

¥ In at least one instance the -1as a document that shows- over 2 gigabyles ol tralfic Howing Iram the home

server ‘o the CFTC.
reports to the while Lhe-reporls to the
The JJeovested te logs from the

"ol
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B. Issues Conecrning the Reported Potential Incident

Regarding whether the usc of the contractor’s email was an *“incident™ that risked
coinpromise of CFTC confidential information, under the Agency’s draft Incident Response
Policy,'? all potential incidents must be reported to the IRT. The policy defines potential
incident as: “an observable change to the normal behavior of, or deviation lrom applicable law or
regulations related to, a system, environment, process, work flow or person that is decemed to be
suspicious.” The policy further states that the IRT will determine whether an event is an
incident, which is defincd as: “the actual or suspected loss of control, compromise,
unauthorized disclosure, unauthorized acquisition, unauthorized access, or any similar term
referring to situations where persons other than authorized uscrs and for an other than authorized
purpose ]mv](% access or polential aceess o confidential information, whether physical or
clectronic.”

Upon review of the facts, the contractors iovolved in sending and receiving the
information were both authorized users accessing it for an authorized purpose. The questions
posed in the initial report seein to indicate that there may have been loss ot control (through use
of the corporate email accouot) and a violation of the contractor’s non-disclosure agrecinent
{NDA) if the information seot was confidential information. We address the two issues below.

1. Was there a loss ol control?

The contractor’s employer has signed a coniract with the Commission that contains the
stundard Federal government privacy and confidentiality protections, including required
compliance with the Privacy Act of 1974, Federal Information Security Management Act
(FISMA) and NIST Standards. These standards include provisions for handling and sceuring
inlormation which the contractor inust follow. Although the information was sent using the
contractor’s company email, there was no loss of control beeause the contractor is bound by
these provisions.”' Additionally, the contractor and the contracting company have confirmed that
the docurnents and logs have been purged.

2. Was therc a violation of the contractor’s non-disclosure agreement (*NIA™ if the inlormation

senl was conlidential information?

Although the IRT does not consider the situation to have raised risks to the CFTC, there
is a question of whether the contractor violated any CIFTC policies, the applicable non-disclosure
agreement or the contractor’s contract with the CFTC. The information included publicly

2 The draft policy has been approved by the CIO, GC, and SAOP for union consultation. Although the policy is not
finalized, the IRT is, and has been, operating under the procedures and definitions established in the policy. The
current policy is consistent, stating: “Any incident, whether confirmed or suspected, involving the real or potential
loss or compromise of PTI must be reported to the CISO and CPO as soon as the incident is discovered.” Reporting
Incidents lnvolving P Policy.

¥ See draft Incident Response Palicy; see also OMDB M-07-16, Safeguarding Apainst and Responding to the Breach
of Persomally Identifable [nformation.

" We note that not all contractors have CFTC email accounts, and if not, the contractors perform work for the CFTC
using their corporate email accounts with CFTC information stored on the contractor’s system in accovdance with
the terms in the contract

Potential Incident Report - Confidential Page 7 of 10
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available names ol two CTTC empleyees and Internetl Protocol addresses which are generally
dynamically assigned by internet service providers Lo computers, and therefore, do not constitute
PIL!% The IRT notes that the information transmitled, in a vacuum, generally is not considered
“sensitive PI” under CFIC policies.'® That being said, if the context of this information
inchided accusations of wrongdoing, then i context, it could be considered “sensitive PIL" but
even in this event, there was no loss of control of the information. Although the information is
likely not sensitive PILin this context, the delinition of confidential information is much broader
and the security lops are likely confidemtial under another agency policy which requires specific
methods of trupsmission.'” The IRT has noticed that applicable pulicics and contract documents
appear 1o include inconsisiencics, howeover, whether any policies or the contract terms werc
violated is not for the 1RT to decide.

Recemmendation:

The IRT has determined that this event does not risc to the level of an incident. CFTC
conlidential information was not compromised. Repardless of whether the information was
confidential, the aceess 10 and use of the information was anthorized and there was not a loss of
control of the information. We recommend closing this incident as to this issue.

C. Contractor Concern_ahout Retalistion

In his meeting with thc- !and —un May 6, the
gs &

contractor stated that he raised the issu oul the unusual trallic in August 2014 and again just
over amonth earlier. He staics that he was told again the activity would stop, bul was also
instructed not to document the situation into the event logs (the “Foolprints” system), nol (o
report it and not to investigate Murther. A week or so later when he learned the traflic had not
stopped, he stated that he felt he had a duly o document the situation, but beeanse both CFTC
staff and management were aware of the situation and told him not to document i, he was
concerned that he would face retaliation fromy CFTC staff. He then scnt the email to his
supervisar. He stated that he [elt the incident report of his email to his supetvisor was itselt’
retaliation.

Recommendation:

Because this issue is outside the purview of the LT, the IRT reconniiends that an
independent third party investigate,

¥ vee, c.z.. Johnson v. Microsoft Corp., No. CO6-0900RAJ, 2009 WL 1794400 {W.D. Wash. June 23, 2009} (an [P
address identifics a computer; “an 1P address is not persenally identifiable™).

" See L1TC Salepuarding Personally [dentifiable Informatinn palicy (sensitive P11 “mears a subset of PII, which if
lost, compromised, or disclosed withoul authorization, could result in substantial harm, embarrassmenl,
inconvenience, or unfairness to an individual™).

" The KT notes thist uther pol.cies may apply including;: Handling and Disclosure of Confidential Information,
Mnterim Policy Concerning Revotds Requirements for Eleclronic Communications, Mobils Device Pulicy, and the
Commission precedures for removable devices.

Potential Incident Repert - Contidential Page & of 10
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Notification to OIG;

The Senior Leadership Response Team will cnsure that this Report is provided to the

CFTC Inspector General.

Recommendations:

1.

The IRT has determined that the reported potential incident related to the contractor’s
email to his supervisor does not rise to the level of an incident. CFTC confidential
information was not compromised. The IRT recommends that the SLRT close this issue.

2. Asindicated above, to understand risks to the Commission and/or individuals based on
the issues described above, the IRT recommends that the remaining matters be jointly
referred to an independent third party for investigation.

3. The IRT recommends that management approve the draft Incident Response Policy.
Among other things, the draft Policy provides a means for employees and contractors to
anonymously report potential incidents to the IRT members.

4. Once the Incident Response Policy is signed, the IRT recommends training for all staft
on reporting potential incidents.

5. The IRT recommends that management conduct a review to determine whether issues
raised in this report require further action.

Potential Incident Report - Confidential Page 10 of 10
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