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Defense Science Board

Cybersecurity Observations

“Current DoD actions, though numerous are fragmented.
Thus DoD is not prepared to defend against this threat.”

“DoD Red Teams, using cyber attack tools which can be
downloaded from the internet, are very successful at
defeating our systems”

“With present capabilities and technology it is not possible
to defend with confidence against the most sophisticated
cyber attacks.”

"It will take years for the Department to build an effective
response to the cyber threat.”

Defense Science Board

Task Force Report: Resilient Military Systems and
the Advanced Cyber Threat. (January 2013)
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We must move faster than the Enemy

{ % REUTERS = mss

HOME BUSINESS -+ MARKETS «+ WORLD -~ POLITICS ~ TECH ~

Nearly every U.S. arms program found
vulnerable to cyber attacks

BY ANDREA SHALAL

“The continued development of advanced cyber intrusion techniques
makes it likely that determined cyber adversaries can acquire a foothold
in most (Department of Defense) networks, and could be in a position to
degrade important DOD missions when and if they chose to.” Michael
Gilmore, Director of Operational Test and Evaluation (DOT&E)
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DoD Strategy

The Department of Defense
Strategy for Implementing
the Joint Information Environment
September 18, 2013

Department of Defense

Cyberspace Workforce Strategy

December 4, 2013

Department of Defense Strategy
for Operating in Cyberspace

Cloud Computing Strategy
July 2012

DOD Memo, Updated Guidance
on the Acquisition and Use of
Commercial Cloud Computing
Services, 15 Dec 2014 6

July 2011



Leadership and Cybersecurity Professionals

Software Assurance




aAU Leadership and Cybersecurity

Professionals

* Leadership must lead the way

— Be accountable and hold others
accountable

— Understand and prioritize cybersecurity @ = o incent

— Involve cybersecurity professionals
throughout the acquisition process

Cybersecurity professionals must
lead
— Educate and communicate

— Work as a team to enable cybersecurity
and Information Technology

LEADERSHIP

_\\1 d[ h Tghl n My Way {

“The most critical component in any organization is trust.” L
Vinny Boles, 4-3-2-1 Leadership
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Software Assurance

Software Assurance (SwWA)- the level of confidence that

software functions as intended and is free of vulnerabilities,

either intentionally or unintentionally designed or inserted “ypmmr
as part of the software throughout the life cycle.” CNSS =

Y SOFTWARE

Instruction 4009 “National Information Assurance Glossary”, Apr 26, -
2010 A

The key to gaining assurance about your software is to make incremental
improvements when you develop it, when you buy it, and when others create it for
you. No single remedy will absolve or mitigate all of the weaknesses in your software,
or the risk. However, by blending several different methods, tools, and change in
culture, one can obtain greater confidence that the important functions of the
software will be there when they are needed and the worst types of failures and
impacts can be avoided. http://cwe.mitre.org/index.html

( w Common Weakness Enumeration

A Community-Developed Dictionary of Software Weakness Types



http://cwe.mitre.org/index.html
http://cwe.mitre.org/index.html
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Supply:Chain Risk Management

* The Chinese government has adopted new
regulations requiring companies that sell
computer equipment to Chinese banks to
turn over secret source code, submit to
invasive audits and build so-called back
doors into hardware and software

* In 2013 a Defense Science Board report
accused China of using cyber attacks to
access information from almost 40 Pentagon
weapons programs

Contractors may be removed from information
technology procurements supporting national
security systems for failure to satisfy standards
related to supply chain risk, and in some cases they

will be unable to protest their removal. DoD rules
governing Information Relating to Supply Chain Risk, 78
Fed. Register 69,268 (Nov. 18, 2013), NDAA Section 806

&he New Pork Eimes

Wednesday, January 28, 2015 IE Today's Paper m¢ Video 33°F  Dow -1.13% +
New Rules in China Upset Western Tech Companies
By PAUL MOZUR JAN, 28, 2015

HONG KONG — The Chinese government has adopted new regulations requiring companies
that sell computer equipment to Chinese banks to turn over secret source code, submit to
invasive audits and build so-called back doors into hardware and software, according to a copy
of the rules obtained by foreign technology companies that do billions of dollars’ worth of
business in China.

Supply Chain Risk -the risk that an
adversary may sabotage,
maliciously introduce unwanted
function, or otherwise subvert the
design, integrity, manufacturing,
production, distribution,
installation, operation, or
maintenance of a covered system
so as to surveil, deny, disrupt, or
otherwise degrade the function,
use, or operation of such system.

10


http://www.foxnews.com/us/2013/05/29/pentagon-aircraft-missile-defense-programs-said-target-china-cyber-threat/

=
‘AU Cybersecurity — A Team Sport

Who should be involved and how?

TEST AND EVALUATION I'T Protessional
Cybersecurity Professional iu?;f;gig
Contracts Program Manager Engﬂﬁiimm
Logistics and Purchasing Requirements
PRODUCTION AND QUALITY Others

Cybersecurity in the DoD acquisition workforce requires vigilance from everyone who
communicates information digitally. It is a true team sport that affects everyone’s job
and it is the responsibility of the entire DoD workforce.

11
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aAU Changing from Information Assurance
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to Cybersecurity?

Information Assurance (lA) - Measures that protect and defend information and
information systems by ensuring their availability, integrity, authentication,
confidentiality, and non-repudiation. This includes providing for restoration of

information systems by incorporating protection, detection, and reaction
capabilities. Department of Defense Directive (DoDD) 8500.01E, April 23, 2007

Cybersecurity - Prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic communications
services, wire communication, and electronic communication, including
information contained therein, to ensure its availability, integrity,
authentication, confidentiality, and nonrepudiation.

Department of Defense Instruction (DoDI) 8500.01, March 14, 2014

DoDI 8500.01 adopts the term “cybersecurity” to be used throughout the
DoD instead of the term “information assurance (IA).”

12



QAU DoD Risk Management

Framework (RMF) Policy
* DoD Instruction 8500.01

— Cybersecurity
— Signed March 14, 2014 —_—

SUBJECT: Cybersecurity

* DoD Instruction 8510.01

1. PURPOSE. This instruction:

— Risk Management Framework s (9 oo sy DD 34403 (e o o

DoD cybersecurity program to protect and defend DoD information and information technology

Department of Defense
INSTRUCTION

. (I
(RMF) for DoD Information
Te C h NO I O gy ( IT) Department of Defense
| INSTRUCTION
o (
— Slgned March 12, 2014 i NMBER 551001
DoD CIO
Cybersecurity RMF steps and activities, as described in
DoD Instruction 8510.01, should be initiated as early as j T Sl
possible and fully integrated into the DoD acquisition ! PLREOSE T sstction
. . . a Reissues. a.nd renames DOD lnstnu:nan_(DoDI) 8510.01 (Reference (a)) in accordance
process incl udlng requirements management, systems it he spiherity i Deb Disective (DeDID) 314402 (Reference ().
. . . 9 ) b Implements Refefencss (c) ﬂn‘gugh (f) by gstabl.lshm the RMF for DoD IT (}'efgm?d to in
engineering, and test and evaluation. st s e )bl ol oy ey, s
Information Assurance Certification and Accreditation Process (DIACAP) and manages the life-
D O D I 5 OOO ) O 2’ J a n u a ry 7’ 20 1 5 cycle cybersecurity risk to DoD IT in accordance with References (g) through (k) ®

13
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oA\J Why Change Policy?

* The new policy is more consistent with established disciplines and best practices for
effective systems engineering, systems security engineering, and program protection
planning outlined in DoDI 5000.02 & DAG.

* The new policy leverages and builds upon numerous existing Federal policies and
standards so we have less DoD policy to write and maintain.

DoD
participates in DoD
development leverages
of CNSS and CNSS and
NIST NIST policies
documents and filters
ensuring DoD requirements
equities are to meet DoD
met needs

DoD participates in CNSS and NIST policy development as a vested

stakeholder with the goals of a more synchronized cybersecurity landscape
and to protect the unique requirements of DoD Missions and warfighters

14
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EAU Key RMF Documents

* NIST Special Publications (SP) ler

— 800-37 — Guide for Applying the RMF ) .

National Institute of
— 800-39 — Managing Information Security Risks Standards and Technology
— 800-53 — Security and Privacy Controls U.S. Department of Commerce
— 800-53A - Guide for Assessing the Security Controls

— 800-60 — Guide for Mapping Types of Information and Information Systems to
Security Categories

— 800-137 — Information Security Continuous Monitoring
 Committee on National Security Systems (CNSS)

— Instruction 1253 - Security Categorization and Control Selection for National
Security Systems

— Instruction 4009 — Information Assurance Glossary

STOTEMS gecumiry pon THE 18 CENTURT
N~ S/ &

— Policy 11 - National Policy Governing the Acquisition of IA and IA-
Enabled IT Products

DoDI 8500.01 - Cancels or supersedes 11 DoD Directives, Instructions, or
Memorandums, and references a total of 132 policy documents, including 12 NIST
Special Publications and 9 CNSS Instructions or Policies.

15
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Risk Management and the RMF

Multi-tiered Risk Management

— DoD will implement a multi-tiered cybersecurity risk management process to
protect U.S. interests, DoD operational capabilities, and DoD individuals,
organizations, and assets from the DoD Information Enterprise level, through the
DoD Component level, down to the IS level 2o

RMF TAG
Risk Executive Function

. Sr Info Security Officer (SISO)
Tier 1 RMF Knowledge Service (KS)

Organization < gr

Principal Authorizing Official
Defined in NIST e
ejineda in .
Tier 2 Component CIO

SP_800_39 Component SISO

Authorizing Official (AO) Mission/Business
Information System

Owner (I1SO) Process

Program Manager
User Rep (UR)
IS Security Manager Tier 3
(ISSM)
IS Security Officers (1SSO)

Information Systems

16
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Ve RMF and the Acquisition Life
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Cycle

Cybersecurity A A A A
ICD %E‘:lgt CcDD CPD
requirements must e
be identified and - fuoiis L
Eg';: E’;‘;':glnggigssé%zgi\”ew Material | Technology Engineering & Production & Operations &
included throughout |re- Cov-rateniarproaucton puaell Nautactiuring Deployment Support
IATT - Interim Authorization to Test nalysis g
the lifecvcle of |OTSE — Initial Operational Test and Evaluation DRFPRD FRP
y FRP - Full-Rate Production Material () poR e g
SyStemS to incl ude RFP —Request for Proposal { g:g;mme"t CDD-V
e e e . | Pre-Systems Acquisition | Systems Acquisition |Sustainment|
acq u ISItIonI des'gnl <>— Decision Point A— Milestone Review
development’ RMF Step 1 - Categorize System [ |
d evelop mental Cybersecurity Strategy & System Security Plan [] [ O O
. . RMF Step 2 - Select Security Controls ]
teStI ng’ Operatlonal Specify system security baselines in JCIDS O
testing integration RMF Step 3 - Implement Security Controls ]
. ’ . ’ ISSE/SSEtranslates security controls to design |
|mp|ementat|on’ requirements and integrates into system specifications
. System security specifications in RFP 1]
Operatlon, upgrade, Coordinate TEMP and Security Assessment Plan 7]
Approve system design at review points O O
or replacement of
RMF Step 4 - Assess Security Controls (Issue IATT's?) [
d " DOD IT Development Test & Evaluation (DT&E) |:|
su pporting DoD RMF Step 5 - Authorize System (Issue ATO) ]
t k d . e Operational Test & Evaluation (OT&E) O
asks and MISSIONS. ;e siep 6 - Monitor Security Controls ——
17
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aAU RME - Operational Resilience, Integration,

Defense Acquisition University

and Interoperability

Operational Resilience

1. Information and computing services are available to authorized users whenever and
wherever needed

2.  Security posture is sensed, correlated, and made visible to mission owners, network
operators, and to the DoD Information Enterprise

3. Hardware and software have the ability to reconfigure, optimize, self-defend, and
recover with little or no human intervention

Integration and Interoperability

1.  Cybersecurity must be fully integrated into system life cycles and will be a visible
element of IT portfolios.

Interoperability will be achieved through adherence to DoD architecture principles
All interconnections of DoD IT will be managed to minimize shared risk

18
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x\8 RMF and Cybersecurity

Defense Acquisition University

Reciprocity

e Definition: Mutual agreement among participating
enterprises to accept each other’s security
assessments in order to reuse information system
resources and/or to accept each other’s assessed
security posture in order to share information.

* If applied appropriately, reciprocity will reduce:
— Redundant testing
— Redundant assessment and documentation
— Overall costs in time and resources

19
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EAU RMF and Continuous

Defense Acquisition University

Monitoring

Information System Continuous Monitoring -
maintaining ongoing awareness of information
security, vulnerabilities, and threats to support
organizational risk management decisions.

e Continuous monitoring capabilities will be
implemented to the greatest extent possible.

20
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aAU, NIST SP 800-53

Security and Privacy Controls

e Security controls are the safeguards/countermeasures prescribed for
information systems or organizations that are designed to:

— Protect the confidentiality, integrity, and availability of information that is processed, stored,
and transmitted by those systems/organizations; and

— Satisfy a set of defined security requirements
* Key questions

— What security controls are needed to satisfy the security requirements and to adequately
mitigate risk incurred by using information and information systems in the execution of
organizational missions and business functions?

— Have the security controls been implemented, or is there an implementation plan in place?

— What is the desired or required level of assurance that the selected security controls, as
implemented, are effective in their application?

The answers to these questions are not given in isolation but rather in the context of an
effective risk management process for the organization that identifies, mitigates as deemed
necessary, and monitors on an ongoing basis, risks arising from its information and
information systems.

21
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http://www.google.com/imgres?hl=en&biw=1366&bih=546&tbm=isch&tbnid=UyB0l7lPBwGY-M:&imgrefurl=http://www.thor.edu/career/vacancies/nist-internship-in-the-u.s.html&docid=BLprhQwvrD7OLM&imgurl=http://www.thor.edu/uploaded_files/images/relations/Nist.jpg&w=1609&h=333&ei=VXsBU6bIDcfukQedkoGwBA&zoom=1&iact=rc&dur=1233&page=1&start=0&ndsp=10&ved=0CGIQrQMwAw

A\ NIST SP 800-53

Defense Acquisition University

Security and Privacy Controls

Security Control Structure
. Each family contains security controls related to the general security topic of the family

. Security controls may involve aspects of policy, oversight, supervision, manual processes, actions by individuals, or
automated mechanisms implemented by information systems/devices

. There are 18 security control families and over 900 controls included in NIST SP 800-53

N T

Access Control Media Protection
AT Awareness & Training PE Physical & Environmental Protection
AU Audit & Accountability PL Planning
CA Security Assessment & Authorization PS Personnel Security
CM Configuration Management RA Risk Assessment
CP  Contingency Planning SA System & Services Acquisition
IA  Identification & Authentication SC System & Communications Protection
IR  Incident Response SI System & Information Integrity
MA Maintenance PM Program Management

Security Control Identifiers and Family Names

22
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a NIST SP 800-53 Security and Privacy

Defense Acquisition University

Controls (An Example)

 Control: The organization employs the principle of least privilege, allowing only
authorized accesses for users (or processes acting on behalf of users) which are necessary
to accomplish assigned tasks in accordance with organizational missions and business
functions.

 Supplemental Guidance: Organizations employ least privilege for specific duties and
information systems... Related controls: AC-2, AC-3, AC-5, CM-6, CM-7, PL-2.

e Control Enhancements:
— (1) LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS

* The organization explicitly authorizes access to [Assignment: organization-defined security functions (deployed in hardware,
software, and firmware) and security-relevant information].

* Supplemental Guidance: Security functions include, ...

—  (Enhancements 2 -9 - not shown)
— (10) LEAST PRIVILEGE | PROHIBIT NON-PRIVILEGED USERS FROM EXECUTING PRIVILEGED FUNCTIONS

*  The information system prevents non-privileged users from executing privileged functions to include disabling, circumventing,
or altering implemented security safeguards/countermeasures.

*  Supplemental Guidance: Privileged functions include, ...

e References: None.

e Priority and Baseline Allocation:

P1 LOW Not Selected MOD AC-6(1) (2) (5) (9) (10) HIGH AC-6(1) (2) (3) (5) (9) (10)

23
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a Assessing Security Controls

Defense Acquisition University

Example Procedures

S1-4{15) INFORMATION SYSTEM MONITORING

S1-4{15).1 ASSESSMENT OBJECTIVE:

Determine if the organization employs an infrusion detection system fo monitor wireless
communications traffic as the traffic passes from wireless to wireline networks.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

Examine: [sELecT FRom: System and information integrity policy; procedures addressing information
system monitoring tools and techniques; information system design documentation;
information system monitonng toods and techniques documentation; information system
configuration settings and associated documentation; information system protocols
documentation; other relevant documents or records].

Test: [sELecT FRoM. Automated mechanisms implementing wireless communications intrusion
detection capahility].

S1-4{16) INFORMATION SYSTEM MONITORING

S1-4{16).1 ASSESSMENT OBJECTIVE:

Determine if the organization corrvelates information from monitoring tools employved
throughout the information system to achieve organization-wide situational awareness.

POTENTIAL ASSESSMENT METHODS AND OBJECTS:

Examine: [seLecT FrRow: System and information integrity policy; procedures addressing information
system monitoring tools and techniques; information system design documentation;
information system monitoring tools and techniques documentation; information system
configuration settings and associated documentation; event correlation logs or records;
other relevant documents or records].

Interview: [seLECT FrROM. Organizational personnel with information system monitoring
responsibilities].

NIST Special Publication 800-53A

24
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EAU Changes to Cybersecurity Roles &
Responsibilities

Defense Acquisition University

DIACAP role RMF role Responsibilities
DODI 8510.01, DODI 8510.01 (Reference DoDI 8510.01 for a complete definition of roles and
2007 2014 responsibilities)
Designated Authorizing The AO ensures all appropriate RMF tasks are initiated and
Accrediting Official (AO) completed, with appropriate documentation, for assigned ISs
Authority (DAA) and PIT systems, monitor and track overall execution of system-
level POA&Ms, Promote reciprocity.
Certifying Security Control The SCA is the senior official with authority and responsibility to
Authority Assessor (SCA) conduct security control assessments.
No explicit role Information In coordination with the information owner (10), the I1SO
System Owner categorizes systems and documents the categorization in the
(1S0) appropriate JCIDS document (e.g., CDD).
Information Information The ISSM maintains and reports IS and PIT systems assessment
Assurance System Security and authorization status and issues, provides ISSO direction, and
Manager (IAM) Manager (ISSM) coordinates with the security manager to ensure issues affecting
the organization's overall security are addressed appropriately.
Information Information The ISSO is responsible for maintaining the appropriate
Assurance Officer | System Security operational security posture for an information system or
Officer (1SSO) program .

Tim Denman — Defense Acquisition University 2015
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Step 6: Monitor Security
Controls

- Determine impact of
changes to the system and
environment

- Assess selected controls
annually

- Conduct needed
remediation

- Update security plan, SAR,
and POA&M

- Report security status to
AO

- AO reviews reported
status

- Implement system
decommissioning strategy

Step 1: Categorize System

- Categorize the system in accordance with the
CNSSI 1253

- Initiate the Security Plan

- Register system with DoD Component
Cybersecurity Program

- Assign qualified personnel to RMF roles

RMF Process

Step 5: Authorize System

- Prepare the POA&M

- Submit Security
Authorization - - Package
(security plan, SAR and
POA&M) to AO

- AO conducts final risk
determination

- AO makes authorization
decision

=
N,

xe

Step 2: Select Security Controls

- Common Control Identification

- Select security controls

- Develop system-level continuous monitoring
strategy

- Review and approve the security plan and
continuous monitoring strategy

- Apply overlays and tailor

Step 3: Implement Security Controls
- Implement control solutions consistent
with DoD Component Cybersecurity
architectures

- Document security control
implementation in the security plan

Step 4: Assess Security Controls
- Develop and approve Security Assessment Plan

- Assess security controls
- SCA prepares Security Assessment Report (SAR)
- Conduct initial remediation actions

26
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Authorization Type

Authorization to
Operate (ATO)

ATO with conditions
(Only with permission of
the DoD Component
Chief Information Officer
(CI0))

Interim Authority To
Test (IATT)

Denial of
Authorization to
Operate (DATO)

RMF Authorizations

Decision Criteria

Overall risk is determined to be
acceptable, and there are no NC
controls with a level of risk of “Very
High” or “High”.

NC controls with “Very High” or
“High” risk that can’t be corrected or
mitigated immediately, but overall
system risk is determined to be
acceptable due to mission criticality

Risk determination is being made to
permit testing of the system in an
operational information environment
or with live data, and the risk is
acceptable,

Risk is determined to be
unacceptable

Authorization Period

Must specify an Authorization Termination Date (ATD)
that is within 3 years of the authorization date unless
the IS or PIT system has a system-level, DoD policy
compliant ,continuous monitoring program.

Should specify an AO review period that is within 6
months of the authorization date. If the system still
requires operation with a level of risk of “Very High” or
“High” after 1 year, the DoD Component CIO must
again grant permission for continued operation of the
system.

Should expire at the completion of testing (normally
for a period of less than 90 days )

Immediate or in concert with a system
decommissioning strategy

27

Tim Denman — Defense Acquisition University 2015



o\

Defense Acquisition University

RMF Transition Timeline
(per RMF Knowledge Service)

Completed DIACAP Package
Submitted to AO for ATO Date Maximum Duration of ATO under
Signature DIACAP

Present 2.5 years from AO signature date
through May 31, 2015

Determined by
AO Signature
Date
February 2, 2016 through 1.5 years from AO signature date
October 1, 2016

June 1, 2015 through
February 1, 2016

2 years from AO signature date

What this means:
The longer you stay with DIACAP, the shorter the ATO. DIACAP certified
systems should be almost extinct by mid-year 2018.

Tim Denman — Defense Acquisition University 2015 28



’AU RMF Knowledge Service

The Knowledge Service is the authoritative source for information, guidance, procedures,
and templates on how to execute the DIACAP and Risk Management Framework

RMF Knowledge ¢ Step 1: Categorize System »
‘\\\\mm,,/ Welcome to the DIACAP Knowledge Service RMF Overview Step 2: Select Security Confrols ¥ yrglg RMF Training
Q 7, ’ L L
DINGAF « Introductionto R Sten 3: Implement Security Controls » To Security Controls » RIF Training Opporuinites
DIZEN Roaqmap The Department of Defense (DoD) Information Assurance Certfication and Accreditation Process (DIACAP) Knowledge S ) n P P ty
Step by Step Exef‘mon offcial site for enterpise DIACAP policy and implementation guidslines. The DIACAP Knowledge Senvice provides IA practioners and managers + Transition Guidi Step 4: A g Control trols Explorer eMASS
’/// \\\\ with a single authonzed source for execution and implementation guidance, community forums, and the latest information and deselopments in ep 4. Assess Securty Controls Jntrols and Inheritance
Y DHACAP. The DIACAP Knowledge Senice suppots both the eMASS and non-2MASS implementation of the DIACAP. RMF Governant Sten & Auth sy 3 Sourty Conal « Whatis eMASS
20 o AUINOrzZe wystem Maon oecurty Lontrals
Resources # Introductionto R p ¥ Y » K3 and ebASS Comparison
Actonyms | Gossayy | Refences The §nmedge ?em‘ce fedures information on DIACAP policy, implementation quidance, and some collaborative tools ﬁuch as Discussion Boards  RUFRoles Step 6: Monitor Security Controls  » lorization Package o Whatis eMASS FAQ
and Component Workspaces. The content is organized in four main categories which have drop-down navigation associated with each: Govening
Palicy, Implementation Guidance, Collabaration, and Site Resources. Addtionally, there are inks to News and Events, a contacts page, and the « RIF Role Appointment and Tasks # Infroduction to Security Authorization Package
Site Map in the top nght comer . .
Ske Mapinthe lop igh comer. # Senjor RMF Role Directory # Security Plan
 Tier 1: Organization » Security Assessment Report
Governing Policy Implementation Guidance Collaboration Site Resources  Tier 2 Mission/Business Process » POAGN
Al » Tier 3:15 and PIT Systems » Authorization Decision Document
IT » Risk Assessment Report

» Define DoD IT Type \ RMF
# Enclaves
o Wajor Applications E« LIFECYCLE

» Platform [T Systems

* Enterprise Senices Learn about the RMF process for DoD IT Systems. View the RUF Life

# [T Products Cycle.
o [T Senices
» Platform [T

» DoD Internet Senices and Internet-Based ALTRRDEE

display s Web Part. To t , open fhis ieb page in a Windows SharePaint Senvices < HTM. editor such a5 Marosoft Office SharePont ifi
Unable to dsplay s Web Part, To troubleshoot the problem, open tis Wieb page in  Windows SharePint Services-ompatbe HTM. edito such as Mirosoft Office SharePont Capabilities Procedures TS (s
Designer. If e problem persists, contact your Web server administrater,

https://rmfks.osd.mil/ 29
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EAU DAU and Cybersecurity

* Cybersecurity and DoD Acquisition — CLE 074 CYBER,_# AU

— 4 -5 hour on-line course — Tim Denman — POC
— Deployment — April 2015

RMF Implementer’s Course — ISA 220 Q@SECURITY

— 3 to 4 day on-line course— Steve Mills — POC
— Deployment — Early 2016

e 2 Program Protection Planning (PPP) Courses are also being
developed (100 and 200 level — Online and classroom)

* DAU Cybersecurity Integrated Product Team (IPT)

— Training, Consulting, Curriculum Development and subject matter expertise

— Ongoing mission assistance/ consulting work at Eglin Air Force Base, SPAWAR,
Redstone Arsenal (AMRDEC), Wright Patterson AFB, ...

— For more information contact: Tim Denman (Huntsville, AL) —
Tim.Denman@dau.mil Phone: 256-922-8174



mailto:Tim.Denman@dau.mil
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A\J Summary

* Introduction and Applicability
* Major RMF Concepts

— Risk Management
— Cybersecurity Throughout the Program Lifecycle
— Operational Resilience, Integration and Interoperability
— Reciprocity
— Continuous Monitoring

e RMF Security Controls

* RMF Responsibilities

* The RMF Cybersecurity Process

e RMF Transition

32
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‘ Step 1: Categorize System
Defense Acquisition University - Categorize the system in accordance with the R M F P ro c e S S
CNSSI 1253

- Initiate the Security Plan

- Register system with DoD Component
Cybersecurity Program

- Assign qualified personnel to RMF roles

3
J

Step 6: Monitor Security
Controls

- Determine impact of
changes to the system and
environment

- Assess selected controls
annually

- Conduct needed
remediation

- Update security plan, SAR,
and POA&M

- Report security status to
AO

- AO reviews reported ‘ \

- Implement system
decommissioning strategy &

Step 2: Select Security Controls
- Common Control Identification
- Select security controls

strategy
- Review and approve the security plan and
continuous monitoring strategy
- Apply overlays and tailor

Step 3: Implement Security Controls
- Implement control solutions consistent

with DoD Component Cybersecurity
architectures

- Document security control
implementation in the security plan

Step 5: Authorize System
- Prepare the POA&M

- Submit Security
Authorization - - Package
(security plan, SAR and

POA&M) to AO

- AO conducts final risk

determination Step 4: Assess Security Controls

- AO makes authorization - Develop and approve Security Assessment Plan
decision - Assess security controls

- SCA prepares Security Assessment Report (SAR)
- Conduct initial remediation actions
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- Develop system-level continuous monitoring
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=ad Jier 1 RMF Governance Structure

evel, and It addresses riIsk management a DoD enterprise level.
The key governance elements in Tier 1 are:
— DoD CIO Directs and oversees the cybersecurity risk management of DoD IT

— Risk Executive Function DoD Information Security Risk Management Committee
(ISRMC) (formerly the Defense Information Systems Network (DISN)/Global Information
Grid (GIG) Flag Panel) performs the DoD Risk Executive Function. Defense IA Security
Accreditation Working Group (DSAWG) supports the DoD ISRMC and develops and
provides guidance to the Authorizing Officials for IS connections to the DoD Information
Enterprise

— DoD Senior Information Security Officer (SISO) The DoD SISO represents the DoD
CIO, directs and coordinates the DoD Cybersecurity Program, and establishes and
maintains the DoD RMF

— The RMF Technical Advisory Group (TAG) The TAG provides implementation guidance
for the DoD RMF

— The RMF Knowledge Service (KS) The KS is the authoritative source for RMF
procedures and guidance. The KS supports RMF by providing access to DoD security
control baselines, security control descriptions, security control overlays, and DoD
implementation guidance and assessment procedures

Tier 1
Organization
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aAU Tier 2 RMF Governance Structure

Management at tnis Ievel. € Key governance elements in 1ier £ are.

— Principal Authorizing Official (PAO) A PAO is appointed for each of the 4 DoD
Mission Areas (MASs), the Enterprise Information Environment MA (EIEMA),
Business MA (BMA), Warfighting MA (WMA), and DoD portion of the
Intelligence MA (DIMA)

— DoD Component CIO Component CIOs are responsible for administration of
the RMF within the DoD Component Cybersecurity Program, including:
» Enforcing training requirements for persons participating in the RMF

» Verify that a Component Program Manager or System Manager is identified for each
IS or Platform IT system

* Appoint Component SISO

— Component SISO Component SISOs have authority and responsibility for
security controls assessment, including:

» Establishing and managing a coordinated security assessment process

« Performing as the Security Controls Assessor (SCA) or formally delegate the
security control assessment role -
Tier 2

Mission/Business
Process
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=AU Tier 3 RMF Governance

Defense Acquisition University

Structure

this level. The key governance elements in Tier 3 are:

— Authorizing Official (AO) The DoD Component heads are responsible
appointing trained and qualified AOs for all DoD ISs and PIT systems within
their Component. AOs should be appointed from senior leadership positions
within business owner and mission owner organizations

— System Cybersecurity Program The system cybersecurity program consists of
the policies, procedures, and activities of the:

 Information System Owner (ISO) Appoints a User Representative (UR)
for assigned IS or PIT system

« Program Manager/System Manager (PM/SM) Ensures an IS Systems
Engineer is assigned for IS or PIT systems and implements the RMF for
assigned IS or PIT systems

— User Representative (UR)

— IS Security Manager (ISSM) Tier 3
— IS Security Officers (ISSO)

Information
Systems
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RMF - 6 Step Process

Step 6
MONITOR
Security Controls

» Determine impact of changes to the
system and environment

+ Assess selected controls annually

* Conduct needed remediation

» Update Security Plan, SAR and POA&M

* Report security status to AO

* AO reviews reported status

* Implement system decommissioning

Step 1
CATEGORIZE
System

Categorize the systemin
accordance with the CNSS| 1253
Initiate the Security Plan

Register system with DoD
Component Cybersecurity Program
Assign qualified personnel to RMF
roles

Step 2
SELECT
Security Controls

Common Control Identification

Select security controls

« Develop system-level continuous
monitoring strategy

« Review and approve Security

Plan and continuous monitoring

strategy

strategy

\ ". * Apply overlays and tailor

Step 3
IMPLEMENT

Step §
AUTHORIZE

System

Security Controls

* Prepare the POA&M

+ Submit Security Authorization Package
(Security Plan, SAR, and POA&M) to AOD

+ AO conducts final risk determination

* AO makes authorization decision

Step 4

* Implement control solutions
consistentwith DoD Component
Cybersecurity architectures

+ Document security control
implementation in Security Plan

ASSESS
Security Controls

» Develop and approve Security
Assessment Plan

* Assess security controls

« SCA prepares Security Assessment
Report (SAR)

. Condu%ﬂi@'ghrgg’rg%ion actions

This process parallels the system life cycle, with the RMF activities being initiated at
program or system inception
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aAU RMF - Steps 1 and 2

e Step 1 - Categorize System

— Categorize the system in accordance with CNSSI 1253 and document
the results in the security plan.

— Describe the system (including system boundary) and document the
description in the security plan.

— Register the system with the DoD Component Cybersecurity Program
— Assign qualified personnel to RMF roles.
e Step 2 - Select Security Controls

— Common Control Identification - Common controls are selected as
“common” and provided via the Knowledge Service based on risk
assessments conducted by these entities at the Tier 1 and Tier 2 levels

— Security Control Baseline and Overlay Selection - Identify the security
control baseline for the system

— Monitoring Strategy - Develop and document a system-level strategy
for the continuous monitoring of the effectiveness of security controls
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RME=Step 1 = Categorize System

POTENTIAL IMPACT

Security Objective

LOW

MODERATE

HIGH

Confidennaliry
Preserving authonzed
resmictions on information
access and disclosurs,
mncluding means for
protecting personal
privacy and propristary
information.

[#U5.C, SEC 3547]

The nnanthorized
dizclosure of information
conld be expected to have
3 Hmited adverse effect on
orzanizational operatons,
organizational assets, or
individnals.

The unsuthonized
dizclosure of information
conld be expected to have
a serioms adverse effect on
oIganizational operstions,
organizational assets, or
individuals

The unauthorized
disclosurs of information
could be expected to have
4 severs 0T catastrophic
adverse effect on
organizational operations,
organizational assets, or
imndividuals.

Integriry

Cmarding agamst improper
mformation medificaton
or destraction, and
ncludes ensuring
information non-
repudiation and
authenticity.

[#4 5.0, SEC. 3547]

The nnanthorized
modification or
destruction of information
could be expected to have
3 hmited adverse effect on
organizational operatons,
organizational assels, or
individnals.

The nnsuthorized
masdification or
desmucrion of information
conld be expected to have
2 serions adverse effect on
oTganizational operstions,
organizationsl assels, or
individuals

The unauthorized
modification or
desmmction of information
could be expected to have
@ severse o catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timaly and
reltable access to and use
of information.
[HUSLC, SEC 3547)

The dismuption of access to
of use of information or an
information system could
be expecied to have a
limited adverse effact on
orzanizational operatons,
organizational assets, or
individuals.

The disruption of access to
o1 use of information or an
information system could
be expected to have a
serioms adverse effect on
oIganizational operstions,
organizational assets, or
individuals

The dismaption of access to
or use of information or an
nformation system could
e expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
imndividuals.

TABLE 1:

POTENTIAL IMPACT DEFINITIONS FOR SECURITY OBJECTIVES

FIPS Publication 199 - Standards for Security Categorization of
Federal Information and Information Systems

From CNSSI 1253

The security categorization
method builds on the
foundation established in FIPS
199, which defines three impact
values (low, moderate, or high)
reflecting the potential impact
on organizations or individuals
should a security breach occur
(i.e., a loss of confidentiality,
integrity, or availability).
Organizations that employ NSS
applying these definitions must
do so within the context of their
organization and the overall
national interest.
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aAU Overlays - Can be applied in Step 2

Overlays address additional factors beyond impact
(baselines only address impact of loss of confidentiality,
Integrity, and availability)

Enterprise Tailoring

— Consistent approach and set of security controls by subject area

— One time resource expenditure vs. continued expenditures of single
system tailoring

— Promotes reciprocity

Current approved overlays include:
Intelligence (FOUO, October 2012)
Space Platforms (June 2013)
Cross Domain Solutions (September 2013)
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RMIF = Steps 3 anad 4

 Step 3 - Implement Security Controls

Implement the security controls specified in the security plan
Document the security control implementation

Security controls that are available for inheritance (e.g. common
controls) by IS and PIT systems will be identified and have associated
compliance status provided by hosting or connected systems

e Step 4 - Assess Security Controls

Develop, review, and approve a plan to assess the security controls.

Assess the security controls in accordance with the security
assessment plan and DoD assessment procedures

Prepare the Security Assessment Report, documenting the issues,
findings, and recommendations from the security control assessment

Conduct remediation actions on non-compliant security controls
based on the findings and recommendations of the SAR and reassess
remediated control(s)
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RV = Steps S and 6

Defense Acquisiion Universi

Step 5 - Authorize System

Prepare the Plan of Actions and Milestones (POA&M) based on the vulnerabilities identified
during the security control assessment

Assemble the security authorization package and submit the package to the AO for adjudication.

Determine the risk to organizational operations (including mission, functions, image, or
reputation), organizational assets, individuals, other organizations, or the Nation

Determine if the risk to organizational operations, organizational assets, individuals, other
organizations, or the Nation is acceptable

Step 6 - Monitor Security Controls

Determine the security impact of proposed or actual changes to the IS or PIT system and its
environment of operation

Assess a subset of the security controls employed within and inherited by the IS or PIT system

Conduct remediation actions based on the results of ongoing monitoring activities, assessment of
risk, and outstanding items in the POA&M

Implement a system decommissioning strategy, when needed, which executes required actions
when an IS or PIT system is removed from service
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RMF Transition Timeline

(per DoDI 8510.01, Enclosure 8)

System Authorization Status

New start or unaccredited

System has initiated DIACAP but has
not yet started executing the DIACAP
Implementation Plan

System has begun executing the
DIACAP Implementation Plan

System has a current valid DIACAP
accreditation decision

Transition Timeline And Instructions

Transition to the RMF within six months

Transition to the RMF within six months

Either:

a. Continue under DIACAP. Develop a strategy
and schedule for transitioning to the RMF not to
exceed the system re-authorization timeline

o]

b. Transition to the RMF within six months

Develop a strategy and schedule for
transitioning to the RMF not to exceed the
system re-authorization timeline

System has a DIACAP accreditation that Transition to the RMF within six months
Is more than 3 years old
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