Privacy Impact Assessment
For

Erma Byrd Scholarship Program (EBSP)

Date

August 4, 2009

System Owner:

Lauren Kennedy

Office of Postsecondary Education
U.S. Department of Education



1. What information will be collected for the system?

The EBSP system contains a variety of information relating to a student’s application for, and
participation in, the EBSP. Information on an applicant in the system includes the student’s
name, the student’s Social Security number, the student’s address, the student’s phone
number, the student’s e-mail address, the student’s course of study, and the name of the
institution of higher education in which the student is enrolled or intends to enroll. The
Department is collecting the student’s Social Security number in order to verify the Federal Pell
Grant eligibility of EBSP undergraduate applicants through the U.S. Department of Education’s
National Student Loan Data System. If the applicant receives an EBSP scholarship, the system
also includes information about the amount and period of the student’s scholarship, the
student’s agreement to the terms of the scholarship, verification of the institution’s agreement to
disburse the scholarship, and verification of the student’s employment in a career related to
industrial health and safety occupations, including mine safety, for a period of at least one year,
beginning no more than six months after completion of the degree. The Department is also
collecting the student’s Social Security number in order to facilitate conversion of the
scholarship into a Federal Direct Loan should the recipient fail to comply with the terms and
conditions of the scholarship.

2. Why is this information being collected?

The Department is establishing this system of records for the following purposes:

(1) To determine the qualifications and eligibility of EBSP scholarship applicants, including
the determination of Pell eligibility (for undergraduates).

(2) To ensure compliance with program requirements.

(3) To demonstrate program effectiveness.

(4) To ensure that an EBSP scholarship recipient fulfills the service obligation associated
with this program by obtaining employment in a career related to industrial health and safety
occupations, including mine safety, for at least one year after completion of the degree.

(5) To ensure the repayment of the amount of the scholarship if the student is not employed
in a career related to industrial healthy and safety occupations, including mine safety, for
at least one year after completion of the degree.

3. How will the information be used?

This system contains records on students who apply for EBSP scholarships to pursue a course
of study that will lead to a career in industrial health and safety occupations, including

mine safety. To be eligible for EBSP scholarships, applicants must be United States citizens,
nationals, or permanent residents who are enrolled or planning to enroll in an accredited
institution of higher education in a degree program that will prepare them for a career in
industrial health and safety occupations, including mine safety. Individuals must be enrolled or
planning to enroll in an associate’s degree program, or be within two years of completing a
degree at the bachelor’s or graduate level. In selecting undergraduate applicants to receive an
EBSP scholarship, the Department will give priority first to students who are eligible to receive a
Federal Pell Grant. The Federal Pell Grant Program provides need-based grants to low-income
undergraduate and certain post baccalaureate students to promote access to postsecondary
education. In addition, the Department will evaluate eligibility for the EBSP scholarships based
on an applicant’s course of study.

4.Will this information be shared with any other agency or entity? If so, with which
agency or agencies/entities?



Information is disclosed internally to administer the program. However, it is not shared
externally, except as required by law, or under the routine uses listed in the Privacy Act System
of Records notice. These disclosures may be made on a case-by-case basis, or if the
Department has complied with the computer matching requirements of the Act, under a
computer matching agreement. Such disclosures may include: for litigation purposes, to the
Department of Justice for FOIA advice, to contractors conducting Department business, for law
enforcement, to a member of Congress at the request of the data subject, or to a consumer
reporting agency regarding a valid and overdue claim.

5. Describe the notice or opportunities for consent that would be or are provided to
individuals about what information is collected and how that information is shared with
other organizations.

There is not notice or opportunities for consent since information is provided voluntarily.
6. How will the information be secured?

Access to the records is limited to authorized personnel only. All physical access to the
Department’s site where the data is collected and this system of records is maintained is
controlled and monitored by security personnel who check each individual entering the
buildings for his or her employee or visitor badge.

The computer system employed by the Department offers a high degree of resistance to
tampering and circumvention. This security system limits data access to Department and
contract staff on a “need-to-know” basis, and controls an individual user’s ability to access and
alter records within the system. All users of this system of records are given a unique user
identification. The Department’s Privacy Policy requires the enforcement of a complex password
policy. In addition, users are required to change their passwords at least every 60 to 90 days

in accordance with the Department’s information technology standards.

7. 1s a system of records being created or updated with the collection of this
information?

The system is covered under the system of records notice entitled Erma Byrd Scholarship
Program, dated August 4, 2009, (74 FR 38882 - 38884).



