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External MRMSS Application Request Form (EMARF)
Data Warehouse Portal
USER INFORMATION
If Change User Account is selected, enter current User ID
Last Name
First Name
Middle Initial
Email Address
Telephone
Business Mailing Address Number and Street
Organization (Company Name)
City
State
Zip Code
Supervisor's Name (Printed)
Supervisor's Telephone Number
Supervisor's Email Address
Industry
Home Organization Reporter Code
Additional Reporter Codes
Financial (non-STRAC)
two-digit alpha
County:
Full Name
Name & Dist. Code
Compliance (STRAC)
Federal
Bureau
External Auditor 
(Examples: DOJ, KPMG, OIG)
1.  I understand that the Office of Natural Resources Revenue (ONRR) systems are subject to monitoring and that I have no expectation of privacy regarding my use of the system or data within the system. 
2.  I am responsible for the protection and use of my user credentials (User IDs and Passwords). It is forbidden to share user credentials. 
3.  I will not introduce additional functionality, attempt to alter functionality, or add external applications into the ONRR system environment. 
4.  I will not introduce malicious software (viruses, Trojans, worms, etc.) into the ONRR system environment. 
5.  I will handle sensitive/proprietary data appropriately and understand that this information is not to be exchanged, divulged, or otherwise compromised in any way unless necessary for official government business. I agree not to disclose information covered by the Privacy Act or Trade Secrets Act to unauthorized individuals. 
6.  I am responsible for protecting the integrity of the system environment by preventing the unauthorized alteration, damage, unauthorized destruction, and/or tampering with information. My access, use of the system, and its output is restricted to authorized use only and must be used for its ONRR intended function only. 
7.  When I no longer require access to the ONRR system, I or my supervisor will immediately contact the Enterprise IT Service Desk at 877-256-6260 and notify them to delete my User ID from that system. 
8.  If I am aware of a security breach (password sharing, use of unauthorized software), I will immediately notify the Service Desk. 
Digital Acceptance: 
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Instructions for the 
External MRMSS Application Request Form (EMARF)
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A digitally signed External MRMSS Application Request Form (EMARF) is required for external users to gain access to the Office of Natural Resources Revenue (ONRR) Data Warehouse Portal, which allows you to view your financial data and, optionally, the ONRR Reporting website (eCommerce) which you may use to report electronically. 
 
Please complete the EMARF according to the instructions below. You must read the ONRR Acceptable Use Policy (line items 1-8) and click the check box indicating you have read and understand your responsibilities. The buttons at the bottom of the form offer you two options: save the form to your computer to send via email, or print the form to send through the standard postal service. Upon receipt, we will confirm all submitted information before approving and processing your request. This process usually takes two to three weeks.
 
Industry and non-STRAC users:  After you receive your User ID and temporary password via email, you must access the Identity Application to set a password of your choice and answer security questions.  A password is only good for 60 days. If it expires, there is a 30-day grace period to have it reset but you won't be able to log in.  After the 30-day grace period expires, your account will be deactivated and you must submit a new Change User Account EMARF to reinstate it.
 
Compliance (STRAC), Federal, External Auditor (DOJ, KPMG, OIG) users:   After you receive your User ID and Personal Identification Number (PIN) in an email, you must call the Enterprise IT Service Desk to receive a password. A password is only good for 60 days. If it expires, there is a 30-day grace period to have it reset but you won't be able to log in. After the 30-day grace period expires, your account will be deactivated and you must submit a new Change User Account EMARF to reinstate it.
EMARF Item
Instructions
User Information
  Click the radio button that indicates your status as a user:
 
  New User Account  - If you have never had, or currently do not have, access to
  the ONRR Data Warehouse Portal or ONRR Reporting (eCommerce).
 
  Change User Account  - If you have access to the ONRR Data Warehouse
  Portal and this application is for a name change or other user information
  change, enter your current User ID on the Current User ID line.
 
  Delete User Account  - If you no longer need your ONRR account, enter your
  current User ID in the Current User ID blank.
 
Legal Name
Enter your legal Last Name, First Name, and Middle Initial as they appear on your birth certificate, passport, or driver's license.
User Email Address
Enter your Email Address so you can receive important information from us.  If your email address changes, you must submit a new Change User Account EMARF.
User Telephone Number
Enter your daytime Telephone Number.
User Mailing Address
Enter your Business Mailing Address, including the internal routing information as appropriate, Street Address or PO Box, City, State or Province, and Zip or Postal Code.
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EMARF Item
Instructions
Organization
(Company Name)
Enter the full name of the Company, Federal Agency, State Agency, or Tribe for whom you work.  If you are a reporting agent for another company, you must submit a letter from them that authorizes your access to their data.
Supervisor's Information
Enter your Supervisor's Name (first and last name), and include your Supervisor's Telephone Number and Email Address.
Industry
NOTE: At least one Reporter Code (Payer Code or Operator Number) is required.
 
Home Organization: One Reporter Code must be designated.
 
Additional Reporter Codes: Add any additional Reporter Codes needed in the box. You may also add additional codes in the Comments box.
 
eCommerce Reporting: If your company submits electronic Royalty and/or Production reports, please check the box.
 
Solids P&R Reports: If your company submits Solids P&R Reports, please check the box.
 
Primary Industry Representative: If you are the Primary Industry Representative for your company, please check the box.
 
Industry Users skip the next four boxes.
Financial 
(non-STRAC)
If you are a financial auditor, complete either the State and County fields, or the Tribe field.
Compliance
(STRAC)
If you are a STRAC member, provide either a Tribe Name or a two-digit alpha State abbreviation.
Federal
If you are employed by another Federal Bureau, please provide the name.
External Auditor
(DOJ, KPMG, OIG)
If you are an external auditor for one of these organizations, check the appropriate box(es) for access to the ONRR Data Warehouse and/or the PeopleSoft financial system.
User Signature
After you read the ONRR Acceptable Use Policy, click the check box indicating you have done so. A pop-up box will display. Click OK to denote you agree to and will abide by the ONRR Acceptable Use Policy. After your name appears on the Digital Acceptance line, use one of the buttons provided to Save the form to your computer, where you can attach it to an email and send it to ONRR electronically, or Print the form and send it to ONRR through standard postal mail (see addresses below).
 
 IMPORTANT!  If you do not check this box, your EMARF will be returned. 
Questions?
If you need assistance to complete this form, please contact the Enterprise IT Service Desk at 877-256-6260.
If you are sending the form as an attachment via email, please address it to:  ONRR Enterprise IT Service Desk <onrrit@onrr.gov>.
 
If you are printing the form to send through the US Postal Service, send to (do NOT use overnight delivery):
Denver Federal Center, Office of Natural Resources Revenue 
Enterprise IT Service Desk MS 3753 
PO Box 25165 
Denver CO 80225-0165
IMPORTANT! Please ensure all required fields, outlined in RED, are completed.  
Incomplete or inaccurate forms will be rejected. If you are signing as both User and Supervisor, 
you must submit proof of the veracity of these roles.
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