PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:

FREEDOM OF INFORMATION ACT/ PRIVACY ACT
PIA Template Version — May, 2009

“‘\ [“‘CCIS
D Members
epartment of Energy

Of the Public?

Privacy Impact Assessment (PIA)

Guidance is provided in the template. See DOE Order 206.1, Department of Energy Privacy Program,
Appendix A, Privacy Impact Assessments, for requirements and additional guidance for conducting a

PIA: hitp://www.directives.doe.gov/pdfs/doe/doetext/neword/206/02061.pdf
Please complete electronically: no hand-written submissions will be accepted.

This template may not be modified.

MODULE | - PRIVACY NEEDS ASSESSMENT

Date June 4, 2009
Departmental
Element & Site Office of Legacy Management, Morgantown, WV

Name of Information

System or IT Project LM Records Handling System (LMRHS01) — Freedom of Information Act/Privacy Act

Exhibit Project UID |019-10-01-31-02-1014-00

NewPIA | X Please indicate whether this is a new PIA or an update to an existing PIA. List the
Update name of the PIA being updated.

Contact Information

Name, Title Phone, Email

Deborah Haddix 3600 Collins Ferry Road
IT Specialist Morgantown, WV 26505
System Owner (304) 285-4849

Deborah.Haddix@Im.doe.gov

3600 Collins Ferry Road
Morgantown, WV 26505

(304) 285-4520
John.Montgome Im.doe.qov

John Montgomery
Iacfiftlzgle:’ Fivacy Act Federal Program Cyber Security Manager
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:
FREEDOM OF INFORMATION ACT/ PRIVACY ACT
PIA Template Version — May, 2009

3596 Collins Ferry Road
Morgantown, WV 26505
(304) 225-8347

Michael.Bulebush@lm.doe.qov

Michael Bulebush
Information System Security Officer

3596 Collins Ferry Road
Morgantown, WV 26505
(304) 225 8358

Leonard. Turton@Im.doe.qov

Solutions Architecture Manager

The FOIA/PA module tracks FOIA/PA requests assigned to the Office of Legacy
Management. FOIA/PA is an Intranet-based application that houses information
pertinent to response activities. This tracking information is accessible by intemal LM
users. After requested information is gathered and LM response activities are
completed, the information is then e-mailed to the external entity (internal to DOE)
and the response activity is marked as closed in the FOIA/PA system.

X SSN Social Security number

[C] Medical & Health Information e.g. blood test resuits
[0 Financial Information e.g. credit card number

[ Clearance Information e.g. "Q"

[] Biometric Information e.g. finger print, retinal scan
[J Mother's Maiden Name

(] DoB, Place of Birth

(] Employment Information

(] Criminal History

Name, Phone, Address

(O Other — Please Specify

YES

| Some systems employ software

PRIV ACY 2
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RECORDS HANDLING SYSTEM:

PIA Template Version — May, 2009

PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:

FREEDOM OF INFORMATION ACT/ PRIVACY ACT

MODULE | - PRIVACY NEEDS ASSESSMENT

) =D 'partment of Energy Prlvacy ngram, daﬂnas Pllas
any information collected or maintained by the Department about an individual,
Including but not limited to, education, financial transactions, medical-history
and.cfiminal or - employmernit history, and information that can be used to
distinguish or trace an-individual’s identlty, such as his/her.name, Social
Security number, daté and place of birth, mother’s. maiden name, biometric
-data, andiinciuding any other personal information that is linked or llikable to a
speclﬂc individual.

|tools to scan content (information or

data) to search for types of data
such as Social Security numbers.

If “Yes," jw'hat -method was used to verify the system did not
contalnPIi?:(e.g. system scan)

Threshold Ques i

1. Does _ +0
contaln any infor

collectandior malntain), orplantc
tion about individuals?

System Scan

YES

2. Is the information I identifiable form?

YES

3. Is the information about individual Members of the Public?

YES

(If “Yes,” place an X in the box at
the top of first page.)

Member of the Public refers to
individuals in a non-employee or
DOE contractor context. Members
of the Public includes individuals for
whom DOE maintains information,
as required by law, who were
previously employed or contracted
by DOE

4. is the information about DOE or contractor employees?

NO

(7] Federal Employees
[ contractor Employees

If the answel 10 all four (4)Thresho|d Queslions is No you mayproceedto the 5|nature pae of |
the PIA. Slbmll the completedPNA with signature page to the CPO i e T

PRINVACY

Prowr s
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MODULE | - PRIVACY NEEDS ASSESSMENT

END OF PRIVACY NEEDS ASSESSMENT

PPN AN 4
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM: .
FREEDOM OF INFORMATION ACT/ PRIVACY ACT
PIA Template Version — May, 2009

MODULE Il - Pll SYSTEMS & PROJECTS

AUTHORITY, IMPACT & NOTICE

E-Government Act of 2002
= 42U.8.C.7101

= 50U.8.C. 2401

= 5U.8.C. 552 and 552a

= 10 CFR 1004, Freedom of Information, Department of Energy
Guidance

= 10 CFR 1008, Records Maintained on Individuals (Privacy Act},
DOE Guidance

= 20 CFR 30, Claims for Compensation Under the Energy
Employee’s Occupational lliness Compensation Program Act

= 36 CFR, Chapter 12, Subchapter B, Records Management
= DOE Order 243.1, Records Management Program
= NARA Guidance on Managing Web Records, January 2005

= NARA Records Management Guidance for Agencies Implementing
Electronic Signature Technologies, October 2000

The individual provides the information voluntarily.

PRINVACY 5
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:
FREEDOM OF INFORMATION ACT/ PRIVACY ACT
PIA Template Version — May, 2009

MODULE It — Pl SYSTEMS & PROJECTS

Contractors are involved in the operation and maintenance of the
system. Personal information from this system may be disclosed to
these contractors and their officers and employees in performance of
their contracts. Individuals provided information under this routine use
are subject to the same limitations applicable to DOE officers and
employees under the Privacy Act, 5 U.S.C. 552a.

Pertinent contract language states that data covered by the Privacy
Act may be disclosed to contractors and their officers and employees.
Any information that is obtained or viewed shall be on a need-to-know
basis. Contractors are required to safeguard all information that they
may obtain in accordance with the provisions of the Privacy Act and
the requirements of the DOE. The contractor shall ensure that all DOE
documents and software processed, and the information contained
therein, are protected from unauthorized use and mishandling by
assigned personnel.

The impact to privacy is negligible as FOIA/PA personnel are trained
in Privacy Act considerations and the information system utilizes
antivirus, firewalls, account permission restrictions, and intrusion
detection as measures to protect against breaches in confidentiality.
Additionally, data is AES-encrypted during electronic transmission.

Data is retrieved using the social security number in conjunction with
the name of the individual and location of employment.

PREVACY 6
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FREEDOM OF INFORMATION ACT/ PRIVACY ACT
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& PRQO

= DOE-5, Personnel Records of Former Contractor Employees

=  DOE- 10, Energy Employees Occupational lilness Compensation
Program Act Files

= DOE-35, Personnel Radiation Exposure Records

= DOE-41, Legal Files (Claims, Litigation, Criminal Violations,
Patents, and Others)

» DOE-55, Freedom of Information Act/Privacy Act Request for
Records

= DOE-72, The DOE Radiation Study Registry

N/A. The system is not being modified.

The information is obtained entirely from the individual.

The system will not derive new data. The employee data is static.

Data elements are described in the user guide and data dictionary.

The primary purpose of the database is to serve as a tool to record,
control, and determine the status of FOIA and PA requests and to
serve as a data source.
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MODULE Il - Pl SYSTEMS & PROJECTS

The system will not derive new data. The employee data is static.

None.

Reports indicating status of claim requests are produced for
individuals from the system. Only designated government and
contractor personnel have access to the reports.

Reports are produced for individuals from the system who are filing a
claim.

DOE Federal and contractor personnel will have access to the data in
the system. Access to personal data in the system is strictly controlled
based on job responsibility and function.

1 The system does not have the capability to identify, locate, or monitor
| individuals.

N/A.

Access is limited to those whose official duties require access to
records in the system.

DATA MANAGEMENT & MAINTENANCE
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:
FREEDOM OF INFORMATION ACT/ PRIVACY ACT
PIA Template Version — May, 2009

The data is provided by the individual and verified for accuracy and
relevancy and completeness at the time it is submitted to the DOE.
The system is used for tracking only and has no requirement to update
personal information.

1 The retention periods are in accordance with applicable National

The system is not used at other sites.

Archives Records Administration (NARA) and DOE record schedules.

| schedules.

1 Technical and administrative controls are in place to prevent the

The data will be destroyed when it is no longer needed for tracing a
request in accordance with applicable NARA and DOE record

misuse of data by individuals with access. The technical controls
include restricted access via user ID and password based on user
responsibility and job function. All system team members (Federal and
contractor) are required to complete the DOE Headquarters Annual
Cyber Security Refresher Briefing or LM Annual Cyber Security
Refresher Briefing as a necessary prerequisite for access to the
system. Administrative controls include non-disclosure agreements
and separation of duties so individuals only have access to the system
for specific projects.

25. Who wlllhhave access to-Pll
data? '

| permissions that are applied using system access control lists. User

Access will be restricted to LM record staff at onsite and offsite
locations by position role and responsibilities and to site specific
record libraries. Based on the specific need, the user is assigned

accounts are reviewed monthly to identify and remove users who have
left the organization or whose duties no longer require access to the
system.

PRIVACY
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OD P & PRO
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 access i Access is restricted by job roles and responsibilities and approved by

management.

No other systems share data or have access to the data in the system.

A Memorandum of Understanding and Interconnection Security
Agreement will be signed by the System Owners within 30 days of this
documentation.

s System Owner

= Director of Business Operations, Office of Legacy Management

10




PIA Approval | Original Copy Signed and On File
Signatures with the DOE Privacy Office




