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I. Introduction

The Bureau of Reclamation’s (Reclamation) Security Program is a risk-based program
designed to protect Reclamation’s critical facilities as well as employees, contractors, and the
public at or near those facilities. Security Program activities include prioritizing critical
assets; identifying and assessing potential threats, vulnerabilities, and consequences;
determining which risks are unacceptable; and mitigating unacceptable risks through
integrated and cost-effective security measures. Security measures include facility
fortification, guard and patrol activities, improved security plans and procedures, and law
enforcement activities.

Section 513 of the Consolidated Natural Resources Act of 2008 (P.L. 110-229) is titled
“Bureau of Reclamation Site Security” (referenced herein as the Act) and includes provisions
addressing Reclamation site security costs, transparency and collaboration with Reclamation’s

stakeholders, and an annual report to Congress. This report is prepared pursuant to Section
513(c)(5) of the Act, which reads as follows:

“REPORT- The Secretary shall report annually to the Natural Resources
Committee of the House of Representatives and the Energy and Natural
Resources Committee of the Senate on site security actions and activities
undertaken pursuant to this Act for each fiscal year. The report shall include a
summary of Federal and non-Federal expenditures for the fiscal year and
information relating to a 5-year planning horizon for the program, detailed to
show pre-September 11, 2001, and post-September 11, 2001, costs for the site
security activities.”

As described in this report, Reclamation’s expenditures for security measures are considered
either reimbursable (meaning Reclamation’s expenditures are reimbursed by project
beneficiaries) or nonreimbursable (meaning Reclamation’s expenditures are not reimbursed).
The term “reimbursable” as used in this report has the equivalent meaning of the term “non-
Federal” as used in the Act. Security Program expenditures are also divided into the
categories of security-related capital improvements and security-related operation and
maintenance (O&M).

Capital Improvements

Security-related capital improvements involve the physical fortification of Reclamation
facilities to satisfy increased post-September 11, 2001, security needs. Capital improvements
include the construction, modification, upgrade, or replacement of facility fortifications, such
as access control systems, barriers, enhanced communications, security lighting, remote
surveillance systems, and alarm systems. Under the Act, these costs are nonreimbursable.



Operation and Maintenance

Security-related O&M includes the O&M of Reclamation facility fortifications; the operation,
maintenance, and replacement of guard and response force equipment; and guards and patrols,
guard and patrol training, and patrols by local and tribal law enforcement entities. The Act
provides that the costs for O&M at the levels of activity that existed prior to September 11,
2001, remain reimbursable. The costs of increased O&M following the events of September
11,2001, are also reimbursable, but are subject to an annual reimbursability ceiling
established by the Act.

The reimbursement of O&M costs further depends on their “allocation.” By law,
Reclamation project O&M costs are allocated to the various authorized project purposes. The
O&M costs allocated to purposes that benefit specific users, including irrigation water supply,
municipal and industrial (M&I) water supply, and hydropower generation, are reimbursable
by those beneficiaries. O&M costs allocated to purposes that benefit the general public,
including flood control, recreation, and fish and wildlife enhancement, are nonreimbursable.

Policies and Procedures

Reclamation’s policies and procedures for reimbursability of security costs are titled
Reimbursability of Security Costs Directives and Standards (SLE 05-01) and are available on
Reclamation’s web site at the following address: http://www.usbr.gov/recman/sle/sle05-
01.pdf.



II. Fiscal Year 2010 Reimbursability Ceiling

As discussed above, the Act sets an annual limit, or ceiling, on the reimbursement of
increased security-related O&M costs incurred by Reclamation after the events of September
11,2001. The Act set the initial annual reimbursability ceiling at $18.9 million, and requires
the ceiling to be indexed each fiscal year after Fiscal Year 2008 according to the preceding
year's Consumer Price Index (CPI). The U.S. Department of Labor, Bureau of Labor
Statistics, Consumer Price Index CPI for All Urban Consumers was -1.28621% for the period
September 2008 through September 2009. This results in a FY 2010 security reimbursability
ceiling of $19,577,985. All post-9/11 security-related O&M expenditures over the indexed
ceiling amount of $19,577,985 for Fiscal Year 2010 become nonreimbursable.

The U.S. Department of Labor, Bureau of Labor Statistics, Consumer Price Index CPI for All
Urban Consumers was 1.14368% for the period September 2009 through September 2010.
Application of this index results in a FY 2011 security reimbursability ceiling of $19,801,895.

The following table shows the Reimbursability Ceiling since implementation of the Act:

Fiscal Year Reimbursability Ceiling
2008 $18,900,000
2009 $19,833,079
2010 $19,577,985
2011 $19,801,895




III. Fiscal Year 2010 Site Security Activities and
Expenditures

Reclamation’s fortification expenditures by facility in Fiscal Year 2010 were $8,570,619.
These capital costs are nonreimbursable and are not included in the computation of the
reimbursability ceiling. Please refer to Appendix A for a detailed breakout of Fiscal Year
2010 fortification expenditures by facility. All figures displayed in this report are rounded to
the nearest dollar.

The following tables summarize Reclamation’s Fiscal Year 2010 security-related O&M
expenditures and reimbursements:

Fiscal Year 2010 Security-Related Operation and Maintenance
Expenditure Summary*

Total pre-9/11 Reimbursable Expenditures 3,631,461
Total pre-9/11 Expenditures Allocated to Nonreimbursable Purposes + 65,175
Total pre-9/11 Expenditures 3,696,636
Total post-9/11 Reimbursable Expenditures 21,773,652
Total post-9/11 Expenditures Allocated to Nonreimbursable Purposes + 2,468,132
Total post-9/11 Expenditures 24,241,784
Total Reimbursable Expenditures 25,405,113
Total Nonreimbursable Expenditures + 2,533,307
Total Fiscal Year 2010 Expenditures 27,938,420

*This table provides reimbursable expenditures before application of the reimbursability ceiling.
Additional detail can be found in Appendices B and C.

Application of Fiscal Year 2010 Reimbursability Ceiling

Total post-9/11 Reimbursable Expenditures 21,773,652
Post-9/11 Indexed Reimbursability Ceiling (actual reimbursement) - 19,577,985
Reimbursable Costs Exceeding the Ceiling 2,195,667
Ceiling as ratio of Total post-9/11 Reimbursable Expenditures 0.8992

Percentage of Fiscal Year 2010 post-9/11 Reimbursable Security O&M

Costs to be Paid by Project Beneficiaries After Application of the
Ceiling 89.92%



IV. Summary of Five-year Site Security Plans
Facility Fortification

Physical security enhancements help protect Reclamation facilities from terrorist threats, other
criminal activities, and unauthorized operation of water control systems. These costs include
construction, modification, upgrade, and replacement of facility fortifications. Physical
fortification includes physical security improvements such as access control systems, barriers,
enhanced communications, lighting, surveillance systems, and alarm systems. The Act
establishes that capital costs incurred after September 11, 2001, for the physical fortification
of Reclamation facilities are nonreimbursable.

Reclamation utilizes a comprehensive risk assessment and decision making process to
determine the relative risk to each asset and the mitigation actions needed to reduce risk. Risk
to facility assets is reduced by implementation of procedural and physical enhancements such
as vehicle barriers, electronic detection and surveillance, guards and patrol, or structural
modification of the asset. These actions reduce the likelihood of attack or criminal activity
which could result in structural damage and failure and resultant loss of life and loss of
project benefits. In addition, these actions address reliability and regulatory requirements of
National Electric Reliability Corporation Critical Infrastructure Protection standards.

Over the next five years, physical security upgrades and enhancements are scheduled at
several major Reclamation facilities. The table below shows currently planned capital
expenditures, including design and contract support costs, for the next five years:

FY 2011 FY 2012 FY2013 FY2014 FY2015
Operating Plan Request Estimate Estimate Estimate
$9,093,000 $6,887,000 $7,024,740* $7,165,235* $7,308,539*

*Out-year figures are based on projected FY2012 spending levels, plus a 2 percent estimated
annual inflation adjustment. These figures are subject to further adjustment based on available

funding.

A detailed breakout of future capital expenditures by facility is not provided in this report

because annual work plans and fortification schedules are developed each year based on the
current assessment of risks, the criticality level and priority of each asset, and the progress of
current fortification work.



Security Operation and Maintenance

Security-related O&M includes the operation and maintenance of Reclamation facility
fortifications; the operation, maintenance, and replacement of guard and response force
equipment; and guards and patrols, guard and patrol training, and patrols by local and tribal
law enforcement entities. The table below shows a consolidated five year plan of pre and
post 9/11 security-related O&M costs:

Five Year Plan FY 2011 FY 2012 FY 2013 FY 2014 FY 2015
Guards 26,626,243 27,254,590 | 28,072,358 | 28,978,589 | 29,567,000
Fortification O&M 1,935,300 2,039,600 2,089,300 2,156,100 2,174,300

Total | 28,561,543 29,294,190 | 30,161,658 | 31,134,689 | 31,741,300

* Estimates are subject to change.

Please refer to Appendix D for the detailed five-year plan for guards and patrols, and
Appendix E for the detailed five-year plan for fortification operation and maintenance. The
five-year plan shows total projected costs and does not reflect what portion of those costs
will be allocated to reimbursable and nonreimbursable project purposes, or the possible
effects of the reimbursability ceiling. These estimates are subject to change.

Out-year budget estimates for guards and patrols are based on existing and estimated guard
contract figures plus an inflation adjustment. Fortification O&M out-year figures are best
estimates of anticipated costs based on the type of maintenance for the equipment at each
facility. Some facilities have new equipment still under warranty and it is anticipated that
during the warranty period these facilities will incur minimal fortification O&M costs.



V. Summary

Reclamation’s site security program continues to utilize risk management to address the
security risks associated with Reclamation facilities. The program costs are driven by
Reclamation actions to manage the risks. Reclamation continues to monitor the costs of
security-related fortification and O&M activities and implement the reimbursability ceiling.
While security related O&M cost increased in FY 2010, the security reimbursability ceiling
decreased from the previous year as a result of a negative CPI. This resulted in an increase in
the reimbursable costs above the ceiling which were not passed to Reclamation customers. In
Fiscal Year 2010, application of the reimbursability ceiling reduced project customer’s actual
reimbursement for security-related O&M expenditures by about 10 percent. As reflected in
the five year plans, guard and fortification O&M expenditures are expected to increase and
continue to exceed the ceiling over the next several years.

In FY 2010, Reclamation continued to move forward with facility fortification projects which
included physical modifications to reduce vulnerabilities, barrier systems for access control
and improving the security surveillance at its facilities. Physical security upgrades and
enhancements are planned in the upcoming years to reduce security related risks at
Reclamation facilities. These fortification expenditures are non-reimbursable in accordance
with the Act.



APPENDIX A: RECLAMATION FISCAL YEAR 2010 NON-REIMBURSABLE FORTIFICATION EXPENDITURES

2010 NON-
Region/Project/Facility REIMBURSABLE
EXPENDITURES
jPacific Northwest Region
Boise Area Projects
Anderson Ranch 359,308
Arrowrock 192,543
Deer Flat 153,351
Columbia Basin Project
Ephrata 7,970,
Grand Coulee 130,952
Crooked River Project
Arthur R. Bowman 21,249
Deschutes Project ]
Wickiup 30,874
Minidoka Area Projects
Palisades 430,577,
Rogue River Basin Project, Talent Division
Agate 42
Emigrant 157
Howard Prairie 64
Umatilla Project 9,005{
PN Total 1,336,034
Mid Pacific Region
Central Valley Project
Central Valley Operations Center 71
Folsom 1,192,071
Shasta 4,047
Delta Division (C.W. Jones Pumping Plant) 548,467
San Felipe (San Justo) 244 827
B.F. Sisk Dam 296,191
San Luis Unit Project
O'Neill Dam 449,066
Truckee Storage Project
- Boca Dam 65,945
MP Total 2,800,
[Lower Colorado Region {
Stewart Mountain 37,690
Boulder Canyon Project
Hoover 992,392
Parker-Davis Project
Parker 57,459
— Davis 51,747
LC Total 1,138,
Upper Colorado Region
Colorado River Storage Project
Flaming Gorge 344,361
Blue Mesa 315,345)
Navajo 323,065]
Glen Canyon 249,094]
Crystal Dam & Powerplant 366,587
Morrow Point Dam & Powerplant 417,985
Ogden River Project |
Pineview Dam 35,798]
Rio Grande Project |
Elephant Butte Dam 11,825]
Weber Basin Project
- East Canyon Dam 296,321
UC Total 2,360,382§




APPENDIX A: RECLAMATION FISCAL YEAR 2010 NON-REIMBURSABLE FORTIFICATION EXPENDITURES

2010 NON-
Reglon/Project/Facility REIMBURSABLE
EXPENDITURES
reat Plains Region
Eastern Colorado Area Office 204,832
Colorado/Big Thompson Project
Green Mountain Dam & Powerplant 64,048
Olympus Dam & Estes Powerplant 42,541]
Flatiron Dam & Power Facilities 90,449)
Estes 57,732
Fryingpan/Arkansas Project
Mt. Elbert Forebay and Powerplant 63,175}
Kendrick 1
Alcova Dam & Powerplant 34,830
Seminoe Dam & Powerplant 48,550
North Platte Project
Guemnsey 4,436
Pathfinder 24,269)
PSMBP - Canyon Ferry
Canyon Ferry Dam 76,174
PSMBP - Glendo Unit
Fremont Canyon Powerplant 144,992
PSMBP - North Platte Area
Casper Control Center 21,056}
PSMBP - Yellowtail
Yellowtail Dam Complex 51,410
W.C. Austin Project
Altus Dam 3,917
Washita Basin
Foss Dam 1,8204
GP Total 934,229}
I T L
RECLAMATION TOTAL 8,570,6198
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