PRIVACY IMPACT ASSESSMENT (PIA)
For the

NRL Human Resources Office Operations System (HRO OPS)

Department of the Navy - NRL

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[J (1) Yes, from members of the general public.
] (2) Yes, from Federal personnel* and/or Federal contractors.

(3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
[J (4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[0 New DoD Information System > New Electronic Collection

[0 Existing DoD Information System O Existing Electronic Collection
0 Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

[0  Yes,DITPR Enter DITPR System Identification Number |DITPR DON ID: 23171

[0 Yes,SIPRNET  Enter SIPRNET Identification Number

] No

c. Does this DoD information system have an IT investment Unique Project Identifier (UP!), required
by section 53 of Office of Management and Budget (OMB) Circular A-117

K] Yes [0 No

Iif "Yes," enter UPI Ull: 007-000003918

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens

or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

X Yes [0 Neo
If "Yes," enter Privacy Act SORN Identifier DPR 34 DOD; OPM/GOVT-1); NM05000-2

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  http:/fwww.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardiess of form or format.

O Yes

Enter OMB Control Number

Enter Expiration Date

24 No

f. Authority to collect information. A Federal law, Executive Order of the President {EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PII. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PIl.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping™) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

DPR 34 DOD: Defense Civilian Personnel Data System (November 15, 2010, 75 FR 69642).

Description: To establish a system of records to provide Human Resource information and system
support for the DoD civilian workforce worldwide,

AUTHORITY FOR MAINTENANCE OF THE SYSTEM: 5 U.S.C. 301, Department Regulations; 5 U.S.C.
Chapter 11, Office of Personnel Management; 5 U.S.C. Chapter 13, Special Authority; 5 U.S.C. Chapter
29, Commissions, Qaths, Records, and Reports; 5 U.S.C. Chapter 31, Authority for Employment; 5 U.S.
C. Chapter 33, Examination, Selection, and Placement; 5 U.S.C. Chapter 41, Training; 5 U.S.C. Chapter
43, Performance Appraisal; 5 U.S.C. Chapter 51, Classification; 5 U.S.C. Chapter 53, Pay Rates and
Systems; 5§ U.S.C. Chapter 55, Pay Administration; 5 U.S.C. Chapter 61, Hours of Work; 5 U.S.C.
Chapter 63, Leave; 5 U.S.C. Chapter 72, Antidiscrimination; Right to Petition Congress; 5 U.S.C.
Chapter 75, Adverse Actions; 5 U.S.C. Chapter 83, Retirement; 5 U.S.C. Chapter 99, Department of
Defense National Security Personnel System; 5 U.S.C. 7201, Antidiscrimination Policy; minority
recruitment program; 10 U.S.C. 136, Under Secretary of Defense for Personnel and Readiness; E. O.
9830, Amending the Civil Service Rules and Providing for Federal Personnel Administration, as
amended; 29 CFR part 1614.601, EEQ Group Statistics; and E. 0. 9397 (SSN), as amended.
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OPMIGOVT-1: General Personnel Records. (April 27, 2000, 65 FR 24{32)

Description: Records on current and former Federal employees as defined in 5 U.S.C. § 2105, including
OPM's Central Personnel Data File and related agency personnel management information systems.
The Official Personnel Folders and other general personnel records files are the official repository of the
records, reports of personnel actions, and the documents and papers required in connection with actions
effected during an employee's Federal service.

Authorities: 5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397, 9830, and 12107

NMO5000-2: Program Management and Locator System (January 24, 2008, 73 FR 4194)
Description: To manage, supervise, and administer programs for all Department of the Navy civilian,
military, and contractor personnel.

Authorities: 10 U.S.C. 5013, Secretary of the Navy; E.O. 9387 (SSN)

g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The HRO OPS contains a Sharepoint server farm which provides the ability for external applicants to submit
their resume via an InfoPath form on a public facing web page. These forms load to document libraries so
they can be accessed and reviewed by HRO personnel and potential hiring managers for selection from
approved certs for vacant positions at NRL.

Pll collected: Name, other names used, citizenship, legal status, gender, race/ethnicity, birth date, place of
birth, mailing/home address, disability information: code indicating disability; employment information: work
history and years of service; military records: are they a reservist, do they have veterans preference;
education information: level of education, name of school, type of degree, and year of degree.

(2) Briefly describe the privacy risks associated with the PIl collected and how these risks are
addressed to safeguard privacy.

There are threats from computer hackers, disgruntled or careless employees, state sponsored information
warfare and acts of nature (such as fire, flood, etc.). Because of this possibility, appropriate security, backup
and access controls listed in this PIA are in place and working effectively. HRO system managers are
vigilant in reviewing access requests to make sure the request appears to be legitimate for the person's job
and is authorized by the appropriate division head. Backups are monitored closely, and are encrypted. All
HRO users have gone through extensive background and employment investigations and annual Security
and Information Assurance fraining. All screens and reports containing Pl have the appropriate wamning
banner on their top line(s). NRL has strict security measures {e.g. guarded gates, NRL badging and
investigation requirements) and the HRO computer rooms are secured with environmental alarms and key
locks. Access to these locations is also limited to individuals who have a need to work in that area. NRL
maintains an aggressive network monitoring program and is kept compliant with the DoD Information
Assurance Vulnerability Management Program (IAVM). HRO servers reside behind multiple firewalls.

h. With whom will the PIl be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.
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Specify.

NRL Human Resource Personnel. Access to records is limited to person(s)
responsible for servicing the record in performance of their official duties and
who are properly screened and cleared for need-to-know. All individuals
accessing Pl are required to take Privacy Act training and are made aware

via this training of the consequences of inappropriately using PI.

omponents.

cal Agencies.

Enter name and describe the language in the contract that safeguards PIL.)

[ OtherDoDC
Specify. L
] Other Federal Agencies.
Specify.
[] Stateand Lo
Specify.
{ Contractor (
Specify.

Stacked Systems
52.224-1 Privacy Act Notification.

As prescribed in 24.104, insert the following clause in solicitations and contracts,
when the design, development, or operation of a system of records on individuals is
required to accomplish an agency function:

PRIVACY ACT NOTIFICATION (APR 1984)

The Contractor will be required to design, develop, or operate a system of records on
individuals, to accomplish an agency function subject to the Privacy Act of 1974,
Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency
regulations. Violation of the Act may involve the imposition of criminal penalties.
(End of clause)

(R 7-2003.72 1975 NOV)

(R 1-1.327-5(b})

52,224-2 Privacy Act.

As prescribed in 24.104, insert the following clause in solicitations and contracts,
when the design, development, or operation of a system of records on individuals is

Hrequired to accomplish an agency function:

PRIVACY ACT (APR 1984)

{(a} The Contractor agrees to--

(1) Comply with the Privacy Act of 1974 (the ACT) and the agency rules and
regulations issued under the Act in the design, development, or operation of any
system of records on individuals to accomplish an agency function when the contract
specifically identifies—

(i) The systems of records; and

(i) The design, development, or operation work that the contractor is to perform;
(2) Include the Privacy Act notification contained in this contract in every solicitation
and resulting subcontract and in every subcontract awarded without a solicitation,
when the work statement in the proposed subcontract requires the design,
development, or operation of a system of record on individuals that is subject to the
Act; and

{3) Include this clause, including this subparagraph (3), in all subcontracts awarded
under this contract which requires the design, development, or operation of such a
system of records.

(b) In the event of violations of the Act, a civil action may be brought against the
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agency involved when the violation concerns the design, development, or operafion o
a system of records on individuals to accomplish an agency function, and criminal
penalties may be imposed upon the officers or employees of the agency when the
violation concems the operation of a system of records on individuals to accomplish
an agency function. For purposes of the Act, when the contract is for the operation of
a system of records on individuals to accomplish an agency function, the Contractor
and any employee of the Contractor is considered to be an employee of the agency.
(c) (1) 'Operation of a system of records’, as used in this clause, means performance
of any of the activities associated with maintaining the system of records, including
the collection, use, and dissemination of records.

(2) 'Record,' as used in this clause, means any item, collection, or grouping of
information about an individual that is maintained by an agency, including, but not
limited to, education, financial transactions, medical history, and criminal or
employment history and that contains the person's name, or the identifying number,
symbol, or other identifying particular assigned to the individual, such as a fingerprint
or voiceprint or a photograph.

(3) 'System of records on individuals,’ as used in this clause, means a group of any
records under the control of any agency from which information is retrieved by the
name of the individual or by some identifying number, symbol, or other identifying
particular assigned to the individual.

(End of clause)
(AV 7-104.96 1975 NOV)
(AV 1-1.327-5(c))

[ Other {(e.g., commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PII?

X Yes

O No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

They can choose not to submit their resume via the Sharepoint web portal.

(2) If "No," state the reason why individuals cannot object.

j- Do individuais have the opportunity to consent to the specific uses of their PII?
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] Yes B4 No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.
By submitting their resume the individual is granting consent.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

Privacy Act Statement O Privacy Advisory

X] Other O None

Describe |A Privacy Act Statement, as required by 5 U.5.C. 552a{e)(3), is provided on all forms that collect Pl
each

applicable

data for this IT system, allowing the individual to make an informed decision about providing the
format.

information. The statement advises the individual that the information provided is voluntary, and
provides the consequences of choosing not to provide the information.
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NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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