Accessing DoD Enterprise Email,
ot AKO, and other DoD websites with
n;g*;:,:g;zs Internet Explorer & Edge on your
Windows computer

Presented by: Michael J. Danberry

Last Revision / review: 24 October 2016

Performing these fixes “should” fix most access
problems.

Personnel utilizing this guide without CACs should only skip the pages marked: “This page
is CAC Specific.” CAC holders need to follow ALL slides.

The most up to date version of this presentation can be found at:
http://milcac.us/tweaks



http://milcac.us/tweaks

To successfully access DoD websites, you
MUST install the Department of Defense
(DoD) certificates

Download links and installation instructions for the
InstallRoot file can be found on:

https://militarycac.com/dodcerts.htm

It will not harm your computer to run this file more than once

If after installation of DoD certs you see “There is a problem with this
website’s security certificate” or see red certificate errors, follow this
guide: https://militarycac.com/files/dodrootca2.pdf




Open Internet Explorer (IE)
Make sure the page you are having problems
accessing is NOT open in any tabs or another IE
browser, Select Tools, or the gear
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Windows 8 / 8.1 users need to use the
Internet Explorer from the Desktop
taskbar (bottom of screen)

Windows 10 users go to slide 5



Select Internet Options after clicking the ‘gear’
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Windows 10 users [using Edge instead of IE] need to
“Right click” the Windows logo in the lower left corner of
screen, click Control Panel and select Internet Options (or
Network and Internet, Internet Options). Now go to slide 7

to continue \
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You can also select Tools, Internet Options
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Check the Delete browsing history on exit (box)
(IE 11 users, See note below)

and then click the Delete... (button)
rIn.temet Options _‘. . @g1

General |5e::|,|ri‘q'I I Privacy I Content I Connections | Programs I Advanced|

Home page
l/? To create home page tabs, type each address on its own line.
- 4
1 https:/fwww. militarycac.com

/
NOTE: IE 11 users [ Use current ]l Use default H Use%k ]

Browsing history

m ay h ave p ro b | ems (’I_ | Delete temporary files, history, cookies, sav asswords,

! and web form information.

if yo uc h ec k th is bOX' ﬂ Delete browsing histary on exit l

[ Delete... ]I[ Settings ]

Search
p- Change search defaults,

Tabs

Change how webpages are displayed in
tabs.

Appearance

Colors H Languages H Fonts H Accessibility ]

[ 0K J[ Cancel H Apply ]




Check the top 4 boxes, leave the rest unchecked,
click Delete

reserve Favorites website data
eep cookies and temporary Internet files that enable your favorite
vebsites to retain preferences and display faster.

remporary Internet files and website files

“opies of webpages, images, and media that are saved for
Faster viewing.

Cookies and website data

Files or databases stored on your computer by websites to save
breferences or improve website performance.

History
List of websites you have visited.

[ | pownload History
List of files you have downloaded.

[ | Form data
Saved information that you hawve typed into forms.

[ | passwords

Saved passwords that are automatically filled in when you sign
in to a website you've previously visited.

W acking Protection, ActiveX Filtering and Do Not Track ¢

About deleting browsing Delete

history




Click Settings

,
| -

1 General |E‘.e::|,|ri‘q'I I Privacy I Content I Connections | Programs I Advanced|

| Home page
Y To create home page tabs, type each address on its own line.

[n
https:/fwww.militarycac.com -

| UMNggent | | Usedefault || Useblank

Browsing history

Delete temporary files, histo
*/ and web form information.

okies, saved passwords,

Delete browsing histary on exit

Delete... ||  Settings

Search
p Change search defaults. Settings
Tabs
_|:' Change how webpages are displayed in Settings
tabs.
Appearance
[ Colors ] [ Languages ] [ Fonts l [ Accessibility ]

| ok || cancel || apply |




Change this number to 50, click OK

-

Temporary Internet Files and History Settings

Temporary Internet Files

for faster vidgna later,
Chedk for newer veNsgns of stored pages:

) Every time I visit ‘ehpage

I ) Every time I start Interne lorer
@ Automatically
| Newer

Disk space to use (8-1024ME)
(Recommended: 50-250MB)

Current location:

Temparary Internet Files),

Internet Explorer stores copies of webpages, images, and media

C:\Usersmichael.j. danberry\AppDataiLocal \Microsoft Windows',

[ Mowve folder... ][ View objects ][

Days to keep p in history:

NOTE: This is my
personal
recommended size.
Making it smaller will
make your browser
look for an updated
page more often. The
larger it is, the more
web sites are being
stored on your
computer.
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Click the Security (tab)(1), Trusted sites (green

checkmark)(2), then Sites (button)(3)
2

F ™
Internet Opticns - &‘g

1 Ge Security IPrivaqa I Contentfl Connections | Programs I Advanced|

Select & zone to view or change se settings.

Internet  Local intraned putEcER1EE | Restricted
sites ’f

Trusted sites Site 'k |
This zone contains websites that you ==

trust not to damage your computer or
your files,
You have websites in this zone,

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

(] content

- Unsigned ActiveX controls will not be downloaded

["|Enable Protected Mode {requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

[ QK J[ Cancel H Apply ]




Remove all websites that end in .mil from the
Websites: box by clicking the listed website,

selecting Remove, then clicking Close

Exception: If you have an Oberthur 5.5 (or G&D FIPS 201) CAC
on Windows 8.1 / 8 (NOT Windows 10 or 7), you may need to

add websites to the zone (see Examples below - left).

Examples for Oberthur 5.5 &
G&D FIPS 201 CAC holders,
type in, then click Add:
https://*.mail.mil (Mail.mil)
https://*.osd.mil (DTS)
https://*.apps.mil (DCS)
https://*.navy.mil (Navy sites)

This is the Websites: box

NOTE: Most Government
owned computers will not
let you access this area to
make changes.

-
Trusted sites

3]

& this zone

¥ fou camgdd and remove websites from this zone. All websites in

se the zone's security settings.

Add this website to the zone:

Websites:

hitps://militarycac.co

~.

| Require server verification (https:)

| sites in this zone

Close

NOTE2: Some people will
argue that AKO “should
be” in the trusted sites.
Here’s what I've been
able to deduce: it WAS
needed with IE6 & 7,
however, if using: IE 8, 9,
10, or 11 you will be
“recycled” to the AKO
home page. So, IE 8, 9,
10, and 11 users REMOVE
it. EXCEPT for Exception
above. L


https://*.mail.mil/
https://*.osd.mil/
https://*.apps.mil/
https://*.navy.mil/

Click the Content (tab), Certificates (button)

Internet Opticns

Content
e

| General | Security | Priva onnections I Programs | .Aduancedl

i Parental Controls

ontent Advisor

Ratings help you control the Internet content that can be

M ° Control the Internet content that can '@]Paren'ﬁl Controls
I C be viewed.
°
viewed on this computer. I

Clear SSL
[y Settings

state coficates
Lge cerﬁﬁcat@wzpt&d connections and identification.

[ Clear 550 state ]i Certificates [ Publishers ]

AutoComplete

AutoComplete stores previous entries Settings
on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated
Rl

content from websites that can be
read in Internet Explorer and other
programs.

QK H Cancel H Apply ]




Most people will only see 3 DOD certificates (2 with
EMAIL and 1 without) under the Personal (tab) Issued
By (column). If you see more than 3, look at slide 23
for further instructions. Dual CAC holders will see a

4th certificate once their PIV is activated.

Certificates

()

Intended purpose: I <All>

v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | *

Expiratio... Friendly Name

B4 JOHN.DOEA 11111 .
) JOHN DOEA 11111
o) JOHN.DOEA11111...

DOD EMAIL CA-23
DOD CA-24

12/31/2009 <None>
12/31/2009 <None>

| Import... || Export.. | [ Remove |

This page is CAC Specific

| Advanced

14



Click the Intermediate Certification Authorities (tab). First, verify you
have DOD CA-27 through DOD ID SW CA-48 under the Issued To
(column) (if you don’t, go back to slide #2 and install the DoD Root
Certificates again). Second, scroll down to below the DOD ID SW CA-48
and look for any of the certificates in the Certificates image below and

H T X
any shown in the blue box. IF \ Certificates B
Intended purpose: <A v

you See d ny Of these Personal | Other People] Intermediate Certification Authorities Jrusted Root Certification Auth ¢ | »
certificates, select it, and click

Is;

ir... Friendly Al

&0 10 sled B
= | DoD Interoperability Root CA 1 SHA-1 Federal Root CA

e e e e e
’ .
Remove. If you don’t see It, ® | DoD Root CA 2 DoD Interoperability Root CA 1 .
. . Ll Go Daddy Secure Certification Aut... Go Daddy Class 2 Certificatio... 11/15...
CilMicrosoft IT SSL SHA2 Baltimore CyberTrust Root 12/19... <None>
Se I ECt Close O n t h IS WI n d OW S Microsoft Secure Server CA 2011 Microsoft Root Certificate Aut... 10/18... <None>
. . . . LilMicrosoft Windows Hardware Com... Microsoft Root Authority 12/31... <None>
and continue with this guide SRapidsSLCA GeoTrust Global CA 218 <None>
SJRoot Agen Root Agen 12/31...
Issued By 5 [SHA-1 Federal Root CA Federal Common Policy CA v
< >
Common Policy Common Policy

Entrust Common Policy TR Ei Remove

Advanced
Entrust Entrust
e .. . Certificate intended 0ses
VeriSign Digital ID Date is
Certificate Expired

- Cross Cert remover Automated file (youmay ~ Another way to remove the certificates utilizing

need to run as administrator) to remove certmgr.msc This guide can be used if the method
certificates Listed above (same as slide 2):

V4
Download from MilitaryCAC (3 MAR 16 version) above doesn’t work for you.
Download from DISA (3 MAR 16 version) Information about the Cross Cert Remover  *°



http://militarycac.com/crosscertremover/FBCA_crosscert_remover_v114.zip
http://iasecontent.disa.mil/pki-pke/unclass-fbca_crosscert_remover_v114.zip

Click the Connections (tab)(1), LAN settings
(button)(2), make sure none of the boxes are
checked(3) (Personal Computers only), click OK

1

-

Internet Opticns

| General I Security I Privacy I Con Connections

Programs I Advanced |

To set up an Internet connection, dick

Setup
Setup.

Dial-up and Virtual Private Network settings

Add VEN...

Remove...

Choose Settings if you need to configure a proxy

Settings
server for a connection.

/

(@ Mever dial a connection

Dial whenegve

network connection is not present
Always dial my defa nnection 2

Local Area Metwork (LAN) settings

Current Mone

Set default

LA&N Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

]

LANM settings

OK ] [ Cancel

J

&pﬂly]

i

uu['/

Local Area Network (LAN) Settings ‘ S
— il—

~
|

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

| Nautomatically detect settings:

| JUse automatic configuration script

Address

Proxy server

se a proxy server for your LAM (These settings will not apply to
&Jdial-up or VPN connections).

Address;

Part: | 80

Advanced

Bypass pro rver for local addresses

QK Cancel
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Click the Advanced (tab), scroll to the bottom of the
list, make sure thatonly TLS 1.0, 1.1, & 1.2 (see
NOTE2 below) are checked. SSL 2.0 & 3.0 are NOT

NOTE: If you are
receiving the error:
“Error 107 (net::ERR SSL
PROTOCOL ERROR): SSL
protocol error” or
Unknown error you
might need to leave SSL
2 checked. Very rare
now

NOTE: Windows XP and
Vista users will not see
TLS 1.1 & 1.2, they are
only seen on Windows 7
and above

checked

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced

Enable DOM Storage
Enable Enhanced Protected Mode™
Enable Integrated Windows Authentication™
Enable native XMLHTTP support
Enable SmartScreen Filter
Enable Strict P3P Validation™
2 g llot Track requests to sites you visit in Internet E

RIS

Warn about certificate address mismatch™
Warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does | v

*Takes effect after you restart your computer

Restore advanced settifigs

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

You should only use this if your browser is in an unusable state.

NOTE: “Some” computers
refuse to leave TLS 1.0
checked and SSL 2.0
unchecked. If this
happens, click the Reset...
(button).

NOTE2: The Air Force
AROWS, Navy NROWS,
Army’s MilSuite & ALMS
Websites may need TLS
1.1 & 1.2 unchecked to
be accessed. So, if you
are having problems
with some sites, uncheck

these and try again.
17



When using Edge in Windows 10, select
... (More), then select Open with Internet
Explorer

B e
*—E@E]/

Mew InPrivate window

I MNew window

Zoom — 100% -+

H Find on page

» Print

Pin to Start

F12 Developer Tools

Open with Internet Explorer /

Send feedback

Settings

Enter your e-mail address .



Compatibility View is necessary when using IE 10 -
11 to access some government websites like: OWA /
Webmail, NKO, DTS, Army Reserve Citrix / RAP,
ALMS, and others

Look for the “torn paper” icon and click it (IE 10 only)

/

Drer

gl Management }';I\ B v e

Internet Explorer 11 users will not see the “torn paper.” You need to Click Tools (or
“Alt” & “T” keys on your keyboard), Compatibility View Settings, and enter:
“army.mil”, “osd.mil”, “navy.mil”, and “apps.mil” in the “Add this website:” box. Click
Add, then Close The next slide shows images how to do this

Further information regarding this issue can be read on Microsoft.com
http://support.microsoft.com/kb/2866064



http://support.microsoft.com/kb/2866064

5 2010 Help and Ho...

1 = v Pagev Safety vfl Tools ~ |

Reopen last browsing session

1 Pop-up Blocker
View downloads

2 Manage add-ons

| Compatibility View setting

A Full screen

Toolbars

F11
To do this in the search

Explorer bars
Type the important words:
<+ F12 Developer Tools

Put exact words in quotes: .
4 Suggested Sites

Type OR between all the wol OneMote Linked MNotes

Send tn Onehlnte

An easy way to add the site is to go to the website
then click Compatibility View settings. The correct
website should be automatically inserted into the Add
this website (box).

DoD Enterprise Email may need mail.mil added
-DTS may need osd.mil added
-Army Reserve Remote Access Portal (Citrix), ALMS,
and some other Army websites need army.mil added
-DCS (DCO replacement) needs apps.mil added
-Navy personnel need navy.mil added
-Air Force AROWS need af.mil added

Reasons to do this:

Compatibility View Settings B3
Change Compatibility Vi s
Add this website!

Websites you've added to Compatibility View:
Mail.mil
osd.mil
army.mil
apps.mil
navy.mil
af.mil

| Display intranet sites in Compatibility View
Use Microsoft compatibility lists

Learn more by reading the Internet Explorer privacy statement

Close

Internet Explorer 11 Compatibility View with Windows 7, 8, 8.1, and 10



If you are still having issues, uncheck "Enable Enhanced Protected

Mode*" This is sometimes needed to sign evaluations on EES

(Army’s OER / NCOER system). https://evaluations.hrc.army.mil
More information available at https://MilitaryCAC.com/ees.htm

Settings

Internet Options ?

General | Security | Privacy | Content | Connections | Programs Advanced

% Security

£

~

[] allow active content from CDs to run on My Computer*
[] allow active content to run in files on My Computer*
[] allow software to run or install even if the signature is invi
[] Blodk unsecured images with other mixed content
Checdk for publisher's certificate revocation
Checdk for server certificate revocation™

hedk for signatures on downloaded programs

o not save encrypted pages to disk

ty Temparary Internet Files folder when browser is dc

able 684-bit processes for Enhanced Protected Mode™
Enable DOM Storage
Enable Enhanced Protected Mode™
[+| Enable Inteqrated Windows Authentication™® w7

>

condition.

Resets Internet Explorer's settings to their default

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Reset...

‘fou should only use this if your browser is in an unusable state.

To try this option, Click
Tools, Internet Options,
Advanced (tab)

INFORMATION: Running Enhanced
Protected Mode* helps prevent
attackers from installing software or
modifying system settings if they
manage to run exploit code. Itis an
extra layer of protection that locks
down parts of your system that your
browser ordinarily doesn’t need to
use.

- Unfortunately it blocks access and
functionality to / on some DoD

websites like HRC’s EES. -


https://militarycac.com/ees.htm

If the previous adjustments did not work, select
Reset... at the bottom of the Advanced (tab), AND
what you see on the next page

Internet Options x| /

General | Security | Privacy | Content | Connections | Programs| Advanced

Settings

Enable DOM Storage ~
Enable Enhanced Protected Mode™®

Enable Integrated Windows Authentication™

Enable native XMLHTTF support

Enable SmartScreen Filter

Enable Strict P3P Validation™

Send Do Mot Track requests to sites you visit in Internet E
[ ] use 55L 2.0

[ ] use ssL 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

1¥| Warn about certificate address mismatch™

[ ] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does | v

< >

I[<]

RN EYEY]

<RI

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset...

You should only use this if your browser is in an unusable state.




You may need to Remove your certificates (see slide
14 for instructions on how to get to this location).
Dual persona personnel will have 4 certs after they
have activated their PIV certificate.

Centfcates &3 NOTE:
Intended purpose: | <All> ~ | Removing certs
Personal | Other People | Intermediate Certfication Authorities | Trusted Root Certificatir ¢ [» | | @and your CAC,
Izsued To Issued By Expiratio... Friendy Name th en
E9 JOHN.DOEA11111.. reinserting CAC
- JOHN.DOE.A11111. | DOD EMAIL CA-23 12/31/2009 .
JOHN DOEA 11111 ) DOD CA-24 12/31/2009 <None> IS a Way to test
NOTE2: You will if your reader
receive a message and
stating: You cannot middleware are
decrypt data workin
encrypted using the &
certificates. Select: | mport.. || Eport.. M Remove | " Advanced properly.
Yes

This page is CAC Specific )3



Your certificates “should” automatically be available
to Windows when you remove and reinsert your CAC
into the reader, however...

e |f you have ActivClient 6.2.0.x installed.. You can double click
the ActivClient icon (by your clock in the lower right corner
of your screen) now go to slide 26

<@é . &% ¥EG 1922

* |fyoudon’tsee it there: Windows Vista & 7 users can Click
Start / Windows logo, All Programs, Actividentity,
ActivClient, User Console. Now go to next slide

e Windows 7, 8 /8.1, & 10 native users will not see an
ActivClient icon, since you are not using it.

This page is CAC Specific



Forget state for all cards in ActivClient 6.2.0.x, this
helps Dual CAC holders immediately after a PIV

activation

e Click Tools, Advanced, Forget state for all cards (twice)

* ‘-tivClient - [JANE.SMITH.RENEWED.1160146520°s Smart Card]
Ty

' Fle Edit YiE®

Q4

# 0 Tasks

My Certificates Tash

I View my certifics

Tools ' Help

4" Change PIN

S[l=/c3

My Personal Info
[ Wiew my person

Help Tasks

fdvanced

\

Ckrl+E E
Smart Card Pl My Personal
Info Certificates Info
» Configurakion, .. L

Log File'l:':‘tl}pticuns. ¥

Make Certificates available to Windows...

* Forget state for all cards

'JLJ

-

@ Get help on using this software

f{jr Troubleshoot a problem

Q Register all the certificates stored in the smart card

Abouk this smark card

Go to next page to Make
Certificates available to
Windows

This page is CAC Specific

25



How to make your certificates available to
Windows when using ActivClient 6.2.0.x

e Click Tools, Advanced, Make Certificates available to Windows

& *~tivClient - [JANE.SMITH.RENEWED.1160146520's Smart Card] M=ES

——
© Eile Edit  Vig Tools l Help
L T 4" Change PIN Chrl+E
B B =
My Certificates Task =
Eﬁ Wiews my cerkifics ket sl Smart Card Pl My Personal
" Info Certificates Info
My.PersunaI Info advanced 3 Configuratian. ..
. e iy persan Make Cgkificates Available to Windows., ., | |
Log File Options. .. __J LJ
Forget skate For all cards
Help Tasks -
=
kgt Trotibleshinoia;problem i The Following certificates
Q Register all the certificates stored in the smart card | About this smart card ‘\3) _ 'Signature Certificate’

- 'Encryplion Certificate’
- 'ID Cettificate’

You S h ou Id see have been made available to 'Windows.
You can now use them with most certificate-based applications,
this message

[8].4

This page is CAC Specific
26



Try these additional items if you are still having
Issues:
Try using the 32 bit version of Internet Explorer (if you have 64

bit Windows) Please know that IE runs in 32 bit mode by default
if you are using IE 10 or IE 11 in Windows 7,8 / 8.1, & 10

NOTE: In some occasions, your time on your computer may be
off by more than the server’s 5 minute limit. Please check your
clock and time zone.

Try logging into a CAC enabled DoD website with your CAC,
it “should” now work

If all of the previous ideas did not work, please visit:
https://militarycac.com/cacdrivers.htm to start
troubleshooting your CAC reader



https://militarycac.com/cacdrivers.htm

Common Access Card help
for your personal computer

Presentation created and maintained by:
Michael J. Danberry
https://MilitaryCAC.com

If you still have questions, visit:
https://militarycac.com/questions.htm
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