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Procurement and Acquisition Structure
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S DHS Procurement Structure
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& flomeland FY 2015 Contract Spend
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FY 2015 Procurement Spend by Commodity Family
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X Security FY 2015 Small Business Achievements
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Note: For FY2015 (to be reported by SBA in May or June of 2016), DHS will receive another “A” rating for the 7t year in a
row. In FY2014, DHS received an A+.



g flomeland FY 2015 Strategic Sourcing Vehicle Spend

Facilities &
Construction; $109
1 4%

Security; $56 ;2%

Logistics Ops &
Package Delivery
Sves; $23: 1%

Office Mgmt & Misc
Products; $105;
4%

Telecom; $40:; 1%
Industrial Products

& Services; $22;

spend in $million 1%

Data Source: FPDS-NG



g flomeland FY 2015 Strategic Sourcing Savings

Professional &
Office Area
Services: $41: 9%

Facilities &
Construction; $5:
1%

Security; $11;2%
Logistics Ops &

Package Delivery
Sves: $6; 1%

Office Mgmt & Misc
Products: $27; 6%

Telecom; $8: 2%

Industrial Products
& Services; $5:

savings in $million
1%

** DHS’s strategic sourcing savings methodologies were independently validated in March 2011.
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& security Updated CPO Strategic Priorities

* Inspire and Motivate People
* Deliver Exceptional Results
* Enhance Mission Capabilities

* Promote Meaningful Communications

Our Vision: Innovative & flexible business advisors delivering mission-driven
solutions for customers.
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Changing IT Environment

OPEN
MARKET

¢ Virtualizing the Hardware

4 e : :
BENEFITS OF® - « Leveraging Multi-tenancy
0{0)\Y/ PET|T|ON , = -’ = « Reducing Footprint

Data Center

S

COST SAVINGS"‘r )
TIME TO MARKET
PAY PER DRINK
ELASTICITY

FLEXIBILITY
AGILITY FEDRAMP INITIATIVE

CLOUD FIRST POLICY




Changing IT Environment

NOW

THEN

Proprietary software

Own & operate infrastructure
Long release cycles

Static Requirements

Large development teams
Security bolted on afterwards

Heavyweight
governance processes

@ Default to open source

@ Hosted in the Cloud

@ Frequent releases

. Requirements evolve

@ small, agile development teams
@ Security built into development

@ Right-sized oversight



Open Market Comparison

Decreasing
Costs
2005 2015
Time to
Market Traditional Brick & Mortar

2 months 18 months



A Model Agency

Attracts and retains the
best and brightest people

Adopts
lean, flexible
and transparent
governance

Attains a comprehensive,
mature cybersecurity
posture

Quickly delivers
value to users
through innovative
technology

Operates reliable, high-
quality IT infrastructure
and services




Innovative Technology & Approach

User Focus Lean, Flexible Delivery

Advanced Research Open Market Strategy



Service Delivery

Quality and

Changing :
excellence in

Delivery

Model service delivery
i\ p

Operational

Excellence

Improved

Vendor . Leverage data
Management % - to improve




Governance & Accountability

Lean, Flexible Oversight

« Consultative vs. Compliance

e |[terative and continuous
feedback




Cybersecurity: Defense-In-Depth (DID)

 Steal the data
« Change the data

* Prevent access
to the data
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Current
Overall
Maturity

Estimate

ofolaloln]e

Perimeter Defense

Network Monitoring and
Trust Zone Security

Systems Monitoring and
Vulnerability Management

Endpoint Management and
Usage Monitoring

Data Security and Access
Monitoring

Identity, Credential and
Access Management (ICAM)

Cyber Maturity Model

LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4 LEVEL 5

Unprotected Managed Cyber Active Cyber Hardened Cyber Full Life-Cycle
Cyber Assets Response Defense Defense Cyber
Preparedness
Ad Hoc cyber Basic security Risk managed Hardened cyber
defense capabilities deployment of defenses Proactive
security interdiction before
technologies data losses occur



Digital Service Plays

Understand what people need

Address the whole experience, from
start to finish

Make it simple and intuitive

Build the service using agile and
iterative practices

Structure budgets and contracts to
support delivery

Assign one leader and hold that
person accountable

Bring in experienced teams

— = =
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Choose a modern technology stack

Deploy in a flexible hosting
environment

Automate testing and deployments

Manage security and privacy through
reusable processes

Use data to drive decisions

Default to open source
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Questions?
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