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Cite this Code: CFR

To cite the regulations in
this volume use title,
part and section num-
ber. Thus, 32 CFR 806.1
refers to title 32, part
806, section 1.




Explanation

The Code of Federal Regulations is a codification of the general and permanent
rules published in the Federal Register by the Executive departments and agen-
cies of the Federal Government. The Code is divided into 50 titles which represent
broad areas subject to Federal regulation. Each title is divided into chapters
which usually bear the name of the issuing agency. Each chapter is further sub-
divided into parts covering specific regulatory areas.

Each volume of the Code is revised at least once each calendar year and issued
on a quarterly basis approximately as follows:

Title 1 through Title 16.....ccciiiiiiiiiiiiiiii e enes as of January 1
Title 17 through Title 27 as of April 1
Title 28 through Title 41 ..o as of July 1
Title 42 through Title 50....ccciuiiiiiiiiiiiiii e aens as of October 1

The appropriate revision date is printed on the cover of each volume.
LEGAL STATUS

The contents of the Federal Register are required to be judicially noticed (44
U.S.C. 1507). The Code of Federal Regulations is prima facie evidence of the text
of the original documents (44 U.S.C. 1510).

HOW TO USE THE CODE OF FEDERAL REGULATIONS

The Code of Federal Regulations is kept up to date by the individual issues
of the Federal Register. These two publications must be used together to deter-
mine the latest version of any given rule.

To determine whether a Code volume has been amended since its revision date
(in this case, July 1, 2012), consult the ‘“‘List of CFR Sections Affected (LSA),”
which is issued monthly, and the ‘“‘Cumulative List of Parts Affected,”” which
appears in the Reader Aids section of the daily Federal Register. These two lists
will identify the Federal Register page number of the latest amendment of any
given rule.

EFFECTIVE AND EXPIRATION DATES

Each volume of the Code contains amendments published in the Federal Reg-
ister since the last revision of that volume of the Code. Source citations for
the regulations are referred to by volume number and page number of the Federal
Register and date of publication. Publication dates and effective dates are usu-
ally not the same and care must be exercised by the user in determining the
actual effective date. In instances where the effective date is beyond the cut-
off date for the Code a note has been inserted to reflect the future effective
date. In those instances where a regulation published in the Federal Register
states a date certain for expiration, an appropriate note will be inserted following
the text.

OMB CONTROL NUMBERS
The Paperwork Reduction Act of 1980 (Pub. L. 96-511) requires Federal agencies
to display an OMB control number with their information collection request.
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Many agencies have begun publishing numerous OMB control numbers as amend-
ments to existing regulations in the CFR. These OMB numbers are placed as
close as possible to the applicable recordkeeping or reporting requirements.

OBSOLETE PROVISIONS

Provisions that become obsolete before the revision date stated on the cover
of each volume are not carried. Code users may find the text of provisions in
effect on a given date in the past by using the appropriate numerical list of
sections affected. For the period before January 1, 2001, consult either the List
of CFR Sections Affected, 1949-1963, 1964-1972, 1973-1985, or 1986-2000, published
in eleven separate volumes. For the period beginning January 1, 2001, a ‘“‘List
of CFR Sections Affected’ is published at the end of each CFR volume.

“[RESERVED]”’ TERMINOLOGY

The term ‘‘[Reserved]’”’ is used as a place holder within the Code of Federal
Regulations. An agency may add regulatory information at a ‘‘[Reserved]’ loca-
tion at any time. Occasionally ‘‘[Reserved]’’ is used editorially to indicate that
a portion of the CFR was left vacant and not accidentally dropped due to a print-
ing or computer error.

INCORPORATION BY REFERENCE

What is incorporation by reference? Incorporation by reference was established
by statute and allows Federal agencies to meet the requirement to publish regu-
lations in the Federal Register by referring to materials already published else-
where. For an incorporation to be valid, the Director of the Federal Register
must approve it. The legal effect of incorporation by reference is that the mate-
rial is treated as if it were published in full in the Federal Register (6 U.S.C.
562(a)). This material, like any other properly issued regulation, has the force
of law.

What is a proper incorporation by reference? The Director of the Federal Register
will approve an incorporation by reference only when the requirements of 1 CFR
part 51 are met. Some of the elements on which approval is based are:

(a) The incorporation will substantially reduce the volume of material pub-
lished in the Federal Register.

(b) The matter incorporated is in fact available to the extent necessary to
afford fairness and uniformity in the administrative process.

(¢) The incorporating document is drafted and submitted for publication in
accordance with 1 CFR part 51.

What if the material incorporated by reference cannot be found? If you have any
problem locating or obtaining a copy of material listed as an approved incorpora-
tion by reference, please contact the agency that issued the regulation containing
that incorporation. If, after contacting the agency, you find the material is not
available, please notify the Director of the Federal Register, National Archives
and Records Administration, 8601 Adelphi Road, College Park, MD 20740-6001, or
call 202-741-6010.

CFR INDEXES AND TABULAR GUIDES

A subject index to the Code of Federal Regulations is contained in a separate
volume, revised annually as of January 1, entitled CFR INDEX AND FINDING AIDS.
This volume contains the Parallel Table of Authorities and Rules. A list of CFR
titles, chapters, subchapters, and parts and an alphabetical list of agencies pub-
lishing in the CFR are also included in this volume.

An index to the text of ‘““Title 3—The President’ is carried within that volume.
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The Federal Register Index is issued monthly in cumulative form. This index
is based on a consolidation of the ‘‘Contents” entries in the daily Federal Reg-
ister.

A List of CFR Sections Affected (LSA) is published monthly, keyed to the
revision dates of the 50 CFR titles.

REPUBLICATION OF MATERIAL

There are no restrictions on the republication of material appearing in the
Code of Federal Regulations.

INQUIRIES

For a legal interpretation or explanation of any regulation in this volume,
contact the issuing agency. The issuing agency’s name appears at the top of
odd-numbered pages.

For inquiries concerning CFR reference assistance, call 202-741-6000 or write
to the Director, Office of the Federal Register, National Archives and Records
Administration, 8601 Adelphi Road, College Park, MD 20740-6001 or e-mail
fedreg.info@nara.gov.

SALES

The Government Printing Office (GPO) processes all sales and distribution of
the CFR. For payment by credit card, call toll-free, 866-512-1800, or DC area, 202-
512-1800, M-F 8 a.m. to 4 p.m. e.s.t. or fax your order to 202-512-2104, 24 hours
a day. For payment by check, write to: US Government Printing Office — New
Orders, P.O. Box 979050, St. Louis, MO 63197-9000.

ELECTRONIC SERVICES

The full text of the Code of Federal Regulations, the LSA (List of CFR Sections
Affected), The United States Government Manual, the Federal Register, Public
Laws, Public Papers of the Presidents of the United States, Compilation of Presi-
dential Documents and the Privacy Act Compilation are available in electronic
format via www.ofr.gov. For more information, contact the GPO Customer Con-
tact Center, U.S. Government Printing Office. Phone 202-512-1800, or 866-512-1800
(toll-free). E-mail, gpo@custhelp.com.

The Office of the Federal Register also offers a free service on the National
Archives and Records Administration’s (NARA) World Wide Web site for public
law numbers, Federal Register finding aids, and related information. Connect
to NARA’s web site at www.archives.gov/federal-register.

CHARLES A. BARTH,
Director,

Office of the Federal Register.
July 1, 2012.
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THIS TITLE

Title 32—NATIONAL DEFENSE is composed of six volumes. The parts in these
volumes are arranged in the following order: parts 1-190, parts 191-399, parts 400—
629, parts 630-699, parts 700-799, and part 800 to end. The contents of these volumes
represent all current regulations codified under this title of the CFR as of July
1, 2012.

The current regulations issued by the Department of Defense appear in the
volumes containing parts 1-189 and parts 190-399; those issued by the Department
of the Army appear in the volumes containing parts 400-629 and parts 630-699;
those issued by the Department of the Navy appear in the volume containing
parts 700-799, and those issued by the Department of the Air Force, Defense Logis-
tics Agency, Selective Service System, National Counterintelligence Center, Cen-
tral Intelligence Agency, Information Security Oversight Office, National Secu-
rity Council, Office of Science and Technology Policy, Office for Micronesian
Status Negotiations, and Office of the Vice President of the United States appear
in the volume containing part 800 to end.

For this volume, Jonn Lilyea was Chief Editor. The Code of Federal Regula-
tions publication program is under the direction of Michael L. White, assisted
by Ann Worley.
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AUTHORITY: 5 U.S.C. 552.

SOURCE: 64 FR 72808, Dec. 28, 1999, unless
otherwise noted.

processing of Air

§806.1 Summary of revisions.

This part makes this guidance an Air
Force supplement to the DoD regula-
tion at 32 CFR part 286. It transfers re-
sponsibility for the Air Force Freedom
of Information Act (FOIA) Program
from the Office of the Secretary of the
Air Force (SAF/AAI) to Headquarters

United States Air Force (HQ USAF/SC)
and Headquarters Air Force Commu-
nications and Information Center/Cor-
porate Information Division (HQ
AFCIC/ITC); contains significant
changes and additions to implement
the Electronic Freedom of Information
Act (EFOIA) Amendments of 1996; ad-
dresses electronic records; increases
time limits to 20 working days; adds
procedures for multiple tracking and
expedited ©processing of requests;
changes annual report date and con-
tent; adds major command (MAJCOM)
inspectors general (IG), MAJCOM Di-
rectors of Inquiries (IGQ), and wing
commanders as initial denial authori-
ties (IDAs).

§806.2 Applicability.

A list of Air Force MAJCOMs, field
operating agencies (FOAs), and Direct
Reporting Units (DRUs) is at §806.26.

§806.3 Public information.

(a) Functional requests. Air Force ele-
ments may receive requests for govern-
ment information or records from the
public that do not refer to the FOIA.
Often these requests are sent to a pub-
lic affairs office (PAO) or a specific
unit. All releases of information from
Air Force records, whether the re-
quester cites the FOIA or not, must
comply with the principles of the FOIA
and this part. If the requested material
contains personal privacy information
that the Air Force must withhold, it is
particularly important to handle that
“functional”’ request as a request
under the FOIA and coordinate it with
the appropriate FOIA office and an Air
Force attorney. Regardless of the na-
ture of the functional request, if the re-
sponding element denies the release of
information from Air Force records,
then control the request as a FOIA and
follow FOIA denial procedures for
records withheld (cite the pertinent
FOIA exemption and give the requester
FOIA appeal rights).

(b) HQ AFCIC/ITC will make the Air
Force handbook and guide for request-
ing records available on the World
Wide Web (WWW) from Air ForceLINK,
at http:/www.foia.af.mil/handbook.htm.



§806.4

§806.4 Definitions.

(a) Electronic reading room (ERR).
Rooms established on Internet web
sites for public access to FOIA-proc-
essed (a)(2)(D) records.

(b) FOIA request. This includes FOIA
requests made by members of Congress
either on their own behalf or on behalf
of one of their constituents. Process
FOIA requests from members of Con-
gress in accordance with this Air Force
supplement. Air Force-affiliated re-
questers, to include military and civil-
ian employees, should not use govern-
ment equipment, supplies, stationery,
postage, telephones, or official mail
channels to make FOIA requests.

(1) Simple requests can be processed
quickly with limited impact on the re-
sponding units. The request clearly
identifies the records with no (or few)
complicating factors involved. There
are few or no responsive records. Only
one installation is involved and there
are no outside Office of Primary Re-
sponsibility (OPRs). There are no clas-
sified or nongovernment records. No
deliberative process/privileged mate-
rials are involved. The responsive
records contain no (or limited) per-
sonal privacy information and do not
come from a Privacy Act system of
records. No time extensions are antici-
pated.

(2) Complex requests take substantial
time and cause significant impact on
responding units. Complications and
delays are likely. Records sought are
massive in volume. Multiple organiza-
tions must review/coordinate on re-
quested records. Records are classified;
originated with a nongovernment
source; are part of the Air Force’s deci-
sion-making process; or are privileged.

(c) Government Information Locator
Service (GILS). GILS is an automated
on-line card catalog of publicly acces-
sible information. The Office of Man-
agement and Budget (OMB) Bulletin
95-01, December 7, 1994, and OMB
Memorandum, February 6, 1998, man-
dates that all federal agencies create a
GILS record for information available
to the public. The DoD GILS resides on
DefenseLLINK, the official DoD home
page, at hitp:/www.defenselink.mil/loca-
tor/index.himl.

(d) Initial denial authority. Only ap-
proved IDAs may deny all or parts of

32 CFR Ch. VII (7-1-12 Edition)

records. FOIA managers may: initially
deny fee category claims, requests for
expedited processing, and waiver or re-
duction of fees; review fee estimates;
and sign ‘‘no records’ responses. IDAs
are the deputy chiefs of staff and chiefs
of comparable offices or higher at HQ
USAF and Secretary of the Air Force
(SAF), and MAJCOM commanders.
Deputy Chiefs of Staff and chiefs of
comparable offices or higher at HQ
USAF and SAF may name one addi-
tional position as denial authority.
MAJCOM commanders may appoint
two additional positions at the head-
quarters and also the wing commander
at base level. MAJCOM IGs and
MAJCOM Directors of Inquiries (IGQ)
may act as IDAs for IG records.
MAJCOM FOIA managers must notify
HQ AFCIC/ITC in writing (by facsimile,
e-mail, or regular mail) of IDA position
titles. Send position titles only—no
names. HQ AFCIC/ITC sends SAF/IGQ a
copy of the correspondence designating
IDA positions for IG records. When the
commander changes the IDA designee
position, MAJCOM FOIA managers will
advise HQ AFCIC/ITC immediately. In
the absence of the designated IDA, the
individual filling/assuming that posi-
tion acts as an IDA, however; all denial
documentation must reflect the posi-
tion title of the approved or designated
IDA, even if in an acting capacity (for
example, Acting Director of Commu-
nications and Information, Head-
quarters Air Combat Command).

(e) Office of primary responsibility
(OPR). A DoD element that either pre-
pared, or is responsible for, records
identified as responsive to a FOIA re-
quest. OPRs coordinate with the office
of corollary responsibility (OCR) and
FOIA managers to assist IDAs in mak-
ing decisions on FOIA requests.

(f) OCR. A DoD element with an offi-
cial interest in, and/or collateral re-
sponsibility for, the contents of records
identified as responsive to a FOIA re-
quest, even though those records were
either prepared by, or are the primary
responsibility of, a different DoD ele-
ment. OCRs coordinate with OPRs and
FOIA managers to assist IDAs in mak-
ing decisions on FOIA requests.
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(g) Appellate authority. The SAF has
designated the Deputy General Coun-
sel, Fiscal, Ethics, and Civilian Per-
sonnel (SAF/GCA) as the FOIA appel-
late authority.

(h) Reading room. Any place where a
member of the public may view FOIA
records.

§806.5 Responsibilities.

(a) The Director, Communications
and Information (HQ USAF/SC) has
overall responsibility for the Air Force
FOIA Program. The Corporate Infor-
mation Division (HQ AFCIC/ITC) ad-
ministers the procedures necessary to
implement the Air Force FOIA Pro-
gram, submits reports to the Director,
Freedom of Information and Security
Review (DFOISR), and provides guid-
ance and instructions to MAJCOMs.
Responsibilities of other Air Force ele-
ments follow.

(b) SAF/GCA makes final decisions
on FOIA administrative appeals.

(c) Installation commanders will:
Comply with FOIA electronic reading
room (ERR) requirements by estab-
lishing a FOIA site on their installa-
tion public web page and making fre-
quently requested records (FOIA-proc-
essed (a)(2)(D)) records available
through links from that site, with a
link to the Air Force FOIA web page at
hitp://www.foia.af.mil. See §806.12(c).

(d) MAJCOM commanders implement
this instruction and appoint a FOIA
manager, in writing. Send the name,
phone number, office symbol, and e-
mail address to HQ AFCIC/ITC, 1250 Air
Force Pentagon, Washington, DC 20330—
1250.

(e) Air Force attorneys review FOIA
responses for legal sufficiency, provide
legal advice to OPRs, disclosure au-
thorities, IDAs, and FOIA managers,
and provide written legal opinions
when responsive records (or portions of
responsive records) are withheld. Air
Force attorneys ensure factual and
legal issues raised by appellants are
considered by IDAs prior to sending the
FOIA appeal files to the Secretary of
the Air Force’s designee for final ac-
tion.

(f) Disclosure authorities and IDAs
apply the policies and guidance in this
instruction, along with the written rec-
ommendations provided by staff ele-

§806.5

ments, when considering what deci-
sions to make on pending FOIA ac-
tions. Where any responsive records are
denied, the IDA tells the requesters the
nature of records or information de-
nied, the FOIA exemption supporting
the denial, the reasons the records
were not released, and gives the re-
quester the appeal procedures. In addi-
tion, on partial releases, IDAs must en-
sure requesters can see the placement
and general length of redactions with
the applicable exemption indicated.
This procedure applies to all media, in-
cluding electronic records. Providing
placement and general length of re-
dacted information is not required if
doing so would harm an interest pro-
tected by a FOIA exemption. When
working FOIA appeal actions for the
appellate authority review:

(1) IDAs grant or recommend contin-
ued denial (in full or in part) of the re-
quester’s appeal of the earlier with-
holding of responsive records, or ad-
verse determination (for example, IDAs
may release some or all of the pre-
viously denied documents).

(2) IDAs reassess a request for expe-
dited processing due to demonstrated
compelling need, overturning or con-
firming the initial determination made
by the FOIA manager.

(3) When an IDA denies any appellate
action sought by a FOIA requester, the
IDA, or MAJCOM FOIA manager (for
no record, fee, fee estimates, or fee cat-
egory appeals) will indicate in writing
that the issues raised in the FOIA ap-
peal were considered and rejected (in
full or in part). Include this written
statement in the file you send to the
Secretary of the Air Force in the
course of a FOIA appeal action. Send

all appeal actions through the
MAJCOM FOIA office.
(g) OPRs:

(1) Coordinate the release or denial of
records requested under the FOIA with
OCRs, FOIA offices, and with Air Force
attorneys on proposed denials.

(2) Provide requested records. Indi-
cate withheld parts of records anno-
tated with FOIA exemption. Ensure re-
questers can see the placement and
general length of redactions. This pro-
cedure applies to all media, including



§806.6

electronic records. Providing place-
ment and general length of redacted in-
formation is not required if doing so
would harm an interest protected by a
FOIA exemption.

(3) Provide written recommendations
to the disclosure authority to deter-
mine whether or not to release records,
and act as declassification authority
when appropriate.

(4) Make frequently requested records
(FOIA-processed (a)(2)(D)) available to
the public in the FOIA ERR via the
Internet. As required by AFIs 33-129,
Transmission of Information Via the
Internet, and 35-205, Air Force Security
and Policy Review Program, OPRs re-
quest clearance of these records with
the PAO before posting on the WWW,
and coordinate with JA and FOIA of-
fice prior to posting. The FOIA man-
ager, in coordination with the func-
tional OPR or the owner of the records,
will determine qualifying records, after
coordination with any interested OCRs.

(6) Complete the required GILS core
record for each FOIA-processed
(a)(2)(D) record.

(6) Manage ERR records posted to the
installation public web page by updat-
ing or removing them when no longer
needed. Software for tracking number
of hits may assist in this effort.

(h) FOIA managers:

(1) Ensure administrative correctness
of all FOIA actions processed.

(2) Control and process FOIA re-
quests.

(3) Obtain recommendations from the
OPR for records.

(4) Prepare or coordinate on all pro-
posed replies to the requester. FOIA
managers may sign replies to request-
ers when disclosure authorities approve
the total release of records. If the
MAJCOM part directs the OPR to pre-
pare the reply, the OPR will coordinate
their reply with the FOIA office.

(5) Make determinations as to wheth-
er or not the nature of requests are
simple or complex where multitrack
FOIA request processing queues exist.

(6) Approve or initially deny any re-
quests for expedited processing.

(7) Provide interim responses to re-
questers, as required.

(8) Provide a reading room for in-
specting and copying records.

(9) Provide training.
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(10) Review publications for compli-
ance with this part.

(11) Conduct periodic program re-
views.

(12) Approve or deny initial fee waiv-
er requests.

(13) Make the
chargeable fees.

(14) Collect fees.

(15) Send extension notices.

(16) Submit reports.

(17) Sign ‘‘no record’ responses.

(18) Provide the requester the basis
for any adverse determination (i.e., no
records, fee denials, fee category deter-
minations, etc.) in enough detail to
permit the requester to make a deci-
sion whether or not to appeal the ac-
tions taken, and provide the requester
with appeal procedures.

(i) On appeals, FOIA managers:

(1) Reassess a fee category claim by a
requester, overturning or confirming
the initial determination.

(2) Reassess a request for expedited
processing due to demonstrated com-
pelling need, overturning or confirming
the initial determination.

(3) Reassess a request for a waiver or
reduction of fees, overturning or con-
firming the initial determination.

(4) Review a fee estimate, over-
turning or confirming the initial deter-
mination.

(5) Confirm that no records were lo-
cated in response to a request.

(j) The base FOIA manager acts as
the FOIA focal point for the FOIA site
on the installation web page.

(k) When any appellate action sought
by a FOIA requester is denied by an
IDA or FOIA manager for authorized
actions, the IDA or FOIA manager will
indicate, in writing, that the issues
raised in the FOIA appeal were consid-
ered and rejected (in full or in part). In-
clude this written statement in the file
you send to the Secretary of the Air
Force in the course of a FOIA appeal
action. Send all appeal actions through
the MAJCOM FOIA office.

initial decision on

§806.6 Prompt action on requests.

(a) Examples of letters to FOIA re-
questers (e.g., response determinations
and interim responses) are included in
§806.27.

(b) Multitrack processing. (1) Exam-
ples of letters to FOIA requesters (e.g.,



Department of the Air Force, DoD

letters to individuals who have had
their FOIA request placed in the com-
plex track) are included in §806.27.

(2) Simple requests can be processed
quickly, with limited impact on the re-
sponding units. The request clearly
identifies the records with no (or few)
complicating factors involved. There
are few or no responsive records, only
one installation is involved, there are
no outside OPRs, no classified or non-
government records, no deliberative
process/privileged materials are in-
volved, records contain no (or limited)
personal privacy information/did not
come from Privacy Act systems of
records concerning other individuals,
or time extensions not anticipated.

(c) Complex requests will take sub-
stantial time, will cause significant
impact on responding units. Complica-
tions and delays are likely. Records
sought are massive in volume, multiple
organizations must review/coordinate
on records, records are classified,
records originated with a nongovern-
ment source, records were part of the
Air Force’s decision-making process or
are privileged.

(d) Expedited processing. Examples of
letters to individuals whose FOIA re-
quests and/or appeals were not expe-
dited are included in §806.27.

§806.7

(a) A listing of some AFIs that pro-
vide guidance on special disclosure pro-
cedures for certain types of records is
provided in §806.28. Refer to those in-
structions for specific disclosure proce-
dures. Remember, the only reason to
deny a request is a FOIA exemption.

(b) Refer requests from foreign gov-
ernment officials that do not cite the
FOIA to your foreign disclosure office
and notify the requester.

(¢c) If you have a non-U.S. Govern-
ment record, determine if you need to
consult with the record’s originator be-
fore releasing it (see §806.9 and
§806.15(c)). This includes records cre-
ated by foreign governments and orga-
nizations such as North Atlantic Trea-
ty Organization (NATO) and North
American Aerospace Defense (NORAD).
You may need to coordinate release of
foreign government records with either
the U.S. Department of State or with
the specific foreign embassy, directly

Use of exemptions.
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through the MAJCOM FOIA office. Co-
ordinate release or denial of letters of
offer and acceptance (LOA) with SAF/
IA through 11 CS/SCSR (FOIA), 1000 Air
Force Pentagon, Washington DC 20330—
1000.

§806.8 Description
record.

Air Force elements must make rea-
sonable efforts to find the records de-
scribed in FOIA requests. Reasonable
efforts means searching all activities
and locations most likely to have the
records, and includes staged or retired
records, as well as complete and thor-
ough searches of relevant electronic
records, such as databases, word proc-
essing, and electronic mail files.

of requested

§806.9 Referrals.

(a) Send all referrals through the
FOIA office. The receiving FOIA office
must agree to accept the referral be-
fore transfer. The FOIA office will pro-
vide the name, phone number, mailing
address, and e-mail address of both the
FOIA office point of contact and the
record OPR point of contact in their
referral letter. Include the requested
record. If the requested records are
massive, then provide a description of
them. Referrals to, or consultations
with, DFOISR are accomplished from
the MAJCOM level. Section 806.27 has
an example of a referral memo.

(b) In some cases, requested records
are available from the GPO and NTIS,
5285 Port Royal Road, Springfield VA
22161. These organizations offer certain
records for sale to the public. Current
standard releasable Air Force publica-
tions are available electronically on
the WWW at http:/afpubs.hq.af.mil/. For
requesters without electronic access,
NTIS has paper copies for sale. Give re-
questers the web address or NTIS ad-
dress when appropriate. However, if the
requester prefers to pursue the FOIA
process, consult with HQ AFCIC/ITC
through the MAJCOM. Refer FOIA re-
quests for Air Force publications that
are classified, FOUO, rescinded, or su-
perseded to the OPR through the ap-
propriate FOIA office.

§806.10 Records management.

Keep records that were fully released
for 2 years and denied records for 6



§806.11

years. Include in the 6-year record file
copies of records or parts of records
that were released in response to the
same request. Refer to Air Force Man-
ual (AFMAN) 37-139, Records Disposi-
tion Schedule (converting to AFMAN
33-339, see §806.9(b)). The functional
OPR or FOIA office may keep the
records released or denied. The FOIA
office keeps the FOIA case file for each
request. The FOIA case file consists of:
the initial request; tasking to OPRs;
OPR’s reply; memoranda for record
(MFR) of phone calls or other actions
related to the FOIA request; DD Forms
2086, Record of Freedom of Information
(FOI) Processing Cost, or 2086-1, Record
of Freedom of Information (FOI) Proc-
essing Cost for Technical Data; final
response; and any of the following, if
applicable: extension letter; legal opin-
ions; submitter notification letters and
replies; the appeal and required attach-
ments (except for the released or de-
nied records if maintained by the
OPR); and all other correspondence to
and from the requester.

§806.11 FOIA reading rooms.

Each FOIA office will arrange for a
reading room where the public may in-
spect releasable records. You do not
need to co-locate the reading room
with the FOIA office. The FOIA does
not require creation of a reading room
dedicated exclusively to this purpose.
A ‘“‘reading room” is any location
where a requester may review records.
For FOIA-processed (a)(3) records, if re-
questers meet the criteria for search
and review costs, they must be paid be-
fore inspecting records. Assess repro-
duction costs at the time of inspection,
if appropriate.

§806.12 Record availability.

(a) HQ AFCIC/ITC will make the tra-
ditional FOIA-processed (a)(2) mate-
rials (b U.S.C. 552(a)(2)(A), (B), and (C))
available to the public. Each Air Force
activity must make 5 U.S.C.
552(a)(2)(D) records (‘“‘FOIA-processed
(a)(2)(D) records’’—records which they
determine will, or have become, the
subject of frequent or subsequent re-
quests) available to the public in a
reading room in hard copy and elec-
tronically by posting it to their appro-
priate web site. There is no require-
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ment to make all FOIA-released
records available electronically. The
FOIA manager, in coordination with
the functional OPR, or the owner of
the records, determines qualifying
records, after coordination with any in-
terested OCRs. As required by AFIs 33—
129 and 35-205, OPRs request clearance
of these records with the PAO before
posting on the WWW.

(b) Normally, if the FOIA office or
OPR receives, or anticipates receiving,
five or more requests for the same
record in a quarter, they will consider
it a frequently requested record (FOIA-
processed (a)(2)(D) record) and make it
publicly available in hard copy and
electronically as outlined in §806.12(a).
OPRs may elect to make other records
publicly available if they receive, or
expect to receive, less than five re-
quests a quarter. The purpose is to
make records available in an ERR to
potential future FOIA requesters in-
stead of waiting to receive a FOIA re-
quest, and reduce the number of mul-
tiple FOIA requests for the same
records requiring separate responses.
In making these determinations, recog-
nize there are some situations in which
a certain type of record becomes the
subject of simultaneous FOIA requests
from all interested parties and then
ceases to be of interest. Activities may
typically receive a “‘flurry’’ of FOIA re-
quests for contract records imme-
diately after a contract is awarded, but
do not receive any subsequent requests
for such bulky records after that point.
In some cases, activities may decide
that placing records in the ERR would
not serve the statutory purpose of ‘‘di-
verting some potential FOIA requests
for previously released records.” The
following types of records should be
considered for inclusion in the ERR
(excluding individuals assigned to over-
seas, sensitive, and routinely
deployable units): organizational
charts and limited staff directories;
lists of personnel reassigned with gain-
ing base; MAJCOM FOIA supplements;
lists of International Merchant Pur-
chase Authority Card (IMPAC) card
holders. Do not post lists of e-mail ad-
dresses.

(c) GILS. Each activity that posts
FOIA-processed (a)(2)(D) records
(records which they determine will, or
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have become, the subject of frequent or
subsequent requests) must create a
GILS record for each FOIA-processed
(a)(2)(D) record and post it to
DefenseLINK. The OPR prepares the
GILS record. You can complete and
submit a GILS record on-line using a
web browser. Instructions for com-
pleting the GILS record, and an on-line
form are at http:/www.defenselink.mil/
locator/index.html. Follow the steps list-
ed on the web page. The GILS site on
DefenseLINK will serve as the central
index of Air Force FOIA-processed
(a)(2)(D) records.

(d) In addition, installations will post
a list, or index, of locally produced
FOIA-processed (a)(2)(D) records on
their web page at their FOIA site. Each
listing will point or link to the par-
ticular record. In addition, MAJCOMs
may choose to post their own index of
MAJCOM specific FOIA-processed
(a)(2)(D) records to their appropriate
web site. Installation web pages will in-
clude the following phrase (or similar
words) on their FOIA site if they do not
have any frequently requested FOIA
records: ‘“There are no frequently re-
quested FOIA records to post at this
time.” Include the following state-
ment, or a similar one, on the installa-
tion web page with the records: ‘““‘Some
records are released to the public under
the FOIA, and may therefore reflect de-
letion of some information in accord-
ance with the FOIA’s nine statutory
exemptions. A consolidated list of such
records is on DefenseLINK.” Link the
word “DefenseLINK”’ to
www.defenselink.mil/locator/
fpr index.html. Qualifying releasable
records with exempt information re-
dacted must show on the record the
amount of information withheld and
the exemption reason (for example,
(b)(6)). Activities with such records
should provide the public an index and
explanation of the FOIA exemptions.
All installation FOIA pages will in-
clude a link to the Air Force page.

(e) FOIA web pages should be clearly
accessed from the main installation
page, either by a direct link to “FOIA”
or “Freedom of Information Act” from
the main page, or found under a logical
heading such as ‘‘Library’ or ‘“Sites.”
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§806.13 5 U.S.C. 552(a)(2) materials.

The GILS records on DefenseLINK
will serve as the index for 5 U.S.C.
552(a)(2)(D) materials.

§806.14 Other materials.

HQ AFCIC/ITC makes the appropriate
FOIA-processed (a)(1) materials avail-
able for the Air Force.

§806.15

(a) Exemption number 1. When a re-
quester seeks records that are classi-
fied, or should be classified, only an
initial classification authority, or a de-
classification authority, can make
final determinations with respect to
classification issues. The fact that a
record is marked with a security classi-
fication is not enough to support with-
holding the document; make sure it is
“properly and currently classified.”
Review the record paragraph by para-
graph for releasable information. Re-
view declassified and unclassified parts
before release to see if they are exempt
by other exemptions. Before releasing a
reviewed and declassified document,
draw a single black line through all the
classification markings so they are
still legible and stamp the document
unclassified. If the requested records
are ‘‘properly and currently classified,”
and the Air Force withholds from re-
lease under FOIA exemption (b)(1), and
the requester appeals the withholding,
include a written statement from an
initial classification authority or de-
classification authority certifying the
data was properly classified originally
and that it remains properly classified
per Executive Order. Examples of ini-
tial classification and declassification
authority statements are included in
§806.27. Guidance on document declas-
sification reviews is in AFI 31-401,
Managing the Information Security
Program, and DoD 5200.1-R, Informa-
tion Security Program, January 1997.

(b) Exemption number 3. HQ AFCIC/
ITC will provide the current FOIA-
processed (b)(3) statutes list to the
MAJCOMs.

(¢c) Exemption number 4. The Air
Force, in compliance with Executive
Order 12600, will advise submitters of
contractor-submitted records when a
FOIA requester seeks the release of
such records, regardless of any initial

FOIA exemptions.
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determination of whether FOIA exemp-
tion (b)(4) applies. (See §806.20(a) and
§806.31). Due to a change to Title 48
CFR, Federal Acquisition Regulations
System, submitter notification is not
required prior to release of unit prices
contained in contracts awarded based
upon solicitations issued after January
1. 1998. For solicitations issued before
January 1, 1998, conduct a normal sub-
mitter notice. Unit prices contained in
proposals provided prior to contract
award are protected from release, as
are all portions of unsuccessful pro-
posals (before and after contract
award) (10 U.S.C. 2305(g), Prohibition
on Release of Contractor Proposals).

(d) Erxemption number 5. (1) Attorney-
client records could include, e.g., when
a commander expresses concerns in
confidence to his or her judge advocate
and asks for a legal opinion. The legal
opinion and everything the commander
tells the judge advocate in confidence
qualify under this privilege. Unlike de-
liberative process privilege, both facts
and opinions qualify under the attor-
ney work product or attorney-client
privilege. Attorney work product
records are records an attorney pre-
pares, or supervises the preparation of,
in contemplating or preparing for ad-
ministrative proceedings or litigation.

(2) Based on court decisions in FOIA
litigation, which led to the release of
results of personnel surveys, FOIA
managers and IDAs should get advice
from an Air Force attorney before
withholding survey results under FOIA
exemption (b)(5).

(e) Exemption number 6. (1) AFI 37-132,
Air Force Privacy Act Program (will
convert to AFI 33-332) provides guid-
ance on collecting and safeguarding so-
cial security numbers (SSN). It states:
““SSNs are personal and unique to each
individual. Protect them as FOUO. Do
not disclose them to anyone without
an official need to know.” Before re-
leasing an Air Force record to a FOIA
requester, delete SSNs that belong to
anyone other than the requester. In
any subsequent FOIA release to a dif-
ferent requester of those same records,
make sure SSNs are deleted. When fea-
sible, notify Air Force employees when
someone submits a FOIA request for
information about them. The notifica-
tion letter should include a brief de-

14

32 CFR Ch. VII (7-1-12 Edition)

scription of the records requested. Also
include a statement that only releas-
able records will be provided and we
will protect personal information as re-
quired by the FOIA and Privacy laws.

(2) Personal information may not be
posted at publicly accessible DoD web
sites unless to do so is clearly author-
ized by law and implementing regula-
tion and policy. Personal information
should not be posted at nonpublicly ac-
cessible web sites unless it is mission
essential and appropriate safeguards
have been established. See also AFIs
33-129 and 35-205.

(3) Withhold names and duty address-
es of personnel serving overseas or in
sensitive or routinely deployable units.
Routinely deployable units normally
leave their permanent home stations
on a periodic or rotating basis for
peacetime operations or for scheduled
training exercises conducted outside
the United States or United States ter-
ritories. Units based in the TUnited
States for a long time, such as those in
extensive training or maintenance ac-
tivities, do not qualify during that pe-
riod. Units designated for deployment
on contingency plans not yet executed
and units that seldom leave the United
States or United States territories
(e.g., annually or semiannually) are not
routinely deployable units. However,
units alerted for deployment outside
the United States or United States ter-
ritories during actual execution of a
contingency plan or in support of a cri-
sis operation qualify. The way the Air
Force deploys units makes it difficult
to determine when a unit that has part
of its personnel deployed becomes eligi-
ble for denial. The Air Force may con-
sider a unit deployed on a routine basis
or deployed fully overseas when 30 per-
cent of its personnel have been either
alerted or actually deployed. In this
context, alerted means that a unit has
received an official written warning of
an impending operational mission out-
side the United States or United States
territories. Sensitive units are those
involved in special activities or classi-
fied missions, including, for example,
intelligence-gathering units that col-
lect, handle, dispose of, or store classi-
fied information and materials, as well
as units that train or advise foreign
personnel.
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(i) Bach MAJCOM and FOA will es-
tablish a system and assign OPRs to
identify United States-based units in
their command qualifying for the
‘‘sensitive or routinely deployable
unit” designation, under this exemp-
tion. Appropriate OPRs could include
directors of operations, plans and pro-
grams, and personnel.

(ii) MAJCOM FOIA managers will en-
sure the list of sensitive and routinely
deployable units is reviewed in Janu-
ary and July, and will follow that re-
view with a memo to the Air Force
Personnel Center (HQ AFPC/MSIMD),
5560 C Street West, Suite 48, Randolph
AFB, TX 78150-4750, either validating
the current list or providing a revised
listing based on the current status of
deployed units at that time. This list-
ing is in American Standard Code for
Information Interchange (ASCII) for-
mat on a 3% (double-sided, high-den-
sity) diskette, which contains the
unit’s eight-position personnel ac-
counting symbol (PAS) code, with one
PAS code per line (record) (8-byte
record). The MAJCOM FOIA manager
will send an electronic copy of the list
of nonreleasable units to HQ AFPC/
MSIMD which is included in the per-
sonnel data system. The MAJCOM and
HQ AFPC FOIA offices will use it to de-
termine releasable lists of names and
duty addresses. This reporting require-
ment is exempt from licensing with a
reports control symbol (RCS) in ac-
cordance with AFI 37-124, The Informa-
tion Collections and Reports Manage-
ment Program; Controlling Internal,
Public, and Interagency Air Force In-
formation Collections (will convert to
AFT 33-324).

(f) Exemption number 7. Guidance pro-
vided in §806.15(e)(1) also applies to
SSNs in records compiled for law en-
forcement purposes. Do not disclose
SSNs to anyone without an official
need to know.

§806.16 For official use only.

(a) Markings. Record owners may
also add the following sentence to the
statement above: ‘‘(Further distribu-
tion is prohibited without the approval
of (owner’s organization, office symbol,
phone).)”’

(b) Dissemination and transmission.
(1) When deciding whether to send
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FOUO records over facsimile equip-
ment, balance the sensitivity of the
records against the risk of disclosure.
When faxing, use cover sheets to indi-
cate FOUO attachments (i.e., AF Form
3227, Privacy Act Cover Sheet, for Pri-
vacy Act information). Consider the lo-
cation of sending and receiving ma-
chines and ensure authorized personnel
are available to receive FOUO informa-
tion as soon as it is transmitted.

(2) For Privacy Act records, refer to
AFT 33-332 for specific disclosure rules.
For releases to GAO and Congress,
refer to AFI 90401, Air Force Relations
With Congress and AFI 65-401, Rela-
tions With the General Accounting Of-
fice. See §806.9(b) for availability.

(¢c) Termination, disposal and unau-
thorized disclosures. You may recycle
FOUO material. Safeguard the FOUO
documents or information to prevent
unauthorized disclosure until recy-
cling. Recycling contracts must in-
clude specific responsibilities and re-
quirements on protecting and destroy-
ing FOUO and Privacy Act materials.

§806.17 Release and processing proce-
dures.

(a) Individuals seeking Air Force in-
formation should address requests to
an address listed in §806.26. MAJCOM
FOIA office phone numbers and mail-
ing addresses are available on the Air
Force FOIA Web Page at http:/
www.foia.af.mil.

(1) A list of Air Force FOIA proc-
essing steps, from receipt of the re-
quest through the final disposition of
an administrative appeal is at §806.29,
which also includes guidance on pre-
paring and processing an Air Force
FOIA appeal package.

(2) Air Force host tenant relation-
ships. The Air Force host base FOIA
manager may log, process, and report
FOIA requests for Air Force tenant
units. In such cases, the host base
FOIA office refers all recommended de-
nials and ‘‘no records’ appeals to the
Air Force tenant MAJCOM FOIA man-
ager. This does not apply to the Air
National Guard (ANG), Air Force Re-
serves, or to disclosure authorities for
specialized records.

(b) Use FOIA procedures in this part
to process any congressional request
citing FOIA, or covering a constituent
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letter citing FOIA. This does not apply
to requests from a Congressional Com-
mittee or Subcommittee Chair on be-
half of the committee or sub-
committee.

§806.18 Initial determinations.

(a) Disclosure authorities make final
decisions on providing releasable
records within the time limits and pro-
vide recommendations to the IDA on
proposed denials and partial denials
after coordination with the appropriate
FOIA and JA office. Normally, disclo-
sure authorities are division chiefs or
higher at Air Staff level. MAJCOMs
will designate their disclosure author-
ity levels. The level should be high
enough so a responsible authority
makes the disclosure according to the
policies outlined in this part. At out
sourced units or functions, the disclo-
sure authority must be a government
official. Contractors who are functional
OPRs for official government records
are not authorized to make the deci-
sion to disclose government records.

(b) On receipt, Air Force FOIA offices
will promptly inform Air Force PAOs
of all FOIA requests that are poten-
tially newsworthy, or that are sub-
mitted by news media requesters. FOIA
offices will coordinate final replies for
such cases with public affairs.

§806.19 Reasonably
tions.

Delete information exempt from re-
lease under the FOIA from copies of
otherwise releasable records. Do not re-
lease copies that would permit the re-
quester to ‘‘read through the mark-
ing.” Examples of records with dele-
tions of exempted data are in §806.30.

segregable por-

§806.20 Records of non-U.S. govern-
ment source.

(a) The Air Force, in compliance with
Executive Order 12600, will advise sub-
mitters of contractor-submitted
records when a FOIA requester seeks
the release of such records, regardless
of any initial determination as to
whether FOIA exemption (b)(4) applies.
See §806.15(c) and §806.31. Due to a
change to 48 CFR, submitter notifica-
tion is not required prior to release of
unit prices contained in contracts
awarded based upon solicitations
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issued after January 1, 1998. For solici-
tations issued before January 1, 1998,
conduct a normal submitter notice.
Unit prices contained in proposals pro-
vided prior to contract award are pro-
tected from release, as are all portions
of unsuccessful proposals (before and
after contract award) (10 TU.S.C.
2305(g)).

(b) Department of State involvement.
Air Force FOIA managers will notify
their MAJCOM (or equivalent) FOIA
office, in writing, via fax or e-mail
when the Department of State becomes
involved in any Air Force FOIA ac-
tions. The MAJCOM FOIA office will
provide 11 CS/SCSR, via fax or e-mail,
a summary of the issues involved, and
the name, phone number, mailing ad-
dress and e-mail address of: their own
FOIA office point of contact; the Air
Force record OPR point of contact, the
DoD component FOIA office point of
contact (if any), and the Department of
State point of contact. 11 CS/SCSR will
inform SAF/IA of any State Depart-
ment involvement in Air Force FOIA
actions. (See §806.7(b).) An example of a
memo advising 11 CS/SCSR of State

Department involvement in an Air
Force FOIA action is provided in
§806.27.

§806.21 Appeals.

(a) FOIA requesters seeking Air
Force records must address appeals to
the Office of the Secretary of the Air
Force, through the FOIA office of the
IDA that denied the request. Request-
ers should attach a copy of the denial
letter to their appeal and give reasons
for appealing. Air Force IDAs may re-
consider any prior denials and may
grant all or part of a requester’s ap-
peal. When any appellate action sought
by a FOIA requester is denied by an
IDA, the IDA will include a statement
that the issues raised in the appeal
were considered and rejected (in full or
in part) in any file sent to the Sec-
retary of the Air Force in the course of
a FOIA appeal action. Send all appeals
to IDA decisions at the wing level
through the MAJCOM FOIA office for
sending to the Secretary of the Air
Force’s designated appellate authority,
SAF/GCA (and Air Force Legal Serv-
ices Agency (AFLSA/JACL)). (See
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§§806.4(g), 806.5(b), and §806.5(k).) Addi-
tional steps are required prior to send-
ing an appeal file.

(1) MAJCOM FOIA offices and record
OPRs are responsible for ensuring ade-
quate preparation of the FOIA appeal
package for reconsideration by the
IDA. FOIA offices and records OPRs
will coordinate with Air Force attor-
neys, who will provide written opinions
on substantive issues raised in the ap-
peal.

(2) If a requester appeals an Air Force
“no records” determination, Air Force
elements must search again or verify
the adequacy of their first search. The
package must include documents that
show the Air Force element systemati-
cally tried to find responsive records.
Tell, for example, what areas or offices
were searched and how the search was
conducted—manually, by computer, by
telephone, and so forth. In the event a
requester sues the Air Force to contest
a determination that no responsive
records exist, formal affidavits are re-
quired to support the adequacy of any
searches conducted.

(3) FOIA requesters seeking to appeal
denials involving Office of Personnel
Management’s controlled civilian per-
sonnel records must appeal to the Of-
fice of the General Counsel, Office of
Personnel Management, 1900 E Street
NW, Washington, DC 20415.

(4) If a requester appeals a denial of a
fee waiver, fee estimate, or fee reduc-
tion request, FOIA offices and record
OPRs must account for actual and esti-
mated costs of processing a request,
and will include copies of the DD
Forms 2086 or 2086-1 in the appeal pack-
age.

(6) When any appellate action sought
by a FOIA requester is denied by an
IDA, prepare the FOIA appeal package
as specified in §806.29, and then the
MAJCOM FOIA office forwards the ap-
peal file to the Secretary of the Air
Force’s designated appellate authority,
SAF/GCA (through AFLSA/JACL), for
a final administrative determination.

(b) Air Force activities will process
appeal actions expeditiously to ensure
they reach the Office of the Secretary
of the Air Force in a timely manner.
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§806.22 Time limits.

Any FOIA appeals received after the
60-day time limit are not processed, un-
less the requester provides adequate
justification for failing to comply with
the time limit. If a late appeal is re-
ceived, and there is no adequate jus-
tification for failing to comply with
the time limit, the FOIA office will ad-
vise the FOIA requester their appeal
has been closed. An example of a clo-
sure letter is included in §806.27.

§806.23 Delay in responding to an ap-
peal.

For an appeal in process and not yet
forwarded to AFLSA/JACL, the
MAJCOM FOIA office is responsible for
advising the requester of the status of
the appeal. For an appeal in process at
AFLSA/JACL, that office will advise
the requester regarding status of the
appeal.

§806.24 Fee restrictions.

For FOIA purposes, Air Force activi-
ties will consider the cost of collecting
a fee to be $15 and will not assess re-
questers’ fees for any amount less than
$15.

§806.25 Annual report.

(a) MAJCOM FOIA managers and
AFLSA/JACL send a consolidated re-
port for the fiscal year on DD Form
2564, Annual Report Freedom of Infor-
mation Act, to HQ AFCIC/ITC by Octo-
ber 30 via regular mail, e-mail, or fac-
simile. AFLSA/JACL will prepare the
appeals and litigation costs sections of
the report. HQ AFCIC/ITC will make
the Air Force report available on the
WWW.

(b) Total requests processed. ‘‘Proc-
essed’”’ includes responses that give an
estimated cost for providing the
records, even if the requester has not
paid.

(c) Denied in full. Do not report ‘‘no
record’ responses as denials.

(d) Other reasons.

(1) Referrals. Also include referrals
within Air Force in this category.

(2) Not an agency record. The ‘‘not an
agency record’” other reason category
only applies to requests for: objects or
articles such as structures, furniture,
vehicles and equipment, whatever their
historical value, or value as evidence;
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anything that is not a tangible or doc-
umentary record such as an individ-
ual’s memory or oral communication;
and personal records of an individual
not subject to agency creation or re-
tention requirements, created and
maintained primarily for the conven-
ience of an agency employee and not
distributed to other agency employees
for their official use. This category
does not include ‘‘no record” responses.

(e) Other. The ‘‘Other (Specify)”’
block must contain the reason with the
total number for the reason. For exam-
ple: “FOIA request had no return ad-
dress—4.”’

(f) 5 U.S.C. 552(b)(3) statutes invoked
on initial determinations. A cor-
responding statute is required for each
instance entered in the Exemption 3
block. List the statute by number, not
title. For any statute on the report
that is not on DoD’s list of commonly
used 5 U.S.C. 552(b)(3) statutes, attach
a copy of the pertinent page of the
statute that states information must
be withheld from public disclosure. HQ
AFCIC/ITC makes the DoD list avail-
able to FOIA managers electronically.
Statutes on the DoD list with an aster-
isk indicate they are valid 5 U.S.C.
5562(b)(3) statutes from litigation. Do
not enter any of the following as 5
U.S.C. 552(b)(3) statutes:

51U.8.C. 552

5 U.8.C. 552a
28 U.S.C. 1498
17 U.8.C. 101
18 U.S.C. 1905.

(g) Appeal determinations. Enter the
total number of FOIA appeals received
and total number of FOIA appeals com-
pleted during the fiscal year.

(h) Average. Air Force will use the
“median age” and will not collect or
report averages.

(i) Number of initial requests re-
ceived during the fiscal year. This
number includes open and closed cases.

(j) Total number of initial requests.
“Processed’ includes responses which
give an estimated cost for providing
the records, even if the requester has
not paid.

(k) Total program cost. This figure
includes all costs from the DD Forms
2086 and 2086-1, as well as personnel
costs for individuals primarily involved
in administering the FOIA program. To
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figure personnel costs, multiply the an-
nual salary of each person by the per-
centage of time spent on FOIA.

(1) MAJCOMs and bases do not in-
clude the 25 percent. HQ AFCIC/ITC
will add to the final Air Force report to
DoD.

(m) Authentication. MAJCOM SCs
will sign as approving official (or two-
letter functional equivalent for FOIA
offices in other functional areas).

§806.26 Addressing FOIA requests.

(a) FOIA requests concerning Air Na-
tional Guard Inspector General records
should be sent to 11 CS/SCSR (FOIA),
1000 Air Force Pentagon, Washington,
DC 20330-1000.

(b) Addressing Air Force Freedom of
Information Act requests. The Depart-
ment of the Air Force, a component of
the DoD, includes the Office of the Sec-
retary of the Air Force, the Chief of
Staff of the Air Force (who is sup-
ported by Headquarters Air Force or
“Air Staff”’ elements), the MAJCOMs,
the FOAs, and DRUs. This section lists
the FOIA office addresses. A selected
subordinate unit is also included in
this section. Realignment of Air Force
elements is frequent; addresses listed
below are subject to change.

(c) The Department of the Air Force
does not have a central repository for
Air Force records. FOIA requests are
addressed to the Air Force element
that has custody of the record desired.
In answering inquiries regarding FOIA
requests, Air Force personnel will as-
sist requesters in determining the cor-
rect Air Force element to address their
requests. If there is uncertainty as to
the ownership of the record desired,
refer the requester to the Air Force
element that is most likely to have the
record. Two organizations that include
Air Force elements, and hold some Air
Force-related records, are also included
in the addresses listed below.

(d) MAJCOMs:

(1) Air Combat Command (ACC): HQ
ACC/SCTC, 230 East Flight Line Road,
Langley AFB VA 23665-2781.

(2) Air Education and Training Com-
mand (AETC): HQ AETC/SCTS, 61 Main
Circle Suite 2, Randolph AFB TX 78150—
4545.
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(3) Air Force Materiel Command
(AFMC): HQ AFMC/SCDP, 4225 Logis-
tics Avenue, Suite 6, Wright-Patterson
AFB, OH 45433-5745.

(4) Air Force Reserve Command
(AFRC): HQ AFRC/SCSM, 155 2nd
Street, Robins AFB, GA 31098-1635.

(6) Air Force Special Operations
Command (AFSOC): HQ AFSOC/SCMN,
100 Bartley Street, Suite 201, Hurlburt
Field, FL 32544-5273.

(6) Air Force Space Command
(AFSPC): HQ AFSPC/SCMA, 150 Van-
denberg Street, Suite 1105, Peterson
AFB, CO 80914-4400.

(7) Air Mobility Command (AMC): HQ
AMC/SCYNR, 203 West Losey Street,
Room 3180, Scott AFB, IL 62225-5223.

(8) Pacific Air Forces (PACAF): HQ
PACAF/SCT, 25 E Street, Suite C220,
Hickam AFB, HI 96853-5409.

(9) United States Air Forces in Eu-
rope (USAFE): HQ USAFE/SCMI, Unit
3050, Box 125, APO AE 09094-0125.

(e) FOAs:

(1) Air Force Audit Agency (AFAA):
HQ AFAA/IMP, 1126 Air Force Pen-
tagon, Washington, DC 20330-1126.

(2) Air Force Base Conversion Agency
(AFBCA): AFBCA/ESA, 1700 North
Moore Street, Suite 2300, Arlington,
VA 22209-2802.

(3) Air Force Center for Environ-
mental Excellence (AFCEE): HQ
AFCEE/MSI, 3207 North Road, Brooks
AFB, TX 78235-5363.

(4) Air Force Civil Engineering Sup-
port Agency (AFCESA): HQ AFCESA/
IMD, 139 Barnes Drive Suite 1, Tyndall
AFB, FL 32403-5319.

(6) Air Force Historical Research
Agency (AFHRA): AFHRA/RSA, 600
Chennault Circle, Maxwell AFB, AL
36112-6424.

(6) Air Force Inspection Agency
(AFIA): (Shared FOIA office/function,
AFIA and Air Force Safety Agency)
AFSA/JAR, 9700 Avenue G SE, Suite
236B, Kirtland AFB, NM 87117-5670.

(7) Air Force Medical Support Agency
(AFMSA): AFMSA/CCEA, 2510 Kennedy

Circle, Suite 208, Brooks AFB, TX
78235-5121.
(8) Air Force News Agency

(AFNEWS): HQ AFNEWS/SCB, 203 Nor-
ton Street, Kelly AFB, TX 78241-6105.

(9) Air Force Office of Special Inves-
tigations (AFOSI): HQ AFOSI/SCR, P.
0. Box 2218, Waldorf, MD 20604-2218.
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(10) Air Force Personnel Center
(AFPC): HQ AFPC/MSIMD, 550 C Street
West, Suite 48, Randolph AFB, TX
78150-4750.

(11) Air Force Center for Quality and
Innovation (AFCQMI): AFCQMI/CSP,
5560 E Street East, Randolph AFB, TX
78150-4451.

(12) Air Force Safety Agency (AFSA):
(Shared FOIA office/function, AFIA,
and AFSA) AFSA/JARF, 9700 Avenue G
SE, Suite 236B, Kirtland AFB, NM
87117-5670.

(13) Air Force Security Forces Center
(AFSFC): AFSFC/CCQ 1720 Patrick
Street, Lackland AFB, TX 78236-5226.

(14) Air Force Services Agency
(AFSVA): AFSVA/SVSR, 9504 1H-35
North, Suite 250, San Antonio, TX
78233-6635.

(15) Air Force Technical Applications
Center (AFTAC): AFTAC/LSCS, 1030
South Highway, Suite AlA, Patrick
AFB, FL 32925-6001.

(16) Air Intelligence Agency (AIA):
ATA/DOOI, 102 Hall Boulevard, Suite
229, San Antonio, TX 78243-7029.

(17) Air Reserve Personnel Center
(ARPC): ARPC/SCS, 6760 East
Irvington Place, #6600, Denver, CO
80280-6600.

(18) Air Force Weather Agency
(AFWA): HQ AFWA/SCI, 106 Peace-
keeper Drive Suite 2N3, Offutt AFB,
NE 68113-4039.

(19) Air Force History Support Office
(AFHSO): AFHSO, 500 Duncan Avenue
Box 94, Bolling AFB, DC 20332-1111.

(f) DRUs:
(1) Air Force Operational Test and
Evaluation Center (AFOTEC):

AFOTEC/SCM, 8500 Gibson Boulevard
SE, Kirtland AFB, NM 87117-5558.

(2) 11th Wing: 11 CS/SCSR (FOIA),
1000 Air Force Pentagon, Washington,
DC 20330-1000 (if a person is unsure
where to send a FOIA request for Air
Force records, or is seeking records
from the Office of the Secretary of the
Air Force, or other Headquarters Air
Force records, use this address).

(3) United States Air Force Academy
(USAFA): 10 CS/SCBD, 2304 Cadet
Drive, Suite 232, USAFA, CO 80840-5060.

(g) Selected subordinate units: Air
Force Communications Agency
(AFCA): HQ AFCA/CCQI, 203 West
Losey Street, Room 1022, Scott AFB,
IL 62225-5203.
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(h) Organizations which include air
force elements:

(1) Army and Air Force Exchange
Service (AAFES): HQ AAFES/GC-E,
P.O. Box 660202, Dallas, TX 75266-0202.

(2) National Guard Bureau (NGB)/Air
National Guard: NGB-AD, 2500 Army
Pentagon, Washington, DC 20310-2500.
(FOIA requests concerning Air Na-
tional Guard IG records should be sent
to 11 CS/SCSR (FOIA), 1000 Air Force
Pentagon, Washington, DC 20330-1000)

§806.27 Samples of Air Force FOIA
processing documents.

(a) This section includes suggested
language in paragraph format that
tracks Air Force and DoD FOIA guid-
ance. The rest of the body of letters
and memorandums should comply with
Air Force administrative guidance.
Each MAJCOM may elect to prepare
their own verbiage to meet their spe-
cific needs, so long as FOIA processing
actions are consistent with guidance in
DoD 5400.7-R and this part. In this sec-
tion, language in parentheses is for ex-
planatory purposes only. Do not in-
clude any of the parenthetical lan-
guage of this section in your FOIA cor-
respondence. When optional language
must be selected, the optional language
will be presented within parentheses.
Use only the portions that apply to the
specific request or response.

(b) Initial receipt of Freedom of In-
formation Act request.

We received your Freedom of Information
Act (FOIA) request dated ## Month year, for
(summarize the request) on ## Month year
(date received). We will provide you our re-
lease determination by (enter date that is 20
workdays from date you received the re-
quest). (Based on our initial review, we be-
lieve we cannot process your request within
20 workdays.) (If ‘“‘cannot’ is used, add ap-
propriate explanation; examples follow.)
Please contact (name and commercial tele-
phone number) if you have any questions and
refer to case number ###H#HH#H.

(c) Interim response:

Your request will be delayed because: all or
part of the responsive records are not located
at this installation; (and/or) Processing this
FOIA request will require us to collect and
review a substantial number of records (and/
or) Other Air Force activities or other agen-
cies (if applicable) to include the submitter
of the information, need to be involved in de-
ciding whether or not to release the respon-
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sive records. We expect to reply to your re-
quest not later than (give a date that is not
more than 30 workdays from the initial re-
ceipt of the request); (or) If processing the
FOIA request will take more than the al-
lowed time limits to respond). We find we are
unable to meet the time limits imposed by
the FOIA in this instance because (tell the
requester the reason for the delay) (example:
the records are classified and must be re-
viewed for possible declassification by other
activities or agencies). We anticipate com-
pleting your request by (date).

(When charging fees is appropriate.) The
FOIA provides for the collection of fees
based on the costs of processing a FOIA re-
quest and your fee category. Based on the in-
formation in your request, we have deter-
mined your fee category is (commercial/edu-
cational or noncommercial scientific institu-
tion or news media/all others). As a result,
you (if commercial category) are required to
pay all document search, review and duplica-
tion costs over $15.00. (or) As a result, you (if
educational or noncommercial scientific in-
stitution or news media) will be provided the
first 100 pages free of charge; you are re-
quired to pay any duplication costs over and
above those amounts. (or) As a result, you
will be provided the first 2 hours of search
time and the first 100 pages free of charge;
you are required to pay any search and du-
plication costs over and above those
amounts.

(d) Request for a more specific de-
scription:

Your request does not sufficiently describe
the desired records. The FOIA applies to ex-
isting Air Force records; without more spe-
cific information from you, we cannot iden-
tify what documents might be responsive to
your request. Please give us whatever addi-
tional details you may have on the Air Force
records you want. Can you tell us when the
records were created, and what Air Force
element may have created the records? If
this request involves an Air Force contract,
do you know the contract number and dates
it covered? Our address is (include name and
complete mailing address), our fax number is
(give fax number), our e-mail address is (op-
tional—give complete e-mail address). Based
on the original request you sent us, we are
unable to respond.

(e) Single letter acknowledging re-
ceipt of request and giving final re-
sponse. (If you can complete a FOIA re-
quest within the statutory 20-workday
processing period, Air Force elements
may elect to send a single letter to the
requester, along with responsive
records which are released to the re-
quester in full).
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We received your Freedom of Information
Act (FOIA) request dated ## Month year, for
(summarize the request) on ## Month year
(date received). A copy (or) Copies of (de-
scribe the record(s) being released) (is/are)
releasable and (is/are) attached.

(f) Collection of fees:

The FOIA provides for the collection of
fees based on the costs of processing a FOIA
request and your fee category. We have
placed you in the (enter the fee category) fee
category. In your case, we have assessed a
charge of §  for processing your request.
The fee was calculated in the following man-
ner: (Give a detailed cost breakdown: for ex-
ample, 15 pages of reproduction at $0.15 per
page; b minutes of computer search time at
$43.50 per minute, 2 hours of professional
level search at $25 per hour.) Please make
your check payable to (appropriate payee)
and send it to (give your complete mailing
address) by (date 30 days after the letter is
signed). (or) The FOIA provides for the col-
lection of fees based on the costs of proc-
essing a FOIA request and your fee category.
We have placed you in the (enter the fee cat-
egory); however, in this case, we have waived
collecting fees.

(g) Multitrack processing letters to
FOIA requesters. (When using the mul-
titrack FOIA processing system, deter-
mine which of the following paragraphs
to include in your letters to the re-
quester. To the extent it may apply, in-
clude language from paragraph 2 of the
sample. If a requester asks for expe-
dited processing, answer carefully if
you decide not to provide expedited
processing, because requesters may ap-
peal denial of their request for expe-
dited processing. Advise requesters
placed into the complex track in writ-
ing how they can simplify their request
to qualify for the simple track.)

We received your Freedom of Information
Act (FOIA) request dated ## Month year, for
(summarize the request) on ## Month year
(date received). Because our organization has
a significant number of pending FOIA re-
quests, which prevents us from making a re-
sponse determination within 20 workdays, we
have instituted multitrack processing of re-
quests. Based on the information you pro-
vided, we have placed your request in the
(simple or complex) track. We have assigned
number ##### to identify your request;
should you need to contact us about your re-
quest, please write or call (name and tele-
phone) and use this number to assist us in re-
sponding more promptly.

Based on our current backlog, we expect to
respond to your request not later than (give
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an estimated date). Our policy is to process
requests within their respective tracks in
the order in which we receive them. We do
process each FOIA request as quickly as we
can.

(h) If the request is placed in the
complex track:

In your case, processing your request is
complex because (give basic reasons this is a
complex case: request was vague or com-
plicated; the records sought are voluminous;
multiple organizations will have to work on
this request; records are classified; respon-
sive records came from another command/
another service/a nongovernment source; re-
sponsive records were part of the Air Force’s
decision-making process, and the prerelease
review will require policy determinations
from different Air Force elements; records
describe law enforcement activities; records
involve foreign policy issues; due to the na-
ture of your request and/or the nature of our
computer system, responding to your request
or providing a response in the electronic for-
mat you requested will be technically com-
plex, etc.). Simplifying your request might
permit quicker processing in the following
ways: (describe ways the search could be nar-
rowed to fewer records, or ways policy issues
could be avoided, etc.) Can you tell us when
the records were created, and what Air Force
element may have created the records? If
this request involves an Air Force contract,
do you know the contract number? Please
give us whatever additional details you may
have on the Air Force records you are seek-
ing, so we can attempt to streamline the
processing of your request. Our address is
(give complete mailing address), our fax
number is (give fax number), our e-mail ad-
dress is (optional—give complete e-mail ad-
dress).

(i) If the requester asks that you ex-
pedite their request:

Because individuals receiving expedited
processing may receive a response before
other earlier requesters, there are adminis-
trative requirements you must meet before
we can expedite a request. In your request,
you asked that we expedite processing. In
order for us to expedite a request, the re-
quester must provide a statement certifying
the reasons supporting their request are true
and correct to the best of their knowledge.

In the second category, ‘‘urgently needed”
means the information itself has a particular
value that it will lose if it is not dissemi-
nated quickly. Ordinarily this means the in-
formation concerns a breaking news story of
general public interest. Historic informa-
tion, or information sought for litigation or
commercial activities usually would not
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qualify for expedited processing in the sec-
ond category. Also, the fact that a news or-
ganization has an internal broadcast or pub-
lication deadline, so long as the deadline was
unrelated to the nature of the information
itself (for example, the information was not
a breaking news story of general public in-
terest) would not make the information ‘‘ur-
gently needed.”

In this case, we have determined your
FOIA request (will/will not) receive expe-
dited processing. We came to this conclusion
because you (did/did not) demonstrate you
need the information because failure to ob-
tain the records on an expedited basis (could
or could not) reasonably expect to pose an
imminent threat to life or physical safety of
an individual (or) the information (is or is
not) urgently needed in order to inform the
public about actual or alleged Federal Gov-
ernment activity (or) failure to obtain the
records on an expedited basis (could or could
not) reasonably expect to lead to an immi-
nent loss of substantial due process rights,
(or) release (would or would not) serve a hu-
manitarian need by promoting the welfare
and interests of mankind (and/or) your re-
quest for expedited processing did not meet
the statutory requirements of the FOIA; you
did not provide enough information to make
a determination of compelling need for the
information you requested (and/or) you did
not properly certify your request.

(j) If you deny a request for expedited
processing:

If you consider our decision not to expedite
your request incorrect, you may appeal our
decision. Include in your appeal letter the
reasons for reconsidering your request for
expedited processing, and attach a copy of
this letter. Address your appeal to Secretary
of the Air Force through (address of
MAJCOM FOIA office). In the meantime, we
will continue to process your request in the
(simple/complex) processing track.

(k) Certification, computer systems
manager (electronic records or format
requested).

(When answering a request for electronic
records, based on the configuration of your
hardware and/or software, certain factors
may make a particular request complex.
Have your computer system manager advise
you whether or not they can create the new
record/format on a ‘‘business as usual’’ basis.
If producing the record/format would entail a
significant expenditure of resources in time
and manpower that would cause significant
interference with the operation of the infor-
mation system and adversely affect mission
accomplishment, you do not need to process
the request. The FOIA office needs to get a
certification from the computer systems
manager to document this determination to
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support their response. Possible language for
this certification is provided below.)

I, (rank/grade and name) am the computer
systems manager for (organization with elec-
tronic records responsive to FOIA request).
In consultation with (FOIA office), I have
considered the FOIA request of (requester’s
name), our ##### (FOIA identifier), which
asked for (describe electronic record or for-
mat). We (do/do not) have electronic records
that are responsive to this request (or) data
that we (can/cannot) configure into the re-
quested format. (If there are electronic
records) The existing electronic records (do/
do not) contain nonreleasable data that we
(can/cannot) remove from the electronic
record. Because of the way our (computer
system/database/software) (use all that
apply, specify hardware and/or software no-
menclature if possible; for example, IBM
###, Microsoft Excel) is configured, creating
the electronic record (or) modifying the ex-
isting record/format would entail a signifi-
cant expenditure of resources in time and
manpower that would cause significant in-
terference with the operation of the informa-
tion system and adversely affect mission ac-
complishment (describe how responding
would interfere and time/manpower re-
sources required, give estimated reprogram-
ming time, if possible). I have applied the
DoD ‘‘standard of reasonableness’ in consid-
ering this request. I understand that when
the capability exists to respond to a FOIA
request that would require only a ‘‘business
as usual” approach to electronically extract
the data and compile an electronic record or
reformat data to satisfy a FOIA request,
then creation of the electronic record or re-
formatting the data would be appropriate. In
this case, a significant expenditure of re-
sources and manpower would be required to
compile the electronic record (or) reformat
existing data. This activity would cause a
significant interference with the operation
of our automated information system. I cer-
tify creation of the electronic record (or) re-
formatting existing data in order to respond
to this request would not be reasonable,
under the circumstances.

Signature

(Date Signed) (Signature Block)

(NOTE: Some electronic data requests may
include a request for software. You may have
to release government-developed software
that is not otherwise exempt, if requested
under the FOIA. Exemptions 1l—classified
software, 2—testing, evaluation, or similar
software, 3—exempt by statute, b—delibera-
tive process/privileged software, and 7T—law
enforcement operations software may apply,
based on the nature of the requested soft-
ware. If the software is commercial off-the-
shelf software, as opposed to software devel-
oped by the government, the software may
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qualify to be withheld from release under
FOIA exemption 4.

(1) ““No (paper or electronic) records”
or ‘‘requested format not available”
letters.

This is in response to your Freedom of In-
formation Act (FOIA) request dated ##
Month year, for (summarize the request) on
## Month year (date received), our number
HitH#.

A thorough search by (identify the unit(s)
that tried to locate responsive records) did
not locate any records responsive to your re-
quest. (If the requester asked questions, and
there are no responsive records that would
provide the answers to those questions): The
FOIA applies to existing Air Force records;
the Air Force need not create a record in
order to respond to a request.

(or) A thorough assessment by the OPR
and the computer systems manager has de-
termined we cannot provide the (electronic
record data) in the format you requested. (If
this can be done on a ‘‘business as usual
basis):”” (Paper copies American Standard
Code for Information Interchange (ASCII)
files) of the data you requested are attached.

If you interpret this ‘‘0o records’ response
as an adverse action, you may appeal it in
writing to the Secretary of the Air Force.
Your appeal should be postmarked no later
than 60 calendar days from the date of this
letter. Address your letter as follows: Sec-
retary of the Air Force, Thru: (MAJCOM
FOIA Office), (mailing address).

The FOIA provides for the collection of
fees based on the costs of processing a FOIA
request and your fee category. We have
placed you in the (enter category) fee cat-
egory; however, in this case, we have waived
fees. (If paper copies or ASCII files are pro-
vided:) The FOIA provides for the collection
of fees based on the costs of processing a
FOIA request and your fee category. In your
case, as a requester in the fee category of
(add appropriate category), we have assessed
a charge of §  for processing your request.
The fee was calculated in the following man-
ner: (Give a detailed cost breakdown: for ex-
ample, 15 pages of reproduction at $0.15 per
page; b minutes of computer search time at
$43.50 per minute, 2 hours of professional
level search at $25 per hour.) Please make
your check payable to (appropriate payee)
and send it to (give your complete mailing
address) by (date 30 days after the letter is
signed).

(m) Referral or coordination letters.
(These letters are to tell the requester
all or part of the request was referred
to another Air Force organization, to
refer or coordinate the request to an-
other federal government organization,
and to advise a nongovernment sub-
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mitter a FOIA request was received for
information they submitted.)G56
(1) Letter to requester.

(If all or part of a request has been re-
ferred, write to the requester:) Your Free-
dom of Information Act (FOIA) request dated
## Month year, for (summarize the request)
received on ## Month year (date received),
our number #####, was referred (or) must be
coordinated with (give mailing address of the
FOIA office to which you are referring all or
part of the request, the identity of the fed-
eral government organization you are either
coordinating with or are referring all or part
of the request to, or that you must coordi-
nate with the nongovernment submitter of
responsive information). (On referrals:) That
office will process (all/part) of your request
(describe which part is being referred if the
entire request is not being referred) and they
will respond directly to you. (On coordina-
tions:) That organization has a significant
interest in the records (or) created the
records that may answer to your request.
(Before notifying a requester of a referral to
another DoD component or federal agency,
consult with them to determine if their asso-
ciation with the material is exempt. If so,
protect the association and any exempt in-
formation without revealing the identity of
the protected activity.) (When a nongovern-
ment submitter is involved:) The nongovern-
ment submitter of information that may an-
swer your request needs time to respond to
the possible release of information under the
FOIA.

Because we must refer (or) coordinate your
request outside our organization, your re-
quest will be delayed. We will determine
whether any records are available; as soon as
is practicable, a decision will be made
whether to release or to withhold from dis-
closure any responsive records under the
FOIA, 5 U.S.C. 552. Your request will be proc-
essed as expeditiously as circumstances per-
mit.

(2) Letter to another government
agency.

(If all or part of a request was referred or
requires coordination, write to the govern-
ment entity): On ## Month year (date re-
ceived), our organization received a Freedom
of Information Act (FOIA) request from
(identity of requester), Attachment 1, dated
## Month year, for (summarize the request).
Based on our assessment of that request, our
number #####, we need to (refer/coordinate)
(all/part) of that request to you (describe
which part is being referred or coordinated,
if it was not the entire request). (Name and
phone number of person who agreed to the
referral or coordination) accepted this refer-
ral (or) coordination action was on (date).
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We notified the requester of this action (see
§806.31).

We (do/do not) hold records responsive to
this request. (If do hold is used:) Copies of re-
sponsive records located in our files are in-
cluded at Attachment 3 to assist you in mak-
ing your assessment on the releasability of
(our/your) related records. If you need to
contact us, our phone number and address is
(give name, phone and complete mailing ad-
dress), our fax number is (give fax number),
our e-mail address is (give complete e-mail
address).

(3) Letter to submitter of contract-
related information.

(If contractor-submitted information is in-
volved, write to the submitter:) On ## Month
year (date received), our organization re-
ceived a Freedom of Information Act (FOIA)
request from (identity of requester), our
number #####, dated ## Month year, for
(summarize the request). Information you
submitted to the Air Force was identified as
responsive to this request, see copies at-
tached.

To determine the releasability of the infor-
mation contained in these documents and to
give you the maximum protection under the
law, please review the attached documents
and give us the information outlined in
§806.31. If you feel the information is privi-
leged or confidential, consists of proprietary
commercial or financial information, and
otherwise meets the statutory requirements
for withholding the information from release
under FOIA exemption 4, 5 U.S.C. 552(b)(4),
respond to us in writing not later than ##
working days from the date of this letter
(usually 30 calendar days). If you object to
release of this information under the FOIA,
identify the items, lines, columns or portions
you believe we should withhold from release.

You will also need to provide a written ex-
planation of how release would adversely im-
pact or cause harm to your competitive posi-
tion, your commercial standing, or other le-
gally protected interests. An assertion that
‘“‘we should deny because all of the informa-
tion was submitted in confidence’ or ‘‘deny
because all of the information was marked as
proprietary in nature” would not justify
withholding of the requested information
under the FOIA. If you need to contact us,
call or write (give name), phone number is
(give commercial number), our address is
(give complete mailing address), our fax
number is (give fax number), our e-mail ad-
dress is (give complete e-mail address).

(4) Letter requesting State Depart-
ment coordination. (If the State De-
partment is involved in coordinating
on a request, fax or e-mail 11 CS/SCSR
so they can inform SAF/IA if appro-
priate).
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On ## Month year (date received), our or-
ganization received a Freedom of Informa-
tion Act (FOIA) request from (identity of re-
quester), our number #####, dated ## Month
year, for (summarize the request). Because of
the nature of this request, we were advised
by (note the individual and organization who
told you to coordinate the request with the
State Department; this may be a MAJCOM
or Combatant Command—give telephone and
facsimile numbers if known) we need to co-
ordinate this request with the Department of
State. In accordance with DoD 5400.7-R, Air
Force Supplement, we are informing you of
their involvement in this FOIA request.
(Provide any specifics available.) Air Force
records are involved in this action. If you
need to contact us, our phone number is
(give commercial and DSN numbers), our ad-
dress is (give complete mailing address), our
fax number is (give fax number), our e-mail
address is (give complete e-mail address).

(n) Certification of initial classifica-
tion or declassification authority
(When denying a FOIA request, in
whole or in part, because the informa-
tion requested is classified, the initial
classification authority, his or her suc-
cessor, or a declassification authority,
needs to determine if the records are
“properly and currently classified,”
and therefore must be withheld from
release under FOIA exemption (b)(1);
also, you need to determine that you
cannot release any reasonably seg-
regable additional portions. Language
that certifies such a determination was
made on a FOIA request involving clas-
sified records follows).

(1) Sample certification format—all
information remains classified.

I, (rank/grade and name) am the initial
classification authority (or) the successor to
the original initial classification authority
(or) the declassification authority for (give
an unclassified description of the records
concerned). In consultation with (FOIA of-
fice), I have assessed the FOIA request of (re-
quester’s name), our ##### (FOIA identi-
fier), for records that were properly classi-
fied at the time of their creation and cur-
rently remain properly classified in accord-
ance with Executive Order (E.O.) 12958, Na-
tional Security Information, (or) contain in-
formation that we have determined is classi-
fied in accordance with E.O. 12958 Section
1.5(_ ) (or) in accordance with E.O. 12958 Sec-
tion 1.5( ) and is also exempt from declas-
sification in accordance with Section 1.6( )
of the E. O. (or if the record is more than 25
years old) contain information that we have
determined is exempt from declassification
in accordance with E.O. 12958 Section
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3.4(b)(_ ). Unauthorized release could cause
(for TOP SECRET, use exceptionally grave;
for SECRET use serious; for CONFIDENTIAL
do not add language; should read cause dam-
age) damage to national security. There are
no reasonably segregable portions that we
can release. Consequently release of this in-
formation is denied pursuant to 5 U.S.C.
552(b)(1).
Signature
(Date Signed)

(2) Sample certification format—por-
tions remain classified.

(Signature Block)

I, (rank/grade and name) am the initial
classification authority (or) the successor to
the original initial classification authority
(or) the declassification authority for (give
an unclassified description of the records
concerned.) In consultation with (FOIA of-
fice), I have assessed the FOIA request of (re-
quester’s name), our ##### (FOIA identi-
fier), that asked for records, (or) portions of
which were properly classified at the time of
their creation. Portions of the records cur-
rently remain properly classified in accord-
ance with E.O. 12958. The bracketed informa-
tion is currently and properly classified in
accordance with Section 1.5 (add appropriate
subparagraph), E.O. 12958, and is also exempt
from declassification in accordance with
Section 1.6( ) of the Executive Order (or if
the record is more than 25 years old) contain
information that we have determined is ex-
empt from declassification in accordance
with E.O. 12958 Section 3.4(b)(_ ). Unauthor-
ized release could cause (for TOP SECRET
use exceptionally grave; for SECRET use se-
rious; for CONFIDENTIAL do not add lan-
guage; should read cause damage) damage to
national security. There are no other reason-
ably segregable portions that we can release.
Consequently this information is denied pur-
suant to 5 U.S.C. 552(b)(1).

Signature
(Date Signed)

(o) Letter to a requester who has
withdrawn their request or appeal. (If a
FOIA requester has withdrawn a FOIA
request or appeal, sending a final letter
to the requester to close the file may
be wise. Suggested language to the re-
quester follows):

(Signature Block)

We received your Freedom of Information
Act (FOIA) request (or) appeal dated ##
Month year, on ## Month year (date re-
ceived). After sending us your request (or)
appeal, you indicated by (facsimile, letter)
that you wished to withdraw your request
(or) appeal. We have, therefore, closed your
file without further action.

(p) Letter to a requester who has ap-
pealed after the 60-day deadline. (We
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will not process FOIA appeals received
after the 60-day time limit, unless the
requester provides adequate justifica-
tion for failing to comply. If you re-
ceive a late appeal, and it gives inad-
equate justification for failing to com-
ply, the FOIA office will advise the re-
quester their appeal was closed; sug-
gested language for a letter to an un-
timely requester follows.)

We received your Freedom of Information
Act (FOIA) appeal dated ## Month year, on
## Month year (date received). You did not
appeal within 60 days of the postmarked date
of our denial letter as outlined in our agency
regulation. Therefore, we are closing our
file.

(q) Letter to a requester who has ap-
pealed. (There are occasions when, on
reconsideration, an IDA grants all or
part of an appeal. When sending their
appeal to higher headquarters, notify
the requester. Suggested language to a
requester who has appealed follows):

We received your Freedom of Information
Act (FOIA) appeal, our number #####, dated
## Month year, on ## Month year (date re-
ceived). We considered the issues raised in
your appeal carefully. We have decided to
grant (or) partially grant your appeal.

(If you grant all or part of the appeal):
Upon reconsideration, we are releasing the
requested records (or) granting your request.
(If the appeal is only partially granted, de-
scribe what portions remain in dispute). (If
applicable): We are releasing and attaching
all or portions of the responsive records. (If
applicable): We will continue processing your
appeal for the remaining withheld (records/
information).

§806.28 Records with special disclo-
sure procedures.

Certain records have special adminis-
trative procedures to follow before dis-
closure. Selected publications that
contain such guidance are listed below.

(a) AFI 16-701, Special Access Pro-
grams.

(b) AFI 31-206, Security Police Inves-
tigations.

(c) AFI 31-501, Personnel Security
Program Management.

(d) AFI 31-601, Industrial Security
Program Management.

(e) AFI 36-2603, Air Force Board for
Correction of Military Records.

(f) AFI 36-2706, Military Equal Oppor-
tunity and Treatment Program.
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(g) AFI 36-2906, Personal Financial
Responsibility.

(h) AFI 36-2907, Unfavorable Informa-
tion File (UIF) Program.

(i) AFTI 40-301, Family Advocacy.

(j) AFI 41-210, Patient Administra-
tion Functions.

(k) AFI 44-109, Mental Health and
Military Law.

(1) AFI 51-201,
Military Justice.

(m) AFI 51-301, Civil Litigation.

(n) AFI 51-303, Intellectual Property-
Patents, Patent Related Matters,
Trademarks, and Copyrights.

(o) AFI 51-501, Tort Claims.

(p) AFI 51-503, Aircraft, Missile, Nu-
clear and Space Accident Investiga-
tions.

(q) AFI 51-504, Legal Assistance, No-
tary and Preventive Law Programs.

(r) AFI 51-1102, Cooperation with the
Office of the Special Counsel.

(s) AFI 61-204, Disseminating Sci-
entific and Technical Information.

(t) AFI 61-303, Licensing Inventions
Made Under Cooperative Research and
Development Agreements.

(u) AFI 71-101, Volume 1, Criminal In-
vestigations, and Volume 2, Protective
Service Matters.

(v) AFI 84-101, Historical Products,
Services, and Requirements.

(w) AFI 90-301, Inspector General
Complaints.

(x) AFI 91-204, Safety Investigations
and Reports.

Administration of

§806.29 Administrative processing of
Air Force FOIA requests.

(a) This section is a checklist format
of processing steps and explanations of
Air Force and DoD guidance. Each
MAJCOM may elect to prepare its own
checklists to tailor FOIA processing
actions within its own organizations to
meet their specific needs, so long as it
remains consistent with guidance con-
tained in DoD 5400.7-R, DoD Freedom
of Information Act Program, and this
part.

(b) Procedures: FOIA requests.

(1) Note the date the request was re-
ceived, give the request a unique iden-
tifier/number, and log the request.

(2) Assess the request to determine
initial processing requirements:

(3) Determine what Air Force ele-
ments may hold responsive records.

26

32 CFR Ch. VII (7-1-12 Edition)

(i) Are responsive records kept at the
same or different installations?

(ii) Is referral of (all/part) of the re-
quest required?

(4) Determine appropriate processing
track (simple/complex/expedited). (Air
Force FOIA offices without backlogs do
not multitrack FOIA requests.)

NOTE: Requesters have a right to appeal an
adverse tracking decision (for example, when
it is determined their request will not be ex-
pedited). Also, if their request qualifies for
the complex track, tell requesters so they
may limit the scope of their request in order
to qualify for the simple track. FOIA man-
agers must assess a request before placing it
into a specific processing track, and must
support their actions should the requester
appeal. If a request is determined to be com-
plex, or is not expedited when the requester
sought expedited processing, you must ad-
vise the requester of the adverse tracking de-
cision in writing. See §806.27 for sample lan-
guage for this kind of letter to a requester.

(i) Simple. Defines a request that can
be processed quickly, with limited im-
pact on the responding units. The re-
quest clearly identifies the records, in-
volves no (or few) complicating factors
(e.g., there are few or no responsive
records, involves only one installation
and there are no outside OPRs, in-
volves no classified records (Exemption
1), a law exempts the responsive
records from disclosure (Exemption 3),
no contractor-submitted records (Ex-
emption 4), no deliberative process/
privileged materials (Exemption 5),
records contain no (or limited) per-
sonal privacy information/did not come
from Privacy Act systems of records
concerning other individuals (Exemp-
tion 6), release of records would have
minimal impact on law enforcement
(Exemption 7); no time extensions ex-
pected, other than the additional 10-
workdays allowed in situations out-
lined in the FOIA). If the requested
data must come from electronic
records, response can be completed on
a ‘‘business-as-usual’ basis; requires no
(or limited) reprogramming of auto-
mated information systems and would
cause no significant interference with
operation of information systems by
processing a simple request/providing a
response in the electronic format re-
quested.

(ii) Complex. Defines a request whose
processing will take substantial time,
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will cause significant impact on re-
sponding units. Complications and
delays are likely (e.g., the request is
vague (poor description of records, un-
clear who or when records were cre-
ated), records are massive in volume,
multiple organizations will receive
tasking, records are classified (Exemp-
tion 1), records came from another
command/service/a nongovernment
source (Exemption 4), records are part
of the Air Force’s decision-making
process, and not incorporated into a
final decision (IG/audit reports, legal
opinions, misconduct or mishap inves-
tigations etc.) or are attorney-client
records (Exemption 5), records are
largely personal information on an-
other individual or came from Privacy
Act systems of records (Exemption 6),
records describe law enforcement ac-
tivities or information from (and/or
identities of) confidential sources (Ex-
emption 7); response cannot be com-
pleted on a ‘‘business as usual’’ basis
and would require extensive re-
programming or cause significant in-
terference with operation of the auto-
mated information systems. (Advise re-
quester, in writing, of right to limit
the scope of their request in order to
qualify for simple track.)

(iii) An expedited request is when a
requester asks for expedited processing
and explains the compelling need (im-
minent threat to life or physical safe-
ty; urgently needed by a person pri-
marily engaged in disseminating infor-
mation; due process; or humanitarian
need) for the requested information. In
order to receive expedited processing,
requesters must provide a statement
certifying their ‘‘demonstration’ (de-
scription) of their specific ‘‘compelling
need” or due process/humanitarian
need is true and correct to the best of
their knowledge. When a requester
seeks expedited processing, FOIA of-
fices must respond in writing to the re-
quester within 10 calendar days after
receipt of the request approving or de-
nying their request for expedited proc-
essing. Requesters have a right to ap-
peal an adverse decision (e.g., when it
is determined their requests will not be
expedited). There are four categories of
FOIA requests that qualify for expe-
dited processing:
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(A) The requester asserts a ‘‘compel-
ling need” for the records, because a
failure to obtain records quickly could
reasonably be expected to pose an im-
minent threat to the life or physical
safety of an individual.

(B) The requester asserts a ‘‘compel-
ling need” for the records, because the
information is ‘‘urgently needed’ by an
individual engaged in disseminating in-
formation to inform the public (pri-
marily news media requesters; and
could also include other persons with
the ability to disseminate informa-
tion).

NoTE: ‘“‘Urgently needed,” in this case,
means the information has a particular
value that will be lost if it is not dissemi-
nated quickly. This normally would apply to
a breaking news story of general public in-
terest. Information of historical interest
only, or sought for litigation or commercial
activities would not qualify, nor would the
fact a news media entity had an internal
broadcast deadline of its own, which was un-
related to the ‘“‘news breaking nature’ of the
information itself, cause the requested infor-
mation to qualify as ‘‘urgently needed.”’

(C) Failure to obtain records quickly
could cause imminent loss of substan-
tial due process rights or providing the
information quickly would serve a
“humanitarian need” (i.e., disclosing
the information will promote the wel-
fare and interests of mankind). While
FOIA requests falling into these third
and fourth categories can qualify for
expedited processing, process them in
the expedited track behind the requests
qualifying for expedited processing
based on ‘‘compelling need” (the first
two types of expedited FOIA requests).

(5) Determine fee category of re-
quester (commercial/educational-—
noncommercial scientific institution—
news media/all others) and assess fee
issues. When all assessable costs are
$15.00 or less, waive fees automatically
for all categories of requesters. Assess
other fee waiver or reduction requests
on a case-by-case basis.

(6) Apply fee waiver/fee reduction cri-
teria in appropriate cases (when re-
quester asks for fee waiver/reduction).

(7) Find the responsive Air Force
records (if any).

(i) Send the request to the appro-
priate OPRs to search for responsive
records and to decide whether to rec-
ommend release of any responsive



§806.29

records. Include a DD Form 2086,
Record of Freedom of Information
(FOI), or a DD Form 2086-1, Record of
Freedom of Information (FOI) Proc-
essing Cost for Technical Data, in each
request. The OPR must complete and
return the appropriate forms and state-
ments to the FOIA office.

(ii) If the OPRs find no responsive
records, or if the OPRs desire to with-
hold any responsive records from re-
lease to the requester, the OPRs must
provide a written certificate detailing
either their unsuccessful search, or
their reasons why the documents
should be withheld from release under
the FOIA; the written OPR statements
must accompany the copies of the
records the OPR desires to withhold as
the FOIA action is processed (e.g., in-
clude it in any denial or appeal file).

NoOTE: If any part of a FOIA request is de-
nied, and the requester appeals that denial,
include all forms, certificates and documents
prepared by the OPRs in the FOIA appeal
package required in paragraph (d)(5) of this
section.

(c) Contacts with FOIA requesters
and non-Air Force submitters of data.

(1) Contacts with Air Force elements.
A FOIA request is considered ‘‘re-
ceived” (and therefore ready to proc-
ess) when the FOIA office responsible
for processing the request physically
receives it, when the requester states a
willingness to pay fees set for the ap-
propriate fee category, or, if applica-
ble, when the requester has paid any
past FOIA debts and has reasonably de-
scribed the requested records. Keep
hard/paper copies of all memoranda
documenting requester contacts with
Air Force elements regarding a pending
FOIA request in the requester’s FOIA
file. If the requester contacts Air Force
elements telephonically about a pend-
ing FOIA request, the Air Force mem-
ber participating in the conversation
must prepare notes or memorandums
for record (MFR), and keep those notes
or MFRs in the requester’s FOIA file. If
any part of a FOIA request is denied,
and the requester appeals that denial,
submit documentation of requester
contacts with Air Force elements in
chronological order in the FOIA appeal
package (see paragraph (d)(1) of this
section).
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(2) Contacts with the FOIA Re-
quester. See §806.27 for samples of lan-
guage to use in various types of Air
Force FOIA letters. If any part of a
FOIA request is denied, and the re-
quester appeals that denial, submit
documents sent by Air Force elements
to the requester in the FOIA appeal
package in chronological order (see
paragraph (d)(5) of this section). Let-
ters that Air Force FOIA offices may
need to send to a FOIA requester in-
clude:

(i) An initial notification letter that
the FOIA request was received. This
letter may advise the requester that
processing of the FOIA request may be
delayed because:

(A) All or part of the requested
records are not located at the installa-
tion processing the FOIA request (see
§806.29(c)(2)(ii)).

(B) An enormous number of records
must be collected and reviewed.

(C) Other Air Force activities or
other agencies, to include (if applica-
ble) the nongovernment submitter of
information, need to be involved in de-
ciding whether or not to release the
records.

(D) If you cannot complete proc-
essing of a FOIA request within 20
workdays, advise the requester of the
reasons for the delay and give a date
(within 30 workdays after receiving the
request) when the requester can expect
a final decision.

(ii) The initial notification letter
may advise the requester all/part of the
request was referred to another Air
Force element or government activity.

(iii) The initial notification letter
may advise the requester of the appro-
priate fee category. In cases where fees
are appropriate, and requesters have
not agreed to pay for responsive
records and fees are likely to be more
than $15.00, seek assurances that the
requester agrees to pay appropriate
fees. If more information is needed to
make a fee category determination, or
to determine whether fees should be
waived/reduced, inform the requester.
FOIA offices may determine fee waiver/
reduction requests before processing a
FOIA request; if a fee waiver/reduction
request is denied, the requester may
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appeal that denial; he/she may also ap-
peal an adverse fee category deter-
mination (e.g., asked for news media
fees, but was assessed commercial
fees.)

(iv) The initial notification Iletter
may advise the requester the request
does not sufficiently describe the de-
sired records. If possible, help the re-
quester identify the requested records
by explaining what kind of information
would make searching for responsive
records easier.

(v) If Air Force elements can com-
plete a FOIA request within the statu-
tory 20-workday processing period, you
may elect to send only a single letter
to the requester, along with responsive
records that are released to the re-
quester in full.

(vi) A letter to the requester that the
responding FOIA office uses multitrack
processing due to a significant number
of pending requests that prevents a re-
sponse determination from being made
within 20 workdays. This letter advises
the FOIA requester that track the re-
quest is in (simple/complex); in this
letter, if expedited processing was re-
quested, the requester is advised if the
request will be expedited or not. If the
request is found to be complex, you
must advise the requester he/she may
alter the FOIA request to simplify
processing. If it is determined the re-
quest will not be expedited, the re-
quester must be told he/she can appeal.
(This may be the initial letter to the
requester, for Air Force elements with
multitrack processing; if that is the
case, this letter may include sections
discussed in §806.29(c)(2)(1)).

(vii) Subsequent letters to the re-
quester on various subjects (for exam-
ple, releasing requested records; advis-
ing reasons for delays; responding to
the letters, facsimiles or calls; advising
the requester of referrals to other Air
Force units or government activities;
involves a non-Air Force submitter,
etc.).

(viii) A release letter to the re-
quester, forwarding releasable respon-
sive records with a bill (if appropriate).

(ix) A ‘‘no records” response letter to
the requester if there are no responsive
records, or, a denial letter, if any re-
sponsive records are withheld from re-
lease. FOIA managers may sign ‘‘no
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records” or ‘‘requested format not
available” responses; they may also

sign a letter that advises a requester
the fee category sought was not deter-
mined to be appropriate, or that a fee
waiver/fee reduction request was dis-
approved, or that a request for expe-
dited processing has been denied. An
IDA must sign any letter or document
withholding responsive records. When
denying records, you must tell the re-
quester, in writing: the name and title
or position of the official who made the
denial determination, the basis for the
denial in enough detail to permit the
requester to make a decision con-
cerning appeal, and the FOIA exemp-
tions on which the denial is based. The
denial letter must include a brief state-
ment describing what the exemptions
cover. When the initial denial is based
(in whole or in part) on a security clas-
sification, this explanation should in-
clude a summary of the applicable ex-
ecutive order criteria for classification,
as well as an explanation of how those
criteria apply to the particular record
in question. Estimate the volume of
the records denied and provide this es-
timate to the requester, unless pro-
viding such an estimate would harm an
interest protected by an exemption of
the FOIA. This estimate should be in
number of pages or, for records in other
media, in some other reasonable form
of estimation, unless the volume is
otherwise indicated through deletions
on records disclosed in part. Indicate
the size and location of the redactions
on the records released. You must also
tell the requester how he/she can ap-
peal the denial.

(3) Contacts with non-Air Force sub-
mitters of data. Before releasing data
(information or records) submitted
from outside the Air Force, determine
whether you need to write to the sub-
mitter of the data for their views on re-
leasability of their data. In many
cases, this non-Air Force data may fall
under FOIA Exemption 4. If it appears
you must contact the submitter of the
data, advise the requester in writing
that you must give the submitter of
the data the opportunity to comment
before the Air Force decides whether to
release the information. Give the sub-
mitter a reasonable period of time (30
calendar days) to object to release and
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provide justification for withholding
the documents. If the submitter does
not respond, advise the submitter in
writing that you have not received a
reply and plan to release the records.
Provide the submitter with the reasons
the Air Force will release the records,
and give the submitter your expected
release date (at least 2 weeks from the
date of your letter). This permits the
submitter time to seek a temporary re-
straining order (TRO) in federal court,
if they can convince the judge to issue
such an order. See §806.27 for samples
of language to use in Air Force letters
to both the FOIA requester and non-
government submitters. Remember to
include a copy of §806.31 as an attach-
ment to the letter sent to the non-
government submitter.

(i) The notice requirements of this
section need not be followed if the Air
Force determines that the information
should not be disclosed, the informa-
tion has been lawfully published or of-
ficially made available to the public, or
disclosure of the information is re-
quired by law.

(ii) If the submitter objects to release
of the records, but the Air Force disclo-
sure authority considers the records re-
leasable, tell the submitter before re-
leasing the data. Include in the letter
to the submitter a brief explanation
and a specific release date at least 2
weeks from the date of the letter. Ad-
vise the submitter once a determina-
tion is made that release of the data is
required under the FOIA, failure to op-
pose the proposed release will lead to
release of submitted data. Also advise
the requester such a release under the
FOIA will result in the released infor-
mation entering the public domain,
and that subsequent requests for the
same information will be answered
without any formal coordination be-
tween the Air Force and the submitter,
unless the information is later amend-
ed, changed, or modified. A person
equal to, or higher in rank than, the
denial authority makes the final deci-
sion to disclose responsive records over
the submitter’s objection.

(iii) When a previously released con-
tract document has been modified, any
contract documents not in existence at
the time of an earlier FOIA request
that are responsive to a later FOIA re-
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quest for the same contract, will be
processed as a first-time FOIA request
for those newly created documents. No-
tify the nongovernment submitter of
the pending FOIA action, and give
them the same opportunity to respond
as is detailed above. Passage of a sig-
nificant period of time since the prior
FOIA release can also require Air
Force elements to comply with the no-
tice requirements in this paragraph.

(d) Denying all or part of a request.
When responsive records are withheld
from release (denied), the appropriate
offices must prepare a denial package
for the IDA. Air Force elements must
send the request, related documents,
and responsive records through their
IDA’s FOIA office to the IDA for a deci-
sion. The denial package must include:

(1) The FOIA request and any modi-
fications by the requester.

(2) A copy of the responsive records,
including both records that may be re-
leased and records recommended for
denial.

(3) Written recommendations from
the OPRs and an Air Force attorney.

(4) The exemptions cited and a dis-
cussion of how the records qualify for
withholding under the FOIA. This dis-
cussion should also include the reasons
for denial: to deny release of responsive
records requested under the FOIA, you
must determine that disclosure of the
records would result in a foreseeable
harm to an interest protected by a
FOIA exemption (or exemptions), that
the record is exempt from release
under one or more of the exemptions of
the FOIA, and that a discretionary re-
lease is not appropriate.

(5) Any collateral documents that re-
late to the requested records. For ex-
ample:

(i) If the requested records came from
a non-Air Force or non-U.S. Federal
Government submitter, include any
documents from the submitter that re-
late to the release or denial of the re-
quested records. If you are not sure
whether or not the non-Air Force or
non-U.S. Federal Government sub-
mitted information is potentially ex-
empt from release under the FOIA,
contact an Air Force attorney. FOIA
Exemptions 3, 4, 5, 6, and 7 may apply.

(ii) If the requested records came
from Privacy Act systems of records,
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include a written discussion of any Pri-
vacy Act issues.

(iii) If any requested records came
from another Air Force element, or re-
lease of the requested records would af-
fect another Air Force element, FOIA
offices should coordinate with that
other element. If the FOIA request is
not completely referred to the other
element, include documents from that
element.

(iv) If any requested records are clas-
sified, include a written certification
from a classification authority or de-
classification authority stating the
data was properly classified originally,
that it remains properly classified (per
E.0. 12958), and, if applicable, that no
reasonably segregable portions can be
released.

(e) FOIA appeal actions.

(1) If an IDA, or a FOIA office re-
sponding on behalf of an IDA, with-
holds a record from release because
they determine the record is exempt
under one or more of the exemptions to
the FOIA, the requester may appeal
that decision, in writing, to the Sec-
retary of the Air Force. The appeal
should be accompanied by a copy of the
denial letter. FOIA appeals should be
postmarked within 60 calendar days
after the date of the denial letter, and
should contain the reasons the re-
quester disagrees with the initial de-
nial. Late appeals may be rejected, ei-
ther by the element initially proc-
essing the FOIA appeal, or by subse-
quent denial authorities, if the re-
quester does not provide adequate jus-
tification for the delay. Appeal proce-
dures also apply to the denial of a fee
category claim by a requester, denial
of a request for waiver or reduction of
fees, disputes regarding fee estimates,
review on an expedited basis of a deter-
mination not to grant expedited access
to agency records, and for ‘“‘no record”
or ‘‘requested format not available’ de-
terminations when the requester con-
siders such responses adverse in na-
ture.

(2) Coordinate appeals with an Air
Force attorney (and the OPR, if appro-
priate) so they can consider factual and
legal arguments raised in the appeal,
and can prepare written assessments of
issues raised in the appeal to assist the
IDA in considering the appeal.
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MAJCOM FOIA offices and 11 CS/SCSR
(for OPRs at HQ USAF and SAF), send
all appeals to the Secretary of the Air
Force through AFLSA/JACL for con-
sideration, unless the IDA has recon-
sidered the initial denial action, and
granted the appeal.

(3) If a requester appeals a ‘‘no
records’” determination, organizations
must search again or verify the ade-
quacy of their first search (for exam-
ple, if a second search would be fruit-
less, the organization may include a
signed statement from either the
records OPR or the MAJCOM FOIA
manager detailing why another search
was not practical). The appeal package
must include documents (to include a
certification from the records OPR)
that show how the organization tried
to find responsive records. In the event
a requester sues the Air Force to con-
test a determination that no respon-
sive records exist, formal affidavits
will be required to support the ade-
quacy of any searches conducted.

(4) General administrative matters.
FOIA requesters may ultimately sue
the Air Force in federal court if they
are dissatisfied with adverse deter-
minations. In these suits, the contents
of the administrative appeal file are
evaluated to determine whether the
Air Force complied with the FOIA and
its own guidance. Improper or inad-
equate appeal files make defending
these cases problematic. Include all the
documents related to the requester’s
FOIA action in the appeal file. If ap-
peal file documents are sensitive, or
are classified up to the SECRET level,
send them separately to AFLSA/JACL,
1501 Wilson Boulevard, 7th Floor, Ar-
lington, VA 22209-2403. Make separate
arrangements with AFLSA/JACL for
processing classified appeal file docu-
ments TOP SECRET or higher. Cover
letters on appeal packages need to list
all attachments. If a FOIA action is
complicated, a chronology of events
helps reviewers understand what hap-
pened in the course of the request and
appeal. If an appeal file does not in-
clude documentation described below,
include a blank sheet in proper place
and mark as ‘‘not applicable,” ‘““N/A,”
or ‘“‘not used.” Do not renumber and
move the other items up. If any part of
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the requester’s appeal is denied, the ap-
peal package must include a signed
statement by the IDA, demonstrating
the IDA considered and rejected the re-
quester’s arguments, and the basis for
that decision. This may be a separate
memorandum, an endorsement on a
legal opinion or OPR opinion, or the
cover letter which forwards the appeal
for final determination. Include in the
cover letter forwarding the appeal to
the Secretary of the Air Force the
name, phone number and e-mail ad-
dress (if any) of the person to contact
about the appeal. The order and con-
tents of appeal file attachments follow.

(i) The original appeal letter and en-
velope.

(ii) The initial FOIA request, any
modifications of the request by the re-
quester or any other communications
from the requester, in chronological
order.

(iii) The denial letter.

(iv) Copies of all records already re-
leased. (An index of released docu-
ments may be helpful, if there are a
number of items. If the records re-
leased are ‘‘massive’” (which means
‘“‘several cubic feet’’) and AFLSA/JACL
agrees, an index or description of the
records may be provided in place of the
released records. Do not send appeal
files without copies of released records
without the express agreement of
AFLSA/JACL. Usually AFLSA/JACL
requires all the released records in ap-
peal files. If you do not send the re-
leased records to AFLSA/JACL when a
FOIA requester has appealed a partial
denial, retain a copy of what was re-
leased for 6 years.)

(v) Copies of all administrative proc-
essing documents, including extension
letters, search descriptions, and initial
OPR recommendations about the re-
quest, in chronological order.

(vi) Copies of the denied records or
portions marked to show what was
withheld. If your organization uses a
single set of highlighted records (to
show items redacted from records re-
leased to the requester), ensure the
records are legible and insert a page in
the appropriate place stating where the
records are located. (An index of denied
documents may be helpful, if there are
a number of items. If the records de-
nied are ‘‘massive’” (which means
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‘“‘several cubic feet’’) and AFLSA/JACL
agrees, an index or description of the
records may be provided in place of the
denied records. Do not send appeal files
without copies of denied records with-
out the express agreement of AFLSA/
JACL. Usually AFLSA/JACL requires
all the denied records in appeal files. If
you do not send the denied records to
AFLSA/JACL, when a FOIA requester
has appealed a denial, retain a copy of
what was denied for 6 years.)

(vii) All legal opinions in chrono-
logical order. Include a point-by-point
discussion of factual and legal argu-
ments in the requester’s appeal (pre-
pared by an Air Force attorney and/or
the OPR). If the IDA does not state in
the cover letter he/she signed, that he/
she considered and rejected the re-
quester’s arguments, asserting the
basis for that decision (e.g., the IDA
concurs in the legal and/or OPR assess-
ments of the requester’s arguments) in-
clude a signed, written statement con-
taining the same information from the
IDA, either as a separate document or
an endorsement to a legal or OPR as-
sessment. Include any explanation of
the decision-making process for intra-
agency documents denied under the de-
liberative process privilege and how
the denied material fits into that proc-
ess (if applicable).

§806.30 FOIA exempt information ex-
amples.

(a) Certain responsive records may
contain parts that are releasable, along
with other parts that the Air Force
must withhold from release. Carefully
delete information exempt from release
under the FOIA from copies of other-
wise releasable records. Do not release
copies that would permit the requester
to ‘‘read through the marking.” In
order to assist FOIA managers in re-
dacting records, selected items appro-
priate to withhold in commonly re-
quested Air Force records are illus-
trated below. When providing releas-
able portions from classified para-
graphs, line through and do not delete,
the classification marking preceding
the paragraph.

(b) Exemption 1. Example used is an
extract from a ‘‘simulated’” contin-
gency plan (all information below is
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fictional and UNCLASSIFIED; par-
enthetical information and marking is
used for illustrative purposes only).

(U) Air Force members will safeguard all
FELLOW YELLOW data (NOTE: FELLOW
YELLOW simulates an UNCLASSIFIED code
name).

During the contingency deployment in
Shambala, those members assigned to force
element FELLOW YELLOW will cover their
movements by employing specified camou-
flage and concealment activities while be-
hind enemy lines. Only secure communica-
tions of limited duration as specified in the
communications annex will be employed
until FELLOW YELLOW personnel return to
base. (Exemption 1)

(c) Exemption 2. Example used is an
extract from a ‘‘simulated” test admin-
istration guide (all information below
is fictional and is used for illustrative
purposes only).

When administering the test to determine
which technicians are ranked fully qualified,
make sure to allow only the time specified in
HQ AETC Pamphlet XYZ, which the techni-
cians were permitted to review as part of
their test preparation. For ease in scoring
this exam, correct answers are A, A, B, B, A,
B, C, C, A, B, D, D, C, C, C, D; the cor-
responding template for marking the stand-
ard answer sheet is kept locked up at all
times when not in use to grade answer
sheets. (Exemption ‘‘high” 2)

(d) Exemption 5. Example used is a
simulated IG Report of Investigation
(ROI) recommendation. All parenthet-
ical information in this example is fic-
tional and is used for illustrative pur-
poses only:

Having interviewed the appropriate per-
sonnel and having reviewed the appropriate
documents, I recommend additional training
sessions for all branch personnel on accepted
Air Force standards, and the Air Force pur-
sue administrative or judicial disciplinary
action with respect to Terry Hardcase. (Ex-
emption 5)

(e) Exemption 6. Example used is a
simulated personnel computer report
on a military member selected for a
special assignment (all information
below is fictional; information and
marking is used for illustrative pur-
poses only.):

SN: 111-11-
1112

Date of Birth:

SSgt Doe, Kerry | S
E 22 Jun 71

Dut)-/ Title: Spe- | Office Symbol:
cial Assistant CINCPAC/
to CINCPAC CCSA
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Duty Station:
Hickam AFB
HI11111-
1111

Marital Status:

Date Assigned:
12 June 1998

Dependents: 01 | Home Address:

Divorced 12 Anystreet,
Downtown
ST 11112
Home Phone:
(112) 223
3344 (Exemp-
tion 6)

(f) Exemption 7. Example used is
summary of a law enforcement report
on a domestic disturbance at on-base
family housing (all information below
is fictional and all parenthetical infor-
mation is used for illustrative purposes
only):

At 2140, the law enforcement desk, exten-
sion 222-3456, took an anonymous call that
reported a disturbance at 1234 Basestreet,
quarters allegedly occupied by two military
members. SrA Patrolman (names of law en-
forcement investigators usually are withheld
under Exemptions 6 and 7(C)) arrived on the
scene at 2155. SrA Patrolman met Nora
Neighbor, (names of witnesses usually are
withheld under Exemptions 6 and 7(C)) who
was very agitated. Because she feared her
neighbors would retaliate against her if they
knew she reported their fight, she asked that
her name not be released before she would
talk. After she was promised her identity
would remain anonymous, she stated: (Nora
Neighbor became a confidential informant;
data that could identify her, and in some
cases, the information she related, should be
withheld from release under Exemptions 6,
7(C) and (D).) ‘I heard cursing and heard fur-
niture and dishes breaking. They fight all
the time. I've seen Betty Battle (unless
Betty is the requester, redact her name Ex-
emptions 6 and 7(C)) with a black eye, and I
also saw Bob Battle (unless Bob is the re-
quester, redact his name Exemptions 6 and
7(C)) with bruises the day after they had
their last fight, last Saturday night. This
time, there was a tremendous crash; I heard
a man scream ‘‘My Lord NO!”” then I saw
Betty Battle come out of the house with
dark stains on her clothes—she got into her
car and drove away. I could see this really
well, because the streetlight is right between
our houses; I’'m the wife of their NCOIC. If
only Nick, my husband, was here now, he’d
know what to do! I haven’t heard anything
from Bob Battle.” (Exemptions 6 and 7)



§806.31

§806.31 Requirements of 5 U.S.C.
552(b)(4) to submitters of non-
government contract-related infor-
mation.

(a) The FOIA requires federal agen-
cies to provide their records, except
those specifically exempted, for the
public to inspect and copy. Section (b)
of the Act lists nine exemptions that
are the only basis for withholding
records from the public.

(b) In this case, the fourth exemp-
tion, 5 U.S.C. 552(b)(4), may apply to
records or information the Air Force
maintains. Under this exemption, agen-
cies must withhold trade secrets and
commercial or financial information
they obtained from a person or organi-
zation outside the government that is
privileged or confidential. This gen-
erally includes information provided
and received during the contracting
process with the understanding that
the Air Force will keep it privileged or
confidential.

(c) Commercial or financial matter is
“‘confidential” and exempt if its re-
lease will probably:

(1) Impair the government’s ability
to obtain necessary information in the
future.

(2) Substantially harm the source’s
competitive position or impair some
other legitimate government interest
such as compliance and program effec-
tiveness.

(d) Applicability of exemption. The
exemption may be used to protect in-
formation provided by a nongovern-
ment submitter when public disclosure
will probably cause substantial harm
to its competitive position. Examples
of information that may qualify for
this exemption include:

(1) Commercial or financial informa-
tion received in confidence with loans,
bids, contracts, or proposals, as well as
other information received in con-
fidence or privileged, such as trade se-
crets, inventions, discoveries, or other
proprietary data.

NoOTE: Certain proprietary and source se-
lection information may also fall under ex-
emption (b)(3), under the provisions of 10
U.S.C. 2305(g) or 41 U.S.C. 423, if statutory re-
quirements are met.

(2) Statistical data and commercial
or financial information concerning
contract performance, income, profits,
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losses, and expenditures, offered and
received in confidence from a con-
tractor or potential contractor.

(3) Personal statements given during
inspections, investigations, or audits,
received and kept in confidence be-
cause they reveal trade secrets or com-
mercial or financial information, nor-
mally considered confidential or privi-
leged.

(4) Financial data that private em-
ployers give in confidence for local
wage surveys used to set and adjust
pay schedules for the prevailing wage
rate of DoD employees.

(5) Information about scientific and
manufacturing processes or develop-
ments that is technical or scientific or
other information submitted with a re-
search grant application, or with a re-
port while research is in progress.

(6) Technical or scientific data a con-
tractor or subcontractor develops en-
tirely at private expense, and technical
or scientific data developed partly with
Federal funds and partly with private
funds, in which the contractor or sub-
contractor retains legitimate propri-
etary interests per 10 U.S.C. 2320 to 2321
and 48 CFR, Chapter 2, 227.71-227.72.

(7) Computer software copyrighted
under the Copyright Act of 1976 (17
U.S.C. 106), the disclosure of which
would adversely impact its potential
market value.

(e) Submitter’s Written Response. If
release of the requested material would
prejudice your commercial interests,
give detailed written reasons that iden-
tify the specific information and the
competitive harm public release will
cause to you, your organization, or
your business. The act requires the Air
Force to provide any reasonably seg-
regable part of a record after deleting
exempt portions. If deleting key words
or phrases would adequately protect
your interests, advise us in writing
which portions you believe we can safe-
ly release, and which portions you be-
lieve we need to withhold from release.
If you do not provide details on the
probability of substantial harm to your
competitive position or other commer-
cial interests, which would be caused
by releasing your material to the re-
quester, we may be required to release
the information. Records qualify for
protection on a case by case basis.
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(f) Pricing Information. Generally,
the prices a contractor charges the
government for goods or services would
be released under the FOIA. Examples
of releasable data include: bids sub-
mitted in response to an invitation for
bids (IFB), amounts actually paid by
the government under a contract, and
line item prices, contract award price,
and modifications to a contract. Unit
prices contained in a contract award
are considered releasable as part of the
post award notification procedure pre-
scribed by 48 CFR 15.503, unless they
are part of an unsuccessful proposal,
then 10 U.S.C. 2305(g) protects every-
thing including unit price.

APPENDIX A TO PART 806—REFERENCES

Title 5, United States Code, Section 552, The
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Copyrights

AFI 51-501, Tort Claims

AFI 51-503, Aircraft, Missile,
Space Accident Investigations
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counting Office
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APPENDIX B TO PART 806—
ABBREVIATIONS AND ACRONYMS

AFCA—Air Force Communications Agency

AFCIC—Air Force Communications and In-
formation Center

AFRC—Air Force Reserve Command

AFI—Air Force Instruction

AFLSA/JACL—Air Force Legal Services
Agency, General Litigation Division

AFMAN—Air Force Manual

AFPC/MSIMD—AIir Force Personnel Center/
Records Management, FOIA, and Privacy
Act Office

AFPD—Air Force Policy Directive

ANG—Air National Guard

ASCII—American Standard Code for Infor-
mation Interchange

CFR—Code of Federal Regulations

DFAS—Defense Finance and Accounting
Service

DFOISR—Director, Freedom of Information
and Security Review

DoD—Department of Defense

DRU—Direct Reporting Unit

EFOIA—Electronic Freedom of Information
Act

ERR—Electronic Reading Room

FOA—Field Operating Agency

FOIA—Freedom of Information Act

FOUO—For Official Use Only
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GAO—General Accounting Office
GILS—Government Information
Service
GPO—Government Printing Office
IDA—Initial Denial Authority
IG—Inspector General
IMPAC—International
Authority Card
LOA—Letters of Offer and Acceptance
MAJCOM—Major Command
MFR—Memorandum for Record
NATO—North Atlantic Treaty Organization
NORAD—North American Aerospace Defense
NTIS—National Technical Information Serv-
ice
OCR—Office of Corollary Responsibility
OMB—Office of Management and Budget
OPR—Office of Primary Responsibility
PA—Privacy Act
PAO—Public Affairs Office
PAS—Personnel Accounting Symbol
RCS—Reports Control Symbol
SAF—Secretary of the Air Force
SSN—Social Security Number
USAF—United States Air Force
U.S.C.—United States Code
WWW—World Wide Web

Locator

Merchant Purchase

APPENDIX C TO PART 806—TERMS

Appellate Authority—The Office of the Gen-
eral Counsel to the Secretary of the Air
Force (SAF/GCA).

Denial—An adverse determination on no
records, fees, expedited access, or not dis-
closing records.

Determination—The written decision to re-
lease or deny records or information that
is responsive to a request.

Disclosure—Providing access to, or one copy
of, a record.

Disclosure Authority—Official authorized to
release records, normally division chiefs or
higher.

FOIA Manager—The person who manages the
FOIA Program at each organizational
level.

FOIA Request—A written request for DoD
records from the public that cites or im-
plies the FOIA.

Functional Request—Any request for records
from the public that does not cite the
FOIA.

Government Information Locator Service
(GILS)—An automated on-line card cata-
log of publicly accessible information.

Glomar Response—A reply that neither con-
firms nor denies the existence or nonexist-
ence of the requested record.

Initial Denial Authority (IDA)—Persons in
authorized positions that may withhold
records.

Partial Denial—A decision to withhold part
of a requested record.

Public Interest—The interest in obtaining
official information that sheds light on
how an agency performs its statutory du-
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ties and informs citizens about what their
government is doing.

Reading Room—A place where the public
may inspect and copy, or have copied, re-
leasable records.

Records—The products of data compilation,
such as all books, papers, maps, and photo-
graphs, machine readable materials inclu-
sive of those in electronic form or format,
or other documentary materials, regard-
less of physical form or characteristics,
made or received by an agency of the U.S.
Government under Federal Law in connec-
tion with the transaction of public busi-
ness and in the agency’s possession and
control at the time the FOIA request is
made. Records include notes, working pa-
pers, and drafts.

Redact—To remove nonreleasable material.

PART 806b—PRIVACY ACT
PROGRAM

Subpart A—Overview of the Privacy Act
Program

Sec.

806b.1
806b.2
806b.3
806b.4

Summary of revisions.

Basic guidelines.

Violation penalties.

Privacy Act complaints.

806b.5 Personal notes.

806b.6 Systems of records operated by a con-
tractor.

806b.7 Responsibilities.

Subpart B—Obtaining Law Enforcement
Records and Confidentiality Promises

806b.8 Obtaining law enforcement records.
806b.9 Confidentiality promises.

Subpart C—Collecting Personal
Information

806b.10 How to collect personal information.

806b.11 When To Give Privacy Act State-
ments (PAS).

806b.12 Requesting the
Number.

Social Security

Subpart D—Giving Access to Privacy Act
Records

806b.13

806b.14

806b.15

806b.16 Denying or limiting access.

806b.17 Special provision for certain med-
ical records.

806b.18 Third party information in a Pri-
vacy Act System of records.

806b.19 Information compiled in anticipa-
tion of civil action.

806b.20 Denial authorities.

Making a request for access.
Processing a request for access.
Fees.
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Subpart E—Amending the Record

806b.21 Amendment reasons.

806b.22 Responding to amendment requests.

806b.23 Approving or denying a record
amendment.

806b.24 Seeking review of unfavorable Agen-
cy determinations.

806b.25 Contents of Privacy Act case files.

Subpart F—Appeals
806b.26 Appeal procedures.

Subpart G—Privacy Act Notifications

806b.27 When to include a Privacy Act warn-
ing statement in publications.

806b.28 Warning banners.
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information on
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Subpart M—Training

806Db.52
806b.53

Who needs training?

Training tools.

806b.54 Information collections, records,
and forms or Information Management
Tools (IMT).

APPENDIX A TO PART 806b—DEFINITIONS

APPENDIX B TO PART 806b—PREPARING A SYS-
TEM NOTICE

APPENDIX C TO PART 806b—DoD
ROUTINE USES”’

APPENDIX D TO PART 806b—GENERAL AND
SPECIFIC EXEMPTIONS

APPENDIX E TO PART 806b—PRIVACY IMPACT
ASSESSMENT

AUTHORITY: Pub. L. 93-579, 88 Stat. 1896 (5
U.S.C. 552a).

SOURCE: 69 FR 954, Jan. 7, 2004, unless oth-
erwise noted.

“BLANKET

Subpart A—Overview of the
Privacy Act Program

§806b.1 Summary of revisions.

This part moves responsibility for
the Air Force Privacy Program from
Air Force Communications and Infor-
mation Center to the Air Force Chief
Information Officer; prescribes Air
Force Visual Aid 33-276, Privacy Act
Label as optional; adds the E-Gov Act of
2002 requirement for a Privacy Impact
Assessment for all information systems
that are new or have major changes;
changes appeal processing from Air
Force Communications and Informa-
tion Center to Air Force Legal Services
Agency; adds Privacy Act warning lan-
guage to use on information systems
subject to the Privacy Act, includes
guidance on sending personal informa-
tion via e-mail; adds procedures on
complaints; and provides guidance on
recall rosters; social rosters; consent
statements, systems of records oper-
ated by a contractor, and placing infor-
mation on shared drives.

§806b.2 Basic guidelines.

This part implements the Privacy Act
of 19741 and applies to records on living
U.S. citizens and permanent resident
aliens that are retrieved by name or

1 attp://www.usdoj.gov/04foia/privstat. htm.
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personal identifier. This part also pro-
vides guidance on collecting and dis-
seminating personal information in
general.

(a) Records that are retrieved by
name or personal identifier are subject
to Privacy Act requirements and are
referred to as Privacy Act systems of
records. The Air Force must publish
notices in the FEDERAL REGISTER, de-
scribing the collection of information
for new, changed or deleted systems to
inform the public and give them an op-
portunity to comment before imple-
menting or changing the system. (see
appendix B to this part).

(b) An official system of records is:

(1) Authorized by law or Executive
Order.

(2) Needed to carry out an Air Force
mission or function.

(3) Published in the FEDERAL REG-
ISTER.

(c) The Air Force will not:

(1) Keep records on how a person ex-
ercises First Amendment rights. Ex-
ceptions are when: The Air Force has
the permission of that individual or is
authorized by Federal statute; or the
information pertains to, and is within
the scope of, an authorized law enforce-
ment activity. First Amendment rights
include, but are not limited to, freedom
of religion, freedom of political beliefs,
freedom of speech, freedom of the
press, the right to assemble, and the
right to petition.

(2) Penalize or harass an individual
for exercising rights guaranteed under
the Privacy Act. We must reasonably
help individuals exercise their rights
under the Privacy Act.

(d) Air Force members will:

(1) Keep paper and electronic records
that are retrieved by name or personal
identifier only in approved Privacy Act
systems published in the FEDERAL REG-
ISTER.

(2) Collect, maintain, and use infor-
mation in such systems, for purposes
described in the published notice, to
support programs authorized by law or
Executive Order.

(3) Safeguard the records in the sys-
tem and keep them the minimum time
required.

(4) Ensure records are timely, accu-
rate, complete, and relevant.
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(56) Amend and correct records on re-
quest.

(6) Allow individuals to review and
receive copies of their own records un-
less the Secretary of the Air Force ap-
proved an exemption for the system; or
the Air Force created the records in
anticipation of a civil action or pro-
ceeding (56 U.S.C. 552a(d)(b)).

(7T) Provide a review of decisions that
deny individuals access to or amend-
ment of their records through appellate
procedures.

§806b.3 Violation penalties.

An individual may file a civil law
suit against the Air Force for failing to
comply with the Privacy Act. The
courts may find an individual offender
guilty of a misdemeanor and fine that
individual offender not more than
$5,000 for:

(a) Willfully maintaining a system of
records that doesn’t meet the public
notice requirements.

(b) Disclosing information from a
system of records to someone not enti-
tled to the information.

(c) Obtaining someone else’s records
under false pretenses.

§806b.4 Privacy Act complaints.

(a) Process Privacy Act complaints
or allegations of Privacy Act violations
through the appropriate base or Major
Command Privacy Act office, to the
local systems manager. The base or
Major Command Privacy Act officer di-
rects the process and provides guidance
to the system manager. The local sys-
tems manager will investigate com-
plaints, or allegations of Privacy Act
violations; will establish and review
the facts when possible; interview indi-
viduals as needed; determine validity
of the complaint; take appropriate cor-
rective action; and ensure a response is
sent to the complainant through the
Privacy Act Officer. In cases where no
system manager can be identified, the
local Privacy Act officer will assume
these duties. Issues that cannot be re-
solved at the local level will be ele-
vated to the Major Command Privacy
Office. When appropriate, local system
managers will also: refer cases for more
formal investigation, refer cases for
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command disciplinary action, and con-
sult the servicing Staff Judge Advo-
cate. In combatant commands, process
component unique system complaints
through the respective component
chain of command.

(b) For Privacy Act complaints filed
in a U.S. District Court against the Air
Force, an Air Force activity, or any
Air Force employee, Air Force Legal
Services Agency, General Litigation
Division (JACL) will provide Air Force
Chief Information Officer/P a litigation
summary to include: The case number,
requester name, the nature of the case
(denial of access, refusal to amend, in-
correct records, or specify the par-
ticular violation of the Privacy Act),
date complaint filed, court, defendants,
and any appropriate remarks, as well
as updates during the litigation proc-
ess. When the court renders a formal
opinion or judgment, Air Force Legal
Services Agency, General Litigation
Division (JACL) sends Air Force Chief
Information Officer/P a copy of the
judgment and opinion.

§806b.5 Personal notes.

The Privacy Act does not apply to
personal notes on individuals used as
memory aids. Personal notes may be-
come Privacy Act records if they are
retrieved by name or other personal
identifier and at least one of the fol-
lowing three conditions apply: Keeping
or destroying the records is not at the
sole discretion of the author; the notes
are required by oral or written direc-
tive, regulation, or command policy; or
they are shown to other agency per-
sonnel.

§806b.6 Systems of records operated
by a contractor.

Contractors who are required to oper-
ate or maintain a Privacy Act system
of records by contract must follow this
part for collecting, safeguarding, main-
taining, using, accessing, amending
and disseminating personal informa-
tion. The record system affected is con-
sidered to be maintained by the Air
Force and is subject to this part. Sys-
tems managers for offices who have
contractors operating or maintaining
such record systems must ensure the
contract contains the proper Privacy
Act clauses, and identify the record
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system number, as required by the De-
fense Acquisition Regulation and this
part.

(a) Contracts for systems of records
operated or maintained by a contractor
will be reviewed annually by the appro-
priate Major Command Privacy Officer
to ensure compliance with this part.

(b) Disclosure of personal records to a
contractor for use in the performance
of an Air Force contract is considered
a disclosure within the agency under
exception (b)(1) of the Privacy Act (see
§806b.47(a)).

§806b.7 Responsibilities.

(a) The Air Force Chief Information
Officer is the senior Air Force Privacy
Official with overall responsibility for
the Air Force Privacy Act Program.

(b) The Office of the General Counsel
to the Secretary of the Air Force, Fis-
cal and Administrative Law Division
(GCA) makes final decisions on ap-
peals.

(¢c) The General Litigation Division,
Air Force Legal Services Agency
(JACL), receives Privacy Act appeals
and provides recommendations to the
appellate authority. Service unique ap-
peals, from combatant commands,
should go through the respective chain
of command.

(d) The Plans and Policy Directorate,
Office of the Chief Information Officer
manages the program through the Air
Force Privacy Act Officer who:

(1) Administers procedures outlined
in this part.

(2) Reviews publications and forms
for compliance with this part.

(3) Reviews and approves proposed
new, altered, and amended systems of
records; and submits system notices
and required reports to the Defense
Privacy Office.

(4) Serves as the Air Force member
on the Defense Privacy Board and the
Defense Data Integrity Board.

(5) Provides guidance and assistance
to Major Commands, field operating
agencies, direct reporting units and
combatant commands for which AF is
executive agent in their implementa-
tion and execution of the Air Force
Privacy Program. Ensures availability
of training and training tools for a va-
riety of audiences.
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(6) Provides advice and support to
those commands to ensure that infor-
mation requirements developed to col-
lect or maintain personal data conform
to Privacy Act standards; and that ap-
propriate procedures and safeguards
are developed, implemented, and main-
tained to protect the information.

(e) Major Command commanders, and
Deputy Chiefs of Staff and comparable
officials at Secretary of the Air Force
and Headquarters United States Air
Force offices implement this part.

(f) 11th Communications Squadron
will provide Privacy Act training and
submit Privacy Act reports for Head-
quarters United States Air Force and
Secretary of the Air Force offices.

(g) Major Command Commanders:
Appoint a command Privacy Act offi-
cer, and send the name, office symbol,
phone number, and e-mail address to
Air Force Chief Information Officer/P.

(h) Major Command and Head-
quarters Air Force Functional Chief In-
formation Officers:

(1) Review and provide final approval
on Privacy Impact Assessments (see ap-
pendix E of this part).

(2) Send a copy of approved Privacy
Impact Assessments to Air Force Chief
Information Officer/P.

(i) Major Command Privacy Act Offi-
cers:

(1) Train base Privacy Act officers.
May authorize appointment of unit
Privacy Act monitors to assist with
implementation of the program.

(2) Promote Privacy Act awareness
throughout the organization.

(3) Review publications and forms for
compliance with this part (do forms re-
quire a Privacy Act Statement; is Pri-
vacy Act Statement correct?).

(4) Submit reports as required.

(5) Review system notices to validate
currency.

(6) Evaluate the health of the pro-
gram at regular intervals using this
part as guidance.

(7) Review and provide recommenda-
tions on completed Privacy Impact As-
sessments for information systems.

(8) Resolve complaints or allegations
of Privacy Act violations.

(9) Review and process denial rec-
ommendations.
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(10) Provide guidance as needed to
functionals on implementing the Pri-
vacy Act.

(j) Base Privacy Act Officers:

(1) Provide guidance and training to
base personnel.

(2) Submit reports as required.

(3) Review publications and forms for
compliance with this part.

(4) Review system notices to validate

currency.
(6) Direct investigations of com-
plaints/violations.

(6) Evaluate the health of the pro-
gram at regular intervals using this
part as guidance.

(k) System Managers:

(1) Manage and safeguard the system.

(2) Train users on Privacy Act re-
quirements.

(3) Protect records from unauthorized
disclosure, alteration, or destruction.

(4) Prepare system notices and re-
ports.

(5) Answer Privacy Act requests.

(6) Records of disclosures.

(7) Validate system notices annually.

(8) Investigate Privacy Act com-
plaints.

(1) System owners and developers:

(1) Decide the need for, and content
of systems.

(2) Evaluate Privacy Act require-
ments of information systems in early
stages of development.

(3) Complete a Privacy Impact As-
sessment and submit to the Privacy
Act Officer.

Subpart B—Obtaining Law En-
forcement Records and Con-
fidentiality Promises

§806b.8 Obtaining
records.

law enforcement

The Commander, Air Force Office of
Special Investigation; the Commander,
Air Force Security Forces Center;
Major Command, Field Operating
Agency, and base chiefs of security
forces; Air Force Office of Special In-
vestigations detachment commanders;
and designees of those offices may ask
another agency for records for law en-
forcement under 5 U.S.C. 552a(b)(7). The
requesting office must indicate in writ-
ing the specific part of the record de-
sired and identify the law enforcement
activity asking for the record.
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§806b.9 Confidentiality promises.

Promises of confidentiality must be
prominently annotated in the record to
protect from disclosure any ‘‘confiden-
tial” information under 5 TUnited
States Code 552a(k)(2), (k)(5), or (k)(7)
of the Privacy Act.

Subpart C—Collecting Personal
Information

§806b.10 How to collect personal in-
formation.

Collect personal information directly
from the subject of the record when-
ever possible. Only ask third parties
when:

(a) You must verify information.

(b) You want opinions or evaluations.

(c) You can’t contact the subject.

(d) You are doing so at the request of
the subject individual.

§806b.11 When to give Privacy Act
Statements (PAS).

(a) Give a PAS orally or in writing to
the subject of the record when you are
collecting information from them that
will go in a system of records. Note: Do
this regardless of how you collect or
record the answers. You may display a
sign in areas where people routinely
furnish this kind of information. Give a
copy of the Privacy Act Statement if
asked. Do not ask the person to sign
the Privacy Act Statement.

(b) A Privacy Act Statement must
include four items:

(1) Authority: The legal authority,
that is, the U.S.C. or Executive Order
authorizing the program the system
supports.

(2) Purpose: The reason you are col-
lecting the information and what you
intend to do with it.

(3) Routine Uses: A list of where and
why the information will be disclosed
outside DoD.

(4) Disclosure: Voluntary or Manda-
tory. (Use Mandatory only when disclo-
sure is required by law and the indi-
vidual will be penalized for not pro-
viding information.) Include any con-
sequences of nondisclosure in non-
threatening language.
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§806b.12 Requesting the Social Secu-
rity Number.

When asking an individual for his or
her Social Security Number, always
give a Privacy Act Statement that
tells the person: The legal authority
for requesting it; the uses that will be
made of the Social Security Number;
and whether providing the Social Secu-
rity Number is voluntary or manda-
tory. Do not deny anyone a legal right,
benefit, or privilege for refusing to give
their Social Security Number unless
the law requires disclosure, or a law or
regulation adopted before January 1,
1975 required the Social Security Num-
ber and the Air Force uses it to verify
a person’s identity in a system of
records established before that date.

(a) The Air Force requests an individ-
ual’s Social Security Number and pro-
vides the individual information re-
quired by law when anyone enters mili-
tary service or becomes an Air Force
civilian employee. The Air Force uses
the Social Security Number as a serv-
ice or employment number to reference
the individual’s official records. When
you ask someone for a Social Security
Number as identification to retrieve an
existing record, you do not have to re-
state this information.

(b) Executive Order 9397, Numbering
System for Federal Accounts Relating to
Individual Persons2, authorizes using
the Social Security Number as a per-
sonal identifier. This order is not ade-
quate authority to collect a Social Se-
curity Number to create a record.
When law does not require disclosing
the Social Security Number or when
the system of records was created after
January 1, 1975, you may ask for the
Social Security Number, but the indi-
vidual does not have to disclose it. If
the individual refuses to respond, use
alternative means of identifying
records. (c¢) Social Security Numbers
are personal and unique to each indi-
vidual. Protect them as for official use
only (FOUO).

Within DoD, do not disclose them to
anyone without an official need to
know. Outside DoD, they are not re-
leasable without the person’s consent,

2 http://resource.lawlinks.com/content/

legal research/Executive Orders/1940-1960/
executive__order 9397.him.
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or unless authorized under one of the 12
exceptions to the Privacy Act (see
§806b.47).

Subpart D—Giving Access to
Privacy Act Records

§806b.13 Making a Request for Access.

Persons or their designated rep-
resentatives may ask for a copy of
their records in a system of records.
Requesters need not state why they
want access to their records. Verify the
identity of the requester to avoid unau-
thorized disclosures. How you verify
identity will depend on the sensitivity
of the requested records. Persons may
use a notary or an unsworn declaration
in the following format: ‘I declare
under penalty of perjury (if outside the
United States, add ‘‘under the laws of
the United States of America’) that
the foregoing is true and correct. Exe-
cuted on (date). (Signature).”

§806b.14 Processing a Request for Ac-
cess.

Consider a request from an individual
for his or her own records in a system
of records under both the Freedom of
Information Act and the Privacy Act
regardless of the Act cited. The re-
quester does not need to cite either Act
if the records they want are contained
in a system of records. Process the re-
quest under whichever Act gives the
most information. When necessary, tell
the requester which Act you used and
why.

(a) Requesters should describe the
records they want. They do not have to
name a system of records number, but
they should at least name a type of
record or functional area. For requests
that ask for ‘‘all records about me,”
ask for more information and tell the
person how to review the Air Force
systems of records published in the
FEDERAL REGISTER or at http:/
www.defenselink.mil/privacy/notices/usaf.

(b) Requesters should not use govern-
ment equipment, supplies, stationery,
postage, telephones, or official mail
channels for making Privacy Act re-
quests. System managers will process
such requests and tell requesters that
using government resources to make
Privacy Act requests is not authorized.
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(c) Tell the requester if a record ex-
ists and how to review the record. If
possible, respond to requests within 10
workdays of receipt. If you cannot an-
swer the request in 10 workdays, send a
letter explaining why and give an ap-
proximate completion date no more
than 20 workdays after the first office
received the request.

(d) Show or give a copy of the record
to the requester within 30 workdays of
receiving the request unless the system
is exempt and the Air Force lists the
exemption in appendix D to this part;
or it is published in this section; or
published as a final rule in the FED-
ERAL REGISTER. Give information in a
form the requester can understand. If
the system is exempt under the Pri-
vacy Act, provide any parts releasable
under the Freedom of Information Act,
with appeal rights (See subpart F of
this part), citing appropriate exemp-
tions from the Privacy Act and the
Freedom of Information Act, if applica-
ble.

(e) If the requester wants another
person present during the record re-
view, the system manager may ask for
written consent to authorize discussing
the record with another person present.

§806b.15

Give the first 100 pages free, and
charge only reproduction costs for the
remainder. Copies cost $.15 per page;
microfiche costs $.26 per fiche. Charge
fees for all pages for subsequent re-
quests for the same records. Do not
charge fees:

(a) When the requester can get the
record without charge under another
publication (for example, medical
records).

(b) For search.

(c) For reproducing a document for
the convenience of the Air Force.

(d) For reproducing a record so the
requester can review it.

Fee waivers. Waive fees automati-
cally if the direct cost of reproduction
is less than $15, unless the individual is
seeking an obvious extension or dupli-
cation of a previous request for which
he or she was granted a waiver. Deci-
sions to waive or reduce fees that ex-
ceed $15 are made on a case-by-case
basis.

Fees.
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§806b.16 Denying or limiting access.

System managers process access de-
nials within 5 workdays after you re-
ceive a request for access. When you
may not release a record, send a copy
of the request, the record, and why you
recommend denying access (include the
applicable exemption) to the denial au-
thority through the legal office and the
Privacy Act office. Judge Advocate of-
fices will include a written legal opin-
ion. The Privacy Act officer reviews
the file, and makes a recommendation
to the denial authority. The denial au-
thority sends the requester a letter
with the decision. If the denial author-
ity grants access, release the record. If
the denial authority refuses access, tell
the requester why and explain perti-
nent appeal rights (see subpart F of
this part). Before you deny a request
for access to a record, make sure that:

(a) The system has an exemption rule
published in the FEDERAL REGISTER as
a final rule.

(b) The exemption covers each docu-
ment. (All parts of a system are not
automatically exempt.)

(c) Nonexempt parts are segregated.

§806b.17 Special provision for certain
medical records.

If a physician believes that disclosing
requested medical records could harm
the person’s mental or physical health,
you should:

(a) Ask the requester to get a letter
from a physician to whom you can send
the records. Include a letter explaining
to the physician that giving the
records directly to the individual could
be harmful.

(b) Offer the services of a military
physician other than one who provided
treatment if naming the physician
poses a hardship on the individual.

(c) The Privacy Act requires that we
ultimately insure that the subject re-
ceives the records.

§806b.18 Third party information in a
Privacy Act System of Record.

Ordinarily a person is entitled to
their entire record under the Privacy
Act. However, the law is not uniform
regarding whether a subject is entitled
to information that is not ‘“‘about’ him
or her (for example, the home address
of a third party contained in the sub-
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ject’s records). Consult your servicing
Staff Judge Advocate before disclosing
third party information. Generally, if
the requester will be denied a right,
privilege or benefit, the requester must
be given access to relevant portions of
the file.

§806b.19 Information compiled in an-
ticipation of civil action.

Withhold records compiled in connec-
tion with a civil action or other pro-
ceeding including any action where the
Air Force expects judicial or adminis-
trative adjudicatory proceedings. This
exemption does not cover criminal ac-
tions. Do not release attorney work
products prepared before, during, or
after the action or proceeding.

§806b.20 Denial authorities.

These officials or a designee may
deny access or amendment of records
as authorized by the Privacy Act. Send
a letter to Air Force Chief Information
Officer/P with the position titles of des-
ignees. Authorities are:

(a) Deputy Chief of Staffs and chiefs
of comparable offices or higher level at
Secretary of the Air Force or Head-
quarters United States Air Force or
designees.

(b) Major Command, Field Operating
Agency, or direct reporting unit com-
manders or designees.

(c) Director, Personnel Force Man-
agement, 1040 Air Force Pentagon,
Washington, DC 20330-1040 (for civilian
personnel records).

(d) Commander, Air Force Office of
Special Investigations, Washington, DC
20332-6001 (for Air Force Office of Spe-
cial Investigations records).

(e) Unified Commanders or designees.

Subpart E—Amending the Record

§806b.21 Amendment reasons.

Individuals may ask to have their
records amended to make them accu-
rate, timely, relevant, or complete.
System managers will routinely cor-
rect a record if the requester can show
that it is factually wrong (e.g., date of
birth is wrong).
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§806b.22 Responding to amendment
requests.

(a) Anyone may request minor cor-
rections orally. Requests for more seri-
ous modifications should be in writing.

(b) After verifying the identity of the
requester, make the change, notify all
known recipients of the record, and in-
form the individual.

(c) Acknowledge requests within 10
workdays of receipt. Give an expected
completion date unless you complete
the change within that time. Final de-
cisions must take no longer than 30
workdays.

§806b.23 Approving
record amendment.

The Air Force does not usually
amend a record when the change is
based on opinion, interpretation, or
subjective official judgment. Deter-
minations not to amend such records
constitutes a denial, and requesters
may appeal (see subpart F of this part).

(a) If the system manager decides not
to amend the record, send a copy of the
request, the record, and the rec-
ommended denial reasons to the denial
authority through the legal office and
the Privacy Act office. Legal offices
will include a written legal opinion.
The Privacy Act officer reviews the
proposed denial and legal opinion and
makes a recommendation to the denial
authority.

(b) The denial authority sends the re-
quester a letter with the decision. If
the denial authority approves the re-
quest, amend the record and notify all
previous recipients that it has been
changed. If the authority denies the re-
quest, give the requester the statutory
authority, reason, and pertinent appeal
rights (see subpart F of this part).

or denying a

§806b.24 Seeking review of unfavor-
able Agency determinations.

Requesters should pursue record cor-
rections of subjective matters and
opinions through proper channels to
the Civilian Personnel Office using
grievance procedures or the Air Force
Board for Correction of Military
Records. Record correction requests de-
nied by the Air Force Board for Correc-
tion of Military Records are not sub-
ject to further consideration under this
part. Military personnel, other than
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U.S. Air Force personnel, should pur-
sue service-unique record corrections
through their component chain of com-
mand.

§806b.25 Contents of Privacy Act case
files.

Do not Kkeep copies of disputed
records in this file. File disputed
records in their appropriate series. Use
the file solely for statistics and to
process requests. Do not use the case
files to make any kind of determina-
tion about an individual. Document
reasons for untimely responses. These
files include:

(a) Requests from and replies to indi-
viduals on whether a system has
records about them.

(b) Requests for access or amend-
ment.

(c) Approvals, denials, appeals, and
final review actions.

(d) Coordination actions and related
papers.

Subpart F—Appeals

§806b.26

Individuals who receive a denial to
their access or amendment request
may request a denial review by writing
to the Secretary of the Air Force,
through the denial authority, within 60
calendar days after receiving a denial
letter. The denial authority promptly
sends a complete appeal package to Air
Force Legal Services Agency, General
Litigation Division (JACL). The pack-
age must include:

(1) The original appeal letter;

(2) The initial request;

(3) The initial denial;

(4) A copy of the record;

(5) Any internal records or coordina-
tion actions relating to the denial;

(6) The denial authority’s comments
on the appellant’s arguments; and

(7) The legal reviews.

(a) If the denial authority reverses an
earlier denial and grants access or
amendment, notify the requester im-
mediately.

(b) Air Force Legal Services Agency,
General Litigation Division (JACL) re-
views the denial and provides a final
recommendation to Secretary of the
Air Force, Fiscal and Administrative
Law Division (GCA). Secretary of the

Appeal procedures.
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Air Force, Fiscal and Administrative
Law Division (GCA) tells the requester
the final Air Force decision and ex-
plains judicial review rights.

(c) The requester may file a concise
statement of disagreement with the
system manager if Secretary of the Air
Force, Fiscal and Administrative Law
Division (GCA) denies the request to
amend the record. Secretary of the Air
Force, Fiscal and Administrative Law
Division (GCA) explains the requester’s
rights when they issue the final appeal
decision.

(d) The records should clearly show
that a statement of disagreement is
filed with the record or separately.

(e) The disputed part of the record
must show that the requester filed a
statement of disagreement.

(f) Give copies of the statement of
disagreement to the record’s previous
recipients. Inform subsequent record
users about the dispute and give them
a copy of the statement with the
record.

(g) The system manager may include
a brief summary of the reasons for not
amending the record. Limit the sum-
mary to the reasons Secretary of the
Air Force, Fiscal and Administrative
Law Division (GCA) gave to the indi-
vidual. The summary is part of the in-
dividual’s record, but it is not subject
to amendment procedures.

Subpart G—Privacy Act
Notifications

§806b.27 When to include a Privacy
Act warning statement in publica-
tions.

Include a Privacy Act Warning State-
ment in each Air Force publication
that requires collecting or keeping in-
formation in a system of records. Also
include the Warning Statement when
publications direct collection of the
Social Security Number, or any part of
the Social Security Number, from the
individual. The warning statement will
cite legal authority and when part of a
record system, the Privacy Act system
of records number and title. You can
use the following warning statement:
“This instruction requires collecting
and maintaining information protected
by the Privacy Act of 1974 authorized
by (U.S.C. citation and or Executive
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Order number). System of records no-
tice (number and title) applies.”

§806b.28 Warning banners.

Information systems that contain in-
formation on individuals that is re-
trieved by name or personal identifier
are subject to the Privacy Act. The
Privacy Act requires these systems to
have a Privacy Act system notice pub-
lished in the FEDERAL REGISTER that
covers the information collection be-
fore collection begins. In addition, all
information systems subject to the Pri-
vacy Act will have warning banners
displayed on the first screen (at a min-
imum) to assist in safeguarding the in-
formation. Use the following language
for the banner: “PRIVACY ACT IN-
FORMATION—The information
accessed through this system is FOR
OFFICIAL USE ONLY and must be
protected in accordance with the Pri-
vacy Act and Air Force Instruction 33—
332.”

§806b.29 Sending personal
tion over electronic mail.

informa-

(a) Exercise caution before transmit-
ting personal information over e-mail
to ensure it is adequately safeguarded.
Some information may be so sensitive
and personal that e-mail may not be
the proper way to transmit it. When
sending personal information over e-
mail within DoD, ensure: There is an
official need; all addressee(s) (including
“‘cc” addressees) are authorized to re-
ceive it under the Privacy Act; and it
is protected from unauthorized disclo-
sure, loss, or alteration. Protection
methods may include encryption or
password protecting the information in
a separate Word document. When
transmitting personal information over
e-mail, add “FOUO” to the beginning
of the subject line, followed by the sub-
ject, and apply the following statement
at the beginning of the e-mail:

“This e-mail contains For Official Use
Only (FOUO) information which must be pro-
tected under the Privacy Act and Air Force
Instruction 33-332.”

(b) Do not indiscriminately apply
this statement to e-mails. Use it only
in situations when you are actually
transmitting personal information.
DoD Regulation 5400.7/Air Force Supp,
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Chapter 43, provides additional guid-
ance regarding For Official Use Only
information.

(c) Do not disclose personal informa-
tion to anyone outside DoD unless spe-
cifically authorized by the Privacy Act
(see §806b.47).

(d) Do not send Privacy Act informa-
tion to distribution lists or group e-
mail addresses unless each member has
an official need to know the personal
information. When in doubt, send only
to individual accounts.

(e) Before forwarding e-mails you
have received that contain personal in-
formation, verify that your intended
recipients are authorized to receive the
information under the Privacy Act (see
§806b.47).

Subpart H—Privacy Impact
Assessments

§806b.30 Evaluating information sys-
tems for Privacy Act compliance.

Information system owners and de-
velopers must address Privacy Act re-
quirements in the development stage of
the system and integrate privacy pro-
tections into the development life
cycle of the information system. This
is accomplished with a Privacy Impact
Assessment.

(a) The Privacy Impact Assessment
addresses what information is to be
collected; why the information is being
collected; the intended use of the infor-
mation; with whom the information
will be shared; what notice or opportu-
nities for the individual to decline or
consent to providing the information
collected, and how that information is
shared; secured; and whether a system
of records is being created, or an exist-
ing system is being amended. The E-
Government Act of 2002¢ requires Pri-
vacy Impact Assessments to be con-
ducted before:

(1) Developing or procuring informa-
tion technology systems or projects
that collect, maintain, or disseminate
information in identifiable form from
or about members of the public.

3 hitp:/www.dtic.mil/whs/directives/corres/pdf/
54007r  0998/p54007r.pdf.

4 http:/frwebgate.access.gpo.gov/cgi-bin/
getdoc.cgi?dbname=107

cong public laws&docid=f:publ347.107.pdf.
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(2) Initiating a new electronic collec-
tion of information in identifiable form
for 10 or more persons excluding agen-
cies, instrumentalities, or employees of
the Federal Government.

(b) In general, Privacy Impact As-
sessments are required to be performed
and updated as necessary where a sys-
tem change creates new privacy risks.

(c) No Privacy Impact Assessment is
required where information relates to
internal government operations, has
been previously assessed under an eval-
uation similar to a Privacy Impact As-
sessment, or where privacy issues are
unchanged.

(d) The depth and content of the Pri-
vacy Impact Assessment should be ap-
propriate for the nature of the informa-
tion to be collected and the size and
complexity of the information tech-
nology system.

(e) The system owner will conduct a
Privacy Impact Assessment as outlined
in appendix E to this part and send it
to their Major Command Privacy Act
office for review and final approval by
the Major Command or Headquarters
Air Force Functional Chief Informa-
tion Officer. The Major Command or
Headquarters Air Force Functional
Chief Information Officer will send a
copy of approved Privacy Impact As-
sessments to Air Force Chief Informa-
tion Officer/P, 115656 Air Force Pentagon,
Washington DC 20330-1155; or e-mail
af.foia@pentagon.af.mil.

(f) Whenever practicable, approved
Privacy Impact Assessments will be
posted to the Freedom of Information
Act/Privacy Act Web site for public ac-
cess at http:/www.foia.af.mil (this re-
quirement will be waived for security
reasons, or to protect classified, sen-
sitive, or private information con-
tained in an assessment).

Subpart |—Preparing and Pub-
lishing System Notices for the
Federal Register

§806b.31 Publishing system notices.

The Air Force must publish notices
in the FEDERAL REGISTER of new,
changed, and deleted systems to inform
the public of what records the Air
Force keeps and give them an oppor-
tunity to comment before the system
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is implemented or changed. The Pri-
vacy Act also requires submission of
new or significantly changed systems
to the Office of Management and Budg-
et and both houses of Congress before
publication in the FEDERAL REGISTER.
This includes:

(a) Starting a new system.

(b) Instituting significant changes to
an existing system.

(c) Sending out data collection forms
or instructions.

(d) Issuing a request for proposal or
invitation for bid to support a new sys-
tem.

§806b.32 Submitting notices for publi-
cation in the Federal Register.

At least 120 days before imple-
menting a new system, or a major
change to an existing system, subject
to this part, system managers must
send a proposed notice, through the
Major Command Privacy Office, to Air
Force Chief Information Officer/P.
Send notices electronically to
af.foia@pentagon.af.mil using Microsoft
Word, using the Track Changes tool in
Word to indicate additions/changes to
existing notices. Follow the format
outlined in appendix B to this part. For
new systems, system managers must
include a statement that a risk assess-
ment was accomplished and is avail-
able should the Office of Management
and Budget request it.

§806b.33 Reviewing notices.

System managers will review and
validate their Privacy Act system no-
tices annually and submit changes to
Air Force Chief Information Officer/P
through the Major Command Privacy
Office.

Subpart J—Protecting and
Disposing of Records

§806b.34 Protecting records.

Maintaining information privacy is
the responsibility of every federal em-
ployee, military member, and con-
tractor who comes into contact with
information in identifiable form. Pro-
tect information according to its sensi-
tivity level. Consider the personal sen-
sitivity of the information and the risk
of disclosure, loss or alteration. Most
information in systems of records is
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FOUO. Refer to DoD 5400.7-R/Air Force
Supp, DoD Freedom of Information Act
Program, for protection methods.

§806b.35

Balance additional protection
against sensitivity, risk and cost. In
some situations, a password may be
enough protection for an automated
system with a log-on protocol. Others
may require more sophisticated secu-
rity protection based on the sensitivity
of the information. Classified computer
systems or those with established audit
and password systems are obviously
less vulnerable than unprotected files.
Follow Air Force Instruction 33-202,
Computer Security,® for procedures on
safeguarding personal information in
automated records.

(a) AF Form 3227, Privacy Act Cover
Sheet,6 is optional and available for
use with Privacy Act material. Use it
to cover and protect personal informa-
tion that you are using in office envi-
ronments that are widely unprotected
and accessible to many individuals.
After use, such information should be
protected as outlined in DoD 5400.7-R/
Air Force Supp.

(b) Privacy Act Labels. Use of Air
Force Visual Aid 33-276, Privacy Act
Label, is optional to assist in pro-
tecting Privacy Act information on
compact disks, diskettes, and tapes.

Balancing protection.

§806b.36 Disposing of records.

You may use the following methods
to dispose of records protected by the
Privacy Act and authorized for de-
struction according to records reten-
tion schedules:

(a) Destroy by any method that pre-
vents compromise, such as tearing,
burning, or shredding, so long as the
personal data is not recognizable and
beyond reconstruction.

(b) Degauss or overwrite magnetic
tapes or other magnetic medium.

(c) Dispose of paper products through
the Defense Reutilization and Mar-
keting Office or through activities that
manage a base-wide recycling program.

5 http:/www.e-publishing.af.mil/pubfiles/af/33/

afi33-202/afi33-202.pdf.
6 hitp://www.e-publishing.af.mil/formfiles/af/
af3227/af3227.xfd.
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The recycling sales contract must con-
tain a clause requiring the contractor
to safeguard privacy material until its
destruction and to pulp, macerate,
shred, or otherwise completely destroy
the records. Originators must safe-
guard Privacy Act material until it is
transferred to the recycling contractor.
A Federal employee or, if authorized, a
contractor employee must witness the
destruction. This transfer does not re-
quire a disclosure accounting.

Subpart K—Privacy Act
Exemptions

§806b.37

There are two types of exemptions
permitted by 5 U.S.C. 552a:

(a) A General exemption authorizes the
exemption of a system of records from
most parts of the Privacy Act.

(b) A Specific exemption authorizes the
exemption of a system of records from
only a few parts.

Exemption types.

§806b.38 Authorizing exemptions.

Denial authorities may withhold
records using Privacy Act exemptions
only when an exemption for the system
of records has been published in the
FEDERAL REGISTER as a final rule. Ap-
pendix D lists the systems of records
that have published exemptions with
rationale.

§806b.39 Requesting an exemption.

A system manager who believes that
a system needs an exemption from
some or all of the requirements of the
Privacy Act will send a request to Air
Force Chief Information Officer/P
through the Major Command or Field
Operating Agency Privacy Act Officer.
The request will detail the reasons for
the exemption, the section of the Act
that allows the exemption, and the spe-
cific subsections of the Privacy Act
from which the system is to be exempt-
ed, with justification for each sub-
section.

§806b.40 Exemptions.

Exemptions permissible under 5
U.S.C. 552a (subject to §806b.38 of this
part):

(a) The (j)(2) exemption. Applies to in-
vestigative records created and main-
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tained by law-enforcement activities
whose principal function is criminal
law enforcement.

(b) The (k)(1) exemption. Applies to in-
formation specifically authorized to be
classified under the DoD Information
Security Program Regulation, 32 CFR
part 159.

(c) The (k)(2) exemption. Applies to in-
vestigatory information compiled for
law-enforcement purposes by nonlaw
enforcement activities and which is not
within the scope of Sec. 806b.40(a) of
this part. However, the Air Force must
allow an individual access to any
record that is used to deny rights,
privileges or benefits to which he or
she would otherwise be entitled by Fed-
eral law or for which he or she would
otherwise be eligible as a result of the
maintenance of the information (unless
doing so would reveal a confidential
source).

(d) The (k)(3) exemption. Applies to
records maintained in connection with
providing protective services to the
President and other individuals under
18 U.S.C. 3506.

(e) The (k)(4) exemption. Applies to
records maintained solely for statis-
tical research or program evaluation
purposes and which are not used to
make decisions on the rights, benefits,
or entitlement of an individual except
for census records which may be dis-
closed under 13 U.S.C. 8.

(f) The (k)(5) exemption. Applies to in-
vestigatory material compiled solely
for the purpose of determining suit-
ability, eligibility, or qualifications for
federal civilian employment, military
service, federal contracts, or access to
classified information, but only to the
extent such material would reveal the
identity of a confidential source. This
provision allows protection of con-
fidential sources used in background
investigations, employment inquiries,
and similar inquiries that are for per-
sonnel screening to determine suit-
ability, eligibility, or qualifications.

(g) The (k)(6) exemption. Applies to
testing or examination material used
solely to determine individual quali-
fications for appointment or promotion
in the Federal or military service, if
the disclosure would compromise the
objectivity or fairness of the test or ex-
amination process.
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(h) The (k)(7) exemption. Applies to
evaluation material used to determine
potential for promotion in the Military
Services, but only to the extent that
the disclosure of such material would
reveal the identity of a confidential
source.

Subpart L—Disclosing Records to
Third Parties

§806b.41 Disclosure considerations.

The Privacy Act requires the written
consent of the subject before releasing
personal information to third parties,
unless one of the 12 exceptions of the
Privacy Act applies (see §806b.47). Use
this checklist before releasing personal
information to third parties: Make sure
it is authorized under the Privacy Act;
consider the consequences; and check
the accuracy of the information. You
can release personal information to
third parties when the subject agrees
in writing. Air Force members consent
to releasing their home telephone num-
ber and address when they sign and
check the ‘“Do Consent’ block on the
AF Form 624, Base/Unit Locator and
Postal Service Center Directory(see
Air Force Instruction 33-329, Base and
Unit Personnel Locatorss).

§806b.42 Social rosters.

Before including personal informa-
tion such as spouses names, home ad-
dresses, home phones, and similar in-
formation on social rosters or direc-
tories that are shared with groups of
individuals, ask for signed consent
statements. Otherwise, do not include
the information. Consent statements
must give the individual a choice to
consent or not consent, and clearly tell
the individual what information is
being solicited, the purpose, to whom
you plan to disclose the information,
and that consent is voluntary. Main-
tain the signed statements until no
longer needed.

T hitp://www.e-publishing.af.mil/formfiles/af/
af624/af624.xfd

8 http://www.e-publishing.af.mil/pubfiles/af/33/
afi33-329/afi33-329.pdf.
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§806b.43 Placing personal information
on shared drives.

Personal information should never be
placed on shared drives for access by
groups of individuals unless each per-
son has an official need to know the in-
formation to perform their job. Add ap-
propriate access controls to ensure ac-
cess by only authorized individuals.
Recall rosters are FOUO because they
contain personal information and
should be shared with small groups at
the lowest levels for official purposes
to reduce the number of people with ac-
cess to such personal information.
Commanders and supervisors should
give consideration to those individuals
with unlisted phone numbers, who do
not want their number included on the
office recall roster. In those instances,
disclosure to the Commander or imme-
diate supervisor, or deputy, should nor-
mally be sufficient.

§806b.44 Personal information that re-
quires protection.

Following are some examples of in-
formation that is not releasable with-
out the written consent of the subject.
This list is not all-inclusive.

(a) Marital status (single, divorced,
widowed, separated).

(b) Number, name, and sex of depend-
ents.

(c) Civilian educational degrees and
major areas of study (unless the re-
quest for the information relates to the
professional qualifications for Federal
employment).

(d) School and year of graduation.

(e) Home of record.

(f) Home address and phone.

(g) Age and date of birth (year).

(h) Present or future assignments for
overseas or for routinely deployable or
sensitive units.

(i) Office and unit address and duty
phone for overseas or for routinely
deployable or sensitive units.

(j) Race/ethnic origin.

(k) Educational level (unless the re-
quest for the information relates to the
professional qualifications for Federal
employment).

(1) Social Security Number.

§806b.45

Following are examples of informa-
tion normally releasable to the public

Releasable information.
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without the written consent of the sub-
ject. This list is not all-inclusive.

(a) Name.

(b) Rank.

(c) Grade.

(d) Air Force specialty code.

(e) Pay (including base pay, special
pay, all allowances except Basic Allow-
ance for Quarters and Variable Housing
Allowance).

(f) Gross salary for civilians.

(g) Past duty assignments,
sensitive or classified.

(h) Present and future approved and
announced stateside assignments.

(i) Position title.

(j) Office, unit address,
phone number (Continental
States (CONUS) only).

(k) Date of rank.

(1) Entered on active duty date.

(m) Pay date.

(n) Source of commission.

(o) Professional military education.

(p) Promotion sequence number.

(q) Military awards and decorations.

(r) Duty status of active, retired, or
reserve.

(s) Active duty official attendance at
technical, scientific, or professional
meetings.

(t) Biographies and photos of key per-
sonnel.

(u) Date of retirement, separation.

unless

and duty
United

§806b.46 Disclosing other information.

Use these guidelines to decide wheth-
er to release information:

(a) Would the subject have a reason-
able expectation of privacy in the in-
formation requested?

(b) Would disclosing the information
benefit the general public? The Air
Force considers information as meet-
ing the public interest standard if it re-
veals anything regarding the oper-
ations or activities of the agency, or
performance of its statutory duties.

(c) Balance the public interest
against the individual’s probable loss
of privacy. Do not consider the request-

er’s purpose, circumstances, or pro-
posed use.
§806b.47 Rules for releasing Privacy

Act information without consent of
the subject.

The Privacy Act prohibits disclosing

personal information to anyone other
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than the subject of the record without
his or her written consent. There are
twelve exceptions to the ‘‘no disclosure
without consent” rule. Those excep-
tions permit release of personal infor-
mation without the individual’s con-
sent only in the following instances:

(a) Exception 1. DoD employees who
have a need to know the information in
the performance of their official duties.

(b) Ezxception 2. In response to a Free-
dom of Information Act request for in-
formation contained in a system of
records about an individual and the
Freedom of Information Act requires
release of the information.

(c) Ezxception 3. To agencies outside
DoD only for a Routine Use published
in the FEDERAL REGISTER. The purpose
of the disclosure must be compatible
with the intended purpose of collecting
and maintaining the record. When ini-
tially collecting the information from
the subject, the Routine Uses block in
the Privacy Act Statement must name
the agencies and reason.

NOTE TO PARAGRAPH (c): In addition to the
Routine Uses established by the Department
of the Air Force within each system of
records, the DoD has established ‘‘Blanket
Routine Uses’ that apply to all record sys-
tems maintained by the Department of the
Air Force. These ‘‘Blanket Routine Uses”
have been published only once at the begin-
ning of the Department of the Air Force’s
FEDERAL REGISTER compilation of record
systems notices in the interest of simplicity,
economy and to avoid redundancy. Unless a
system notice specifically excludes a system
of records from a ‘‘Blanket Routine Use,” all
‘“Blanket Routine Uses’ apply to that sys-
tem (see appendix C to this part).

(d) Exception 4. The Bureau of the
Census to plan or carry out a census or
survey under Title 13, U.S.C. Section 8.

(e) Exception 5. A recipient for statis-
tical research or reporting. The recipi-
ent must give advanced written assur-
ance that the information is for statis-
tical purposes only. NOTE: No one may
use any part of the record to decide on
individuals’ rights, benefits, or entitle-
ments. You must release records in a
format that makes it impossible to
identify the real subjects.

(f) Exception 6. The National Archives
and Records Administration to evalu-
ate records for permanent retention.
Records stored in Federal Records Cen-
ters remain under Air Force control.
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(g) Exception 7. A Federal, State, or
local agency (other than DoD) for civil
or criminal law enforcement. The head
of the agency or a designee must send
a written request to the system man-
ager specifying the record or part need-
ed and the law enforcement purpose. In
addition, the ‘‘blanket routine use’’ for
law enforcement allows the system
manager to disclose a record to a law
enforcement agency if the agency sus-
pects a criminal violation.

(h) Exception 8. An individual or agen-
cy that needs the information for com-
pelling health or safety reasons. The
affected individual need not be the
record subject.

(1) Exception 9. Either House of Con-
gress, a congressional committee, or a
subcommittee, for matters within their
jurisdictions. The request must come
from the committee chairman or rank-
ing minority member (see Air Force In-
struction 90-401, Air Force Relations
With Congress).?9

(1) Requests from a Congressional
member acting on behalf of the record
subject are evaluated under the routine
use of the applicable system notice. If
the material for release is sensitive,
get a release statement.

(2) Requests from a Congressional
member not on behalf of a committee
or the record subject are properly ana-
lyzed under the Freedom of Informa-
tion Act, and not under the Privacy
Act.

(j) Exception 10. The Comptroller Gen-
eral or an authorized representative of
the General Accounting Office (GAO)
to conduct official GAO business.

(k) Ezception 11. A court of competent
jurisdiction, with a court order signed
by a judge.

(1) Exception 12. A consumer reporting
agency in accordance with 31 U.S.C.
3711(e). Ensure category element is rep-
resented within the system of records
notice.

§806b.48 Disclosing
records of minors.
Air Force personnel may disclose the
medical records of minors to their par-
ents or legal guardians in conjunction
with applicable Federal laws and guide-

the medical

9 hitp://www.e-publishing.af.mil/pubfiles/af/90/
afi90-401/afi90-401.pdf.
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lines. The laws of each state define the
age of majority.

(a) The Air Force must obey state
laws protecting medical records of drug
or alcohol abuse treatment, abortion,
and birth control. If you manage med-
ical records, learn the local laws and
coordinate proposed local policies with
the servicing Staff Judge Advocate.

(b) Outside the United States (over-
seas), the age of majority is 18. Unless
parents or guardians have a court order
granting access or the minor’s written
consent, they will not have access to
minor’s medical records overseas when
the minor sought or consented to
treatment between the ages of 15 and 17
in a program where regulation or stat-
ute provides confidentiality of records
and he or she asked for confidentiality.

§806b.49 Disclosure accountings.

System managers must keep an accu-
rate record of all disclosures made
from any system of records except dis-
closures to DoD personnel for official
use or disclosures under the Freedom
of Information Act. System managers
may use Air Force Form 77110, Ac-
counting of Disclosures. Retain disclo-
sure accountings for 5 years after the
disclosure, or for the life of the record,
whichever is longer.

(a) System managers may file the ac-
counting record any way they want as
long as they give it to the subject on
request, send corrected or disputed in-
formation to previous record recipi-
ents, explain any disclosures, and pro-
vide an audit trail for reviews. Include
in each accounting:

(1) Release date.

(2) Description of information.

(3) Reason for release.

(4) Name and address of recipient.

(5) Some exempt systems let you
withhold the accounting record from
the subject.

(b) You may withhold information
about disclosure accountings for law
enforcement purposes at the law en-
forcement agency’s request.

§806b.50 Computer matching.

Computer matching programs elec-
tronically compare records from two or

10 pitp://www.e-publishing.af.mil/formfiles/af/
af771/af771.xfd.
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more automated systems that may in-
clude DoD, another Federal agency, or
a state or other local government. A
system manager proposing a match
that could result in an adverse action
against a Federal employee must meet
these requirements of the Privacy Act:

(1) Prepare a written agreement be-
tween participants;

(2) Secure approval of the Defense
Data Integrity Board;

(3) Publish a matching notice in the
FEDERAL REGISTER before matching be-
gins;

(4) Ensure full investigation and due
process; and

(5) Act on the information, as nec-
essary.

(a) The Privacy Act applies to match-
ing programs that use records from:
Federal personnel or payroll systems
and Federal benefit programs where
matching:

(1) Determines Federal benefit eligi-
bility;

(2) Checks on compliance with ben-
efit program requirements;

(3) Recovers improper payments or
delinquent debts from current or
former beneficiaries.

(b) Matches used for statistics, pilot
programs, law enforcement, tax admin-
istration, routine administration,
background checks and foreign coun-
terintelligence, and internal matching
that won’t cause any adverse action
are exempt from Privacy Act matching
requirements.

(c) Any activity that expects to par-
ticipate in a matching program must
contact Air Force Chief Information
Officer/P immediately. System man-
agers must prepare a notice for publi-
cation in the FEDERAL REGISTER with a
Routine Use that allows disclosing the
information for use in a matching pro-
gram. Send the proposed system notice
to Air Force Chief Information Officer/
P. Allow 180 days for processing re-
quests for a new matching program.

(d) Record subjects must receive
prior notice of a match. The best way
to do this is to include notice in the
Privacy Act Statement on forms used
in applying for benefits. Coordinate
computer matching statements on
forms with Air Force Chief Information
Officer/P through the Major Command
Privacy Act Officer.
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§806b.51 Privacy and the Web.

Do not post personal information on
publicly accessible DoD web sites un-
less clearly authorized by law and im-
plementing regulation and policy. Ad-
ditionally, do not post personal infor-
mation on .mil private web sites unless
authorized by the local commander, for
official purposes, and an appropriate
risk assessment is performed. See Air
Force Instruction 33-129 Transmission of
Information Via the Internet.11

(a) Ensure public Web sites comply
with privacy policies regarding restric-
tions on persistent and third party
cookies, and add appropriate privacy
and security notices at major web site
entry points and Privacy Act state-
ments or Privacy Advisories when col-
lecting personal information. Notices
must clearly explain where the collec-
tion or sharing of certain information
is voluntary, and notify users how to
provide consent.

(b) Include a Privacy Act Statement
on the web page if it collects informa-
tion directly from an individual that
we maintain and retrieve by his or her
name or personal identifier (i.e., Social
Security Number). We may only main-
tain such information in approved Pri-
vacy Act systems of records that are
published in the FEDERAL REGISTER. In-
form the visitor when the information
is maintained and retrieved by name or
personal identifier in a system of
records; that the Privacy Act gives
them certain rights with respect to the
government’s maintenance and use of
information collected about them, and
provide a link to the Air Force Privacy
Act policy and system notices at htip:/
www.foia.af.mil.

(c) Anytime a web site solicits per-
sonally-identifying information, even
when not maintained in a Privacy Act
system of records, it requires a Privacy
Advisory. The Privacy Advisory in-
forms the individual why the informa-
tion is solicited and how it will be
used. Post the Privacy Advisory to the
web page where the information is
being solicited, or through a well-
marked hyperlink ‘“‘Privacy Advisory—

11 pitp://www.e-publishing.af.mil/pubfiles/af/33/

afi33-129/afi33-129.pdf.
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Please refer to the Privacy and Secu-
rity Notice that describes why this in-
formation is collected and how it will
be used.”

Subpart M—Training

§806b.52 Who needs training.

The Privacy Act requires training for
all persons involved in the design, de-
velopment, operation and maintenance
of any system of records. More special-
ized training is needed for personnel
who may be expected to deal with the
news media or the public, personnel
specialists, finance officers, informa-
tion managers, supervisors, and indi-
viduals working with medical and secu-
rity records. Commanders will ensure
that above personnel are trained annu-
ally in the principles and requirements
of the Privacy Act.

§806b.53 Training tools.

Helpful resources include:

(a) The Air Force Freedom of Infor-
mation Act Web page which includes a
Privacy Overview, Privacy Act train-
ing slides, the Air Force systems of
records notices, and links to the De-
fense Privacy Board Advisory Opinions,
the DoD and Department of Justice
Privacy web pages. Go to http:/
www.foia.af.mil. Click on ‘‘Resources.”

(b) “The Privacy Act of 1974,” a 32-
minute film developed by the Defense
Privacy Office. Contact the Joint Vis-
ual Information Activity at DSN 795-
6543/7283 or commercial (717) 895-6543/
7283, and ask for #504432 ‘‘The Privacy
Act of 1974.”

(c) A Manager’s Overview, What You
Need to Know About the Privacy Act.
This overview gives you Privacy Act
101 and is available on-line at htip:/
www.foia.af.mil.

(d) Training slides for use by the
Major Command and base Privacy Act
officers, available from the Freedom of
Information Act web page at htip:/
www.foia.af.mil, under ‘‘Resources.”’

NOTE: Formal school training groups that
develop or modify blocks of instruction must
send the material to Air Force Chief Infor-
mation Officer/P for coordination.
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§806b.54 Information collections,
records, and forms or information
management tools (IMT).

(a) Information Collections. No infor-
mation collections are required by this
publication.

(b) Records. Retain and dispose of
Privacy Act records according to Air
Force Manual 37-139, Records Disposi-
tion Schedule. 12

(¢c) Forms or Information Manage-
ment Tools (Adopted and Prescribed).

(1) Adopted Forms or Information
Management Tools. Air Force Form
624, Base/Unit Locator and PSC Direc-
tory, and AF Form 847, Recommenda-
tion for Change of Publication.

(2) Prescribed Forms or Information
Management Tools. AF Form 3227, Pri-
vacy Act Cover Sheet, Air Force Form
771, Accounting of Disclosures, and Air
Force Visual Aid 33-276.

APPENDIX A TO PART 806b—DEFINITIONS

Access: Allowing individuals to review or
receive copies of their records.

Amendment: The process of adding, delet-
ing, or changing information in a system of
records to make the data accurate, relevant,
timely, or complete.

Computer matching: A computerized com-
parison of two or more automated systems of
records or a system of records with non-Fed-
eral records to establish or verify eligibility
for payments under Federal benefit programs
or to recover delinquent debts for these pro-
grams.

Confidential source: A person or organiza-
tion giving information under an express or
implied promise of confidentiality made be-
fore September 27, 1975.

Confidentiality: An expressed and recorded
promise to withhold the identity of a source
or the information provided by a source. The
Air Force promises confidentiality only
when the information goes into a system
with an approved exemption for protecting
the identity of confidential sources.

Cookie: Data created by a Web server that
is stored on a user’s computer either tempo-
rarily for that session only or permanently
on the hard disk (persistent cookie). It pro-
vides a way for the Web site to identify users
and keep track of their preferences. It is
commonly used to ‘‘maintain the state’ of
the session. A third-party cookie either
originates on or is sent to a Web site dif-
ferent from the one you are currently view-
ing.

12 pittp://www.e-publishing.af.mil/pubfiles/af/37/

afmanl7-139/afman37-139.pdf.
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Defense Data Integrity Board: Composed of
representatives from DoD components and
the services who oversee, coordinate, and ap-
prove all DoD computer matching programs
covered by the Act.

Denial Authority: The individuals with au-
thority to deny requests for access or amend-
ment of records under the Privacy Act.

Disclosure: Giving information from a sys-
tem, by any means, to anyone other than the
record subject.

Federal benefit program: A Federally funded
or administered program for individuals that
provides cash or in-kind assistance (pay-
ments, grants, loans, or loan guarantees).

Individual: A living U.S. citizen or a perma-
nent resident alien.

Minor: Anyone under the age of majority
according to local state law. If there is no
applicable state law, a minor is anyone
under age 18. Military members and married
persons are not minors, no matter what their
chronological age.

Personal identifier: A name, number, or
symbol that is unique to an individual, usu-
ally the person’s name or Social Security
Number.

Personal information: Information about an
individual other than items of public record.

Privacy Act request: An oral or written re-
quest by an individual about his or her
records in a system of records.

Privacy advisory: A statement required
when soliciting personally-identifying infor-
mation by an Air Force web site and the in-
formation is not maintained in a system of
records. The Privacy Advisory informs the
individual why the information is being so-
licited and how it will be used.

Privacy Impact Assessment: A written as-
sessment of an information system that ad-
dresses the information to be collected, the
purpose and intended use; with whom the in-
formation will be shared; notice or opportu-
nities for consent to individuals; how the in-
formation will be secured; and whether a new
system of records is being created under the
Privacy Act.

Record: Any information about an indi-
vidual.

Routine use: A disclosure of records to indi-
viduals or agencies outside DoD for a use
that is compatible with the purpose for
which the Air Force created the records.

System manager: The official who is respon-
sible for managing a system of records, in-
cluding policies and procedures to operate
and safeguard it. Local system managers op-
erate record systems or are responsible for
part of a decentralized system.

System of records: A group of records re-
trieved by the individual’s name, personal
identifier; or individual identifier through a
cross-reference system.

System notice: The official public notice
published in the FEDERAL REGISTER of the
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existence and content of the system of
records.

APPENDIX B TO PART 806b—PREPARING A
SYSTEM NOTICE

The following elements comprise a system
of records notice for publication in the FED-
ERAL REGISTER:

System identifier: Air Force Chief Informa-
tion Officer/P assigns the notice number, for
example, F033 AF PC A, where ‘“F” indicates
‘‘Air Force,” the next number represents the
publication series number related to the sub-
ject matter, and the final letter group shows
the system manager’s command or Deputy
Chief of Staff. The last character ‘A’ indi-
cates that this is the first notice for this se-
ries and system manager.

System mame: Use a short, specific, plain-
language title that identifies the system’s
general purpose (limited to 55 characters).

System location: Specify the address of the
primary system and any decentralized ele-
ments, including automated data systems
with a central computer facility and input or
output terminals at separate locations. Use
street address, 2-letter state abbreviations
and 9-digit ZIP Codes. Spell out office
names. Do not use office symbols.

Categories of individuals covered by the sys-
tem: Use nontechnical, specific categories of
individuals about whom the Air Force keeps
records. Do not use categories like ‘‘all Air
Force personnel” unless they are actually
true.

Categories of records in the system: Describe
in clear, plain language, all categories of
records in the system. List only documents
actually kept in the system. Do not show
source documents that are used to collect
data and then destroyed. Do not list form
numbers.

Authority for maintenance of the system: Cite
the specific law or Executive Order that au-
thorizes the program the records support.
Cite the DoD directive/instruction or Air
Force instruction(s) that authorizes the sys-
tem of records. Always include titles with
the citations.

NoTE: Executive Order 9397 authorizes
using the Social Security Number as a per-
sonal identifier. Include this authority when-
ever the Social Security Number is used to
retrieve records.

Purpose: Describe briefly and specifically
what the Air Force does with the informa-
tion collected.

Routine uses of records maintained in the sys-
tem including categories of users and the pur-
pose of such uses: List each specific agency or
activity outside DoD to whom the records
may be released and the purpose for such re-
lease.

The DoD ‘Blanket Routine Uses’ published
in the Air Force Directory of System Notices
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apply to all system notices unless you indi-
cate otherwise.

Polices and practices for storing, retrieving,
accessing, retaining, and disposing of records in
the system:

Storage: State the medium in which the Air
Force keeps the records; for example, in file
folders, card files, microfiche, computer, or a
combination of those methods. Storage does
not refer to the storage container.

Retrievability: State how the Air Force re-
trieves the records; for example, by name,
Social Security Number, or personal charac-
teristics (such as fingerprints or
voiceprints).

Safeguards: List the kinds of officials who
have immediate access to the system. List
those responsible for safeguarding the
records. Identify the system safeguards; for
example, storage in safes, vaults, locked
cabinets or rooms, use of guards, visitor con-
trols, personnel screening, computer systems
software, and so on. Describe safeguards
fully without compromising system security.

Retention and disposal: State how long Air
Force Manual 37-139 requires the activity to
maintain the record. Indicate when or if the
records may be transferred to a Federal
Records Center and how long the record
stays there. Specify when the Records Center
sends the record to the National Archives or
destroys it. Indicate how the records may be
destroyed.

System manager(s) and address: List the po-
sition title and duty address of the system
manager. For decentralized systems, show
the locations and the position or duty title
of each category of officials responsible for
any segment of the system.

Notification procedure: List the title and
duty address of the official authorized to tell
requesters if their records are in the system.
Specify the information a requester must
submit; for example, full name, military sta-
tus, Social Security Number, date of birth,
or proof of identity, and so on.

Record access procedures: Explain how indi-
viduals may arrange to access their records.
Include the titles or categories of officials
who may assist; for example, the system
manager.

Contesting records procedures: Air Force
Chief Information Officer/P provides this
standard caption.

Record source categories: Show categories of
individuals or other information sources for
the system.

Exemptions claimed for the system: When a
system has no approved exemption, write
‘“‘none’” under this heading. Specifically list
any approved exemption including the sub-
section in the Act.
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APPENDIX C TO PART 806b—Do0D
‘BLANKET ROUTINE USES’

Certain DoD ‘‘blanket routine uses’ have
been established that are applicable to every
record system maintained by the Depart-
ment of the Air Force, unless specifically
stated otherwise within the particular record
system notice. These additional routine uses
of the records are published only once in the
Air Force’s Preamble to its compilation of
records systems in the interest of simplicity,
economy and to avoid redundancy.

a. Law Enforcement Routine Use

If a system of records maintained by a DoD
Component to carry out its functions indi-
cates a violation or potential violation of
law, whether civil, criminal, or regulatory in
nature, and whether arising by general stat-
ute or by regulation, rule, or order issued
pursuant thereto, the relevant records in the
system of records may be referred, as a rou-
tine use, to the agency concerned, whether
federal, state, local, or foreign, charged with
the responsibility of investigating or pros-
ecuting such violation or charged with en-
forcing or implementing the statute, rule,
regulation, or order issued pursuant thereto.

b. Disclosure when Requesting Information
Routine Use

A record from a system of records main-
tained by a Component may be disclosed as
a routine use to a federal, state, or local
agency maintaining civil, criminal, or other
relevant enforcement information or other
pertinent information, such as current li-
censes, if necessary to obtain information
relevant to a Component decision concerning
the hiring or retention of an employee, the
issuance of a security clearance, the letting
of a contract, or the issuance of a license,
grant, or other benefit.

c. Disclosure of Requested Information Routine
Use

A record from a system of records main-
tained by a Component may be disclosed to
a federal agency, in response to its request,
in connection with the hiring or retention of
an employee, the issuance of a security
clearance, the reporting of an investigation
of an employee, the letting of a contract, or
the issuance of a license, grant, or other ben-
efit by the requesting agency, to the extent
that the information is relevant and nec-
essary to the requesting agency’s decision on
the matter.

d. Congressional Inquiries Routine Use

Disclosure from a system of records main-
tained by a Component may be made to a
congressional office from the record of an in-
dividual in response to an inquiry from the
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congressional office made at the request of
that individual.

e. Private Relief Legislation Routine Use

Relevant information contained in all sys-
tems of records of the Department of Defense
published on or before August 22, 1975, will be
disclosed to the Office of Management and
Budget in connection with the review of pri-
vate relief legislation as set forth in Office of
Management and Budget Circular A-19 (ref-
erence (u)) at any stage of the legislative co-
ordination and clearance process as set forth
in that Circular.

f. Disclosures Required by International
Agreements Routine Use

A record from a system of records main-
tained by a Component may be disclosed to
foreign law enforcement, security, investiga-
tory, or administrative authorities to com-
ply with requirements imposed by, or to
claim rights conferred in, international
agreements and arrangements including
those regulating the stationing and status in
foreign countries of DoD military and civil-
ian personnel.

g. Disclosure to State and Local Taxing
Authorities Routine Use

Any information normally contained in In-
ternal Revenue Service (IRS) Form W-2
which is maintained in a record from a sys-
tem of records maintained by a Component
may be disclosed to state and local taxing
authorities with which the Secretary of the
Treasury has entered into agreements under
5 U.S.C., sections 5516, 5517, and 5520 (ref-
erence (v)) and only to those state and local
taxing authorities for which an employee or
military member is or was subject to tax re-
gardless of whether tax is or was withheld.
This routine use is in accordance with Treas-
ury Fiscal Requirements Manual Bulletin
No. 76-07.

h. Disclosure to the Office of Personnel
Management Routine Use

A record from a system of records subject
to the Privacy Act and maintained by a
Component may be disclosed to the Office of
Personnel Management (OPM) concerning
information on pay and leave, benefits, re-
tirement deduction, and any other informa-
tion necessary for the OPM to carry out its
legally authorized government-wide per-
sonnel management functions and studies.

i. Disclosure to the Department of Justice for
Litigation Routine Use

A record from a system of records main-
tained by this component may be disclosed
as a routine use to any component of the De-
partment of Justice for the purpose of rep-
resenting the Department of Defense, or any
officer, employee or member of the Depart-
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ment in pending or potential litigation to
which the record is pertinent.

j. Disclosure to Military Banking Facilities
Overseas Routine Use

Information as to current military ad-
dresses and assignments may be provided to
military banking facilities who provide
banking services overseas and who are reim-
bursed by the Government for certain check-
ing and loan losses. For personnel separated,
discharged, or retired from the Armed
Forces, information as to last known resi-
dential or home of record address may be
provided to the military banking facility
upon certification by a banking facility offi-
cer that the facility has a returned or dis-
honored check negotiated by the individual
or the individual has defaulted on a loan and
that if restitution is not made by the indi-
vidual, the U.S. Government will be liable
for the losses the facility may incur.

k. Disclosure of Information to the General
Services Administration (GSA) Routine Use

A record from a system of records main-
tained by this component may be disclosed
as a routine use to the General Services Ad-
ministration (GSA) for the purpose of
records management inspections conducted
under authority of 44 U.S.C. 2904 and 2906.

1. Disclosure of Information to the National Ar-
chives and Records Administration (NARA)
Routine Use

A record from a system of records main-
tained by this component may be disclosed
as a routine use to the National Archives and
Records Administration (NARA) for the pur-
pose of records management inspections con-
ducted under authority of 44 U.S.C. 2904 and
2906.

m. Disclosure to the Merit Systems Protection
Board Routine Use

A record from a system of records main-
tained by this component may be disclosed
as a routine use to the Merit Systems Pro-
tection Board, including the Office of the
Special Counsel for the purpose of litigation,
including administrative proceedings, ap-
peals, special studies of the civil service and
other merit systems, review of OPM or com-
ponent rules and regulations, investigation
of alleged or possible prohibited personnel
practices; including administrative pro-
ceedings involving any individual subject of
a DoD investigation, and such other func-
tions, promulgated in 5 U.S.C. 1205 and 1206,
or as may be authorized by law.

n. Counterintelligence Purpose Routine Use

A record from a system of records main-
tained by this component may be disclosed
as a routine use outside the DoD or the U.S.
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Government for the purpose of counterintel-
ligence activities authorized by U.S. Law or
Executive Order or for the purpose of enforc-
ing laws, which protect the national security
of the United States.

APPENDIX D TO PART 806b—GENERAL
AND SPECIFIC EXEMPTIONS

(a) All systems of records maintained by
the Department of the Air Force shall be ex-
empt from the requirements of 5 U.S.C.
552a(d) pursuant to 5 U.S.C. 552a(k)(1) to the
extent that the system contains any infor-
mation properly classified under Executive
Order 12958 and that is required by Executive
Order to be kept classified in the interest of
national defense or foreign policy. This ex-
emption is applicable to parts of all systems
of records including those not otherwise spe-
cifically designated for exemptions herein,
which contain isolated items of properly
classified information.

(b) An individual is not entitled to have ac-
cess to any information compiled in reason-
able anticipation of a civil action or pro-
ceeding (5 U.S.C. 552a(d)(5)).

(¢c) No system of records within Depart-
ment of the Air Force shall be considered ex-
empt under subsection (j) or (k) of the Pri-
vacy Act until the exemption rule for the
system of records has been published as a
final rule in the FEDERAL REGISTER.

(d) Consistent with the legislative purpose
of the Privacy Act of 1974, the Department of
the Air Force will grant access to non-ex-
empt material in the records being main-
tained. Disclosure will be governed by the
Department of the Air Force’s Privacy In-
struction, but will be limited to the extent
that identity of confidential sources will not
be compromised; subjects of an investigation
of an actual or potential violation will not
be alerted to the investigation; the physical
safety of witnesses, informants and law en-
forcement personnel will not be endangered,
the privacy of third parties will not be vio-
lated; and that the disclosure would not oth-
erwise impede effective law enforcement.
Whenever possible, information of the above
nature will be deleted from the requested
documents and the balance made available.
The controlling principle behind this limited
access is to allow disclosures except those in-
dicated above. The decisions to release infor-
mation from these systems will be made on
a case-by-case basis.

(e) General Exemptions. The following sys-
tems of records claim an exemption under 5
U.S.C. 552a(j)(2), with the exception of F090
AF IG B, Inspector General Records and F051
AF JA F, Courts-Martial and Article 15
Records. They claim both the (j)(2) and (k)(2)
exemption, and are listed under this part:

(1) System identifier and name: F071 AF
OSI A, Counter Intelligence Operations and
Collection Records.
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(2) System identifier and name: F071 AF
OSI C, Criminal Records.

(3) System identifier and name: F071 AF
OSI D, Investigative Support Records.

(4) System identifier and name: F031 AF
SP E, Security Forces Management Informa-
tion System (SFMIS).

(i) Exemption: Parts of this system may be
exempt pursuant to 5 U.S.C. 552a(j)(2) if in-
formation is compiled and maintained by a
component of the agency which performs as
its principle function any activity pertaining
to the enforcement of criminal laws. There-
fore, portions of this system of records may
be exempt pursuant to 5 U.S.C. 552a(j)(2)
from the following subsections of 5 U.S.C.
5562a(c)(3), ()@, (d), (e)1), (e)2), (e)3d),
(e)(9)(G), and (D), (e)(5), (e)(8), (f), and (g).

(ii) Authority: 5 U.S.C. 552a(j)(2).

(iii) Reasons: (A) To protect ongoing inves-
tigations and to protect from access crimi-
nal investigation information contained in
this record system, so as not to jeopardize
any subsequent judicial or administrative
process taken as a result of information con-
tained in the file.

(B) From subsection (c)(3) because the re-
lease of the disclosure accounting, for disclo-
sures pursuant to the routine uses published
for this system, would permit the subject
criminal investigation or matter under in-
vestigation to obtain valuable information
concerning the nature of that investigation
which will present a serious impediment to
law enforcement.

(C) From subsection (c)(4) because an ex-
emption is being claimed for subsection this
subsection will not be applicable.

(D) From subsection (d) because access the
records contained in this system would in-
form the subject of an investigation of exist-
ence of that investigation, provide subject of
the investigation with information that
might enable him to avoid detection, and
would present a serious impediment to law
enforcement.

(E) From subsection (e)(4)(H) because sys-
tem of records is exempt from individual ac-
cess pursuant to subsection (j) of the Privacy
Act of 1974.

(F) From subsection (f) because this sys-
tem of records has been exempted from ac-
cess provisions of subsection (d).

(5) System identifier and name: F031 AF
SF A, Correction and Rehabilitation
Records.

(i) Exemption: Parts of this system may be
exempt pursuant to 5 U.S.C. 552a(j)(2) if in-
formation is compiled and maintained by a
component of the agency which performs as
its principle function any activity pertaining
to the enforcement of criminal laws. Por-
tions of this system of records may be ex-
empt pursuant to 5 U.S.C. 552a(j)(2) from the
following subsections of 5 U.S.C. 552a(c)(3),
©@), (), (e)3), (e)(G), (H) and (D), (e)(d),
(e)(8), (), and (g).
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(ii) Authority: 5 U.S.C. 552a(j)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause the release of the disclosure account-
ing, for disclosures pursuant to the routine
uses published for this system, would permit
the subject of a criminal investigation or
matter under investigation to obtain valu-
able information concerning the nature of
that investigation which will present a seri-
ous impediment to law enforcement.

(B) From subsection (c)(4) because an ex-
emption is being claimed for subsection (d),
this subsection will not be applicable.

(C) From subsection (d) because access to
the records contained in this system would
inform the subject of a criminal investiga-
tion of the existence of that investigation,
provide the subject of the investigation with
information that might enable him to avoid
detection or apprehension, and would present
a serious impediment to law enforcement.

(D) From subsection (e)(3) would constitute
a serious impediment to law enforcement in
that it could compromise the existence of a
confidential investigation, reveal the iden-
tity of confidential sources of information
and endanger the life and physical safety of
confidential informants.

(E) From subsections (e)(4)(G) and (H) be-
cause this system of records is exempt from
individual access pursuant to subsections
(3)(2) of the Privacy Act of 1974.

(F) From subsection (e)(4)(I) because the
identity of specific sources must be withheld
in order to protect the confidentiality of the
sources of criminal and other law enforce-
ment information. This exemption is further
necessary to protect the privacy and phys-
ical safety of witnesses and informants.

(G) From subsection (e)(5) because in the
collection of information for law enforce-
ment purposes it is impossible to determine
in advance what information is accurate, rel-
evant, timely, and complete. With the pas-
sage of time, seemingly irrelevant or un-
timely information may acquire new signifi-
cance as further investigation brings new de-
tails to light and the accuracy of such infor-
mation can only be determined in a court of
law. The restrictions of subsection (e)(5)
would restrict the ability of trained inves-
tigators and intelligence analysts to exercise
their judgment reporting on investigations
and impede the development of intelligence
necessary for effective law enforcement.

(H) From subsection (e)(8) because the in-
dividual notice requirements of subsection
(e)(8) could present a serious impediment to
law enforcement as this could interfere with
the ability to issue search authorizations
and could reveal investigative techniques
and procedures.

(I) From subsection (f) because this system
of records has been exempted from the access
provisions of subsection (d).

(J) From subsection (g) because this sys-
tem of records compiled for law enforcement
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purposes and has been exempted from the ac-
cess provisions of subsections (d) and (f).

(6) System identifier and name: F090 AF 1IG
B, Inspector General Records.

(i) Exemption: (A) Parts of this system of
records may be exempt pursuant to 5 U.S.C.
5562a(j)(2) if the information is compiled and
maintained by a component of the agency
which performs as its principle function any
activity pertaining to the enforcement of
criminal laws. Therefore, portions of this
system of records may be exempt pursuant
to 5 U.S.C. 552a(j)(2) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (c)(4), (d),
(@)D, (©)2), ()3, e, (H), and (D),
(e)(3), (e)(8), (D), and (g).

(B) Investigative material compiled for law
enforcement purposes, other than material
within the scope of subsection 5 U.S.C.
562a(j)(2), may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an individual is
denied any right, privilege, or benefit for
which he would otherwise be entitled by Fed-
eral law or for which he would otherwise be
eligible, as a result of the maintenance of
the information, the individual will be pro-
vided access to the information exempt to
the extent that disclosure would reveal the
identity of a confidential source. Note: When
claimed, this exemption allows limited pro-
tection of investigative reports maintained
in a system of records used in personnel or
administrative actions. Therefore, portions
of this system of records may be exempt pur-
suant to 5 U.S.C. 552a(k)(2) from the fol-
lowing subsections of 5 U.S.C. 552a(c)(3), (d),
(e)), (e)(4)(G), (H) and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(j)(2) and (k)(2).

(iii) Reasons: (A) From subsection (¢)(3) be-
cause the release of accounting of disclosure
would inform a subject that he or she is
under investigation. This information would
provide considerable advantage to the sub-
ject in providing him or her with knowledge
concerning the nature of the investigation
and the coordinated investigative efforts and
techniques employed by the cooperating
agencies. This would greatly impede the Air
Force IG’s criminal law enforcement.

(B) From subsection (¢)(4) and (d), because
notification would alert a subject to the fact
that an open investigation on that individual
is taking place, and might weaken the ongo-
ing investigation, reveal investigative tech-
niques, and place confidential informants in
jeopardy.

(C) From subsection (e)(1) because the na-
ture of the criminal and/or civil investiga-
tive function creates unique problems in pre-
scribing a specific parameter in a particular
case with respect to what information is rel-
evant or necessary. Also, information may
be received which may relate to a case under
the investigative jurisdiction of another
agency. The maintenance of this information
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may be necessary to provide leads for appro-
priate law enforcement purposes and to es-
tablish patterns of activity that may relate
to the jurisdiction of other cooperating agen-
cies.

(D) From subsection (e)(2) because col-
lecting information to the fullest extent pos-
sible directly from the subject individual
may or may not be practical in a criminal
and/or civil investigation.

(E) From subsection (e)(3) because sup-
plying an individual with a form containing
a Privacy Act Statement would tend to in-
hibit cooperation by many individuals in-
volved in a criminal and/or civil investiga-
tion. The effect would be somewhat adverse
to established investigative methods and
techniques.

(F) From subsections (e)(4)(G), (H), and (I)
because this system of records is exempt
from the access provisions of subsection (d)
and (f).

(G) From subsection (e)(5) because the re-
quirement that records be maintained with
attention to accuracy, relevance, timeliness,
and completeness would unfairly hamper the
investigative process. It is the nature of law
enforcement for investigations to uncover
the commission of illegal acts at diverse
stages. It is frequently impossible to deter-
mine initially what information is accurate,
relevant, timely, and least of all complete.
With the passage of time, seemingly irrele-
vant or untimely information may acquire
new significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because the no-
tice requirements of this provision could
present a serious impediment to law enforce-
ment by revealing investigative techniques,
procedures, and existence of confidential in-
vestigations.

(I) From subsection (f) because the agen-
cy’s rules are inapplicable to those portions
of the system that are exempt and would
place the burden on the agency of either con-
firming or denying the existence of a record
pertaining to a requesting individual might
in itself provide an answer to that individual
relating to an ongoing investigation. The
conduct of a successful investigation leading
to the indictment of a criminal offender pre-
cludes the applicability of established agen-
cy rules relating to verification of record,
disclosure of the record to that individual,
and record amendment procedures for this
record system.

(J) From subsection (g) because this sys-
tem of records should be exempt to the ex-
tent that the civil remedies relate to provi-
sions of 5 U.S.C. 552a from which this rule ex-
empts the system.

(7) System identifier and name: F051 AF
JA F, Courts-Martial and Article 15 Records.

(i) Exemptions: (A) Parts of this system
may be exempt pursuant to 5 U.S.C. 552a(j)(2)
if the information is compiled and main-
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tained by a component of the agency which
performs as its principle function any activ-
ity pertaining to the enforcement of crimi-
nal laws. Therefore, portions of this system
of records may be exempt pursuant to 5
U.S.C. 552a(j)(2) from the following sub-
section of 5 U.S.C. 552a(c)(3), (¢)(4), (d), (e)(1),
(e)(2), (e)(3), (e)(4)(G), (H) and (I), (e)(5), (e)(8),
(0, and (g).

(B) Investigatory material compiled for
law enforcement purposes, other than mate-
rial within the scope of subsection 5 U.S.C.
552a(j)(2), may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an individual is
denied any right, privilege, or benefit for
which he would otherwise be entitled by Fed-
eral law or for which he would otherwise be
eligible, as a result of the maintenance of
the information, the individual will be pro-
vided access to the information exempt to
the extent that disclosure would reveal the
identity of a confidential source. NOTE:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Therefore,
portions of this system of records may be ex-
empt pursuant to 5 U.S.C. 552a(k)(2) from the
following subsections of 5 U.S.C. 552a(c)(3),
(@), (e)(D), (e)(4)(G), (H) and (1), and ().

(ii) Authority: 5 U.S.C. 552a(j)(2) and (k)(2).

(iii) Reason: (A) From subsection (c)(3) be-
cause the release of the disclosure account-
ing, for disclosures pursuant to the routine
uses published for this system, would permit
the subject of a criminal investigation or
matter under investigation to obtain valu-
able information concerning the nature of
that investigation which will present a seri-
ous impediment to law enforcement.

(B) From subsection (c)(4) because an ex-
emption is being claimed for subsection (d),
his subsection will not be applicable.

(C) From subsection (d) because access to
the records contained in this system would
inform the subject of a criminal investiga-
tion of the existence of that investigation,
provide the subject of the investigation with
information that might enable him to avoid
detection or apprehension, and would present
a serious impediment to law enforcement.

(D) From subsection (e)(1) because in the
course of criminal investigations informa-
tion is often obtained concerning the viola-
tion of laws or civil obligations of others not
relating to an active case or matter. In the
interests of effective law enforcement, it is
necessary that this information be retained
since it can aid in establishing patterns of
activity and provide valuable leads for other
agencies and future cases that may be
brought.

(E) From subsection (e)(2) because in a
criminal investigation the requirement that
information be collected to the greatest ex-
tent possible from the subject individual
would present a serious impediment to law
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enforcement in that the subject of the inves-
tigation would be placed on notice of the ex-
istence of the investigation and would there-
fore be able to avoid detection.

(F) From subsection (e)(3) because the re-
quirement that individuals supplying infor-
mation be provided with a form stating the
requirements of subsection (e)(3) would con-
stitute a serious impediment to law enforce-
ment in that it could compromise the exist-
ence of a confidential investigation, reveal
the identity of confidential sources of infor-
mation and endanger the life and physical
safety of confidential informants.

(G) From subsections (e)(4)(G) and (H) be-
cause this system of records is exempt from
individual access pursuant to subsections (j)
and (k) of the Privacy Act of 1974.

(H) From subsection (e)(4)(I) because the
identity of specific sources must be withheld
in order to protect the confidentiality of the
sources of criminal and other law enforce-
ment information. This exemption is further
necessary to protect the privacy and phys-
ical safety of witnesses and informants.

(I) From subsection (e)(6) because in the
collection of information for law enforce-
ment purposes it is impossible to determine
in advance what information is accurate, rel-
evant, timely, and complete. With the pas-
sage of time, seemingly irrelevant or un-
timely information may acquire new signifi-
cance as further investigation brings new de-
tails to light and the accuracy of such infor-
mation can only be determined in a court of
law. The restrictions of subsection (e)(5)
would restrict the ability of trained inves-
tigators and intelligence analysts to exercise
their judgment in reporting on investiga-
tions and impede the development of intel-
ligence necessary for effective law enforce-
ment.

(J) From subsection (e)(8) because the indi-
vidual notice requirements of subsection
(e)(8) could present a serious impediment to
law enforcement as this could interfere with
the ability to issue search authorizations
and could reveal investigative techniques
and procedures.

(K) From subsection (f) because this sys-
tem of records has been exempted from the
access provisions of subsection (d).

(L) From subsection (g) because this sys-
tem of records is compiled for law enforce-
ment purposes and has been exempted from
the access provisions of subsections (d) and
®).

(8) System identifier and name: F071 JTF
A, Computer Network Crime Case System.

(i) Exemption: (A) Parts of this system
may be exempt pursuant to 5 U.S.C. 552a(j)(2)
if the information is compiled and main-
tained by a component of the agency, which
performs as its principle function any activ-
ity pertaining to the enforcement of crimi-
nal laws. Any portion of this system of
records which falls within the provisions of 5
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U.S.C. 552a(j)(2) may be exempt from the fol-
lowing subsections of 5 U.S.C. 552a(c)(3),
(©)@), (@), (e)xd), (e)2), (e)3), (e) (&), (H),
and (I), (e)(5), (e)(8), (f), and (g).

(B) Investigatory material compiled for
law enforcement purposes, other than mate-
rial within the scope of subsection 5 U.S.C.
5562a(j)(2), may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an individual is
denied any right, privilege, or benefit for
which he would otherwise be entitled by Fed-
eral law or for which he would otherwise be
eligible, as a result of the maintenance of
the information, the individual will be pro-
vided access to the information exempt to
the extent that disclosure would reveal the
identify of a confidential source.

NoTE: When claimed, this exemption al-
lows limited protection of investigative re-
ports maintained in a system of records used
in personnel or administrative actions. Any
portion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)d),
(©)4)(G), (H) and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(j)(2) and (k)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause the release of accounting of disclosure
would inform a subject that he or she is
under investigation. This information would
provide considerable advantage to the sub-
ject in providing him or her with knowledge
concerning the nature of the investigation
and the coordinated investigative efforts and
techniques employed by the cooperating
agencies. This would greatly impede crimi-
nal law enforcement.

(B) From subsection (¢)(4) and (d), because
notification would alert a subject to the fact
that an open investigation on that individual
is taking place, and might weaken the on-
going investigation, reveal investigative
techniques, and place confidential inform-
ants in jeopardy.

(C) From subsection (e)(1) because the na-
ture of the criminal and/or civil investiga-
tive function creates unique problems in pre-
scribing a specific parameter in a particular
case with respect to what information is rel-
evant or necessary. Also, information may
be received which may relate to a case under
the investigative jurisdiction of another
agency. The maintenance of this information
may be necessary to provide leads for appro-
priate law enforcement purposes and to es-
tablish patterns of activity that may relate
to the jurisdiction of other cooperating agen-
cies.

(D) From subsection (e)(2) because col-
lecting information to the fullest extent pos-
sible directly from the subject individual
may or may not be practical in a criminal
and/or civil investigation.

(E) From subsection (e)(3) because sup-
plying an individual with a form containing
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a Privacy Act Statement would tend to in-
hibit cooperation by many individuals in-
volved in a criminal and/or civil investiga-
tion. The effect would be somewhat adverse
to established investigative methods and
techniques.

(F) From subsections (e)(4)(G), (H), and (I)
because this system of records is exempt
from the access provisions of subsection (d).

(G) From subsection (e)(5) because the re-
quirement that records be maintained with
attention to accuracy, relevance, timeliness,
and completeness would unfairly hamper the
investigative process. It is the nature of law
enforcement for investigations to uncover
the commission of illegal acts at diverse
stages. It is frequently impossible to deter-
mine initially what information is accurate,
relevant, timely, and least of all complete.
With the passage of time, seemingly irrele-
vant or untimely information may acquire
new significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because the no-
tice requirements of this provision could
present a serious impediment to law enforce-
ment by revealing investigative techniques,
procedures, and existence of confidential in-
vestigations.

(ID) From subsection (f) because the agen-
cy’s rules are inapplicable to those portions
of the system that are exempt and would
place the burden on the agency of either con-
firming or denying the existence of a record
pertaining to a requesting individual might
in itself provide an answer to that individual
relating to an on-going investigation. The
conduct of a successful investigation leading
to the indictment of a criminal offender pre-
cludes the applicability of established agen-
cy rules relating to verification of record,
disclosure of the record to that individual,
and record amendment procedures for this
record system.

(J) From subsection (g) because this sys-
tem of records should be exempt to the ex-
tent that the civil remedies relate to provi-
sions of 5 U.S.C. 552a from which this rule ex-
empts the system.

(f) Specific Exemptions. The following sys-
tems of records are subject to the specific ex-
emptions shown:

(1) System identifier and name:
USAFA K, Admissions Records.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identify of a confidential source.
Therefore, portions of this system of records
(Liaison Officer Evaluation and Selection
Panel Candidate Evaluation) may be exempt
pursuant to 5 U.S.C. 5562a(k)(7) from the fol-
lowing subsections of 5 U.S.C. 552a(d),
(e)(4)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

F036
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(iii) Reasons: To ensure the frankness of
information used to determine whether ca-
dets are qualified for graduation and com-
missioning as officers in the Air Force.

(2) System identifier and name: F036 AFPC
N, Air Force Personnel Test 851, Test Answer
Sheets.

(i) Exemption: Testing or examination ma-
terial used solely to determine individual
qualifications for appointment or promotion
in the federal or military service may be ex-
empt pursuant to 5 U.S.C. 552a(k)(6), if the
disclosure would compromise the objectivity
or fairness of the test or examination proc-
ess. Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
552a(k)(6) from the following subsections of 5
U.S.C. 552a(c)(3); (d); (e)(4)(G), (H), and (I);
and (f).

(ii) Authority: 5 U.S.C. 552a(k)(6).

(iii) Reasons: To protect the objectivity of
the promotion testing system by keeping the
test questions and answers in confidence.

(3) System identifier and name: F036
USAFA A, Cadet Personnel Management
System.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identify of a confidential source.
Therefore, portions of this system of records
may be exempt pursuant to 5 U.S.C.
552a(k)(7) from the following subsections of 5
U.S.C. 552a(d), (e)(9)(H), and (D).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: To maintain the candor and
integrity of comments needed to evaluate an
Air Force Academy cadet for commissioning
in the Air Force.

(4) System identifier and name: F036 AETC
I, Cadet Records.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(5) (Detachment Pro-
fessional Officer Course Selection Rating
Sheets; Air Force Reserve Officer Training
Corps Form 0-24—Disenrollment Review;
Memoranda for Record and Staff Papers with
Staff Advice, Opinions, or Suggestions) may
be exempt from the following subsections of
5 U.S.C. 552a(c)(3), (d), (e)(9)(G) and (H), and
(f).
(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of a
confidential source who furnishes informa-
tion necessary to make determinations
about the qualifications, eligibility, and
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suitability of cadets for graduation and com-
missioning in the Air Force.

(5) System identifier and name: F044 AF
SG Q, Family Advocacy Program Records.

(i) Exemption: (A) Investigative material
compiled for law enforcement purposes,
other than material within the scope of sub-
section 5 U.S.C. 552a(j)(2), may be exempt
pursuant to 5 U.S.C. 552a(k)(2). However, if
an individual is denied any right, privilege,
or benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result of the
maintenance of the information, the indi-
vidual will be provided access to the infor-
mation exempt to the extent that disclosure
would reveal the identity of a confidential
source. NOTE: When claimed, this exemption
allows limited protection of investigative re-
ports maintained in a system of records used
in personnel or administrative actions.

(B) Investigative material compiled solely
for the purpose of determining suitability,
eligibility, or qualifications for federal civil-
ian employment, military service, federal
contracts, or access to classified information
may be exempt pursuant to 5 U.S.C.
562a(k)(5), but only to the extent that such
material would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
552a(k)(2) and (k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3) and (d).

(ii) Authority: 5 U.S.C. 552a(k)(2) and (k)(5).

(iii) Reasons: From subsections (c)(3) and
(d) because the exemption is needed to en-
courage those who know of exceptional med-
ical or educational conditions or family
maltreatments to come forward by pro-
tecting their identities and to protect such
sources from embarrassment or recrimina-
tions, as well as to protect their right to pri-
vacy. It is essential that the identities of all
individuals who furnish information under
an express promise of confidentiality be pro-
tected. Granting individuals access to infor-
mation relating to criminal and civil law en-
forcement, as well as the release of certain
disclosure accounting, could interfere with
ongoing investigations and the orderly ad-
ministration of justice, in that it could re-
sult in the concealment, alteration, destruc-
tion, or fabrication of information; could
hamper the identification of offenders or al-
leged offenders and the disposition of
charges; and could jeopardize the safety and
well being of parents and their children. Ex-
empted portions of this system also contain
information considered relevant and nec-
essary to make a determination as to quali-
fications, eligibility, or suitability for Fed-
eral employment and Federal contracts, and
that was obtained by providing an express or
implied promise to the source that his or her
identity would not be revealed to the subject
of the record.
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(6) System identifier and name: F036 AF
PC A, Effectiveness/Performance Reporting
System.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services (Brigadier General Se-
lectee Effectiveness Reports and Colonel and
Lieutenant Colonel Promotion Rec-
ommendations with close out dates on or be-
fore January 31, 1991) may be exempt pursu-
ant to 5 U.S.C. 552a(k)(7), but only to the ex-
tent that the disclosure of such material
would reveal the identity of a confidential
source. Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
5562a(k)(7) from the following subsections of 5
U.S.C. 552a(c)(3), (d), (e)(d)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: (A) From subsection (c)(3) be-
cause making the disclosure accounting
available to the individual may compromise
express promises of confidentiality by re-
vealing details about the report and identify
other record sources, which may result in
circumvention of the access exemption.

(B) From subsection (d) because individual
disclosure compromises express promises of
confidentiality conferred to protect the in-
tegrity of the promotion rating system.

(C) From subsection (e)(4)(H) because of
and to the extent that portions of this record
system are exempt from the individual ac-
cess provisions of subsection (d).

(D) From subsection (f) because of and to
the extent that portions of this record sys-
tem are exempt from the individual access
provisions of subsection (d).

(7) System identifier and name: F036 AFDP
A, Files on General Officers and Colonels As-
signed to General Officer Positions.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identity of a confidential source.
Therefore, portions of this system of records
may be exempt pursuant to 5 U.S.C.
552a(k)(7) from the following subsections of 5
U.S.C. 552a(c)(3), (d), (e)(d)(G), (H), and (I);
and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: To protect the integrity of
information used in the Reserve Initial Brig-
adier General Screening Board, the release of
which would compromise the selection proc-
ess.

(8) System identification and name: F036
AF PC O, General Officer Personnel Data
System.

(i) Exemption: Evaluation material used to
determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identity of a confidential source.
Therefore, portions of this system of records
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(Air Force General Officer Promotion and
Effectiveness Reports with close out dates on
or before January 31, 1991) may be exempt
pursuant to 5 U.S.C. 552a(k)(7) may be ex-
empt from following subsections of 5 U.S.C.
5562a(c)(3), (d), (e)(4)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reason: (A) From subsection (c)(3) be-
cause making the disclosure accounting
available to the individual may compromise
express promises of confidentiality by re-
vealing details about the report and identify
other record sources, which may result in
circumvention of the access exemption.

(B) From subsection (d) because individual
disclosure compromises express promises of
confidentiality conferred to protect the in-
tegrity of the promotion rating system.

(C) From subsection (e)(4)(H) because of
and to the extent that portions of this record
system are exempt from the individual ac-
cess provisions of subsection (d).

(D) From subsection (f) because of and to
the extent that portions of this record sys-
tem are exempt from the individual access
provisions of subsection (d).

(9) System identifier and name: F036 AFPC
K, Historical Airman Promotion Master Test
File.

(i) Exemption: Testing or examination ma-
terial used solely to determine individual
qualifications for appointment or promotion
in the federal or military service, if the dis-
closure would compromise the objectivity or
fairness of the test or examination process
may be exempt pursuant to 5 U.S.C.
5b2a(k)(6), if the disclosure would com-
promise the objectivity or fairness of the
test or examination process. Therefore, por-
tions of this system of records may be ex-
empt pursuant to 5 U.S.C. 552a(k)(6) from the
following subsections of 5 U.S.C. 552a(c)(3),
(@), (e)(®(&), (H), and (1), and ().

(ii) Authority: 5 U.S.C. 552a(k)(6).

(iii) Reasons: To protect the integrity, ob-
jectivity, and equity of the promotion test-
ing system by keeping test questions and an-
swers in confidence. Reserved.

(10) System identifier and name: F071 AF
OSI F, Investigative Applicant Processing
Records.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. b52a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsections of 5 U.S.C. 552a(c)(3), (d),
() (DH(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect those who gave in-
formation in confidence during Air Force Of-
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fice of Special Investigations applicant in-
quiries. Fear of harassment could cause
sources not to make frank and open re-
sponses about applicant qualifications. This
could compromise the integrity of the Air
Force Office of Special Investigations per-
sonnel program that relies on selecting only
qualified people.

(11) System identifier and name: F036
USAFA B, Master Cadet Personnel Record
(Active/Historical).

(i) Exemptions: Evaluation material used
to determine potential for promotion in the
Military Services may be exempt pursuant
to 5 U.S.C. 552a(k)(7), but only to the extent
that the disclosure of such material would
reveal the identify of a confidential source.
Therefore, portions of this system of records
may be exempt pursuant to 5 TU.S.C.
552a(k)(7) from the following subsections of 5
U.S.C. 552a(d), (e)(4)(H), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(7).

(iii) Reasons: To maintain the candor and
integrity of comments needed to evaluate a
cadet for commissioning in the Air Force.

(12) System identifier and name: F031 4971G
A, Sensitive Compartmented Information
Personnel Records.

(i) Exemption: (A) Investigatory material
compiled for law enforcement purposes,
other than material within the scope of sub-
section 5 U.S.C. 552a(j)(2), may be exempt
pursuant to 5 U.S.C. 5562a(k)(2). However, if
an individual is denied any right, privilege,
or benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result of the
maintenance of the information, the indi-
vidual will be provided access to the infor-
mation exempt to the extent that disclosure
would reveal the identify of a confidential
source. NOTE: When claimed, this exemption
allows limited protection of investigative re-
ports maintained in a system of records used
in personnel or administrative actions.

(B) Investigatory material compiled solely
for the purpose of determining suitability,
eligibility, or qualifications for federal civil-
ian employment, military service, federal
contracts, or access to classified information
may be exempt pursuant to 5 U.S.C.
552a(k)(5), but only to the extent that such
material would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system of
records may be exempt pursuant to 5 U.S.C.
5562a(k)(2) and (k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)(4)(G),
(H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(2) and (k)(5).

(iii) Reasons: To protect the identity of
sources to which proper promises of con-
fidentiality have been made during inves-
tigations. Without these promises, sources
will often be unwilling to provide informa-
tion essential in adjudicating access in a fair
and impartial manner.
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(13) System identifier and name: F071 AF
OSI B, Security and Related Investigative
Records.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. b52a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(5) from the following
subsections of 5 TU.S.C. 552a(c)(3), (d),
(©)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of
those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause
sources to refuse to give this information in
the frank and open way needed to pinpoint
those areas in an investigation that should
be expanded to resolve charges of question-
able conduct.

(14) System identifier and name: F031 4971G
B, Special Security Case Files.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. b52a(k)(b), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsections of 5 TU.S.C. 552a(c)(3), (d),
(©)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of
those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause
sources to refuse to give this information in
the frank and open way needed to pinpoint
those areas in an investigation that should
be expanded to resolve charges of question-
able conduct.

(156) System identifier and name: F031 AF
SP N, Special Security Files.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsections of 5 TU.S.C. 552a(c)(3), (d),
(e)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(5).
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(iii) Reasons: To protect the identity of
those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause them
to refuse to give this information in the
frank and open way needed to pinpoint areas
in an investigation that should be expanded
to resolve charges of questionable conduct.

(16) System identifier and name: F036 AF
PC P, Applications for Appointment and Ex-
tended Active Duty Files.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability, eligibility, or qualifications for
federal civilian employment, military serv-
ice, federal contracts, or access to classified
information may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent that
such material would reveal the identity of a
confidential source. Therefore, portions of
this system of records may be exempt pursu-
ant to 5 U.S.C. 552a(k)(b) from the following
subsection of 5 U.S.C. 552a(d).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: To protect the identity of
confidential sources who furnish information
necessary to make determinations about the
qualifications, eligibility, and suitability of
health care professionals who apply for Re-
serve of the Air Force appointment or inter-
service transfer to the Air Force.

(17) System identifier and name: F036 AF
DPG, Military Equal Opportunity and Treat-
ment.

(i) Exemption: Investigative material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law or for which he would other-
wise be eligible, as a result of the mainte-
nance of the information, the individual will
be provided access to the information ex-
empt to the extent that disclosure would re-
veal the identity of a confidential source.
NOTE: When claimed, this exemption allows
limited protection of investigative reports
maintained in a system of records used in
personnel or administrative actions. There-
fore, portions of this system of records may
be exempt pursuant to 5 U.S.C. 522a(k)(2)
from the following subsections of 5 U.S.C.
552a(d), (e)(4)(H), and ().

(ii) Authority: 5 U.S.C. 552a(k)(2).

(iii) Reasons: (A) From subsection (d) be-
cause access to the records contained in this
system would inform the subject of an inves-
tigation of the existence of that investiga-
tion, provide the subject of the investigation
with information that might enable him to
avoid detection, and would present a serious
impediment to law enforcement. In addition,
granting individuals access to information
collected while an Equal Opportunity and
Treatment clarification/investigation is in
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progress conflicts with the just, thorough,
and timely completion of the complaint, and
could possibly enable individuals to inter-
fere, obstruct, or mislead those clarifying/in-
vestigating the complaint.

(B) From subsection (e)(4)(H) because this
system of records is exempt from individual
access pursuant to subsection (k) of the Pri-
vacy Act of 1974.

(C) From subsection (f) because this sys-
tem of records has been exempted from the
access provisions of subsection (d).

(18) System identifier and name: F051 AF
JA I, Commander Directed Inquiries.

(i) Exemption: Investigatory material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law or for which he would other-
wise be eligible, as a result of the mainte-
nance of the information, the individual will
be provided access to the information except
to the extent that disclosure would reveal
the identity of a confidential source. NOTE:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Any por-
tion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)1),
(©)4)(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. 552a(k)(2).

(iii) Reasons: (A) From subsection (¢)(3) be-
cause to grant access to the accounting for
each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
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other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
().

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.

(19) [Reserved]

(20) System identifier and name: F033 AF
A, Information Requests-Freedom of Infor-
mation Act.

(i) Exemption: During the processing of a
Freedom of Information Act request, exempt
materials from ‘other’ systems of records
may in turn become part of the case record
in this system. To the extent that copies of
exempt records from those other systems of
records are entered into this system, the De-
partment of the Air Force hereby claims the
same exemptions for the records from those
‘other’ systems that are entered into this
system, as claimed for the original primary
system of which they are a part.

(ii) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(&)(2), (K)(3), (K)(4D), (k)(5), (k)(6), and (K)(T).

(iii) Reasons: Records are only exempt
from pertinent provisions of 5 U.S.C. 552a to
the extent such provisions have been identi-
fied and an exemption claimed for the origi-
nal record, and the purposes underlying the
exemption for the original record still per-
tain to the record which is now contained in
this system of records. In general, the ex-
emptions were claimed in order to protect
properly classified information relating to
national defense and foreign policy, to avoid
interference during the conduct of criminal,
civil, or administrative actions or investiga-
tions, to ensure protective services provided
the President and others are not com-
promised, to protect the identity of con-
fidential sources incident to Federal employ-
ment, military service, contract, and secu-
rity clearance determinations, and to pre-
serve the confidentiality and integrity of
Federal evaluation materials. The exemption
rule for the original records will identify the
specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.
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(21) System identifier and name: F033 AF
B, Privacy Act Request Files.

(i) Exemption: During the processing of a
Privacy Act request, exempt materials from
other systems of records may in turn become
part of the case record in this system. To the
extent that copies of exempt records from
those ‘other’ systems of records are entered
into this system, the Department of the Air
Force hereby claims the same exemptions
for the records from those ‘other’ systems
that are entered into this system, as claimed
for the original primary system of which
they are a part.

(ii) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(&)(2), (K)(3), (k)(4), (k)(5), (K)(6), and (K)(T).

(iii) Reason: Records are only exempt from
pertinent provisions of 5 U.S.C. 552a to the
extent such provisions have been identified
and an exemption claimed for the original
record, and the purposes underlying the ex-
emption for the original record still pertain
to the record which is now contained in this
system of records. In general, the exemp-
tions were claimed in order to protect prop-
erly classified information relating to na-
tional defense and foreign policy, to avoid
interference during the conduct of criminal,
civil, or administrative actions or investiga-
tions, to ensure protective services provided
the President and others are not com-
promised, to protect the identity of con-
fidential sources incident to Federal employ-
ment, military service, contract, and secu-
rity clearance determinations, and to pre-
serve the confidentiality and integrity of
Federal evaluation materials. The exemption
rule for the original records will identify the
specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.

(22) System identifier and name: F051
AFJA E, Judge Advocate General’s Profes-
sional Conduct Files.

(i) Exemption: Investigatory material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law, as a result of the mainte-
nance of the information, the individual will
be provided access to the information except
to the extent that disclosure would reveal
the identity of a confidential source. Note:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Any por-
tion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. b552a(c)(3), (d), (e)d),
(©)(DH(G), (H), and (I), and (f).

(ii) Authority: 5 U.S.C. b52a(k)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause to grant access to the accounting for
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each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
().

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.

(23) System identifier and name F033 USSC
A, Information Technology and Control
Records.

(i) Exemption: Investigatory material com-
piled for law enforcement purposes, other
than material within the scope of subsection
5 U.S.C. 552a(j)(2), may be exempt pursuant
to 5 U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or ben-
efit for which he would otherwise be entitled
by Federal law, as a result of the mainte-
nance of the information, the individual will
be provided access to the information except
to the extent that disclosure would reveal
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the identity of a confidential source. NOTE:
When claimed, this exemption allows limited
protection of investigative reports main-
tained in a system of records used in per-
sonnel or administrative actions. Any por-
tion of this system of records which falls
within the provisions of 5 U.S.C. 552a(k)(2)
may be exempt from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), (e)d),
(e)(®)(®), (H), and (I), and (D).

(ii) Authority: 5 U.S.C. 552a(k)(2).

(iii) Reasons: (A) From subsection (c)(3) be-
cause to grant access to the accounting for
each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
(f).

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.
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(24) System identifier and name: F036
AETC X, College Scholarship Program.

(i) Exemption: Investigatory material com-
piled solely for the purpose of determining
suitability * * * the identity of a confiden-
tial source. Therefore, portions of this sys-
tem may be exempt pursuant to 5 U.S.C.
5b2a(k)(5) from the following subsections of 5
U.S.C. 552a(c)(3), (d), and (e)(1).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: (A) From subsection (¢)(3) and
(d) and when access to accounting disclo-
sures and access to or amendment of records
would cause the identity of a confidential
sources to be revealed. Disclosure of the
source’s identity not only will result in the
Department breaching the promise of con-
fidentiality made to the source but it will
impair the Department’s future ability to
compile investigatory material for the pur-
pose of determining suitability, eligibility,
or qualifications for Federal civilian employ-
ment, Federal contracts, or access to classi-
fied information. Unless sources can be as-
sured that a promise of confidentiality will
be honored, they will be less likely to pro-
vide information considered essential to the
Department in making the required deter-
minations.

(B) From (e)(1) because in the collection of
information for investigatory purposes, it is
not always possible to determine the rel-
evance and necessity of particular informa-
tion in the early stages of the investigation.
In some cases, it is only after the informa-
tion is evaluated in light of other informa-
tion that its relevance and necessity be-
comes clear. Such information permits more
informed decision-making by the Depart-
ment when making required suitability, eli-
gibility, and qualification determinations.

(256) System identifier and name: F032
AFCESA C, Civil Engineer System-Explosive
Ordnance Records.

(i) Exemption: Records maintained in con-
nection with providing protective services to
the President and other individuals under 18
U.S.C. 3056, may be exempt pursuant to 5
U.S.C. 552a(k)(3) may be exempt from the fol-
lowing subsections of 5 U.S.C. 552a(c)(3), (d),
(e)(D), (e)(D)(G), (H), and (I), and (D).

(ii) Authority: 5 U.S.C. 552a(k)(3).

(iii) Reasons: (A) From subsection (c)(3) be-
cause to grant access to the accounting for
each disclosure as required by the Privacy
Act, including the date, nature, and purpose
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation. This could seri-
ously compromise case preparation by pre-
maturely revealing its existence and nature;
compromise or interfere with witnesses or
make witnesses reluctant to cooperate; and
lead to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) because
providing access to investigative records and
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the right to contest the contents of those
records and force changes to be made to the
information contained therein would seri-
ously interfere with and thwart the orderly
and unbiased conduct of the investigation
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or
render witnesses reluctant to cooperate; lead
to suppression, alteration, or destruction of
evidence; enable individuals to conceal their
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or
other disposition of assets that would make
them difficult or impossible to reach in order
to satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it is not
always possible to detect the relevance or
necessity of each piece of information in the
early stages of an investigation. In some
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for
investigative purposes and is exempt from
the access provisions of subsections (d) and
®).

(E) From subsection (e)(4)(I) because to the
extent that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently pub-
lished in the system notice, an exemption
from this provision is necessary to protect
the confidentiality of sources of information
and to protect privacy and physical safety of
witnesses and informants.

(26) System identifier and name: F051 AF
JAA, Freedom of Information Appeal
Records.

(i) Exemption: During the processing of a
Privacy Act request, exempt materials from
other systems of records may in turn become
part of the case record in this system. To the
extent that copies of exempt records from
those ‘other’ systems of records are entered
into this system, the Department of the Air
Force hereby claims the same exemptions
for the records from those ‘other’ systems
that are entered into this system, as claimed
for the original primary system of which
they are a part.

(i1) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(k)(2), (kK)(3), (k)(4), (k)(5), (K)(6), and (K)(7).

(iii) Reason: Records are only exempt from
pertinent provisions of 5 U.S.C. 552a to the
extent such provisions have been identified
and an exemption claimed for the original
record, and the purposes underlying the ex-
emption for the original record still pertain
to the record which is now contained in this
system of records. In general, the exemp-
tions were claimed in order to protect prop-
erly classified information relating to na-
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tional defense and foreign policy, to avoid
interference during the conduct of criminal,
civil, or administrative actions or investiga-
tions, to ensure protective services provided
the President and others are not com-
promised, to protect the identity of con-
fidential sources incident to Federal employ-
ment, military service, contract, and secu-
rity clearance determinations, and to pre-
serve the confidentiality and integrity of
Federal evaluation materials. The exemption
rule for the original records will identify the
specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.

[69 FR 954, Jan. 7, 2004, as amended at 69 FR
12540, Mar. 17, 2004; 70 FR 46405, Aug. 10, 2005;
74 FR 55785, 55786, 55787, 55788, Oct. 29, 2009; 74
FR 57415, Nov. 6, 2009]

APPENDIX E TO PART 806b—PRIVACY
IMPACT ASSESSMENT

Section A—Introduction and Overview

The Privacy Act Assessment. The Air
Force recognizes the importance of pro-
tecting the privacy of individuals, to ensure
sufficient protections for the privacy of per-
sonal information as we implement citizen-
centered e-Government. Privacy issues must
be addressed when systems are being devel-
oped, and privacy protections must be inte-
grated into the development life cycle of
these automated systems. The vehicle for ad-
dressing privacy issues in a system under de-
velopment is the Privacy Impact Assess-
ment. The Privacy Impact Assessment proc-
ess also provides a means to assure compli-
ance with applicable laws and regulations
governing individual privacy.

(a) Purpose. The purpose of this document
is to:

(1) Establish the requirements for address-
ing privacy during the systems development
process.

(2) Describe the steps required to complete
a Privacy Impact Assessment.

(3) Define the privacy issues you will ad-
dress in the Privacy Impact Assessment.

(b) Background. The Air Force is respon-
sible for ensuring the privacy, confiden-
tiality, integrity, and availability of per-
sonal information. The Air Force recognizes
that privacy protection is both a personal
and fundamental right. Among the most
basic of individuals’ rights is an expectation
that the Air Force will protect the confiden-
tiality of personal, financial, and employ-
ment information. Individuals also have the
right to expect that the Air Force will col-
lect, maintain, use, and disseminate identifi-
able personal information and data only as
authorized by law and as necessary to carry
out agency responsibilities. Personal infor-
mation is protected by the following:

(1) Title 5, U.S.C. 552a, The Privacy Act of
1974, as amended, which affords individuals
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the right to privacy in records maintained
and used by Federal agencies. NOTE: 5 U.S.C.
552a includes Public Law 100-503, The Com-
puter Matching and Privacy Act of 1988.13

(2) Public Law 100-235, The Computer Secu-
rity Act of 1987,1% which establishes min-
imum security practices for Federal com-
puter systems.

(3) OMB Circular A-130, Management of
Federal Information Resources, > which pro-
vides instructions to Federal agencies on
how to comply with the fair information
practices and security requirements for oper-
ating automated information systems.

(4) Public Law 107-347, Section 208, E-Gov
Act of 2002, which aims to ensure privacy in
the conduct of federal information activities.

(5) Title 5, U.S.C. 552, The Freedom of In-
formation Act, as amended, which provides
for the disclosure of information maintained
by Federal agencies to the public while al-
lowing limited protections for privacy.

(6) DoD Directive 5400.11, Department of
Defense Privacy Program,16 December 13,
1999.

(7) DoD 5400.11-R, Department of Defense
Privacy Program,17 August 1983.

(8) Air Force Instruction 33-332, Air Force
Privacy Act Program.

(c) The Air Force Privacy Office is in the
Office of the Air Force Chief Information Of-
ficer, Directorate of Plans and Policy, and is
responsible for overseeing Air Force imple-
mentation of the Privacy Act.

Section B—Privacy and Systems Development

System Privacy. Rapid advancements in
computer technology make it possible to
store and retrieve vast amounts of data of all
kinds quickly and efficiently. These ad-
vancements have raised concerns about the
impact of large computerized information
systems on the privacy of data subjects. Pub-
lic concerns about highly integrated infor-
mation systems operated by the government
make it imperative to commit to a positive
and aggressive approach to protecting indi-
vidual privacy. Air Force Chief Information
Officer is requiring the use of this Privacy
Impact Assessment in order to ensure that
the systems the Air Force develops protect
individuals’ privacy. The Privacy Impact As-
sessment incorporates privacy into the de-
velopment life cycle so that all system de-
velopment initiatives can appropriately con-

13 http://www.defenselink.mil/privacy/
19750MB P AGuide/junl989.pdf.

4 pttp://esre.nist.gov/secpley/csa 87.txt.

15 http://www. whitehouse.gov/omb/circulars/
al30/al130trans4.html.

16 pttp://www.dtic.mil/whs/directives/corres/
himl/540011.him.

17 pittp://www.dtic.mil/whs/directives/corres/
hitml/540011r.him.
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sider privacy issues from the earliest stages
of design.

(a) What is a Privacy Impact Assessment?
The Privacy Impact Assessment is a process
used to evaluate privacy in information sys-
tems. The process is designed to guide sys-
tem owners and developers in assessing pri-
vacy through the early stages of develop-
ment. The process consists of privacy train-
ing, gathering data from a project on privacy
issues, and identifying and resolving the pri-
vacy risks. The Privacy Impact Assessment
process is described in detail in Section C,
Completing a Privacy Impact Assessment.

(b) When is a Privacy Impact Assessment
Done? The Privacy Impact Assessment is ini-
tiated in the early stages of the development
of a system and completed as part of the re-
quired system life cycle reviews. Privacy
must be considered when requirements are
being analyzed and decisions are being made
about data usage and system design. This ap-
plies to all of the development methodolo-
gies and system life cycles used in the Air
Force.

(c) Who completes the Privacy Impact As-
sessment? Both the system owner and sys-
tem developers must work together to com-
plete the Privacy Impact Assessment. Sys-
tem owners must address what data is to be
used, how the data is to be used, and who
will use the data. The system developers
must address whether the implementation of
the owner’s requirements presents any
threats to privacy.

(d) What systems have to complete a Pri-
vacy Impact Assessment? Accomplish Pri-
vacy Impact Assessments when:

(1) Developing or procuring information
technology that collects, maintains, or dis-
seminates information in identifiable form
from or about members of the public.

(2) Initiating a new collection of informa-
tion, using information technology, that col-
lects, maintains, or disseminates informa-
tion in identifiable form for 10 or more per-
sons excluding agencies, instrumentalities,
or employees of the Federal Government.

(3) Systems as described above that are un-
dergoing major modifications.

(e) The Air Force or Major Command Pri-
vacy Act Officer reserves the right to request
that a Privacy Impact Assessment be com-
pleted on any system that may have privacy
risks.

Section C—Completing a Privacy Impact
Assessment

The Privacy Impact Assessment. This sec-
tion describes the steps required to complete
a Privacy Impact Assessment. These steps
are summarized in Table A4.1, Outline of
Steps for Completing a Privacy Impact As-
sessment.

Training. Training on the Privacy Impact
Assessment will be available, on request,
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from the Major Command Privacy Act Offi-
cer. The training consists of describing the
Privacy Impact Assessment process and pro-
vides detail about the privacy issues and pri-
vacy questions to be answered to complete
the Privacy Impact Assessment. Major Com-
mand Privacy Act Officers may use appendix
E, Sections A, B, D, and E for this purpose.
The intended audience is the personnel re-
sponsible for writing the Privacy Impact As-
sessment document.

The Privacy Impact Assessment Docu-
ment. Preparing the Privacy Impact Assess-
ment document requires the system owner
and developer to answer the privacy ques-
tions in Section E. A brief explanation
should be written for each question. Issues
that do not apply to a system should be
noted as ‘‘Not Applicable.” During the devel-
opment of the Privacy Impact Assessment
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document, the Major Command Privacy Act
Officer will be available to answer questions
related to the Privacy Impact Assessment
process and other concerns that may arise
with respect to privacy.

Review of the Privacy Impact Assessment
Document. Submit the completed Privacy
Impact Assessment document to the Major
Command Privacy Act Office for review. The
purpose of the review is to identify privacy
risks in the system.

Approval of the Privacy Impact Assess-
ment. The system life cycle review process
(Command, Control, Communications, Com-
puters, and Intelligence Support Plan) will
be used to validate the incorporation of the
design requirements to resolve the privacy
risks. Major Command and Headquarters Air
Force Functional CIOs will issue final ap-
proval of the Privacy Impact Assessment.

TABLE A4.1—OQUTLINE OF STEPS FOR COMPLETING A PRIVACY IMPACT ASSESSMENT

Procedure

Step Who

T s System Owner, and Developer ..........ccccoecvneunans

2 s System Owner, and Developer ..........cccccveeereene

3 System Owner, and Developer ..............c.cccccceuee.

4o Major Command Privacy Act Officer ...........c..c......

5 s System Owner and Developer, Major Command
Privacy Act Officer.

B s System Owner, Developer, and Major Command
Privacy Act Officer.

T e Major Command or Headquarters Air Force
Functional CIO.

8. Air Force Chief Information Officer/P ...

Request and complete Privacy Impact Assess-
ment Training.

Answer the questions in Section E, Privacy
Questions. For assistance contact your Major
Command Privacy Act Officer.

Submit the Privacy Impact Assessment document
to the Major Command Privacy Act Officer.

Review the Privacy Impact Assessment docu-
ment to identify privacy risks from the informa-
tion provided. The Major Command Privacy Act
Officer will get clarification from the owner and
developer as needed.

The System Owner, Developer and the Major
Command Privacy Act Officer should reach
agreement on design requirements to resolve
all identified risks.

Participate in the required system life cycle re-
views to ensure satisfactory resolution of identi-
fied privacy risks to obtain formal approval from
the Major Command or Headquarters Air Force
Functional CIO.

Issue final approval of Privacy Impact Assess-
ment, and send a copy to Air Force Chief Infor-
mation Officer/P.

When feasible, publish Privacy Impact Assess-
ment on Freedom of Information Act Web page
(http://www.foia.af.mil).

Section D—Privacy Issues in Information
Systems

Privacy Act of 1974, 5 U.S.C. 552a as Amended

Title 5, U.S.C., 552a, The Privacy Act of
1974, as amended, requires Federal Agencies
to protect personally identifiable informa-
tion. It states specifically:

Each agency that maintains a system of
records shall:

Maintain in its records only such informa-
tion about an individual as is relevant and
necessary to accomplish a purpose of the
agency required to be accomplished by stat-
ute or by executive order of the President;

Collect information to the greatest extent
practicable directly from the subject indi-
vidual when the information may result in
adverse determinations about an individual’s
rights, benefits, and privileges under Federal
programs;

Maintain all records used by the agency in
making any determination about any indi-
vidual with such accuracy, relevance, timeli-
ness, and completeness as is reasonably nec-
essary to assure fairness to the individual in
the determination;

Establish appropriate administrative,
technical and physical safeguards to ensure
the security and confidentiality of records
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and to protect against any anticipated
threats or hazards to their security or integ-
rity which could result in substantial harm,
embarrassment, inconvenience, or unfairness
to any individual on whom information is
maintained.

Definitions

Accuracy—within sufficient tolerance for
error to assure the quality of the record in
terms of its use in making a determination.

Completeness—all elements necessary for
making a determination are present before
such determination is made.

Determination—any decision affecting an
individual which, in whole or in part, is
based on information contained in the record
and which is made by any person or agency.

Necessary—a threshold of need for an ele-
ment of information greater than mere rel-
evance and utility.

Record—any item, collection or grouping
of information about an individual and iden-
tifiable to that individual that is maintained
by an agency.

Relevance—limitation to only those ele-
ments of information that clearly bear on
the determination(s) for which the records
are intended.

Routine Use—with respect to the disclo-
sure of a record, the use of such record out-
side DoD for a purpose that is compatible
with the purpose for which it was collected.

System of Records—a group of any records
under the control of any agency from which
information is retrieved by the name of the
individual or by some identifying number,
symbol, or other identifying particular as-
signed to the individual.

Timeliness—sufficiently current to ensure
that any determination based on the record
will be accurate and fair.

Information and Privacy

To fulfill the commitment of the Air Force
to protect personal information, several
issues must be addressed with respect to pri-
vacy.

The use of information must be controlled.

Information may be used only for a nec-
essary and lawful purpose.

Individuals must be informed in writing of
the principal purpose and routine uses of the
information being collected from them.

Information collected for a particular pur-
pose should not be used for another purpose
without the data subject’s consent unless
such other uses are specifically authorized or
mandated by law.

Any information used must be sufficiently
accurate, relevant, timely and complete to
assure fair treatment of the individual.

Given the availability of vast amounts of
stored information and the expanded capa-
bilities of information systems to process
the information, it is foreseeable that there
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will be increased requests to share that in-
formation. With the potential expanded uses
of data in automated systems it is important
to remember that information can only be
used for the purpose for which it was col-
lected unless other uses are specifically au-
thorized or mandated by law. If the data is
to be used for other purposes, then the public
must be provided notice of those other uses.
These procedures do not in themselves create
any legal rights, but are intended to express
the full and sincere commitment of the Air
Force to protect individual privacy rights
and which provide redress for violations of
those rights.

DATA IN THE SYSTEM

The sources of the information in the sys-
tem are an important privacy consideration
if the data is gathered from other than Air
Force records. Information collected from
non-Air Force sources should be verified, to
the extent practicable, for accuracy, that the
information is current, and complete. This is
especially important if the information will
be used to make determinations about indi-
viduals.

Access to the Data

Who has access to the data in a system
must be defined and documented. Users of
the data can be individuals, other systems,
and other agencies. Individuals who have ac-
cess to the data can be system users, system
administrators, system owners, managers,
and developers. When individuals are granted
access to a system, their access should be
limited, where possible, to only that data
needed to perform their assigned duties. If
individuals are granted access to all of the
data in a system, procedures need to be in
place to deter and detect browsing and unau-
thorized access. Other systems are any pro-
grams or projects that interface with the
system and have access to the data. Other
agencies can be International, Federal, state,
or local entities that have access to Air
Force data.

Attributes of the Data

When requirements for the data to be used
in the system are being determined, those re-
quirements must include the privacy at-
tributes of the data. The privacy attributes
are derived from the legal requirements im-
posed by The Privacy Act of 1974. First, the
data must be relevant and necessary to ac-
complish the purpose of the system. Second,
the data must be complete, accurate, and
timely. It is important to ensure the data
has these privacy attributes in order to as-
sure fairness to the individual in making de-
cisions based on the data.



Pt. 806b, App. E

Maintenance of Administrative Controls

Automation of systems can lead to the
consolidation of processes, data, and the con-
trols in place to protect the data. When ad-
ministrative controls are consolidated, they
should be evaluated so that all necessary
controls remain in place to the degree nec-
essary to continue to control access to and
use of the data. Document record retention
and disposal procedures and coordinate them
with the Major Command Records Manager.

Section E—Privacy Questions

Data in the System

1. Generally describe the information to be
used in System the system.

2. What are the sources of the information
in the system?

a. What Air Force files and databases are
used?

b. What Federal Agencies are providing
data for use in the system?

c. What State and local agencies are pro-
viding data for use in the system?

d. What other third party sources will data
be collected from?

e. What information will be collected from
the employee?

3. Is data accurate and complete?

a. How will data collected from sources
other than Air Force records and the subject
be verified for accuracy?

b. How will data be checked for complete-
ness?

c. Is the data current? How do you know?

4. Are the data elements described in detail
and documented? If yes, what is the name of
the document?

Access to the Data

1. Who will have access to the data in the
system Data (Users, Managers, System Ad-
ministrators, Developers, Other)?

2. How is access to the data by a user de-
termined? Are criteria, procedures, controls,
and responsibilities regarding access docu-
mented?

3. Will users have access to all data on the
system or will the user’s access be re-
stricted? Explain.

4. What controls are in place to prevent the
misuse (e.g., browsing) of data by those hav-
ing access?

5. Does the system share data with another
system?

a. Do other systems share data or have ac-
cess to data in this system? If yes, explain.

b. Who will be responsible for protecting
the privacy rights of the employees affected
by the interface?

6. Will other agencies have access to the
data in the system?

a. Will other agencies share data or have
access to data in this system (International,
Federal, State, Local, Other)?
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b. How will the data be used by the agency?

c. Who is responsible for assuring proper
use of the data?

d. How will the system ensure that agen-
cies only get the information they are enti-
tled to under applicable laws?

Attributes of the Data

1. Is the use of the data both relevant and
necessary Data to the purpose for which the
system is being designed?

2. Will the system create new data about
an individual?

a. Will the system derive new data or cre-
ate previously unavailable data about an in-
dividual through aggregation from the infor-
mation collected?

b. Will the new data be placed in the indi-
vidual’s record?

c. Can the system make determinations
about the record subject that would not be
possible without the new data?

d. How will the new data be verified for rel-
evance and accuracy?

3. Is data being consolidated?

a. If data is being consolidated, what con-
trols are in place to protect the data from
unauthorized access or use?

b. If processes are being consolidated, are
the proper controls remaining in place to
protect the data and prevent unauthorized
access? Explain.

4. How will the data be retrieved? Is it re-
trieved by a personal identifier? If yes, ex-
plain.

Maintenance of Administrative Controls

(1) a. Explain how the system and its use
will ensure Administrative equitable treat-
ment of record subjects.

b. If the system is operated at more than
one location, how will consistent use of the
system and data be maintained?

c. Explain any possibility of disparate
treatment of individuals or groups.

(2) a. Coordinate proposed maintenance
and disposition of the records with the Major
Command Records Manager.

b. While the data is retained in the system,
what are the requirements for determining if
the data is still sufficiently accurate, rel-
evant, timely, and complete to ensure fair-
ness in making determinations?

(3) a. Is the system using technologies in
ways that the Air Force has not previously
employed?

b. How does the use of this technology af-
fect personal privacy?

(4) a. Will this system provide the capa-
bility to identify, locate, and monitor indi-
viduals? If yes, explain.

b. Will this system provide the capability
to identify, locate, and monitor groups of
people? If yes, explain.

c. What controls will be used to prevent
unauthorized monitoring?
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(5) a. Under which Systems of Record no-
tice does the system operate? Provide num-
ber and name.

b. If the system is being modified, will the
system of record require amendment or revi-
sion? Explain.

PART 807—SALE TO THE PUBLIC

Sec.

807.1 General requirements.

807.2 Charges for publications and forms.

807.3 Requests for classified material, For
Official Use Only material, accountable
forms, storage safeguard forms, Limited
(L) distribution items, and items with re-
strictive distribution caveats.

807.4 Availability and nonavailability of
stock.

807.5 Processing requests.

807.6 Depositing payments.

AUTHORITY: 10 U.S.C. 8013.

SOURCE: 55 FR 36631, Sept. 6, 1990, unless
otherwise noted.

§807.1 General requirements.

(a) Unaltered Air Force publications
and forms will be made available to the
public with or without charge, subject
to the requirements of this part. Base
Chiefs of Information Management will
set up procedures to meet these needs
and will make available Master Publi-
cations Libraries for public use accord-
ing to AFR 4-61. They will also advise
requesters that these libraries are
available, since in many cases this will
satisfy their needs and reduce work-
loads in processing sales requests. If
the item is on sale by the Super-
intendent of Documents, GPO, refer
the request to that outlet. Refer gen-
eral public requests for Air Force ad-
ministrative publications and forms to
the National Technical Information
Service (NTIS), Defense Publication
Section, US Department of Commerce,
4285 Port Royal Road, Springfield, VA
22161-0001.

(b) The Air Force does not consider
these unaltered publications and forms
as records, within the meaning of the
Freedom of Information Act (FOIA), as
outlined in 5 U.S.C. 552 and imple-
mented by part 806 of this chapter.
Refer requests that invoke the FOIA to
the chief, base information manage-
ment, for processing.

(c) Units will process requests under
the Foreign Military Sales Program
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(FMS) as specified in AFR 4-71, chapter
11.

(d) Units will send requests from for-
eign governments, their representa-
tives, or international organizations to
the MAJCOM foreign disclosure policy
office and to HQ USAF/CVAII, Wash-
ington DC 20330-5000. Also send infor-
mation copies of such requests to the
base public affairs office. Commands
will supplement this requirement to in-
clude policies pertaining to those items
for which they have authority to re-
lease.

(e) Units will return a request for
non-Air Force items to the requester
for submission to appropriate agency.

§807.2 Charges for publications and
forms.

(a) The Air Force applies charges to
all requests unless specifically ex-
cluded.

(b) The Air Force applies charges ac-
cording to part 813, Schedule of Fees
for Copying, Certifying, and Searching
Records and Other Documentary Mate-
rial. Additional guidance is in part 812,
User Charges, including specific exclu-
sion from charges as listed in §812.5. As
indicated, the list of exclusions is not
all inclusive and recommendations for
additional exclusions are sent to the
office of primary responsibility for part
812 of this chapter.

(c) When a contractor requires publi-
cations and forms to perform a con-
tract, the Air Force furnishes them
without charge, if the government con-
tracting officer approves these require-
ments.

§807.3 Requests for classified mate-
rial, For Official Use Only material,
accountable forms, storage safe-
guard forms, Limited (L) distribu-
tion items, and items with restric-
tive distribution caveats.

(a) Classified material. The unit re-
ceiving the requests should tell the re-
quester that the Air Force cannot au-
thorize the material for release be-
cause it is currently and properly clas-
sified in the interest of national secu-
rity as authority by Executive Order,
and must be protected from unauthor-
ized disclosure.

(b) For Official Use Only (FOUO) mate-
rial. The office of primary responsi-
bility for the material will review
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these requests to determine the mate-
rial’s releasability.

(c) Accountable forms. The unit receiv-
ing the request will return it to the re-
quester stating that the Air Force
stringently controls these forms and
cannot release them to unauthorized
personnel since their misuse could
jeopardize Department of Defense secu-
rity or could result in fraudulent finan-
cial gain or claims against the govern-
ment.

(d) Storage safeguard forms. The unit
receiving these requests returns them
to the requesters stating that the Air
Force specially controls these forms
and that they are not releasable out-
side the Department of Defense since
they could be put to unauthorized or
fraudulent use.

(e) Limited (L) distribution items are
not releasable outside the Department
of Defense without special review ac-
cording to AFR 700-6. Units receiving
these requests should refer them to the
SCS manager shown in the index or on
the cover of the publications. Advise
the requesters of the referral.

(f) Items with restrictive distribution ca-
veats. Some publications have restric-
tive distribution caveats on the cover.
Follow the instructions stated and ad-
vise the requesters of the referral.

§807.4 Availability and nonavailability
of stock.

(a) Limit quantities furnished so that
stock levels required for operational
Air Force support are not jeopardized.

(b) If the item is not available from
publishing distribution office (PDO)
stock, obtain it from the Air Force
Publishing Distribution Center. If the
item is under revision, advise the re-
quester that it is being revised and
that no stock is available.

(c) If stocks are not available and the
item is being reprinted, advise the re-
quester that stocks are expected to be
available in 90 calendar days and to re-
submit at that time.

§807.5 Processing requests.

Payment is required before shipping
the requested material. Payment must
be by check or money order.

(a) Upon receipt of the request, deter-
mine the cost involved and request the
material.
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(b) Upon receipt of the item, advise
the requester to resubmit the required
payment and send the material after
payment is received.

(c) If the material cannot be ob-
tained, advise the requester of the rea-
son.

§807.6 Depositing payments.

Obtain instructions from the local
Accounting and Finance Office regard-
ing how checks or money orders must
be prepared and required procedures for
depositing them.

PART 809a—INSTALLATION ENTRY

POLICY, CIVIL DISTURBANCE
INTERVENTION AND DISASTER
ASSISTANCE

Sec.
809a.0 Purpose.

Subpart A—Installation Entry Policy

809a.1 Random
checks.

809a.2 Military responsibility and author-
ity.

809a.3 Unauthorized entry.

809a.4 TUse of Government facilities.

809a.5 Barment procedures.

installation entry point

Subpart B—Civil Disturbance Intervention
and Disaster Assistance

809a.6
809a.7

Authority.

Definitions.

809a.8 Installation policies and laws.

809a.9 Conditions for use of Air Force re-
sources.

8092.10 Military commanders’
ities.

809a.11 Procedures
States.

AUTHORITY: 10 U.S.C. 332 and 333.

SOURCE: 67 FR 13718, Mar. 26, 2002, unless
otherwise noted.

responsibil-

outside the United

§809a.0 Purpose.

This part prescribes the commanders’
authority for enforcing order within or
near Air Force installations under
their jurisdiction and controlling entry
to those installations. It provides guid-
ance for use of military personnel in
controlling civil disturbances and in
supporting disaster relief operations.
This part applies to installations in the
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United States, its territories and pos-
sessions, and will be used to the max-
imum extent possible in the overseas
commands. Instructions issued by the
appropriate overseas commander, sta-
tus of forces agreements, and other
international agreements provide more
definitive guidance for the overseas
commands. Nothing in this part should
be construed as authorizing or requir-
ing security forces units to collect and
maintain information concerning per-
sons or organizations having no affili-
ation with the Air Force other than a
list of persons barred from the installa-
tion.

Subpart A—Installation Entry
Policy

§809a.1 Random
point checks.
The installation commander deter-
mines when, where, and how to imple-
ment random checks of vehicles or pe-
destrians. The commander conducts
random checks to protect the security
of the command or to protect govern-
ment property.

installation entry

§809a.2 Military responsibility and au-
thority.

(a) Air Force installation com-
manders are responsible for protecting
personnel and property under their ju-
risdiction and for maintaining order on
installations, to ensure the uninter-
rupted and successful accomplishment
of the Air Force mission.

(b) Each commander is authorized to
grant or deny access to their installa-
tions, and to exclude or remove persons
whose presence is unauthorized. In ex-
cluding or removing persons from the
installation, the installation com-
mander must not act in an arbitrary or
capricious manner. Their action must
be reasonable in relation to their re-
sponsibility to protect and to preserve
order on the installation and to safe-
guard persons and property thereon. As
far as practicable, they should pre-
scribe by regulation the rules and con-
ditions governing access to their in-
stallation.

§809a.3 Unauthorized entry.

Under Section 21 of the Internal Se-
curity Act of 1950 (50 U.S.C. 797), any
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directive issued by the commander of a
military installation or facility, which
includes the parameters for authorized
entry to or exit from a military instal-
lation, is legally enforceable against
all persons whether or not those per-
sons are subject to the Uniformed Code
of Military Justice (UCMJ). Military
personnel who reenter an installation
after having been properly ordered not
to do so may be apprehended. Civilian
violators may be detained and either
escorted off the installation or turned
over to proper civilian authorities. Ci-
vilian violators may be prosecuted
under 18 U.S.C. 1382.

§809a.4 Use of Government facilities.

Commanders are prohibited from au-
thorizing demonstrations for partisan
political purposes. Demonstrations on
any Air Force installation for other
than political purposes may only occur
with the prior approval of the installa-
tion commander. Demonstrations that
could result in interference with, or
prevention of, the orderly accomplish-
ment of the mission of an installation
or that present a clear danger to loy-
alty, discipline or morale of members
of the Armed Forces will not be ap-
proved.

§809a.5 Barment procedures.

Under the authority of 50 U.S.C. 797,
installation commanders may deny ac-
cess to the installation through the use
of a barment order. Barment orders
should be in writing but may also be
oral. Security forces maintain a list of
personnel barred from the installation.

Subpart B—Civil Disturbance Inter-
vention and Disaster Assist-
ance

§809a.6 Authority.

The authority to intervene during
civil disturbances and to provide dis-
aster assistance is bound by directives
issued by competent authorities.
States must request federal military
intervention or aid directly from the
President of the United States by the
state’s legislature or executive. Instal-
lation commanders must immediately
report these requests in accordance
with AFI 10-802, Military Support to
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Civil Authorities (Available from Na-
tional Technical Information Service,
5285 Port Royal Road, Springfield, VA
22161.).

§809a.7 Definitions.

The following definitions apply to
this part:

(a) Emergencies. These are conditions
which affect public welfare and occur
as a result of enemy attack, insurrec-
tion, civil disturbances, earthquake,
fire, flood, or other public disasters
which endanger life and property or
disrupt the usual process of govern-
ment. The term ‘‘emergency’’ includes
any or all of the conditions explained
in this section.

(b) Civil defense emergency. This is a
disaster situation resulting from devas-
tation created by an enemy attack and
requiring emergency operations during
and following attack. It may also be
proclaimed by appropriate authority in
anticipation of an attack.

(¢c) Civil disturbances. These are group
acts of violence or disorder prejudicial
to public law and order including those
which follow a major disaster. They in-
clude riots, acts of violence, insurrec-
tions, unlawful obstructions or assem-
blages, or other disorders.

(d) Major disaster. Any flood, fire,
hurricane, or other catastrophe which,
in the determination of the President,
is or threatens to be of sufficient sever-
ity and magnitude to warrant disaster
assistance by the Federal Government
to supplement the efforts and available
resources of the State and local gov-
ernments in alleviating the damage,
hardship, or suffering caused thereby.

§809a.8 Installation policies and laws.

This subpart contains policies on the
use of Air Force military personnel in
civil disturbances and disasters. The
more important laws concerning mili-
tary aid to civil authorities are also
summarized.

(a) The Air Force gives military as-
sistance to civil authorities in civil de-
fense or civil disturbances and disas-
ters only when such assistance is re-
quested or directed. Commanders will
not undertake such assistance without
authority, unless the overruling de-
mands of humanity compel immediate
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action to protect life and property and
to restore order.

(b) The military service having avail-
able resources nearest the affected area
is responsible for providing initial as-
sistance to civil authorities in emer-
gencies. Subsequent operations are to
be according to the mutual agreement
between the senior service commanders
concerned.

(c) The protection of life and prop-
erty and the maintenance of law and
order within the territorial jurisdiction
of any State is the primary responsi-
bility of State and local authorities. It
is well-established U.S. Government
policy that intervention with military
forces takes place only after State and
local authorities have used their own
forces and are unable to control the
situation, or when they do not take ap-
propriate action.

§809a.9 Conditions for wuse of Air
Force resources.

This part is not intended to extend
Air Force responsibilities in emer-
gencies to generate additional re-
sources (manpower, materiel, facilities,
etc.) requirements, or encourage par-
ticipation in such operations at the ex-
pense of the Air Force primary mis-
sion. It is a guide for the employment
of Air Force resources when:

(a) A disaster or disturbance occurs
in areas in which the U.S. Air Force is
the executive agent of the United
States.

(b) A disaster or disturbance occurs
in areas that are remote from an Army
installation but near an Air Force in-
stallation, thereby mnecessitating Air
Force assumption of responsibility
pending arrival of Army personnel.

(c) The overriding demand of condi-
tions resulting from a natural disaster
compels immediate action to protect
life and property and to restore order.

§809a.10 Military commanders’ re-

sponsibilities.

(a) Civilians in the affected area will
be informed of the rules of conduct and
other restrictive measures to be en-
forced by the military. These will be
announced by local proclamation or
order, and will be given the widest pub-
licity by all available media.
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(b) Persons not normally subject to
military law, who are taken into cus-
tody by military forces incident to
civil disturbances, will be turned over
to the civil authorities as soon as pos-
sible.

(c) Military forces will ordinarily ex-
ercise police powers previously inoper-
ative in an affected area; restore and
maintain order; maintain essential
transportation and communication;
and provide necessary relief measures.

(d) U.S. Air Force civilian employees
may be used, in any assignments in
which they are capable and willing to
serve. In planning for on-base contin-
gencies of fires, floods, hurricanes, and
other natural disasters, arrangements
should be made for the identification
and voluntary use of individual em-
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ployees to the extent that the needs for
their services are anticipated.

§809a.11 Procedures outside the

United States.

It is Air Force policy to make every
reasonable effort to avoid any con-
frontation between United States mili-
tary forces and host nation demonstra-
tors or other dissidents posing a threat
to Air Force resources. Intervention by
United States military personnel out-
side the United States is governed by
international law, bilateral and other
international agreements to which the
United States is a party, and host-na-
tion laws. Local plans to counter such
situations must include provisions to
request and obtain host nation civil or
military support as quickly as possible.
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otherwise noted.

§811.1 Exceptions.

The regulations in this part do not
apply to:

(a) Visual information (VI) materials
made for the Air Force Office of Spe-
cial Investigations for use in an inves-
tigation or a counterintelligence re-
port. (See Air Force Instruction (AFI)
90-301, The Inspector General Com-
plaints, which describes who may use
these materials.)

(b) VI materials made during Air
Force investigations of aircraft or mis-
sile mishaps according to AFI 91-204,
Safety Investigations and Reports. (See
AFT 90-301.)

§811.2 Release of visual information
materials.

(a) Only the Secretary of the Air
Force for Public Affairs (SAF/PA)
clears and releases Air Force materials
for use outside Department of Defense
(DoD), according to AFI 35-205, Air
Force Security and Policy Review Pro-
gram.

(b) The Secretary of the Air Force for
Legislative Liaison (SAF/LL) arranges
the release of VI material through
SAF/PA when a member of Congress
asks for them for official use.

(c) The International Affairs Division
(HQ USAF/CVAII) or, in some cases,
the major command (MAJCOM) For-
eign Disclosure Office, must authorize
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release of classified and unclassified
materials to foreign governments and
international organizations or their
representatives.

§811.3 Official requests for visual in-
formation productions or materials.

(a) Send official Air Force requests
for productions or materials from the
DoD Central Records Centers by letter
or message. Include:

(1) Descriptions of the images needed,
including media format, dates, etc.

(2) Visual information record identi-
fication number (VIRIN), production,
or Research, development, test, and
evaluation (RDT&E) identification
numbers, if known.

(3) Intended use and purpose of the
material.

(4) The date needed and a statement
of why products are needed on a spe-
cific date.

(b) Send inquiries about motion pic-
ture or television materials to the De-
fense Visual Information Center
(DVIC), 1363 Z Street, Building 2730,
March ARB, CA 92518-2703.

(c) Send Air Force customer inquiries
about still photographic materials to
11 CS/SCUA, Bolling AFB, Washington,
DC 20332-0403 (the Air Force
accessioning point).

(d) Send non-Air Force customers’ in-
quiries about still photographic mate-
rials to the DVIC.

§811.4 Selling visual information ma-
terials.

(a) Air Force VI activities cannot sell
materials.

(b) HQ AFCIC/ITSM may approve the
loan of copies of original materials for
federal government use.

(c) Send requests to buy:

(1) Completed, cleared, productions,
to the National Archives and Records
Administration, National Audiovisual
Center, Information Office, 8700 Edge-
worth Drive, Capitol Heights, MD
20722-3701.

(2) Nonproduction VI motion media
to the DVIC. The center may sell other
Air Force VI motion picture and tele-
vision materials, such as historical and
stock footage. When it sells VI motion
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media, the DVIC assesses charges, un-
less §811.56 exempts the requesting ac-
tivity.

(3) VI still media to the DoD Still
Media Records Center (SMRC), Attn:
SSRC, Washington, DC 20374-1681.
When SMRC sells VI still media, the
SMRC assesses charges, unless §811.5
exempts the requesting activity.

§811.5 Customers exempt from fees.

Title III of the 1968 Intergovern-
mental Cooperation Act (42 U.S.C. 4201,
4231, and 4233) exempts some customers
from paying for products and loans.
This applies if the supplier has suffi-
cient funds and if the exemption does
not impair its mission. The requesting
agency must certify that the materials
are not commercially available. When
requests for VI material do not meet
exemption criteria, the requesting
agency pays the fees. Exempted cus-
tomers include:

(a) DoD and other government agen-
cies asking for materials for official ac-
tivities (see DoD Instruction 4000.19,
Interservice, and Intergovernmental
Support, August 9, 1995, and DoD Direc-
tive 5040.2, Visual Information (VI), De-
cember 7, 1987.

(b) Members of Congress asking for
VI materials for official activities.

(c) VI records center materials or
services furnished according to law or
Executive Order.

(d) Federal, state, territorial, county,
municipal governments, or their agen-
cies, for activities contributing to an
Air Force or DoD objective.

(e) Nonprofit organizations for public
health, education, or welfare purposes.

(f) Armed Forces members with a
casualty status, their next of kin, or
authorized representative, if VI mate-
rial requested relates to the member
and does not compromise classified in-
formation or an accident investigation
board’s work.

(g) The general public, to help the
Armed Forces recruiting program or
enhance public understanding of the
Armed Forces, when SAF/PA deter-
mines that VI materials or services
promote the Air Force’s best interest.

(h) Incidental or occasional requests
for VI records center materials or serv-
ices, including requests from residents
of foreign countries, when fees would
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be inappropriate. AFI 16-101, Inter-
national Affairs and Security Assist-
ance Management, tells how a foreign
government may obtain Air Force VI
materials.

(i) Legitimate news organizations
working on news productions, docu-
mentaries, or print products that in-
form the public on Air Force activities.

§811.6 Visual information product/ma-
terial loans.

(a) You may request unclassified and
classified copies of current Air Force
productions and loans of DoD and other
Federal productions from JVISDA,
ATTN: ASQV-JVIA-T-AS, Bldg. 3, Bay
3, 11 Hap Arnold Blvd., Tobyhanna, PA
18466-5102.

(1) For unclassified products, use
your organization’s letterhead, identify
subject title, PIN, format, and quan-
tity.

(2) For classified products, use your
organization’s letterhead, identify sub-
ject title, personal identification num-
ber (PIN), format, and quantity. Also,
indicate that either your organization
commander or security officer, and
MAJCOM VI manager approve the
need.

(b) You may request other VI mate-
rials, such as, still images and motion
media stock footage, from DVIC/OM-
PA, 1363 Z Street, Building 2730, March
ARB, CA 92518-2703.

§811.7 Collecting and controlling fees.

(a) The DoD records centers usually
collect fees in advance. Exceptions are
sales where you cannot determine ac-
tual cost until work is completed (for
example, television and motion picture
services with per minute or per footage
charges).

(b) Customers pay fees, per AFR 177-
108, Paying and Collecting Trans-
actions at Base Level, with cash, treas-
ury check, certified check, cashier’s
check, bank draft, or postal money
order.

§811.8 Forms prescribed and avail-
ability of publications.

(a) AF Form 833, Visual Information
Request, AF Form 1340, Visual Infor-
mation Support Center Workload Re-
port, DD Form 1995, Visual Information
(VI) Production Request and Report,
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DD Form 20541, Visual Information
(VI) Annual Report, and DD Form 2537,
Visual Information Caption Sheet are
prescribed by this part.

(b) Air Force publications and forms
referenced in this part are available
from NTIS, 5285 Port Royal Road,
Springfield, VA 22161 or online at http./
www.afpubs.hqg.af.mil. DoD publications
are available at hittp://
www.defenselink.mil/pubs.

PART 813—VISUAL INFORMATION
DOCUMENTATION PROGRAM

Sec.

813.1 Purpose of the visual information doc-
umentation (VIDOC) program.

813.2 Sources of VIDOC.

813.3 Responsibilities.

813.4 Combat camera operations.

813.5 Shipping or transmitting visual infor-
mation documentation images.

813.6 Planning and requesting combat docu-
mentation.

813.7 Readiness reporting.

AUTHORITY: 10 U.S.C. 8013.

SOURCE: 65 FR 64621, Oct. 30, 2000, unless
otherwise noted.

§813.1 Purpose of the visual informa-
tion documentation (VIDOC) pro-
gram.

Using various visual and audio
media, the Air Force VIDOC program
records important Air Force oper-
ations, historical events, and activities
for use as decision making and commu-
nicative tools. VIDOC of Air Force
combat operations is called COMCAM
documentation. Air Force publications
are available at NTIS, 5285 Port Royal
Road, Springfield, VA 22161 or online at
hitp://www.afpubs.hq.af.mil. DoD publi-
cations are available at  htitp:/
www.defenselink.mil/pubs.

§813.2 Sources of VIDOC.

Primary sources of VIDOC materials
include:

(a) HQ AMC active and reserve com-
bat camera (COMCAM) forces, both
ground and aerial, whose primary goal
is still and motion media documenta-
tion of Air Force and air component
combat and combat support operations,
and related peacetime activities such
as humanitarian actions, exercises,
readiness tests, and operations.
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(b) Visual information forces with
combat documentation capabilities
from other commands: HQs ACC,
AETC, AFRES, and AFSPACECOM.

(c) Communications squadron base
visual information centers (BVISCs).

(d) Air Digital Recorder (ADR) im-
ages from airborne imagery systems,
such as heads up displays, radar scopes,
and images from electro-optical sen-
sors carried aboard aircraft and weap-
ons systems.

(e) Photography of Air Force Re-
search, Development, Test & Evalua-
tion (RDT&E) activities, including
high speed still and motion media opti-
cal instrumentation.

§813.3 Responsibilities.

(a) HQ AFCIC/ITSM:

(1) Sets Air Force VIDOC policy.

(2) Oversees United States Air Force
(USAF) COMCAM programs and com-
bat readiness.

(3) Makes sure Air Force participates
in joint actions by coordinating with
the Office of the Secretary of Defense
staff, Joint Chiefs of Staff (JCS), exec-
utive departments, and other branches
of the United States Government.

(4) Approves use of Air Force
COMCAM forces in non-Air Force ac-
tivities.

(b) Air components:

(1) Manage air component COMCAM
and visual information support within
their areas of responsibility. Docu-
ments significant events and oper-
ations for theater and national-level
use.

(2) Sets requirements for COMCAM
and VI support. Includes requirements
in operations plans (OPLAN) force
lists, concept plans (CONPLAN), oper-
ations orders (OPORD), and similar
documents. See Air Force Manual
(AFMAN) 10-401, Operation Plan and
Concept Plan Development and Imple-
mentation.

(3) Coordinate with MAJCOM VI
managers to plan and source VIDOC
forces for war, contingencies, and exer-
cises.

(4) Provide input (VI and COMCAM
requirements) to HQ AMC/SCMV, 203
West Losey Street, Room 3180, Scott
AFB, IL 62225-5223, as required to de-
velop the annual VI Exercise Support
Plan. Include requirements to exercise
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VI forces to refine operational proce-
dures and meet defined objectives.

(c) HQ AMC:

(1) Provides primary Air Force ADR
theater support to the air component
commanders.

(2) Maintains a deployable theater
support Unified Transportation Com-
mand (UTC) to manage ADR require-
ments above the aviation wing level.
This includes the gathering, editing,
copying, and distribution of ADR im-
ages from combat aviation squadrons
for operational analysis, bomb damage
assessment, collateral intelligence,
training, historical, public affairs, and
other needs.

(3) Sets combat training standards
and develops programs for all Air Force
COMCAM personnel (includes both for-
mal classroom and field readiness
training).

(4) Coordinates and meets COMCAM
needs in war, operations, and concept
plans.

(5) Provides the Air Force’s primary
COMCAM capability and assists air
component and joint commands with
deliberate and crisis action planning
for USAF’s COMCAM assets.

(6) Provides component and theater
commands COMCAM planning assist-
ance and expertise for contingencies,
humanitarian actions, exercises, and
combat operations.

(7) Acts as manpower and equipment
force packaging (MEFPAK) manager
for COMCAM UTCs.

(8) Funds HQ AMC COMCAM per-
sonnel and equipment for contingency
or wartime deployments. (The re-
quester funds temporary duty and sup-
ply costs for planned events, such as
non-JCS exercises and competitions.)

(9) Develops and monitors the annual
Air Force-wide VI Exercise Support
Plan for the Air Staff, with assistance
from air components and supporting
MAJCOMs. (Use criteria contained in
§813.4(e)(1) and provide equitable de-
ployment opportunity for tasked com-
mands’ VI resources.)

(d) MAJCOM VI managers:

(1) Plan and set policy for docu-
menting activities of operational, his-
torical, public affairs, or other signifi-
cance within their commands.

(2) Train and equip VIDOC forces to
document war, contingencies, major
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events, Air Force and joint exercises,
and weapons tests.

(3) Make sure COMCAM and BVISC
forces meet their wartime tasking and
identify and resolve deficiencies. Refer
significant deficiencies and problems
and proposed resolution to HQ AFCIC/
ITSM.

(4) Allow documentation of signifi-
cant Air Force activities and events,
regardless of their sensitivity or classi-
fication. Protect materials as the sup-
ported command directs. Safeguard
classified images or handle them ac-
cording to Department of Defense
(DoD) Directive 5200.1, DoD Informa-
tion Security Program, June 7, 1982,
with Changes 1 and 2, and AFI 31-401,
Information Security Program Man-
agement. The authority in charge of
the event or operation approves docu-
mentation distribution.

(5) Update UTC availability in
MAJCOM information systems.
(6) Assist Air Force Operations

Group, in identifying the command’s
capability to support COMCAM and VI
requirements.

(7) Provide inputs to HQ AMC/SCMV

for the annual VI Exercise Support
Plan for JCS exercises.
(8) Make sure units that have

deployable VI teams have Status of Re-
sources and Training System (SORTS)
reportable designed operational capa-
bility (DOC) statements that accu-
rately reflect their mission and
taskings.

(9) Develop and oversee measure-
ments, such as operational readiness
inspection criteria, to evaluate VI
force readiness at DOC-tasked units.

§813.4 Combat camera operations.

(a) Air Force COMCAM forces docu-
ment Air Force and air component ac-
tivities.

(b) The supported unified command
or joint task force commander,
through the air component commander
(when assigned), controls Air Force
COMCAM forces in a joint environ-
ment. If an air component is assigned,
the air component normally manages
documentation of its operations. Air
Force COMCAM and visual information
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support for joint operations will be pro-
portionate to USAF combat force par-
ticipation. In airlift operations, HQ
AMC may be the supported command.

(c) During contingencies, exercises,
and other operations, the Air Force
provides its share of Unified Command
headquarters COMCAM and visual in-
formation support forces for still pho-
tographic, motion media, graphics, and
other VI services.

(d) COMCAM and VI forces take part
in Air Force and joint exercises to test
procedures and over-all readiness.
COMCAM and VI forces also provide VI
products to command, operations, pub-
lic affairs, historical, and other signifi-
cant customers.

(e) Sourcing COMCAM forces. See
AFMAN 10-401 for specific procedures.

(1) When VI support teams are re-
quired, the lead wing’s VI UTC deploys
as primary, whenever possible. If lead
wing VI support is not available, the
providing command sources the re-
quirement from other active or reserve
component forces, or coordinates with
other MAJCOMs for assistance.

(2) Air Force VI personnel who assist
supported commands in determining
COMCAM and VI requirements and
sourcing consider the total USAF VI
community as a resource. Planners
consider employing USAF deployable
VI support teams, augmentation com-
bat documentation teams from
AFSPACECOM, AETC, and ACC, as
well as active and reserve COMCAM
teams.

§813.5 Shipping or transmitting visual
information documentation images.

(a) COMCAM images. Send COMCAM
images to the DoD Joint Combat Cam-
era Center, Room b5A518, Pentagon,
Washington, DC 20330-3000, by the fast-
est means possible, following the ap-
proval procedures that on-scene and
theater commanders set.

(b) Other non-COMCAM images. After
use, send significant non-COMCAM im-
ages to the appropriate DoD media
records center through the Air Force
record center accessioning point.
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(c) Identification of VIDOC materials.
Clearly identify all VIDOC and
COMCAM material with slates, cap-
tions, and cover stories.

§813.6 Planning and requesting com-
bat documentation.

(a) Planned combat documentation. Air
components identify documentation
needs as early as possible in OPLANS,
CONPLANS, and OPORDs and send cop-
ies of these plans to HQ AMC/SCMYV,
203 West Losey Street, Room 3180,
Scott AFB, IL 62225-5223. Include the
contact for planning and support.

(b) Activity documentation. MAJCOMs
may request that HQ AMC document
their activities. Send information cop-
ies of requests to HQ AFCIC/ITSM, 1250
Air Force Pentagon, Washington, DC
20330-1250, and HQ AMC/SCMV. When a
supporting component command oper-
ationally controls HQ AMC COMCAM
units, other organizations that need
support must coordinate requests with
the supported command.

(c) Unplanned combat documentation.
Send short notice requests to the sup-
ported operational commander as soon
as possible, with information copies to
HQ AFCIC/ITSM and HQ AMC/SCMO.
Identify end product requirements,
media formats, and deadlines.

(d) Humanitarian, disaster relief, and
contingencies. Theater commanders nor-
mally task the supporting component
through the Joint Operation Planning
and Execution System, that in turn,
requests support from HQ AMC. HQ
USAF can directly task HQ AMC to
document humanitarian, disaster re-
lief, or contingency activities if it does
not receive other tasking(s). In these
cases, coordinate with the supported
unified command.

§813.7 Readiness reporting.

All Air Force units assigned a DOC
statement report readiness status
through the SORTS process. See AFI
10-201, Status of Resources and Train-
ing System, for specific information
and reporting criteria.

SUBCHAPTER C—PUBLIC RELATIONS [RESERVED]
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This part is derived from Air Force Regula-
tion 112-1, Claims and Tort Litigation.

§842.0 Scope.

This part establishes standard poli-
cies and procedures for administra-
tively processing claims resulting from
Air Force activities and for which the
Air Force has assigned responsibility;
tells how to present, process, and settle
claims.



Department of the Air Force, DoD

Subpart A—General Information

§842.1 Scope of this subpart.

This subpart explains terms used in
this part. It states basic Air Force
claims policy and identifies proper
claimants.

§842.2 Definitions.

(a) Authorizced agent. Any person or
corporation, including a legal rep-
resentative, empowered to act on a
claimant’s behalf.

(b) Civilian personnel. Civilian em-
ployees of the Air Force who are paid
from appropriated or nonappropriated
funds. They include prisoners of war,
interned enemy aliens performing paid
labor, and volunteer workers except for
claims under the Military Personnel
and Civilian Employees’ Claims Act.

(¢) Claim. Any signed written demand
made on or by the Air Force for the
payment of a sum certain. It does not
include any obligations incurred in the
regular procurement of services, sup-
plies, equipment, or real estate. An
oral demand made under Article 139,
Uniform Code of Military Justice
(UCMJ) is sufficient.

(d) Claimant. An individual, partner-
ship, association, corporation, country,
state, territory, or its political subdivi-
sions, and the District of Columbia.
The US Government or any of its in-
strumentalities may be a claimant in
admiralty, tort, carrier recovery and
hospital recovery claims in favor of the
United States.

(e) Geographic area of claims responsi-
bility. The base Staff Judge Advocate’s
(SJA’s) jurisdiction for claims. CONUS
jurisdictional areas are designated by
HQ USAF/JACC on maps distributed to
the field. HQ PACAF, HQ USAFE, and
HQ 9AF SJAs designate these areas
within their jurisdictions. DOD assigns
areas of single service responsibility to
each military department.

(fy HQ USAF/JACC. Claims and Tort
Litigation Staff, Office of The Judge
Advocate General, Headquarters,
United States Air Force, Building 5683,
Bolling AFB, DC 20332-6128.

(g) H® 9AF. Headquarters Ninth Air
Force, Shaw AFB, SC 29152-5002.

(h) Owner. A holder of a legal title or
an equitable interest in certain prop-
erty. Specific examples include:
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(1) For real property. The mortgagor,
and the mortgagee if that individual
can maintain a cause of action in the
local courts involving a tort to that
specific property.

(2) For personal property. A bailee, les-
see, mortgagee and a conditional vend-
ee. A mortgagor, conditional vendor, or
someone else other than the owner,
who has the title for purposes of secu-
rity are not owners.

(i) HQ PACAF. Headquarters, Pacific
Air Forces, Hickam AFB, HI 96853-5001.

(j) Personal injury. The term ‘‘per-
sonal injury’ includes both bodily in-
jury and death.

(k) Property damage. Damage to, loss
of, or destruction of real or personal
property.

(1) Settle. To consider and pay,
deny a claim in full or in part.

(m) Single Base General Court-Martial
Jurisdiction (GCM). For claims pur-
poses, a base legal office serving the
commander who exercises GCM author-
ity over that base, or that base and
other bases.

(n) Subrogation. The act of assuming
the legal rights of another after paying
a claim or debt, for example, an insur-
ance company (subrogee) paying its in-
sured’s (subrogor’s) claim, thereby as-
suming the insured’s right of recovery.

(0) HQ USAFE. Headquarters, United
States Air Forces in Europe, Ramstein
Air Base, Germany, APO NY 09012-5001.

[66 FR 2809, Jan. 29, 1990, as amended at 56
FR 1574, Jan. 16, 1991]

or

§842.3 Claims authorities.

(a) Appellate authority. The individual
authorized to review the final decision
of a settlement authority upon appeal
or reconsideration.

(b) Settlement authority. The indi-
vidual or foreign claims commission
authorized to settle a claim upon its
initial presentation.

§842.4 Where to file a claim.

File a claim at the base legal office
of the unit or installation at or nearest
to where the accident or incident oc-
curred. If the accident or incident oc-
curred in a foreign country where no
Air Force unit is located, file the claim
with the Defense Attache (DATT) or
Military Assistance Advisory Group
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(MAAG) personnel authorized to re-
ceive claims (DIAM 100-1 and AFR 400—
45). In a foreign country where a claim-
ant is unable to obtain adequate assist-
ance in filing a claim, the claimant
may contact the nearest Air Force
SJA. The SJA then advises HQ USAF/
JACC thorugh claims channels of ac-
tion taken and states why the DATT or
MAAG was unable to adequately assist
the claimant.

§842.5 Claims forms.

Any signed written demand on the
Air Force for a sum certain is suffi-
cient to file a claim. The claimant
should use these forms when filing a
claim:

(a) Claim processed under the Military
Personnel and Civilian Employees’ Claims
Act. Use AF Form 180, Claim for Loss of
or Damage to Personal Property Inci-
dent to Service, or DD Forms 1842,
Claim for Personal Property Against
the United States, and 1844, Schedule
of Property and Claim Analysis Chart,
to file the claim.

(b) Claim processed under international
agreements. Use any form specified by
the host country.

(c) Any other type claim. Use SF 95,
Claim for Damage, Injury, or Death.

§842.6 Signature on the claim form.

The claimant or authorized agent
signs the claim form in ink using the
first name, middle initial, and last
name.

(a) Claim filed by an individual. (1) A
married woman signs her name, for ex-
ample, Mary A. Doe, rather than Mrs.
John Doe.

(2) An authorized agent signing for a
claimant shows, after the signature,
the title or capacity and attaches evi-
dence of authority to present a claim
on behalf of the claimant as agent, ex-
ecutor, administrator, parent, guard-
ian, or other representative; for exam-
ple, John Doe by Richard Roe, Attor-
ney in Fact. A copy of a current and
valid power of attorney, court order, or
other legal document is sufficient evi-
dence of the agent’s authority.

(b) Claim with joint interest. Where a
joint ownership or interest in real
property exists, all joint owners must
sign the claim form. This includes a
husband and wife signing a claim if the
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claim is for property damage. However,
only the military member or civilian
employee signs the claim form for a
claim under the Military Personnel and
Civilian Employees’ Claims Act.

(c) Claim filed by a corporation. (1) A
corporate officer signing the form must
show title or capacity and affix the
corporate seal (if any) to the claim
form.

(2) If the person signing the claim is
other than the corporate officer they
must:

(i) Attach to the claim form a certifi-
cation by a proper corporate officer
that the individual is an agent of the
corporation duly authorized to file and
settle the claim;

(ii) Affix to the claim form the cor-
porate seal (if any) to the certification.

(d) Claim filed by a partnership. A
partner must sign the form showing his
or her title as partner and list the full
name of the partnership.

§842.7 Who may file a claim.

(a) Property damage. The owner or
owners of the property or their author-
ized agent may file a claim for prop-
erty damage.

(b) Personal injury or death. (1) The in-
jured person or authorized agent may
file a claim for personal injury.

(2) The duly appointed guardian of a
minor child or any other person legally
entitled to do so under applicable local
law may file a claim for a minor’s per-
sonal injury.

(3) The executor or administrator of
the decedent’s estate or any other per-
son legally entitled to do so under ap-
plicable local law may file a claim
based on an individual’s death.

(¢) Subrogation. The subrogor (in-
sured) and the subrogee (insurer) may
file a claim jointly or individually. Pay
a fully subrogated claim only to the
subrogee. A joint claim must be as-
serted in the names of and signed by
the real parties in interest. Make pay-
ment by sending a joint check to the
subrogee, made payable to the subroger
and subrogee. If separate claims are
filed, make payment by check issued to
each claimant to the extent of each un-
disputed interest.
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§842.8 Insured claimants.

Insured claimants must make a de-
tailed disclosure of their insurance
coverage by stating:

(a) Their name and address.

(b) Kind, amount, and dates of cov-
erage of insurance.

(¢) Insurance policy number.

(d) Whether a claim was presented to
the insurer and, if so, in what amount.

(e) Whether the insurer paid or is ex-
pected to pay the claim.

(f) The amount of any payment made
or promised.

§842.9 Splitting a claim.

(a) A claim includes all damages ac-
cruing to a claimant by reason of an
accident or incident. For example,
when the same claimant has a claim
for property damage and personal in-
jury arising out of the same incident,
each claim represents only a part of a
single claim or cause of action. Even if
local law permits filing a separate
claim for property damage and for per-
sonal injury, do not settle or pay a sep-
arate or split claim without the ad-
vance approval of HQ USAF/JACC.

(b) Filing for an advance payment,
and subsequently filing a claim, does
not constitute splitting a claim.

(c) Process the claim of a subrogor
(insured) and subrogee (insurer) for
damages arising out of the same inci-
dent as a single claim where permitted.
If either claim or the combined claim
exceeds, or is expected to exceed, set-
tlement limits, send it to the next
higher settlement authority. Do not
split subrogated claims to avoid settle-
ment limits.

Subpart B—Functions and
Responsibilities

§842.10 Scope of this subpart.

It sets out the claims organization
within the US Air Force and describes
the functions and responsibilities of
the various claims offices.

§842.11 Air Force claims organization.

Air Force claims channels are:

(a) Continental United States
(CONUS), Azores, Panama and Iceland:

(1) Headquarters US Air Force (HQ
USAF).
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(2) SJAs of bases, single base GCM
authorities, stations and fixed installa-
tions, and commanders responsible for
investigation and settlement of claims.

(b) Pacific Air Forces (PACAF) and
US Air Forces, Europe (USAFE):

(1) HQ USAF.

(2) SJAs of PACAF and USAFE.

(3) SJAs of organizations exercising
GCM authority.

(4) SJAs of bases, stations and fixed
installations, and commanders respon-

sible for investigating and settling
claims.

(c) Us Central Command
(CENTCOM):

(1) HQ USAF.

(2) SJA of Headquarters Ninth Air
Force (HQ 9AF).

(3) SJAs of bases, stations, and fixed
installations, and commanders respon-
sible for investigation and settlement
of claims.

(d) Maneuver and disaster claims. Air
Force Judge Advocates designated by
The Judge Advocate General (TJAG) to
process maneuver and disaster claims.
Once appointed, judge advocates must
process claims through claims chan-
nels.

[66 FR 2809, Jan. 29, 1990, as amended at 56
FR 1574, Jan. 16, 1991]

§842.12 HQ USAF
bility.

(a) TJAG, through the Claims and Tort
Litigation Staff (HQ USAF/JACC): (1) Es-
tablishes claims and tort litigation
policies and supervises and assists all
Air Force claims activities.

(2) Trains claims officers and para-
legals.

(3) Settles certain claims.

NoOTE: The authority specifically delegated
to the Deputy Judge Advocate General to
settle certain claims in no way limits the
Deputy’s authority to perform the duties of
TJAG when so acting pursuant to 10 U.S.C.
8072.

(4) Monitors tort litigation for and
against the United States arising out
of Air Force activities.

(b) HQ USAF/JACC. (1) Supervises and
inspects claims and tort litigation ac-
tivities through assistance visits, spe-
cial audits, and Claims Administrative
Management Program (CAMP) reviews.

(2) Implements claims and tort liti-
gation policies, issues instructions, and

claims responsi-
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provides guidance and assistance to
subordinate claims offices.

(3) Recommends settlement action on
claims and tort litigation to TJAG, the
Secretary of the Air Force, and the
United States Attorney General.

(4) Maintains liaison with the De-
partment of Defense (DOD), Depart-
ment of Justice (DOJ), and other gov-
ernment agencies on claims and tort
litigation.

(b) Settles certain claims.

(6) Certifies or reports claims to the
General Accounting Office (GAO).

(7T) Prepares budget estimates for Air
Force claims activities.

(8) Monitors the collection, alloca-
tion, and expenditure of Air Force
claims funds.

(9) Keeps permanent records on all
claims and tort litigation for which
TJAG is responsible.

(10) Conducts and supervises claims
training activities.

§842.13 Staff Judge Advocates’ respon-
sibility.

(a) Major Command (MAJCOM). (1) All
MAJCOM SJAs, whether or not exer-
cising claims settlement authority are
responsible for the general supervision
of claims activities within their com-
mands, including:

(i) Conduct of periodic claims audits.

(ii) Support of claims teams. Mem-
bers may be detailed from personnel
assigned to the command to respond to
natural disasters or serious incidents.
If resources are not available from
within the command, HQ USAF/JACC
should be contacted for assistance.

(iii) Apportion claims funds allocated
by HQ USAF.

(2) The PACAF, USAFE, and HQ 9AF
SJA:

(i) Settles claims.

(ii) At a minimum, through assist-
ance visits and audits, supervises
claims activities of those subordinate
units and organizations assigned to
them for claims purposes.

(iii) Appoints members to foreign
claims commissions.

(iv) Monitors international claims.

(v) Establishes and designates geo-
graphic areas of claims responsibility
within the command, except for DOD
designated single-service areas of re-
sponsibility.
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(b) GCM: (1) The GCM SJA, whether
or not he or she exercises claims settle-
ment authority, is responsible for the
general supervision of claims activities
within the subordinate units.

(2) The GCM SJA exercising settle-
ment authority:

(i) Settles certain claims.

(ii) Supervises directly the claims ac-
tivities of their subordinate units. This
includes at least assistance visits and
audits for all but single base GCMs.

(c) Base SJAs: (1) Settle certain
claims.

(2) Have primary investigative re-
sponsibility for incidents giving rise to
claims that occur in their geographic
area of responsibility.

(3) Notify HQ USAF/JACC through
claims channels, if there is a question
of which base can best investigate and
process a particular claim.

§842.14 Claims and assistant claims of-
ficers.

(a) Functions and responsibilities: (1)
The claims officer, under the imme-
diate supervision of the SJA, the com-
mander, or other appointing authority,
is responsible for all claims activity of
the command, organization, or unit.
This includes investigating and report-
ing accidents, incidents, and claims.

(2) The assistant claims officer per-
forms claims duties under the super-
vision of the claims officer and in the
absence of the claims officer.

(b) Appointment of claims and assistant
claims officers: (1) The Commander of
each Air Force base, station, fixed in-
stallation, or separate unit appoints a
claims officer in writing.

(2) The SJA appoints assistant claims
officers in writing.

(¢) Qualifications of claims officers:
Claims officers are commissioned offi-
cers, designated as judge advocates of
the Air Force, or civilian attorneys
employed by the United States in au-
thorized attorney positions at the of-
fice of the SJA.

(d) Qualifications of assistant claims of-
ficers: The assistant claims officer may
be an attorney, a senior noncommis-
sioned officer (E-7 through E-9), or a
Department of the Air Force civilian
employee (GS-T7 or above).
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Subpart C—Claims Under Article
139, Uniform Code of Military
Justice (UCMJ) (10 U.S.C.
939)

§842.15 Scope of this subpart.

It sets out the Air Force procedures
for processing Article 139, UCMJ
claims.

§842.16 Definitions.

(a) Appointing commander. The com-
mander exercising special court-mar-
tial jurisdiction over the offender is
the appointing commander.

(b) Board of officers. One to three
commissioned officers appointed to in-
vestigate a complaint of willful prop-
erty damage or wrongful taking by Air
Force personnel comprise a board of of-
ficers.

(c) Property. Property is an item that
is owned or possessed by an individual
or business. Property includes a tan-
gible item such as clothing, household
furnishings, motor vehicles, real prop-
erty, and currency. The term does not
include intangible property or items
having no independent monetary
worth. Items that should not be consid-
ered as property for the purpose of this
part include a stock, bond, check,
check book, credit card, telephone
service and cable television services.

(d) Willful damage. Damage or de-
struction caused intentionally, know-
ingly, and purposely, without justifi-
able excuse is willful damage.

(e) Wrongful taking. Any unauthorized
taking or withholding of property with
intent to deprive the owner or person
in lawful possession either temporarily
or permanently.

§842.17 Claims payable.

Claims for property willfully dam-
aged or wrongfully taken by Air Force
military personnel as a result of riot-
ous, violent, or disorderly conduct. If a
claim is payable under this part and
also under another part, it may be paid
under this part if authorized by HQ
USAF/JACC.

§842.18 Claims not payable.

Claims that are not payable are:
(a) Claims resulting from simple neg-
ligence.
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(b) Claims for personal injury or
death.

(c) Claims resulting from acts or
omissions of Air Force military per-
sonnel while acting within the scope of
their duty.

(d) Claims of subrogees.

(e) Claims arising from private in-
debtedness.

(f) Claims for reimbursement for bad
checks.

§842.19 Limiting provisions.

(a) Submit a complaint within 90
days of the date of the incident unless
the appointing commander finds good
cause for the delay. Command deter-
mination of the absence of good cause
is final.

(b) Assessment of damages in excess
of $5,000 against an offender’s pay for a
single incident requires HQ TUSAF/
JACC approval.

(c) Payment of indirect, remote, or
consequential damages is not author-
ized.

§842.20 Filing a claim.

Claimant complains (orally or in
writing) to the commander of a mili-
tary organization or unit of the alleged
offending member or members or to
the commander of the nearest military
installation. However, the complainant
need not request a sum certain in writ-
ing, before settlement is made.

Subpart D—Personnel Claims (31
U.S.C. 3701, 3721)

§842.21 Scope of this subpart.

It explains how to settle and pay
claims under the Military Personnel
and Civilian Employees’ Claims Act for
incident to service loss and damage of
personal property. These claims are
paid according to this subpart even
when another subpart may also apply.

§842.22 Definitions.

(a) Act of God. An act occasioned ex-
clusively by violence of nature, such as
flood, earthquake, tornado, typhoon or
hurricane, that is unanticipated and
over which no one has any control.

(b) Military installation. A facility
used to serve a military purpose and
used or controlled by the Air Force or
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any other Department of Defense
(DOD) element.

(c) Other authorized places: (1) Any
place authorized, or apparently author-
ized by the government to receive,
hold, or store personal property, such
as offices, warehouses, baggage holding
areas, hospitals.

(2) Any area on a military installa-
tion designated for parking or storing
vehicles.

(3) A recreation area or any real es-
tate the Air Force or any other DOD
element uses or controls.

(d) Personal property. Tangible prop-
erty an individual owns, including but
not limited to household goods, unac-
companied baggage, privately owned
vehicles (POV), and mobile homes.

(e) Quarters: (1) Housing the govern-
ment assigns or otherwise provides in
kind to the claimant, including sub-
standard housing and trailers, when
the claimant pays the government a
fixed rental while drawing basic allow-
ance for quarters (BAQ).

(2) Privately owned mobile or manu-
factured homes parked on base in
spaces the government provides.

(3) Transient housing accommoda-
tions, wherever located, such as, ho-
tels, motels, guest houses, transient
dormitories, or other lodgings the gov-
ernment furnishes or contracts for.

(4) Housing accommodations outside
the United States which the claimant
occupies according to local policies and
procedures which were not assigned by
or otherwise provided for by the U.S.
Government. Quarters do not include
housing occupied by foreign indigenous
employees.

(5) Garages, carports, driveways, and
parking lots assigned to quarters the
government provides for the occupants
of the quarters to use.

(6) Street parking:

(i) At quarters.

(ii) In the immediate vicinity of
quarters.

(iii) Reserved parking assigned to
offbase housing accommodations over-
seas.

(7) The area immediately adjacent to
quarters when used for storage of items
not commonly stored in living areas,
for example, boats, motorcycles, mo-
torbikes, bicycles, lawn mowers, gar-
den equipment, and outdoor furniture.
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(f) Reconsideration. The original or a
higher settlement authority’s review of
a prior settlement action.

(g) Small claim. A claim for $1,000 or
less.

(h) Unusual Occurrence. Something
not expected to happen in the normal
course of events.

§842.23 Delegations of authority.

(a) Settlement authority: (1) These in-
dividuals have been delegated the au-
thority to settle claims payable for
$25,000 or less if the claim arose before
31 October 1988, or $40,000 or less if the
claim arose on or after 31 October 1988,
and to deny claims in any amount:

(i) The Judge Advocate General
(TJAG).

(ii) The Deputy Judge Advocate Gen-
eral.

(iii) The Director of Civil Law.

(iv) The Chief, Deputy Chief, and
Branch Chiefs, Claims and Tort Litiga-
tion Staff.

(2) The SJAs of HQ USAFE, HQ
PACAF, and 9 AF (for claims arising
out of HQ CENTCOM) have delegated
authority to settle claims payable, and
to deny claims filed for $25,000 or less.

(3) The SJAs of single base GCMs and
the SJAs of GCMs within PACAF and
USAFE have delegated authority to
settle claims payable, and to deny
claims filed for $15,000 or less.

(4) SJAs of each Air Force Base, sta-
tion, and fixed installation have been
delegated the authority to settle
claims payable, and deny claims filed
for $10,000 or less.

(b) Redelegation of authority. A settle-
ment authority may redelegate the au-
thority, in writing, to a subordinate
judge advocate or civilian attorney.

(c) Reconsideration authority. A settle-
ment authority has the same authority
specified in a above. However, with the
exception of TJAG, a settlement au-
thority may not deny a claim on recon-
sideration that it, or its delegate, had
previously denied.

(d) Authority to reduce, withdraw, and
restore settlement authority. Any supe-
rior settlement authority may reduce,
withdraw, or restore delegated author-
ity.

[66 FR 2809, Jan. 29, 1990, as amended at 56
FR 1574, Jan. 16, 1991]
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§842.24 Filing a claim.

(a) How and when to file a claim. A
claim is filed when a federal military
agency receives from a claimant or
duly authorized agent a properly com-
pleted AF Form 180, DD Form 1842 or
other written and signed demand for a
specified sum of money.

(b) Amending a claim. A claimant may
amend a claim at any time prior to the
expiration of the statute of limitations
by submitting a signed amendment.
The settlement authority adjudicates
and settles or forwards the amended
claim as appropriate.

(c) Separate claims. The claimant files
a separate claim for each incident
which caused a loss. For transportation
claims, this means a separate claim for
each shipment.

§842.25 Partial payments.

Upon request of a claimant, a settle-
ment authority may make a partial
payment in advance of final settlement
when a claimant experiences personal
hardship due to extensive property
damage or loss. Examples where partial
payments are appropriate include fires
and sunken transport ships. Partial
payments are made in this manner:

(a) If a claim for only part of the loss
is submitted and is readily provable,
pay it up to the amount of the settle-
ment authority. (The claimant may
later amend the claim for the remain-
der of the loss.) If the total payable
amount of the claim exceeds the pay-
ment limits of the settlement author-
ity, send it with recommendations
through claims channels to the proper
settlement authority.

(b) When the total claim is submitted
and the amount payable exceeds the
settlement authority, pay a partial
payment within the limits of settle-
ment authority and send the claim,
with recommendations, through claims
channels to the proper settlement au-
thority.

§842.26 Statute of limitations.

(a) The claimant must file the claim
in writing within 2 years after it ac-
crues. It accrues when the claimant
discovered or reasonably should have
discovered the full extent of the prop-
erty damage or loss. For transpor-

91

§842.28

tation losses, the claim usually accrues
on the date of delivery.

(b) To compute the statutory period,
the incident date is excluded and the
day the claim was filed is included.

(c) Consider a claim filed after the
statute has run if both of the following
are present:

(1) The United States is at war or in
an armed conflict when the claim ac-
crues, or the United States enters a
war or armed conflict after the claim
accrues. Congress or the President es-
tablishes the beginning and end of war
or armed conflict. A claimant may not
file a claim more than 2 years after the
war or armed conflict ends.

(2) Good cause is shown. A claimant
may not file a claim more than 2 years
after the good cause ceases to exist.

§842.27 Who may file a claim.

A claim may be filed by the:

(a) Property owner.

(b) Authorized agent with a power of
attorney.

(c) Property owner’s survivors, who
may file in this order:

(1) Spouse.

(2) Children.

(3) Father or mother, or both.

(4) Brothers or sisters, or both.

§842.28 Who are proper claimants.

Proper claimants are:

(a) Active duty Air Force military
personnel.

(b) Civilian employees of the Air
Force who are paid from appropriated
funds.

(c) DOD school teachers and school
administrative personnel who are pro-
vided logistic and administrative sup-
port by an Air Force installation com-
mander.

(d) Air Force Reserve (AFRES) and
Air National Guard (ANG) personnel
when performing active duty, full-time
National Guard duty, or inactive duty
training, ANG technicians under 32
U.S.C. 709.

(e) Retired or separated Air Force
military personnel who suffer damage
or loss resulting from the last storage
or movement of personal property, or
for claims accruing before retirement
or separation.

(f) AFROTC cadets while on active
duty for summer training.
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(g) United States Air Force Academy
cadets.

§842.29 Who are not proper claimants.

The following individuals are not
proper claimants:

(a) Subrogees and assignees of proper
claimants, including insurance compa-
nies.

(b) Conditional
lienholders.

(c) Non-Air Force personnel, includ-
ing American Red Cross personnel,
United Services Organization (USO)
performers, employees of government
contractors, and Civil Air Patrol (CAP)
members.

(d) AFROTC cadets who are not on
active duty for summer training.

(e) Active duty military personnel
and civilian employees of a military
service other than the Air Force.

(f) DOD employees who are not as-
signed to the Air Force.

(g) Army and Air Force Exchange
Service (AAFES) employees and other
employees whose salaries are paid from
nonappropriated funds (see subpart O).

(h) Military personnel of foreign gov-
ernments.

vendors and

§842.30 General provisions.

Payable claims must be for:

(a) Personal property which is rea-
sonable or useful under the -cir-
cumstances of military service.

(b) Loss, damage, destruction, confis-
cation, or forced abandonment which is
incident to service.

(c) Losses that are not collectible
from any other source, including insur-
ance and carriers.

(d) Property that is owned by the
claimants, their immediate families, or
borrowed for their use.

(e) Losses occurring without the
claimants’ negligence.

§842.31 Claims payable.

Claims may be paid for:

(a) Transportation or storage loss: (1)
Pay for property damage or loss inci-
dent to:

(i) Transportation under orders,
whether it was in the possession of the
government, carrier, storage ware-
house, or other government contractor.
This includes Do-It-Yourself (DITY)
moves.
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(ii) Travel under orders,
temporary duty (TDY).

(iii) Travel on a space available basis
on a military aircraft, vessel, or vehi-
cle.

(2) Pay for property essential to ev-
eryday use, if the claimant has re-
placed the items that he or she re-
ported as missing. Essential items may
be paid for even if someone locates the
property before the claimant files the
claim.

(b) Losses at quarters and other author-
ized places—(1) In the United States (in-
cluding U.S. territories and possessions).
Pay for personal property damage or
loss, to include food spoilage, which is
caused by fire, explosion, theft, van-
dalism, typhoon, hurricane, unusual
occurrences or power outages which
last for an extended period of time. The
claimant must be free of negligence.

(i) Claims for damage or loss caused
by other acts of god are not paid except
in those instances where the geo-
graphic area has been declared to be a
federal disaster area or HQ USAF/JACC
has determined that payment is appro-
priate because the severity of the act
of god was truly extraordinary.

(ii) In some areas, extreme weather,
such as severe lightning storms, hail,
or high winds, occur routinely. Damage
claims from these storms are normally
not paid. Failure to take reasonable
care in protecting property from such
known hazards may be negligence.
These types of claims would include
pitted windshields, dents, chipped paint
on vehicles, and lightning damage to
television sets, stereos, computer com-
ponents, video recorders, and other
electrical appliances.

(2) Outside the United States. Pay for
personal property damage or loss, to
include food spoilage, which is caused
by fire, explosion, theft, vandalism,
acts of god, unusual occurrences, or
power outages which last for an ex-
tended period of time. The claimant
must be free of negligence. The SJA
must make an affirmative determina-
tion that the act of god or unusual oc-
currence was truly extraordinary.

(c) Privately owned wvehicles (POV).
Pay for damage to or loss of POVs
caused by government negligence
under subpart F or K. Pay under this
subpart for damage or loss incident to:

including



Department of the Air Force, DoD

(1) Theft of POVs or their contents,
or vandalism to parked POVs:

(i) Anywhere on a military installa-
tion.

(ii) At offbase quarters overseas.

(iii) At other authorized places.

(2) Government shipment:

(i) To or from oversea areas incident
to PCS.

(ii) On a space available reimbursable
basis.

(iii) As a replacement vehicle under
the provisions of the Joint Travel Reg-
ulations (JTR).

(3) Authorized use for government
duty other than PCS moves. The owner
must have specific advance permission
of the appropriate supervisor or offi-
cial. Adequate proof of the permission
and of nonavailability of official trans-
portation must be provided prior to
paying such claims. Claims arising
while the claimant is deviating from
the principal route or purpose of the
trip should not be paid, but claims oc-
curring after the claimant returns to
the route or purpose should be paid.
Travel between quarters and place of
duty, including parking, is not author-
ized use for government duty.

(4) Paint spray, smokestack emis-
sion, and other similar operations by
the Air Force on a military installa-
tion caused by a contractor’s neg-
ligence. (Process the claim under sub-
part F or K, if government negligence
causes such losses.) If a contractor’s
operation caused the damage:

(i) Refer the claim first to the con-
tractor for settlement.

(ii) Settle the claim under this sub-
part if the contractor does not pay it
or excessively delays payment, and as-
sert a claim against the contractor.

(d) Damage to mobile or manufactured
homes and contents in shipment. Pay
such claims if there is no evidence of
structural or mechanical failure for
which the manufacturer is responsible.

(e) Borrowed property. Pay for loss or
damage to property claimants borrow
for their use. Either the borrower or
lender, if proper claimants, may file a
claim. Do not pay for property bor-
rowed to accommodate the lender, i.e.,
such as to avoid weight or baggage re-
strictions in travel.

(f) Marine or aircraft incident. Pay
claims of crewmembers and passengers
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who are in duty or leave status at the
time of the incident. Payable items in-
clude jettisoned baggage, clothing
worn at the time of an incident, and
reasonable amounts of money, jewelry,
and other personal items.

(g) Combat losses. Pay for personal
property losses, whether or not the
United States was involved, due to:

(1) Enemy action.

(2) Action to prevent capture and
confiscation.

(3) Combat activities.

(h) Civil activity losses. Pay for losses
resulting from a claimant’s acts to:

(1) Quell a civil disturbance.

(2) Assist during a public disaster.

(3) Save human life.

(4) Save government property.

(1) Confiscated property. Pay for losses
when:

(1) A foreign government unjustly
confiscates property.

(2) An unjust change or application of
foreign law forces surrender or
abandonmnet of property.

(j) Clothing and accessories worn on the
person. Pay claims for damage to eye-
glasses, hearing aids, and dentures the
government did not supply, when the
damage results from actions beyond
the normal risks associated with daily
living and working. Claimants assume
the risk of normal wear and tear, and
their negligence bars payment of the
claim.

(k) Money losses. Pay claims for loss
of money when the losses are due to
theft from quarters, other authorized
places, or from the person, if the claim-
ant was required to be in the area and
could not avoid the theft by due care.
As a general rule, $200.00 is reasonable
to have in quarters, and $100.00 is rea-
sonable to have on the person unless:

(1) The money was in a bona fide coin
collection.

(2) The claimant can justify posses-
sion of the money for a PCS move, ex-
tended TDY, vacation, extensive shop-
ping trip, or similar circumstances.
The claimant must show a good reason
why the money had not been deposited
in a bank or converted into travelers
checks or a money order.

(3) Local commercial facilities are
not available or because US personnel
do not generally use such facilities.
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§842.32 Claims not payable.

A claim is not payable if:

(a) It is not incident to the claim-
ant’s service.

(b) The loss or damage is caused in
whole or in part by the negligence or
wrongful act of the claimant, the
claimant’s spouse, agent, or employee.

(c) It is a subrogation or assigned
claim.

(d) The loss is recovered or recover-
able from an insurer or other source.
When a loss is recovered or is recover-
able:

(1) The amount payable by insurance
should be deducted if an insurer denied
a claim because a claimant failed to re-
port the loss or to file a timely claim
under the policy. The claim should be
paid if the settlement authority deter-
mines the claimant had good cause for
not filing with the insurer, or

(2) The amount which the Air Force
cannot recover from a carrier because
the claimant failed to give timely no-
tice of loss or damage should be sub-
tracted from the settlement unless the
claimant shows good cause for failure
to give notice.

(e) It is intangible property including
bank books, promissory notes, stock
certificates, bonds, baggage checks, in-
surance policies, checks, money orders,
travelers checks and credit cards.

(f) It is government property, includ-
ing issued clothing items carried on an
individual issue supply account.
(Clothing not carried on an individual
issue supply account which is stolen or
clothing lost or damaged in transit
may be considered as a payable item
when claimed.)

(g) It is enemy property.

(h) It is a loss within the United
States at offbase quarters the govern-
ment did not provide.

(i) It is damage to real property.

(j) It is an appraisal fee, unless the
settlement authority requires one to
adjudicate the claim. HQ USAF/JACC
must authorize payment for an ap-
praisal fee of more than $100.

(k) It is property acquired or shipped
for persons other than the claimant or
the claimant’s immediate family; how-
ever, a claim for property acquired for
bona fide gifts may be paid.

94

32 CFR Ch. VII (7-1-12 Edition)

(1) It is an article held for sale, re-
sale, or used primarily in a private
business.

(m) It is an item acquired, possessed,
shipped, or stored in violation of any
U.S. Armed Force directive or regula-
tion. This includes an automobile for
which a member fails to comply with
base registration or insurance regula-
tions. A claim must not be paid if one
or more of these factors exist:

(1) The loss was the type the regula-
tion or directive intended to prevent.

(2) The violation was willful or in de-
fiance of authority, rather than minor
or technical in nature.

(3) The violation either undermined
discipline or adversely affected com-
mand welfare.

(n) It is an item fraudulently
claimed. Deny payment for an item
when investigation shows the claimant
has intentionally falsified the value,
condition, extent of damage, or repair
cost of it. The claim file must show
clear intent to defraud. A mere mis-
take is not a fraud.

(o) It is for charges for labor per-
formed by the owner or immediate
family member.

(p) It is for financial loss due to
changed or cancelled orders.

(q) It is for expenses of enroute repair
of a mobile or manufactured home.

(r) It is a loss of use of personal prop-
erty.

(s) It is an attorney or agent fee.

(t) It is the cost of preparing a claim,
other than estimate fees.

(u) It is an inconvenience expense,
such as food, lodging, and transpor-
tation costs due to delay in delivery of
household goods or travel to port to de-
liver or pick up a vehicle.

(v) It is a loss of, or damage to POV
driven during PCS.

(w) It is a personal property insur-
ance premium.

(x) It is a claim for a thesis or other
similar papers, except for the cost of
materials.

(y) It is damage to, or loss of a rental
vehicle which TDY or PCS orders au-
thorized. These claims may be payable
through Accounting and Finance as a
travel expense.

(z) It is a cost to relocate a telephone
or mobile or manufactured home due to
a government ordered quarters move.
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The member submits such claims to
the commander directing the move for
payment from other Operation and
Maintenance (O&M) funds.

(aa) It is for damage to or loss of
property stored at the owner’s expense
unless the claimant’s duty made stor-
age necessary.

(bb) It is for damage to clothing and
accessories caused by routine wrinkles.

(cec) It is hit-and-run damage to
POVs.

(dd) It is for damage to clothing and
accessories caused by contact with of-
fice furniture or getting in or out of a
government vehicle unless the damage
was caused by an unknown defect.

§842.33 Reconsideration of a claim.

A claimant may request reconsider-
ation of an initial settlement or denial
of a claim. The claimant sends the re-
quest in writing, to the settlement au-
thority within a reasonable time fol-
lowing the initial settlement or denial.
Sixty days is considered a reasonable
time, but the settlement authority
may waive the time limit for good
cause.

(a) The original settlement authority
reviews the reconsideration request.
The settlement authority sends the en-
tire claim file with recommendations
and supporting rationale to the next
higher settlement authority if all relief
the claimant requests is not granted.

(b) The decision of the higher settle-
ment authority is the final administra-
tive action on the claim.

§842.34 Right of subrogation, indem-
nity, and contribution.

The Air Force becomes subrogated to
the rights of the claimant upon set-
tling a claim. The Air Force has the
rights of contribution and indemnity
permitted by the law of the situs or
under contract. The Air Force does not
seek contribution or indemnity from
US military personnel or civilian em-
ployees whose conduct in scope of em-
ployment gave rise to government li-
ability.

§842.35 Depreciation and maximum
allowances.

The military services have jointly es-
tablished the ‘‘Allowance List-Depre-
ciation Guide” to determine values for
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most items and to limit payment for
some categories of items.

Subpart E—Carrier Recovery
Claims

§842.36

This subpart explains how to assert
and settle claims against carriers,
warehousemen, and contractors for loss
and damage to personal property.

§842.37

(a) Bill of lading. A contract for move-
ment and delivery of goods.

(1) Carriers issue commercial bills of
lading.

(2) Transportation officers issue gov-
ernment bills of lading (GBL). GBLs in-
clude the terms and conditions of com-
mercial bills of lading with certain ex-
ceptions.

(3) The GBL is all of the following:

(i) A receipt for goods tendered to a
carrier.

(ii) A contract.

(iii) A document authorizing collec-
tion of transportation bills the carrier
presents.

(b) Carrier. Any moving company,
personal property forwarder, or freight
forwarder holding a certificate or per-
mit issued by a federal or state regu-
latory agency or approved by the De-
partment of Defense for international
shipments.

(c) Military Traffic Management Com-
mand (MTMC). The Department of De-
fense management agency for military
traffic, land transportation, and com-
mon user ocean terminals. Among
other responsibilities, MTMC manages
the DOD household goods moving and
storage program worldwide. The Army
has single service responsibility for
MTMC.

(d) Regional Storage Management Of-
fice (RSMO). The MTMC office respon-
sible for negotiating and administering
all storage contracts within a geo-
graphical area. The contracting officer
of each RSMO makes involuntary col-
lections of nontemporary storage loss
and damage claims.

(e) Net weight. The weight of the
fully-loaded van or shipping crate
(gross weight), less the weight of the
empty van or shipping crate (tare
weight).

Scope of this subpart.

Definitions.
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(f) Nontemporary storage (NTS). All au-
thorized storage not in connection with
a GBL. NTS usually exceeds 180 days
and normally includes packing and
shipping of household goods to the
warehouse.

(g) Storage in transit (SIT). Storage of
a shipment by a carrier at origin,
enroute, or at destination. SIT is ini-
tially limited to 90 days. The transpor-
tation officer may extend it to a max-
imum of 180 days.

(h) Tender of service. A carrier’s offer
to do business with the Department of
Defense, including the terms and condi-
tions of the agreement. The Personal
Property Traffic Management Regula-
tion (PPTMR), DOD Regulation 4500.34,
appendix A, contains this agreement.

§842.38

(a) Settlement authority: (1) These in-
dividuals have delegated authority to
settle, compromise, suspend, or termi-
nate action on claims for $20,000 or less
and to accept full payment on any
claim:

(i) The Judge Advocate General.

(ii) The Deputy Judge Advocate Gen-
eral.

(iii) The Director of Civil Law.

(iv) Chief, Deputy Chief, and Branch
Chiefs, Claims and Tort Litigation
Staff.

(v) The SJAs of HQ PACAF, HQ
USAFE, and HQ 9AF (for HQ
CENTCOM).

(2) These individuals have delegated
authority to settle, compromise, sus-
pend, or terminate action on claims for
$15,000 or less and to accept full pay-
ment on any claim:

(i) SJAs of GCMs in PACAF and
USAFE.

(ii) SJAs of single base GCMs.

(3) SJAs of each Air Force base, sta-
tion, or fixed installation have dele-
gated authority to settle, compromise,
suspend, or terminate action on claims
for $10,000 or less and to accept full
payment on any claim.

(b) Redelegation of authority. An indi-
vidual with settlement authority may
redelegate this authority, in writing,
to a subordinate judge advocate or ci-
vilian attorney.

(c) Authority to reduce, withdraw, or
restore settlement authority. Any supe-
rior settlement authority may reduce,

Delegations of authority.
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withdraw, or restore settlement au-
thority.

§842.39 Statute of limitations.

(a) International commercial air
shipments. The government must file
suit within 2 years after the delivery
date. The period for notifying these
carriers of loss or damage is 3 days for
luggage, and 7 days for other goods.
Setoff is not possible in these cases.
Uncollectible claims are sent to HQ
USAF/JACC within 6 months from the
date of delivery.

(b) All other CR claims. The govern-
ment must file suit within 6 years after
the cause of action accrues. It accrues
when a responsible US official, service
member, or employee knew or reason-
ably should have known the material
facts that caused the claimed loss. The
requirement to file a claim within 9
months under commercial bills of lad-
ing does not apply to GBLs.

Subpart F—Military Claims Act (10
U.S.C. 2733)

§842.40 Scope of this subpart.

This subpart explains how to settle
claims made against the United States
for property damage, personal injury,
or death caused by military personnel
or civilian employees of the Air Force
acting in the scope of their employ-
ment or otherwise incident to the Air
Force’s noncombat activities.

§842.41 Definitions.

(a) Appeal. A request by the claimant
or claimant’s authorized agent to re-
evaluate the final decision. A request
for reconsideration and an appeal are
the same for the purposes of this sub-
part.

(b) Final denial. A letter mailed from
the settlement authority to the claim-
ant or authorized agent advising the
claimant that the Air Force denies the
claim.

(c) Noncombat activity. Activity, other
than combat, war or armed conflict,
that is particularly military in char-
acter and has little parallel in the ci-
vilian community.
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§842.42 Delegations of authority.

(a) Settlement authority: (1) The Sec-
retary of the Air Force has delegated
authority to:

(i) Settle claims for $100,000 or less.

(ii) Settle claims for more than
$100,000, paying the first $100,000 and re-
porting the excess to the General Ac-
counting Office for payment.

(iii) Deny a claim in any amount.

(2) The Judge Advocate General has
delegated authority to settle claims for
$100,000 or less and deny claims in any
amount.

(3) The following individuals have
delegated authority to settle claims for
$25,000 or less and deny claims in any
amount:

(i) The Deputy Judge Advocate Gen-
eral.

(ii) The Director of Civil Law.

(iii) The Chief, Deputy Chief and
Branch Chiefs, Claims and Tort Litiga-
tion Staff.

(4) The SJA of 9AF for CENTCOM,
and the SJAs of PACAF and USAFE
have delegated authority to settle
claims payable or deny claims filed for
$25,000 or less.

(5) SJAs of single base GCMs, and
GCMs in PACAF and USAFE, and each
Air Force base, station, or fixed instal-
lation have delegated authority to set-
tle claims payable, or deny claims filed
for $15,000 or less.

(b) Redelegation of authority. A settle-
ment authority may redelegate his or
her authority for claims not exceeding
$25,000, to a subordinate judge advocate
or civilian attorney in writing.

(c) Appellate authority. Upon appeal, a
settlement authority has the same au-
thority specified above. However, no
appellate authority below the Office of
the Secretary of the Air Force may
deny an appeal of a claim it had pre-
viously denied.

(d) Authority to reduce, withdraw, and
restore settlement authority. Any supe-
rior settlement authority may reduce,
withdraw, or restore delegated author-
ity.

(e) Settlement mnegotiations. A settle-
ment authority may settle a claim in
any sum within its delegated settle-
ment authority, regardless of the
amount claimed. Send uncompromised
claims in excess of the delegated au-
thority to the level with settlement
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authority. Unsuccessful negotiations
at one level do not bind higher author-
ity.

(f) Special exceptions. Do not settle
claims for the following without HQ
USAF/JACC approval:

(1) Legal malpractice.

(2) On the job personal injury or
death of an employee of a government
contractor or subcontractor.

(3) Assault, battery, false imprison-
ment, false arrest, abuse of process, or
malicious prosecution committed by
an investigative or law enforcement of-
ficer.

(4) On-base animal bite cases.

(5) Personal injury from asbestos or
radon.

(6) Claims based upon an act or omis-
sion of an employee of the government,
exercising due care, in the execution of
a statute or regulation.

(7) Claims based upon the exercise or
performance or the failure to exercise
or perform a discretionary function or
duty on the part of a federal agency or
an employee of the government.

(8) Claims for damage to property of
a state, commonwealth, territory, or
the District of Columbia caused by
ANG personnel engaged in training or
duty under 32 U.S.C. 316, 502, 503, 504, or
505 who are assigned to a unit main-
tained by that state, commonwealth,
territory or the District of Columbia.

(9) Claims not payable because pay-
ment is not in the best interests of the
United States, is contrary to public
policy, or is otherwise contrary to the
basic intent of the MCA.

(10) Claims presented by a national,
or a corporation controlled by a na-
tional, of a country at war or engaged
in armed conflict with the TUnited
States, or any country allied with such
enemy country.

(11) Medical malpractice.

[66 FR 2809, Jan. 29, 1990, as amended at 56
FR 1574, Jan. 16, 1991]

§842.43 Filing a claim.

(a) How and when filed. A claim is
filed when a federal military agency re-
ceives from a claimant or duly author-
ized agent a properly completed Stand-
ard Form 95 or other signed and writ-
ten demand for money damages in a
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sum certain. A claim belonging to an-
other agency is promptly transferred
to that agency.

(b) Amending a claim. A claimant may
amend a claim at any time prior to
final action. To amend a claim, the
claimant or his or her authorized agent
must submit a written, signed demand.

§842.44 Advance payments.

Subpart Q sets forth procedures for
advance payments.

§842.45 Statute of limitations.

(a) A claim must be filed in writing
within 2 years after it accrues. It ac-
crues when the claimant discovers or
reasonably should have discovered the
existence of the act that resulted in
the claimed loss. The same rules gov-
erning accrual pursuant to the Federal
Tort Claims Act should be applied with
respect to the Military Claims Act.

(b) The statutory time period ex-
cludes the day of the incident and in-
cludes the day the claim was filed.

(c) Consider claims filed after the
statute has run when:

(1) The United States is at war or in
an armed conflict when the claim ac-
crues, or

(2) The United States enters a war or
armed conflict after the claim accrues,
and

(3) Good cause is shown. A claim is
barred by the statute of limitations if
it is filed more than 2 years after the
good cause ceases to exist or the war or
armed conflict ends. Congress or the
President establishes the beginning
and end of war or armed conflict.

§842.46 Who may file a claim.

(a) Owners of the property or their
authorized agents may file claims for
property damage.

(b) Injured persons or their duly au-
thorized agents may file claims for per-
sonal injury.

(¢c) Duly appointed guardians of
minor children or any other persons le-
gally entitled to do so under applicable
local law may file claims for minors’
personal injuries.

(d) Executors or administrators of a
decedent’s estate or another person le-
gally entitled to do so under applicable
local law, may file claims based on:

(1) An individual’s death.

98

32 CFR Ch. VII (7-1-12 Edition)

(2) A cause of action surviving an in-
dividual’s death.

(e) Insurers with subrogation rights
may file claims for losses paid in full
by them. The parties may file claims
jointly or individually, to the extent of
each party’s interest, for losses par-
tially paid by insurers with subroga-
tion rights.

(f) Authorized agents signing claims
show their title or legal capacity and
present evidence of authority to
present the claims.

§842.47 Who are proper claimants.

(a) Citizens and inhabitants of the
United States.

(b) U.S. military personnel and civil-
ian employees.

NOTE: These personnel are not proper
claimants for personal injury or death inci-
dent to service.

(c) Persons in foreign countries who
are not inhabitants of the foreign coun-
try.

(d) States, state agencies, counties,
or municipalities, or their political
subdivisions.

(e) Prisoners of war or
enemy aliens.

NOTE: These individuals are proper claim-
ants for personal property damage but not
for personal injury.

(f) Property owners, their representa-
tives, and those with certain legal rela-
tionships with the record owner, in-
cluding mortgagors, mortgagees, trust-
ees, bailees, lessees and conditional
vendees.

(g) Subrogees to the extent they have
paid for the claim in question.

interned

§842.48 Who are not proper claimants.

(a) Governments of foreign nations,
their agencies, political subdivisions,
or municipalities.

(b) Agencies and departments of the
U.S. Government.

(c) Nonappropriated fund instrumen-
talities.

(d) Subrogees of §842.48(a), (b), and (c)
of this part.

(e) Inhabitants of foreign countries.

§842.49 Claims payable.

(a) Claims arising from negligent or
wrongful acts or omissions committed
by United States military or civilian
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personnel while acting in the scope of
their employment.

(b) Claims arising from noncombat
activities of the United States, wheth-
er or not such injuries of damages
arose out of the negligent or wrongful
acts or omissions by United States
military or civilian employees acting
within the scope of their employment.

(c) Claims for damage to bailed prop-
erty under §842.49(a) or (b) of this part,
where all of the following are present:

(1) The United States armed forces
assumed the duties of a bailee.

(2) The bailor did not assume the risk
of loss by express agreement.

(3) Authorized United States armed
forces military or civilian personnel
acting in their official capacity prop-
erly accepted the property.

(d) Claims for loss or damage to:

(1) Insured or registered mail under
§842.49(a), (b), or (c) while in the pos-
session of the United States armed
forces military or civilian personnel.

(2) Minimum fee insured mail, but
only if it has an insurance number or
requirement for hand-to-hand receipt
while in the possession of the United
States armed forces military or civil-
ian personnel.

(3) Any mail in the possession of the
US Postal Service or a Military Postal
Service due to an unlawful or negligent
inspection, search, or seizure con-
ducted in an oversea military postal fa-
cility, under orders of armed forces
personnel.

(e) Claims for property damage of US
military personnel under conditions
listed in paragraphs (a) and (b) of this
section, where the damage occurred on
a military installation and is not pay-
able under the Military Personnel and
Civilian Employees’ Claims Act.

(f) Claims filed by DOD military or
civilian health care providers or legal
personnel for their personal liability by
settlement or judgment, to include rea-
sonable costs of such litigation, for
their common law tortious acts com-
mitted within the scope of their em-
ployment under circumstances de-
scribed in 10 U.S.C. 1089(f) and 10 U.S.C.
1054(f).

[656 FR 2809, Jan. 29, 1990, as amended at 55
FR 32076, Aug. 7, 1990]
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§842.50 Claims not payable.

Exclusions listed in §842.50 (a)
through (1) of this part, are based on
the wording of 28 U.S.C. 2680. The re-
mainder are based either on statute or
court decisions. The interpretation of
these exclusions is a Federal question
decided under Federal law. Where
State law differs with Federal law,
Federal law prevails. A claim is not
payable under this subpart if it:

(a) Is based on an act or omission of
an employee of the government, exer-
cising due care, in the execution of a
statute or regulation, whether or not
such statute or regulation is valid. Do
not deny claims solely on this excep-
tion without the prior approval of HQ
USAF/JACC.

(b) Is based on the exercise or per-
formance or the failure to exercise or
perform a discretionary function or
duty on the part of a Federal agency or
an employee of the government, wheth-
er or not the discretion involved is
abused. Do not deny claims solely on
this exception without the prior ap-
proval of HQ USAF/JACC.

(c) Arises out of the loss, mis-
carriage, or neg