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Team Profile 

• Cooperative Association for Internet Data Analysis (CAIDA)  
– Founded by PI and Director k claffy  
– Independent analysis and research group 
–15+ years experience in data collection, curation and research 
– located at UC's San Diego Supercomputer Center  
 

• Key personnel: Bradley Huffaker, Young Hyun, Marina 
Fomenkov, Josh Polterock, Ken Keys, Matthew Luckie 
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Customer Need 

• Global Cybersecurity Challenges 
 

• President Obama has declared that the “cyber threat is one of 
the most serious economic and national security challenges we 
face as a nation” and that “America's economic prosperity in 
the 21st century will depend on cybersecurity.” 
 

• To help address these threats, DHS needs: 
• New measurement and data collection technologies  
• Infrastructure to improve situational awareness  
• Better understanding of the structure, dynamics and 

vulnerabilities of the global Internet 
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Approach 

• Active measurement using Archipelago measurement 
infrastructure 
– Ongoing measurements 
– Randomly probe entire IPv4 address space at /24 granularity 
– 77 monitors and growing 

• Alias resolution measurements 
– Every six months 
– Improved tools and techniques 

• Collect and analyze additional data on Autonomous Systems 
– Annotate graph 
– BGP, WHOIS, performance data 
– Financial data 
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Approach 

• Collect, synthesize, curate data into Internet Topology 
Data Kit (ITDK) 
– Data sources: active IP layer measurement, BGP, 

DNS (active and passive), geolocation data 
– Derived data: IP paths, AS paths, router aliases, 

device locations 
– Results: AS relationships, AS paths/links, router 

locations, router to AS assignments, hostnames, router 
graphs including nodes and links   
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Increased coverage of Internet  

• Task 1: Improve completeness of macroscopic Internet maps 
•              Archipelago Measurement Infrastructure 
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Increased Completeness, Accuracy 
and Richness of Annotations 

Task 2: Increase accuracy of macroscopic Internet maps 
 AS Ranking of Autonomous Systems 

PoP-level map 

• Router-level map 

Operator feedback 
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Improved Topology Maps 

• Task 3: Increase the richness of macroscopic Internet maps 
•                           AS Core network visualizations  
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Benefits  

• Improved situational awareness of the Internet through:  
– Increased completeness 

• Increased measurement infrastructure 
• Expanded probing 
• Discovered method to synthesize better Internet topology 

– Increased accuracy 
• Filtered out false link inferences 
• Improved AS business relationships 

– Improved richness of topology maps 
• Better geographical locations 
• Dual maps, aliases resolved with : 

1.MIDAR+iffinder – highest confidence aliases with low false positives 
2.MIDAR+iffinder+kapar - increased coverage at cost of false positives 

• Increased connectivity at router-level 
• IP, router, PoP, and AS-level 
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Competition – Related Work 

• (We tend to cooperate, complement, or create derivatives of 
related work rather than compete with it) 
 

• RIPE Atlas (http://atlas.ripe.net/) 
• iPlane (http://iplane.cs.washington.edu/data/data.html) 
• DIMES (http://www.netdimes.org/new/) 
• Renesys (http://www.renesys.com/) 
• zMap (https://zmap.io/) 

http://atlas.ripe.net/
http://iplane.cs.washington.edu/data/data.html
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Current Status 

• Deliverables 
– Monthly data collection (ongoing) 
– Evaluate experimental traceroute-based Internet topology (Mar 

2014) 
• Milestones 

– Activated 14 new Ark nodes 
– Evaluated scalable probing algorithms 
– Increased pool of IP addresses for alias resolution 
– Investigated the impact of false link inferences on the router-level, 

PoP-level, and AS-level graphs 
• Schedule – near term 

– Deploy beta-version of interactive intermediate (PoP/city-level) 
map validation functionality for testing and feedback (Dec 2013) 

– Applied Research Phase through March 2014 
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Next Steps 

• Based on the success of our tech transfer approach on a 
previous BAA (07-09), we plan to transfer an array of academic 
research related to homeland security challenges into a 
production resource of practical utility to DHS needs. We plan 
to: 
1) release two Internet Topology Data Kits per year;  
2) develop a user-friendly interactive visual interface to 

topology data and meta-data; and  
3) implement two on-demand topology measurement tools 

1) Topo-on-demand – CLI to Ark platform 
2) https://vela.caida.org/ web-based GUI to Ark platform 

https://vela.caida.org/
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Contact Information  
 
 
 

• k claffy 
• kc@caida.org 

 
• http://www.caida.org/ 

mailto:kc@caida.org
http://www.caida.org/
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