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Team Profile

Pacific Northwest National Laboratory Vision
° Operated by Battelle since 1965 PNNL will be recognized worldwide and
i lued nationally and regionally f
* Unique S&T strengths and capabilities Variee TETIonaty ane egienaly or
. leadership in science and for rapidly
— DOE's Cyber Intelligence Center translating discoveries into solutions for
— Control Systems Security challenges in energy, national security, and
. the environment.
— Component Security
— Cyber Analytics

— Bio-Inspired Cyber Security
— Data Intensive Computing

 Mission-driven collaborations with o
government, industry and academia
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Customer Need

Identify when network activity deviates from expected behavior
— Is today different from yesterday?

« Explorelarge volumes of data to identify patterns, unexpected activity,
and indicators of attack
— Analyzing raw network flow records is infeasible

« Capabilities to assist in understanding of network and typical network
communication patterns
— Move away from reacting to the known, to exploring the unknown
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Approach : CLIQUE

« Behavioral baselines for hosts or
groups
— Compare minute of week with
previous 3 weeks
— Built for each group and category

— Quick calculation of deviation from
expected

e Color indicates level of deviation

— Quickly alert analysts to off-normal
behaviors

— From site wide to individual hosts

e Intuitive exploration of activity
— Progressive disclosure
— Maintain context while exploring
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Approach : Traffic Circle

« Leverage human cognition to
identify patterns

— Temporal cadence of traffic
— View data in multiple ways
— Identify “odd” features

* Interact visually with massive
amounts of data

— Up to hundreds of millions of
rows

— Highlight and filter data based
on attributes

— Zoom and select to explore
— Statistics provided for selection
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Benefits

o Efficientidentification of deviations from expected activity
— Shorten analysis time by highlighting what to look at first

— Reduce the amount of data review required for deeper
investigation

— Understand typical network behavior patterns

* Visuallyinteract with network flow at scale
— Investigate millions of network flows at once
— Expose features in traffic that would otherwise be missed
— Gain deeper insight into communications

« CLIQUE and Traffic Circle provide a means to understand an
enterprise network and assist investigation
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Current Status

 Pilot deployments
— National Biodefense Analysis and Countermeasures Center (NBACC)
» Established January 2013
— SciTech & Labnet data at DHS S&T
» Established July 2013
— National Collegiate Cyber Defense Competition (NCCDC) 2013
» Deployed a network capture pipeline from the provided network tap

e Traffic Circle and CLIQUE re-architecture

— Update code base to increase flexibility and robustness of the tool
— Implement in a common architecture

« Commercialization roadmap
— Open source, Government Use, Licensing, or combination
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Next Steps

« Traffic Circle version 2
— Integrated environment with CLIQUE

« Complete commercialization roadmap
— Begin transition to identified mechanism

 Continued support of pilot activities
— NBACC, SciTech, and NCCDC

« Identify organizations and funding for new pilot opportunities
— Expand deployments and operational utility

 Quantify metrics through engagements with pilot partners and
operational users

— Establish compelling benefits (return on investment)
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Contact Information

e Daniel M. Best

— Daniel.Best@pnnl.gov

— Daniel.Best@st.dhs.gov
Bryan K. Olsen

— Bryan.Olsen@pnnl.gov
— Bryan.Olsen@st.dhs.gov
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Competition?

VisAlert [3]

— Network visualization tool that correlates alert logs using what,
when, and where attributes

 Portvis [4]
— Visualization of network communication data focusing on ports
« Time-Based Network Visualizer (TNV) [2]

— Depicts network traffic by visualizing packets and links between
local and remote hosts

* VIAssist [1]

— Network and geospatial visualization operating on large multi-
dimensional datasets for cyber defenders

« We provide a behavioral investigation and network flow
exploration process unlike our competitors
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