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What I have been thinking about 

• Complexity 
• Internet actors 
• Growing DDOS volume 
• Issues around the root of in the DNS 

(And the vulnerability market, nation state threats, 
layer 8 politics, cyber legislation, etc.) 

 
 



Industrialization 



Information Age 



1964 – Network Topologies by Paul Baran 



1969 Proposed ARPANET topology by Larry Roberts 



Sept 1969 ARPA network 



June 1975 ARPA network 



1977 March Logical diagram of ARPANET by BBN 



June 1984 USENET map 



1977 MARCH Logical diagram of ARPANET by BBN 



2007 Country interconnect map 





 



Specialization 
Is 

the 
key to progress 



When investing: 
 

Specialize for larger risk / returns 
 



When investing: 
 

Specialize for larger risk / returns 
 

Diversify to reduce risk / returns 



Specialization leads 
to Complexity 



The failure modes of Complex systems 
are impossible to predict 







We now have clouds of complexity 



We have virtual clouds of complexity 



We are moving so fast that we never 
secured the fundamentals! 



SECURE DNS: 
1997 DNSSEC     RFC #2065 
1999 DNSSEC     RFC #2535 
2005 DNSSEC.BIS    RFC #4035 

Encrypted E-mail:  
1999 SMTP-TLS    RFC #2487 
2002       Service Extension for SMTP over TLS RFC #3207 

Secure Web Browsing: 
1991 SSL version 3.0    Netscape  
1999 The TLS Protocol    RFC #2246 
2000 HTTP over TLS 1.0   RFC #2818 
2006       TLS 1.1     RFC #4346 
2008 TLS 1.2     RFC #5246 

A focus on the fundaments, please! 



The year is 2013 

You still can’t send email securely 
You can’t have a secure mobile phone call 
Web browsing securely is essentially impossible 
Name resolution is insecure (but getting better) 
… and we are moving to “cloud” very quickly 



Do you trust your cell phone? 



1993 





Then GSM came along 



From David Hulton and Steve's Black Hat 
presentation 

Attacker 







I wonder what the state of the art is 
for criminals? 



1. Nation States want SECRETS 
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Hackers & Researchers point the way! 
 

 
- Discover new classes of vulnerabilities 
- Expose poor product security 
- Spur public debate 
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- Expose poor product security 
- Spur public debate 

 
Criminals and Governments don’t do this 



All these groups need the net to work 



Q: Is there a group that doesn’t? 





 



ICANN BYLAWS 
 
ARTICLE I: MISSION AND CORE VALUES 
 
The mission of The Internet Corporation for Assigned 
Names and Numbers ("ICANN") is to coordinate, at the 
overall level, the global Internet's systems of unique 
identifiers, and in particular to ensure the stable and 
secure operation of the Internet's unique identifier 
systems… 



There are 13 root servers 
 

What if a server, or three, fail? 



Who knows? 



Denial of service is increasing 
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http://www.root-servers.org/map/ 



“Get me the internet!” 



http://icann.xplane.com/questionaire/internet_governance 



L Root - Before 

 



L Root - Now 

http://www.root-servers.org/map/?letter=L 

 



All Roots - Now 

http://www.root-servers.org/map/ 

 



The 13 Root Servers 

• A = 8 VeriSign  H = 2 US Army Research Lab 

• B = 1  U of SoCal I = 43 
• C = 6 Cogent  J  = 70 
• D = 1 U of Maryland K = 17 
• E = 12 NASA Ames  L = 143 ICANN 

• F = 49 ISC  M =  6 
• G = 6 US DOD NIC   

Netnod in Sweden 
 
VeriSign 
 
RIPE NCC in Netherlands 
 
 
 
 
WIDE in Japan 



The Queries by Node plot shows the amount of queries 
coming from each node in the server cluster.  



 



 



What makes these attacks possible? 



What makes these attacks possible? 
 

Bot Nets + Open Recursive DNS Servers 



 

http://arstechnica.com/security/2012/10/meet-the-network-operators-helping-fuel-the-spike-in-big-ddos-attacks/ 



 

http://dns.measurement-factory.com/surveys/openresolvers.html 



 

http://dns.measurement-factory.com/surveys/openresolvers/ASN-reports/latest.html 



 

http://dns.measurement-factory.com/surveys/openresolvers/ASN-reports/latest.html 

Brazil 
Asia Pacific Region 
Taiwan 
Chile 
Korea 
Soft Layer – Texas USA 
Taiwan 
Japan 
Indonesia 
Argentina 
China 
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-2,875 !! 
 
-632 



Supply side.. 



Supply side answer = RRL 



What about tampering? 



What about tampering? 



Using RIPE Atlas: A DENIC Case Study  
by Peter Koch Sep 25, 2012 

https://atlas.ripe.net/contrib/denic_study.html 
https://atlas.ripe.net/ 

“218 (of 1,762) probes, marked red, either received modified or inconsistent results” 

OR 
What has the Beijing DNS server been up to? 

https://atlas.ripe.net/contrib/denic_study.html


Security Today 
Email    Nameserver      Web 
SMTP-TLS                 HTTPS 
 
  SPF Record          HSTS Header 
  DKIM Record 



Security Tomorrow 
Email    Nameserver      Web 
SMTP-TLS                  HTTPS 
     DNSSEC 
  SPF Record   HSTS Header 
  DKIM Record   Host Key Pinning 
  SMIME_A Record  DANE TLS_A 
  DMARC  



Finally 



Internet Update 

• Now until 2016+ 
DNSSEC = You can trust the answers from DNS 
DANE = Risk of rogue SSL CAs virtually eliminated 
IPv6 = IPSEC support, less NAT, future growth 

  
• ~2015 to 2018+ 

– Signed resource directory (RPKI) 
– Beware policy implications… 

 



Big questions unanswered 

• How do we protect against huge DDOS? 
• Role of companies vs. governments 
• What is considered Critical Infrastructure? 
• What are international norms of behavior? 

– (Double Illegal) 

 



 



 

http://www.isoc.org/pubpolpillar/docs/internetmodel.pdf 



 



http://www.cymru.com/monitoring/dnssumm/index.html 



 



 



 



http://www.icann.org/en/groups/ssac/dns-
ddos-advisory-31mar06-en.pdf 



• Security and Stability Advisory Committee (SSAC) 
• What is the SSAC? 

 
• The Security and Stability Advisory Committee advises the ICANN 

community and Board on matters relating to the security and 
integrity of the Internet's naming and address allocation systems. 
This includes operational matters (e.g., matters pertaining to the 
correct and reliable operation of the root name system), 
administrative matters (e.g., matters pertaining to address 
allocation and Internet number assignment), and registration 
matters (e.g., matters pertaining to registry and registrar services 
such as WHOIS). SSAC engages in ongoing threat assessment and 
risk analysis of the Internet naming and address allocation services 
to assess where the principal threats to stability and security lie, 
and advises the ICANN community accordingly. 



• Recommendation (1): For the long term, SSAC 
recommends that the most effective 

• means of mitigating the effects of this and 
numerous DoS attacks is to adopt source IP 

• address verification. 



http://www.icann.org/en/groups/ssac/doc
uments/sac-004-en.pdf 



 

http://tools.ietf.org/html/bcp38 



 



 



 



http://icann.xplane.com/questionaire/ecosystem 



Security Today 

DNS Server 
Web Server Email Server 

SMTP TLS HTTPS 

Nameserver 
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