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\.. .DER FOR SUPPLIES OR SERVICES 
SCHEDULE - CONTINUATION 

IMPORT NT A : Marl< all oaci<aaes and oaoors wrth e0<1lract and/or order numbers. 

DATE OF ORDER I COlllTRACT NO. 

09/29/2006 GS-35F- 4381G 

ITEM NO SUPPLIES/SERVICES QUANTITY 

ORDERED 
(A) (8 ) (C) 

Date: 

The total amount of award: $4,320,161.00. 
The obligation for this award is shown in 
box 17 (i). 

UNIT UNIT 

PRICE 
(DJ (E) 

TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17(11)) 
NSN 15<0-0t-152-3002 

PAGE OF PAGES 

12 

I ORDER NO. 

HSHQDC-06-F-00312 

AMOUNT 

(F) 

12 

QUANTITY 

ACCEPTED 
(G) 

OPTfONAL " Oftu ut (Rw 6'16> 
Pf'-.c:"°'"lly<l&A 

~AA ('f Cflt) 5).211iCJ 



(b) (4)



REFERENCE )!(). OF DOCUMENT BE1NC CONTINUED 

CONTINUATION SHEET GS-J$F-4 381G/HSHQDC- 06 - F"- 003 l 2/POOOOl 

NAME OF OFfEROR OR CONTRACTOR 

COM?UT~R SCIENCES COR?O~ATION 

ITEM NO 

IA} 

SUPPLIES/SERVICES 

(B) 

All de liverables wil l be submitted to the 
Governmen;:_ Cont racting O:ficer' s 7echnica l 
~cp resenta tive (COT R) and :.he Governmer:t 
Digitization Project Manager(s) by the de livery 
due dates identif i ed below. The technica l 
acceptance of each deliverable wil l be ac the 
disc re tion of :.~e Government COTR and Governmen t 
?roJe~t Manqer (s} or designees. 

T:el:l -- Detai l ed Project Plan and Deliverab le 
Sched~le Eor act ivi ty unde r che Enterprise 
DocLr.ie r: t r-:anagemer.t 
Sys ter.i/ :ncegrated Digi ~ization Docu~en t 

r-:anagenent Program 

Due Two ( 2) weeks afcer IJDMP Kic k-Off Meeting, 
which OCll !Cred or. :.o Oc. ;:. 2006. Deliverable is due 
on 24 Oct 2006. 

I~e~ 2. :echn1ca: ?oin t of Contacc (?OC) 

Due 7wo <2 > weeks af t er IDDMP Kick-Off Meeti ng, 
which ocurred on :o Oct 2006. Deliverab le i s due 
on 2 .: Oct 2006. 

Item J . Qt.:a:~ty Cor.trol ?lan 

Due Two (2) weeks df;:er I DDMf' Kick-Off Meeting, 
which oc u r red on :o Oc;: 2006 . De l iverable is due 
o n 24 Oc ::. 2006 . 

!tern 4 . EVMS a r.d ~onthly S;:acus Reporting to 
i r.clude updaLed ?rojec t Plans 

Due o n the lOth day o f the month followi ng t he 
re ported ~cnth l y period. 

Ice~ 5 . ?hase I - IDJ~ P P roduc~ior. Sys t em 
De !1 very J;.Je : 
Contint.:ed . .. 

QUANTITY UNIT 

(C) (0) 

UNIT PRICE 

(F.) 

Of 

AMOUNT 

I Fl 

O<'TIONAl ~ORM J36 {4-66) 
SS)OIWll°Vd !lyGSA 

5 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET GS-35F-4 38 :G/HS HQDC- 06-f-00312/ POOOOl 

NAME OF OFFEROR OR CONTRACTOR 

CO:V:?UTE.~ SClENCES CORPORATION 

ITEM NO 

(A) 

SUPPLIES/SERVICES 

(B) 

Due: Jan~ary 31, 2007 

I~em 6. :DDMP O&M Systems Support Sase Period. 

•Future de:ivery of O&M System support beyond 
base pe=:cd :s cor.t:r.gent upon tr.e exercise o~ 
Optlor.al Cor.tract 11ne items. 

3. Controct L1ne Sub Ite~ nunber 000 5AA I ~DM? 

Cor.cract )eliveraoles shall be changed as 
reflected above in the PerCormance Work 
Statement. Items numbers 1-6 are Not Separately 
Priced as described in C:IN 0005 . ' 

4. Ir. accordance wi:r. CSC ' s Augus~ 18 , 2006 
proposal ar.d final rev:sions September 22, 2006, 
the Cor.tractc~ conf~rms ~hat lnitially MS SQL 
Se r ver vers~cn 2002 will be uti ~ized to support 
Documer. ti.:m E~ - the :ODtv:? solution . However, as 
soor: as Do<:t:menlu:n can provide compatibility wit:h 
XS SQ~ Server versior. 2005 , the Contracto= will 
convert to MS SQL Server version 2005 for ~he 

IDDMP so:..ution. 

5 . Shawr. -· Kerkes =eta ins signatory authority 
under ch:s con;rac t . 

6. To enhance adminis~rative efficiency, 
signature au;hor~cy i s also delegated co Jessica 
Thcashe= Wllson cc ace as a Conccacting Officer 
a~choriied co issue orders, modifications, and 
enter inco agreemenrs on beha:f of the Government 
~nder :his contract. 

7. All other cer:ns and conditions remain 
i.:r.changed . 

Di scour: t ':'e rrr.s: 
Net 30 

FOB: Descina:1or: 
Period of Per:ormance: OS/30/2006 to 09/29/2007 

Char:qe : cem OOOSAA to =ead as follows(amount 
show~ i s r.~e obligated amoun~): 
Cont~r.i.:ed ... 

QUANTllY UNIT UNIT PRICE 

(Cl (D) (!::) 

OF 

AMOUNT 

(F) 

OPTIONAL FORM 336 (46) 
S,_..,.., byGSA 

5 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET ::;S-35f- 4 .38 1 G/P.S HQDC-:J6-:C-00312/ POOOOJ 

NAME OF OffEROR OR CONTRACTOR 

CO~?u;::;R SCIENCES COR?ORATIC~ 

ITEM NO. 

CP.) 

SUPPLI ES/SERVICES 

($) 

0005AA 0005 - l)DMP Cone.re.ct. :::ie:..~veraoles I NSP) - IDDMP 
Cont=act Deliverab~cs shall be submitted in 
accorda nce w~t~ the :DDMP ?e::formance Work 
Scace~en; (?WS) as follows : 

Sect!On 3.0 Del ~ve:ables 

Al! dalivecanles will be submitted to the 
Gove::n~ent Conc.ract1 ng Cf:1cer ' s Technical 
~epresentat~ve (COTR} and c.he Gove=nmenc 
:::ligic.izacjon ?rcjecc ~anaqer(s) by che de livery 
due dates ~dencified below. The cechnica : 
acce9tance o: each dci i ve::ab:e wi l~ be ac. the 
disc:et:on of t~e Government COTR and Gove r nment 
Pro~ecc. Manger (s) o r designees. 

c::::..IVERABLC:S: 

~te~ - · Deta~ :ed Projecr. ~lan ar.d Del~verable 
Sc~edJle for occ1vi~y ~nder the Encerpr ise 
JOCument ~ar.age~ent 
Syste~/:nteg=ated O~g:cization Document 
Managemen~ Prog r am 

J~e Two (2) weeks a : te ~ !DD~? Kick-Of! Meeti ng, 
wh ic~ ocurred on lO Oct 2006. Deliverable is due 
on 24 Occ 20C6. 

Item 2 . Technica l Poir.t of Contact (POC) 

~ue ~wo 12) weeks after I JDMP Kic~-Off Meeting , 
wh:ch oc~rred on 10 Oct 2006 . De: 1verabl e is due 
on 24 Oc: 2006. 

Item 3 . Qual i ty Control Plan 

Due Two <2> wee~s a:ter :COMP Kick-Off Meeting, 
wh1c~ ccu==ed or. :o Oc: 2006. Deliverable is due 
er. zq Oct 2006 . 

Cor.:inJed . .. 

QUANTl1Y UNIT 

(C) (D) 

1 EA 

UNIT PRICE 

(E;) 

ACE OF 

4 5 

AMOUNT 

( f ) 

0 . 00 

OP11~ FOAM 136 {4-86) 
SpooSO<O<SoyCS.. 



REFERENCE NO. OF DOCUMENT 6EJNG CONTINUED 

CONTINUATION SHEET GS-35:0-4 36 lG/ HSHQDC-06- F-00 312/ P00001 

NAME OF OFFEROR OR CONTRACTOR 

l.OMPU~~R SCIENC£S CO~?ORATION 

.TEM NO. 

( A } 

SUPPUESJSERVlCES 

(B) 

!cem 4 . EVMS and Monthly Stacus Reporting to 
lnclude updu:ed Projec~ Plans 

~Je on ~~e lOLh day of the monch following the 
reported ~onthly period . 

I tew. 5. ?hase I - :DDX? ?roducc~on System 
oe:1very !);ie : 

JJe: Ja nuary 3~ , 2007 

; cem 6. f ::>i:>M!' O&:.'. Sys::e:ns Support Base Period. 

· ~~:ure delivery of 0&~ Sysce~ supporl beyond 
base per~od ~s cont ingent upon the exercise of 
Op~:ona: Conc :act ::r.e Jtems. 

<No: Separa~ely ?:iced) 
P=od~cL/Serv~ce Code : 7030 
Pcociuc c /Se ::vice Desc::1p~ior. : ADP SOr7WARS 
Co~c cactor Signature: 

Date: \ \.~ 

~SN 7S.O.CI· t52·M67 

QUANTITY UNIT 

!C) (0) 

UNIT PRICE 

!E) 

AGE 

5 

OF 

AMOUNT 

(F) 

OPliCNAL fORM 336 ~•M) 

Spon.11C>f8dbyGSA 

5 



(b) (4)



FEB. 1.2007 9:54AM C ~ " ES I PMO 

REFEReNCEi NO. OF OOCUl.tEHT 8€ING CONTINUeD 

CONTINUATION SHEET GS-35F--4381G/HSBQOC-06-F-00312/P00002 

NAME. OF OFFeRO!l. OR CONTRACTOfl 

COMPUTER SCIENC£S CO~POAATION 

ITEMNO. 

(A) 

SUPPLJES/SeRVICl!S 

(BJ 

"4. Phase 1 Sysi:@m De livery 
2007." 

Due Date 15 FEB 

3 .Invoices shall be submi t ted to the following 
addi:ess: 

Department of Homeland Security 
Citizenship and Immigration Service/Office of 
!nf ormation Technol ogy (OIT} 
ATTN: Patricia Phillips 
111 Mas3achuset ts Ave. Room 5102 
Wa3hi ngton, DC 20001-1461 

A proper invoice shall contain the following 
information and must be in a formai: acceptable to 
the COTR: 

(al GENERA.I. INFORMATION: 
- Company Name and Address 
- Invoice Number 
- Invoice Date 
- Contract. NurnbGr 

- Task Order/Purchase Order Number 
- ~emit Eleccron1c Funds Transfer (EFT) 
information (i .e. Bank, Routing Number, Account: 
Number) or Remit Check Add~~$$ 
- Invoice POC Name, Address, and Tel~phone Numb@r 
- Reference Number 
• Tax ID Number (TIN) 

(bl INFORMATION APPLICABLE TO CURru:NT INVOICE: 
- CLIN 
- Rates 
- Labor Categor y and/or Names 
- Item Number 
- Part Number 
- Seria l NU!lll:>er 
- Description 
- Quanti t y Ordered 
- Quantity Shipped 
- Unit Price/Ext ended Price 
- Shipment Tracking Numher 

4.Security Requirement Changgs: 
~.Section 7. 0 of the Attacf>.meni: C, Performance 
work Statement:, and eni:ii:led "Securit y 
Requirements" i s hereby changed to read as 
follows: 

It i s noi: ani:icipated that i:his t ask order will 
Contim.i@d 

NSN 7540-01-152-11067 

OUANTIT't' UNIT 

(CJ (0) 

UMITPRJCE 

(EJ 

NO. 3342 P. 3 

°'' 

AMOUNT 

( E') 

OP'llONAI. FO/IM "S ('-$) 
apcwo,..l>yC81< 
FAAl<ICFR\~3.110 

13 



FEB. I. 2 0 0 7 9 : 5 4 AM C", ES I PMO 

RSF'EJU~N~ 1110. OF DOCUMENT iC!NG CONTINUED 

CONTINUATION SHEET GS-35t"-4381G/ HSHQDC-06-li'-00312/ P00002 

NAME OF' OFFl!ROR OR CONTRACTOO 

COMPUTER SCIENCES CORPOf{ATION 

ITEM NO. 

(A) 

SIJPPUES/8ERV1C~ 

(B) 

have any requirements for access to or 
development of cl assified infonnation. All other 
elements of Exhibit A, including the handling of 
Sensiti ve But Unclassified (SBU) information, are 
applicable . The Government Program Manager 
willd~termine i f there are any changes with 
reqard to this proj ect security requirements and 
will notify the vendor and Contracting Officer of 
any changes. In tha event that this project 
becomes a '' classified'' effort, Exhibit A applies 
in full. 

b.Exhibit 1 of this modificatio:i entitl ed 
''Security Reqi.iirements" hereby replaces 
Attachment c, Exhibit 1, of the Performance Work 
Statement. 

5.The Contracti ng Officer for this Task Orde• is 
hereby changed from Jessica T. Wilson to Joseph , 
Garforth, Contracting Officer, 
joseph. garforthGhq.dh$.gov, 202-447 -5481. The 
primary POC for all ad..rt\i.nistrative m~tter will be 
Janice Brinkley, Contracts Specialist, 
Jani ce .bri nkley@hq.dhs.gov, 202-447- 5476. 

G. The cost shall remain tha same. 

7. All other terms and conditions remain 
unchanged and in full effect. 
Period of Performance: 09/30/2006 to 09/29/2007 
Contractor Signature : 

Siqned~C..S.. p 9 

oate: 

QUANTITY UNIT 

(C) (D) 

UNl'TP>'tlCE 

(E) 

NO. 3342 P. 4 

AGE ~ 

3 13 

AMOUNT 

(F) 

Ol'TIONAl FOAM aae ('.e$) 
SP<""""'4 llyG$4 
•AA, .. Cl'ltl$J.ll0 
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EXHIBIT 1 

SECURITY REQUIREMENTS 

GENERAL 
U.S. Citizenship & lmmigration Services (USCIS) has determined that performance of 
this contract requires that the Contractor, subcontractor(s), vendor(s), etc. (herein known 
as Contractor), requires access to classified National Security Information (herein known 
as classified information). Classified information is Government information which 
requires protection in accordance with Executive Order 12958, Classified National 
Security Information, and supplementing directives. 

The Contractor will abide by the requirements set forth in the DD Form 254, Contract 
Security Classification Specification, included in the contract, and the National Industrial 
Security Program Operating Manual (NISPOM) for the protection of classified 
information at its cleared facility, if applicable, as directed by the Defense Security 
Service. If the Contractor has access to classified information at a USCIS or other 
Government Facility, it will abide by the requirements set by the agency. 

SUIT ABILITY DETERMINATION 
Suitability Determination USCIS shall have and exercise full control over granting, 
denying, withholding or terminating access of unescorted Contractor employees to 
government facilities and/or access of Contractor employees to sensitive but unclassified 
information, based upon the results of a background investigation. USCIS may, as it 
deems appropriate, authorize and make a favorable entry on duty (EOD) decision based 
on preliminary security checks. The favorable BOD decision would allow the employees 
to commence work temporarily prior to the completion of the full investigation. The 
granting of a favorable EOD decision shall not be considered as assurance that a full 
employment suitability authorization will follow as a result thereof The granting of a 
favorable EOD decision or a full employment suitability determination shall in no way 
prevent, preclude, or bar the withdrawal or termination of any such access by USCIS, at 
any time during the term of the contract. No employee of the Contractor shall be allowed 
unescorted access to a Government facility without a favorable EOD decision or 
suitability determination by the Office of Security & Investigations (OSI). Contract 
employees assigned to the contract not needing access to sensitive but unclassified 
information or recurring access to USCIS' facilities will not be subject to security 
suitability screening. 

BACKGROUND INVESTIGATIONS 
Contract employees (to include applicants, temporaries, part-time and replacement 
employees) under the contract, needing access to sensitive but unclassified information, 
shall undergo a position sensitivity analysis based on the duties, outlined in the Position 
Designation Determination (POD) fo.r Contractor Personnel, each individual will perform 
on the contract. The results of the position sensitivity analysis shall identify the 
appropriate background investigation to be conducted. All background investigations 

4 
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will be processed through OSI. Prospective Contractor employees shall submit the 
following completed forms to OSI through the COTR no less than 30 days before the 
starting date of the contract or 30 days prior to entry on duty of any employees, whether a 
replacement, addition, subcontractor employee, or vendor: 

I. Standardi Form 85P, "Questionnaire for Public Trust Positions" 

2. DHS For.m 11000-6, "Conditional Access to Sensitive But Unclassified 
Information Non-Disclosure Agreement" 

3. FD Form 258, "Fingerprint Card" (2 copies) 
I 

4. Form DHS-11000-9, "Disclosure and Authorization Pertaining to 
Consumer Reports Pursuant to the Fair Credit Reporting Act" 

5. Position Designation Determination for Contract Personnel Form 

Required forms will be provided by USCIS at the time of award of the contract. Only 
complete packages will be accepted by OSI. Specific instructions on submission of 
packages will be provided upon award of the contract. 

National Security Clearances (NSC) granted by DSS will be accepted by USCIS for 
access to sensitive but unclassified information. In lieu of security paperwork OSI wi.11 
accept a Visit Authorization Request (VAR) for a contract employee with an active NSC 
granted within the last five years and an adequate background investigation completed 
within the last five years. In addition to the VAR a Personal Data Form (PDF) and cover 
sheet must be submitted ·to the COTR. 

Be advised that unless an applicant requiring access to sensitive but unclassified 
information has resided in the US for three of the past five years, OSI may not be able to 
complete a satisfactory background investigation. In such cases, USCIS retains the right 
to deem an applicant as ineligible due to insufficient background information. 

The use ofNon-U.S. citizens, including Lawful Permanent Residents (LPRs), is not 
permitted in the performance of this contract for any position that involves access to or 
development of any DHS IT system. USCIS will consider only U.S. Citizens for 
employment on this contract. USCIS will not approve LPRs for employment on this 
contract in any position that requires the LPR to access or assist in the development, 
operation, management or maintenance of DRS IT systems. By signing this contract, the 
contractor agrees to this restriction. In those instances where other non-IT requirements 
contained in the contract can be met by using LPRs, those requirements shall be clearly 
described. 

EMPLOYMENT ELIGIBILITY 
The Contractor must agree that each employee working on this contract will have a 
Social Security Card issued and approved by the Social Security Administration. The 
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Contractor shall be responsible to USC IS for acts and omissions of his own employees 
and for any Subcontractor(s) and their employees to include financial responsibility for 
all damage or injury to persons or property resulting from the acts or omissions of the 
contractor's employees. 

Subject to existing law, regulations and/ or other provisions of this contract, illegal or 
undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor will ensure that this provision is expressly incorporated into any and all 
Subcontracts or subordinate agreements issued in support of this contract. 

CONTINUED ELIGIBILITY 
ff a prospective employee is found to be ineligible for access to USCIS facilities or 
information, the COTR will advise the Contractor that the employee shall not continue to 
work or to be assigned to work under the contract. 

The Security Office may require drug screening for probable cause at any time and/ or 
when the contractor independently identifies, circumstances where probable cause exists. 

USCIS reserves the right and prerogative to deny and/ or restrict the facility and 
information access of any Contractor employee whose actions are in conflict with the 
standards of conduct, 5 CFR 2635 and 5 CFR 380 I, or whom USCIS determines to 
present a risk of compromising sensitive but unclassified information to which he or she 
would have access under this contract. 

The Contractor will report any adverse information coming to their attention concerning 
contract employees under the contract to USCIS OSI. The subsequent termination of 
employment of an employee does not obviate the requirement to submit this report. The 
report shall include the employees' name and social security number, along with the 
adverse information being reported. 

OSI must be notified of all terminations/ resignations within five days of occurrence. 
The Contractor will return any expired USCIS issued identification cards and building 
passes, or those of terminated employees to the COTR. If an identification card or 
building pass is not available to be returned, a report must be submitted to the COTR, 
referencing the pass or card number, name of individual to whom issued, the last known 
location and disposition of the pass or card. 

SECURITY MANAGEMENT 
The Contractor shall appoint a senior official to act as the Corporate Security Officer. 
The individual will interface with the Security Office through the COTR on all security 
matters, to include physical, personnel, and protection of all Government information and 
data accessed by the Contractor. 

The COTR and the Security Office shall have the right to inspect the procedures, 
methods, and facilities utilized by the Contractor in complying with the security 
requirements under this contract. Should the COTR determine that the Contractor is not 
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complying with the security requirements of this contract, the Contractor will be 
informed in writing by the Contracting Officer of the proper action to be taken in order to 
effect compliance with such requirements. 

COMPUTER AND TELECOMMUNICATIONS SECURITY REQUIREMENTS 
Security Program Background 
The DHS has established a department wide IT security program based on the following 
Executive Orders (EO), public laws, and national policy: 

•Public Law 107-296, Homeland Security Act of 2002. 
•Federal Information Security Management Act (FIS MA) of 2002, November 25, 2002. 
• Public Law 104-106, Clinger-Cohen Act of 1996 [formerly, Infonnation Technology 
Management Reform Act (ITMRA)], February 10, 1996. 
•Privacy Act of 1974, As Amended. 5 United States Code (U.S.C.) 552a, Public Law 93-
579, Washington, D.C., July 14, 1987. 
•Executive Order 12829, National Industrial Security Program, January 6, 1993. 
•Executive Order 12958, Classified National Security Information, as amended. 
• Executive Order 12968, Access to Classified Information, August 2, 1995. 
•Executive Order 13231, Critical Infrastructure Protection in the Information Age, 
October 16, 2001.• National Industrial Security Program Operating Manual (NISPOM), 
February 2001. 
OHS Sensitive Systems Policy Publication 4300A v2. l, July 26, 2004 
DHS National Security Systems Policy Publication 4300B v2. I, July 26, 2094 
•Homeland Security Presidential Directive 7, Critical Infrastructure Identification, 
Prioritization, and Protection, December 17, 2003. 
•Office of Management and Budget (OMB) Circular A-130, Management of Federal 
Information Resources. 
•National Security Directive (NSD) 42, National Policy for the Security of National 
Security Telecommunications and Information Systems (U), July 5, 1990, 
CONFIDENTIAL. 
• 5 Code of Federal Regulations (CFR) §2635, Office of Government Ethics, Standards 
of Ethical Conduct/or Employees of the Executive Branch. 
• DHS SCG OS-002 (IT), National Security IT Systems Certification & Accreditation, 
March 2004. 
•Department of State 12 Foreign Affairs Manual (FAM) 600, Information Security 
Technology, June 22, 2000. 
• Department of State 12 FAM 500, Information Security, October I, 1999. 
• Executive Order 12472, Assignment of National Security and Emergency Preparedness 
Telecommunications Functions, dated April 3, 1984. 
•Presidential Decision Directive 67, Enduring Constitutional Government and 
Continuity of Government Operations, dated October 21, 1998. 
• FEMA Federal Preparedness Circular 65, Federal Executive Branch Continuity of 
Operations (COOP), dated July 26, 1999. 
• FEMA Federal Preparedness Circular 66, Test, Training and Exercise (TT&E) for 
Continuity of Operations (COOP), dated April 30, 2001. 
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• FEMA Federal Preparedness Circular 67, Acquisition of Alternate Facilities for 
Continuity of Operations, dated April 30, 2001. 
•Title 36 Code of Federal Regulations 1236, Management of Vital Records, revised as of 
July l, 2000. 
• National Institute of Standards and Technology (NIST) Special Publications for 
computer security and ·FISMA compliance. 

GENERAL 
Due to the sensitive nature of USCIS information, the contractor is required to develop 
and maintain a comprehensive Computer and Telecommunications Security Program to 
address the integrity, confidentiality, and availability of sensitive but unclassified (SBU) 
information during collection, storage, transmission, and disposal. The contractor's 
security program shall adhere to the requirements set forth in the DHS Management 
Directive 4300 IT Systems Security Pub Volume I Part A and DHS Management 
Directive 4300 IT Systems Security Pub Volume I Part B. This shall include 
conformance with the DHS Sensitive Systems Handbook, DHS Management Directive 
l l042 Safeguarding Sensitive but Unclassified (For Official Use Only) Information and 
other DHS or USCIS guidelines and directives regarding information security 
requirements. The contractor shall establish a working relationship with the USCIS IT 
Security Office, headed by the Information Systems Security Program Manager (ISSM). 

IT SECURITY IN THE SYSTEMS DEVELOPMENT LIFE CYCLE (SDLC) 

The USCIS SDLC Manual documents all system activities required for the development, 
operation, and disposition of IT security systems. Required systems analysis, 
deliverables, and security activities are identified in the SDLC manual by lifecycle phase. 
The contractor shall assist the appropriate USCIS ISSO with development and 
completion of all SDLC activities and deliverables contained in the SDLC. The SDLC is 
supplemented with information from DHS and USCIS Policies and procedures as well as 
the National Institute of Standards Special Procedures related to computer security and 
FISMA compliance. These activities include development of the following documents: 

8 

• Sensitive System Security Plan (SSSP): This is the primary reference that 
describes system sensitivity, criticality, security controls, policies, and 
procedures. The SSSP shall be based upon the completion of the DHS FTPS 199 
workbook to categorize the system of application and completion of the RMS 
Questionnaire. The SSSP shall be completed as part of the System or Release 
Definition Process in the SDLC and shall not be waived or tailored. 

• Privacy Impact Assessment (PIA) and System of Records Notification (SORN). 
For each new development activity, each incremental system update, or system 
recertification, a PIA and SORN shall be evaluated. Tf the system (or 
modification) triggers a PIA the contractor shall support the development of PIA 
and SORN as required. The Privacy Act of 1974 requires the PIA and shall be 
part of the SDLC process performed at either System or Re.lease Definition. 

• Contingency Plan (CP): This plan describes the steps to be taken to ensure that an 
automated system or facility can be recovered from service disruptions in the 
event of emergencies and/or disasters. The Contractor shall support annual 
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contingency plan testing and shall provide a Contingency Plan Test Results 
Report. 

• Security Test and Evaluation (ST&E): This document evaluates each security 
control and countermeasure to verify operation in the manner intended. Test 
parameters are established based on results of the RA. An ST&E shall be 
conducted for each Major Application and each General Support System as part 
of the certification process. The Contractor shall support this process. 

• Risk Assessment (RA): This document identifies threats and vulnerabilities, 
assesses the impacts of the threats, evaluates in-place countenneasures, and 
identifies additional countermeasures necessary to ensure an acceptable level of 
security. The RA shall be completed after completing the NIST 800-53 
evaluation, Contingency Plan Testing, and the ST &E. Identified weakness shall 
be documented in a Plan of Action and Milestone (POA&M) in the USCIS 
Trusted Agent FISMA (T AF) tool. Each POA&M entry shall identify the cost of 
mitigating the weakness and the schedule for miti_gating the weakness, as well as a 
POC for the mitigation efforts. 

• Certification and Accreditation (C&A): This program establishes the extent to 
which a particular design and implementation of an automated system and the 
faci1ities housing that system meet a specified set of security requirements, based 
on the RA of security features and other technical requirements (certification), 
and the management authorization and approval of a system to process sensitive 
but unclassified infonnation (accreditation). As appropriate the Contractor shall 
be granted access to the USCIS T AF and Risk Management System (RMS) tools 
to support C&A and its annual assessment requirements. Annual assessment 
activities shaJI include completion of the NIST 800-26 Self Assessment in TAF, 
annual review of user accounts, and annual review of the FIPS categorization. 
C&A status shall be reviewed for each incremental system update and a new full 
C&A process completed when a major system revision is anticipated. 

SECURITY ASSURANCES 

DHS Management Directives 4300 requires compliance with standards set forth by NIST, 
for evaluating computer systems used for processing SBU information. The Contractor 
shall ensure that requirements are allocated in the functional requirements and system 
design documents to security requirements are based on the DHS policy, NIST standards 
and applicable legislation and regulatory requirements. Systems shall offer the following 
visible security features: 

9 

• User Identification and Authentication (!&A) - I&A is the process of telling a 
system the identity of a subject (for example, a user) (I) and providing that the 
subject is who it claims to be (A). Systems shall be designed so that the identity 
of each user shall be established prior to authorizing system access, each system 
user shall have his/her own user ID and password, and each user is authenticated 
before access is pennitted. All system and database administrative users shall 
have strong authentication, with passwords that shall conform to established DHS 
standards. All USCIS Identification and Authentication shall be done using the 
Password Issuance Control System (PICS) or its successor. Under no 
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circumstances will Identification and Authentication be performed by other than 
the users standard system in use at the time of a systems development. 

• Discretionary Access Control (DAC) - DAC is a DHS access policy that restricts 
access to system objects (for example, files, directories, devices) based on the 
identity of the users and/or groups to which they belong. All system files shall be 
protected by a secondary access control measure. 

• Object Reuse - Object Reuse is the reassignment to a subject (for example, user) 
of a medium that previously contained an object (for example, file). Systems that 
use memory to temporarily store user I&A information and any other SBU 
information shall be cleared before reallocation. 

• Audit - OHS systems shall provide facilities for transaction auditing, which is the 
examination of a set of chronological records that provide evidence of system and 
user activity. Evidence of active review of audit logs shall be provided to the 
USCIS IT Security Office on a monthly basis, identifying all security findings 
including failed log in attempts, attempts to access restricted information, and 
password change activity. 

• Banner Pages - DHS systems shaU provide appropriate security banners at start 
up identifying the system or application as being a Government asset and subject 
to government laws and regulations. This requirement does not apply to public 
facing internet pages, but shall apply to intranet applications. · 

DATA SECURITY 

SBU systems shall be protected from unauthorized access, modification, and denial of 
service. The Contractor shaJI ensure that all aspects of data security requirements (i.e., 
confidentiality, integrity, and availability) are included in the functional requirements and 
system design. and ensure that they meet the minimum requirements as set forth in the 
DHS Sensitive Systems Handbook and USCIS policies and procedures. These 
requirements include: 
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• Integrity - The computer systems used for processing SBU shall have data 
integrity controls to ensure that data is not modified (intentionally or 
unintentionally) or repudiated by either the sender or the receiver of the 
information. A risk analysis and vulnerability assessment shall be performed to 
determine what type of data integrity controls (e.g., cyclical redundancy checks, 
message authentication codes, security hash functions, and digital signatures, etc.) 
shall be used. 

• Confidentiality - Controls shall be included to ensure that SBU information 
collected, stored, and transmitted by the system .is protected against compromise. 
A risk analysis and vulnerability assessment shall be perfonned to determine if 
threats to the SBU exist. If it exists, data encryption shall be used to mitigate such 
threats. 
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• Availability - Controls shall be incJuded to ensure that the system is continuously 
working and all services are fully available within a timeframe commensurate 
with the availability needs of the user community and the criticality of the 
information processed. 

• Data labeling. - The contractor shall ensure that documents and media are 
labeled consistent with the OHS Sensitive Systems Handbook. 

Subpart 4.4-Safeguarding Classified Information Within Industry 
4.402 General. 
(a) Executive Order 12829, January 6, 1993 (58 FR 3479, January 8, 1993), entitled 
"National Industrial Security Program" (NISP), estab1ishes a program to safeguard 
Federal Government classified information that is released to contractors, licensees, and 
grantees of the United States Government. Executive Order 12829 amends Executive 
Order I 0865, February 20, 1960 (25 FR 1583, February 25, I 960), entitled "Safeguarding 
Classified Information Within Industry," as amended by Executive Order I 0909, 
January 17, 1961(26FR508,January20,1961). 
(b) The National Industrial Security Pro~ Operating Manual (NJSPOM) incorporates 
the requirements of these Executive orders. The Secretary of Defense, in consultation 
with all affected agencies and with the concurrence of the Secretary of Energy, the 
Chairman of the Nuclear Regulatory Commission, and the Director of Central 
Intelligence, is responsible for issuance and maintenance of this Manual. The following 
DoD publications implement the program: 
(1) National Industrial Security Program Operating Manual (NISPOM) (DoD 5220.22-
M). 
(2) Industrial Security Regulation (JSR) (DoD 5220.22-R). 
(c) Procedures for the protection of information relating to foreign classified contracts 
awarded to U.S. industry, and instructions for the protection of U.S. information relating 
to classified contracts awarded to foreign firms, are prescribed in Chapter 10 of the 
NISPOM. 
(d) Part 27-Patents, Data, and Copyrights, contains policy and procedures for 
safeguarding classified information in patent applications and patents. 
4.403 Responsibilities of contracting officers. 
(a) Presolicitation phase. Contracting officers shall review all proposed solicitations to 
determine whether access to classified information may be required by offerors, or by a 
contractor during contract performance. 
( l) If access to classified information of another agency may be required, the contracting 
officer shall-
(i) Determine if the agency is covered by the NISP; and 
(ii) Follow that agency's procedures for determining the security clearances of firms to be 
solicited. 
(2) If the classified information required is from the contracting officer's agency, the 
contracting officer shall follow agency procedures. 
(b) Solicitation phase. Contracting officers shall-
( I) Ensure that the classified acquisition is conducted as required by the NISP or agency 
procedures, as appropriate; and 

l l 
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(2) lnclude-
(i) An appropriate Security Requirements clause in the solicitation (see 4.404); and 
(ii) As appropriate, in solicitations and contracts when the contract may require access to 
classified information, a requirement for security safeguards in addition to those provided 
in the clause (52.204-2, Security Requirements). 
(c) Award phase. Contracting officers shall inform contractors and subcontractors of the 
security classifications and requirements assigned to the various documents, materials, 
tasks, subcontracts, and components of the classified contract as follows: 
(1) Agencies covered by the NISP shall use the Contract Security Classification 
Specification, DD Form 254. The contracting officer, or authorized representative, is the 
approving official for the form and shall ensure that it is prepared and distributed in 
accordance with the ISR. 
(2) Contracting officers in agencies not covered by the NISP shall follow agency 
procedures. 
4.404 Contract clause. 
(a) The contracting officer shall insert the cJause at 52.204-2, Security Requirements, in 
solicitations and contracts when the contract may require access to classified information, 
unless the conditions specified in paragraph (d) of this section apply. 
(b) If a cost contract (see 16.302) for research and development with an educational 
institution is contemplated, the contracting officer shall use the clause with its Alternate I. 
( c) If a construction or architect-engineer contract where employee identification is 
required for security reasons is contemplated, the contracting officer shall use the clause 
with its Alternate II. 
( d) If the contracting agency is not covered by the NlSP and has prescribed a clause and 
alternates that are substantially the same as those at 52.204-2, the contracting officer shall 
use the agency-prescribed clause as required by agency procedures. 

52.204-2 Security Clause Requirements. 
As prescribed in 4.404(a), insert the following clause: 
Security Requirements (Aug 1996) 
(a) This clause applies to the extent that th.is contract involves access to information 
classified "Confidential," "Secret," or "Top Secret." 
(b) The Contractor shall comply with-
( I) The Security Agreement (DD Form 44 l ), including the National Industrial Security 
Program Operating Manual (DOD 5220.22-M); and 
(2) Any revisions to that manual, notice of which has been furnished to the Contractor. 
( c) If, subsequent to the date of this contract, the security classification or security 
requirements under this contract are changed by the Government and if the changes cause 
an increase or decrease in security costs or otherwise affect any other term or condition of 
this contract, the contract shall be subject to an equitable adjustment as if the changes 
were directed under the Changes clause of this contract. 
(d) The Contractor agrees to insert terms that conform substantially to the language of 
this clause, including this paragraph (d) but excluding any reference to the Changes 
clause of this contract, in all subcontracts under this contract that involve access to 
classified information. 
(End of clause) 

12 
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Alternate l (Apr 1984). ff a cost contract for research and development with an 
educational institution is contemplated, add the following paragraphs (e), (f), and (g) to 
the basic clause: 
(e) If a change in security requirements, as provided in paragraphs (b) and (c), results 
( l) in a change in the security classification of this contract or any of its elements from an 
unclassified status or a lower classification to a higher classification, or (2) in more 
restrictive area controls than previously required, the Contractor shall exert every 
reasonable effort compatible with the Contractor's established policies to continue the 
performance of work under the contract in compliance with the change in security 
c~assification or requirements. If, despite reasonable efforts, the Contractor determines 
that the continuation of work under this contract is not practicable because of the change 
in security classification or requirements, the Contractor shall notify the Contracting 
Officer in writing. Until resolution of the problem is made by the Contracting Officer, the 
Contractor shall continue safeguarding all classified material as required by this contract. 
(t) After receiving the written notification, the Contracting Officer shall explore the 
circumstances surrounding the proposed change in security classification or requirements, 
and shall endeavor to work out a mutually satisfactory method whereby the Contractor 
can continue performance of the work under this contract. 
(g) If, 15 days after receipt by the Contracting Officer of the notification of the 
Contractor's stated inability to proceed, (I) the application to this contract of the change 
in security classification or requirements has not been withdrawn, or (2) a mutually 
satisfactory method for continuing performance of work under this contract has not been 
agreed upon, the Contractor may request the Contracting Officer to terminate the contract 
in whole or in part. The Contracting Officer shall terminate the contract in whole or in 
part, as may be appropriate, and the termination shall be deemed a termination under the 
terms of the Termination for the Convenience of the Government clause. 
Alternate II (Apr 1984). If employee identification is required for security or other 
reasons in a construction contract or architect-engineer contract, add the following 
paragraph ( e) to the basic clause: 
(e) The Contractor shall be responsible for furnishing to each employee and for requiring 
each employee engaged on the work to display such identification as may be approved 
and directed by the Contracting Officer. All prescribed identification shall immediately 
be delivered to the Contracting Officer, for cancellation upon the release of any 
employee. When required by the Contracting Officer, the Contractor shall obtain and 
submit fingerprints of all persons employed or to be employed on the project. 

13 
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Attaclunent 1 

2.2 "Technical Requirements", paragraph 2.2.18 

Provide licensing for the existing Documentum suite of software and any additional 
DGCUmentwn software modules to be processor based rather than based on a named user 
model. 

The processor based licensing shall include the ability to install the software in a small 
development and test environment, along with a Disaster Recovery and COOP capability 
not to exceed the number of processors in the production environment This processor 
based licensing shaH be for the existing suite of software. USCIS assumes that a 
processor is at a maximum dual core. 

Documcntam Transformation Services 

PDF Allnotution Sorvieo.s 

Records MaJJ ~ Admln. rod I 195 
Recoros Manager Client docprod 128 

Rc:toollon Policy SclVicc docprocl 1159 

Busines$ Process Maoaaer doqirod 1197 

Business Process Engine doqirod 1160 

ColltCJlt lntelligt1JOe Service (CIS) docprod201 

Web Services F..-work o/a 

... . ...... ~.~ ... 

I • Production environment will include the ability to install in .ttl!2 !?lll~RWSOt Mt.~.I~L-·····{ Dtlet>ld; 11ot o-ioi-u 
environments along with Disaster Recovery and COOP capability. 

.. Processora arc defined as at lll8Ximum having a dual core. Th& number of processors 
in the Development/Test Environment wiU not exceed the number of pl'OCC$SOl'S in 
the Production Environment. 



(b
)(

4)



(b) (4)



(b) (4)



(b) (4)
(b) (4) (b) (4)

(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4)

(b) (4)
(b) (4)

(b) (4)
(b) (4)



(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4)
(b) (4) (b) (4)

(b) (4)

(b) (4)
(b) (4)



(b) (4)
(b) (4)(b) (4)

(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4) (b) (4)

(b) (4)
(b) (4)

(b) (4)(b) (4)
(b) (4)

(b) (4)



(b) (4)

(b) (4)



(b) (4)

(b) (4)

(b) (4)



(b) (4)

(b) (4)

(b) (4)

(b) (4)



(b) (6)



(b) (4)

(b) (4)

(b) (4)

(b) (4)



(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4) (b) (4)

(b) (4)



(b) (4) (b) (4) (b) (4)

(b) (4) (b) (4) (b) (4)



~~~~~~~~~~~~~~--~~-i 
REFERENC.E NO. OF D· • MENT BEING CONTINUED 

CONTINUATION SHEET GS-35F1- 4381G/HSHQDC-06-F-00312/ P00008 

NAME OF OFFEROR OR CONTRACTOR 

COMPUTER SCIENCES CORPORATION 

ITEM NO. SUPPLIES/SERVICES 

(A ) I (B) 

4. All other terms and conditions 
Peri od of Performance: 09/30/2008 

; 

I 

I 

i 

: 

' 

' 

NSN 7S40·01 · tS2·aoe7 

remain unchanged 
to 09/29/2009 

QUANTITY UNIT UNIT PRICE 

(C) (0) ( E) 

OF 

2 

AMOUNT 

(F) 

Of>TIONAL FORM 330 (4-0e) 
Sponsored by GSA 
F/.R (48 CFR) 63 110 

2 



(b) (6)



REFERENCE NO OF D'-'v.,MENT BEING CONTINUED 

CONTINUATION SHEET GS-3Sf-4381G/HSHQDC-06-f'-00312/ P00009 

NAME OF OFFEROR OR CONTRACTOR 

COMPUTER SCIENCES CORPORATION 

ITEM NO. SUPPUESISERVICES 

(A) (BJ 

3 . All other terms and condi tions 
unchanged. 
Period of Performance: 09/30/2008 

NSN 7540-01· tS2·4067 

remain 

to 09/29/2009 

QUANTITY UNIT UNIT PRICE 

(CJ (D) (El 

AGE OF 

2 2 

AMOUNT 

(f) 

OPTIONAL FORM 339 (4·89) 
Spon)(lf'ed by GSA 
FAR (40 CFR) 53 110 



(b) (4) (b) (4)
(b) (4) (b) (4) (b) (4)
(b) (4)



(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)



(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (6)
(b) (6)

(b) (6)
(b) (6)


	10-247 Redacted response v.pdf

