UNIVERSITY OF CALIFORNIA,
BERKELEY (EXTENSION)



Emer gency Preparedness Planning and M anagement

This unique eight- course program provides you with a strategic perspective on the planning and
management processes for emergency preparedness.

The courses offered this term are described b ow.

For a detailed brochure, please call (510) 642-4231. Or write to Emergency Preparedness
Planning and Management Program, UC Berkeley Extension, 2223 Fulton S, Berkeley, CA

94720.

Courses may be taken in any
order (except for the final
course, in which you integrate
skillslearned in previous

cour ses).

Financial Preparedness
Planning

X456.4 (2 semester unitsin
Business Administration)

This course provides an
overview of contingency and
trade-off accounting: business
impact analysis; paying for
preparedness planning, training,
and response; budget
preparation and techniques for
presentation; critical path and
multiyear budgeting disaster
economics; and cost-benefit of
risk/responses.

JOSHUA LICHTERMAN,
Ph.D.

- Jan. 10-14, Mon.-Fri. 9 an4
pm

- San Francisco: UC Extension
Downtown, 150 Fourth St.
(near Moscone Center at
Howard)

- $595 (EDP 173211)

Strategic Planning and
I mplementation in Emergency
M anagement

X456 (2 semester unitsin
Business Administration)

What are the strategic elements
of an emergency preparedness
program? In this course you
examine the process of
administering a preparedness
program using the strategic
management process that is
popular in business
environments. Theinstructor
discusses organizational
strengths and weaknesses vis-a&
visvarious hazard and risk
threats. He examines the threat
analysis process, focusing on
strategies for resource
acquisition and allocation.
Policy and plan development,
goal setting, and the role of
organizational valuesin strategic
decision making are also
covered.

Thiscourseisof particular
relevance for emergency
management professionals who
need to influence the
organizational decision makers
who allocate resources and
determine program
effectiveness. It can also benefit
business managers who need
additional skillsinthe
specialized area of emergency
preparedness management.

JOHN LAYE, M .A.
- Jan. 24-28: Mon--Fri., 9am4
pm

- San Francisco: UC Extension
Downtown, 150 Fourth St.
(near Moscone Center at
Howard)

- $595 (EDP 173278)

CrisisInformation
Management

X456.2 (2 semester unitsin
Business Administration)

This course focuses on building
and managing crisisinformation
systems, the use of technology
within these systems, and
intelligence collection and
dissemination. Dealing with the
media and various constituent
groupsisalso covered, and the
role of documentation in
emergency response and
recovery is discussed.

Emergency preparedness
planners, managers who have
little background in information
management, and
communications specialists with
limited experience in emergency
preparedness will find this
course of particular value.

PAUL MORTON, B.A.

DIANE FRASER, JD.

- Feb. 7-11: Mon.-Feb., 9 am4
pm

- San Francisco: UC Extension
Downtown, 150 Fourth St.
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(near Moscone Center at
Howard)

- $595 (EDP 173286)

Emergency Management:
Organization and Structure

X456.1 (2 semester unitsin
Business Administration)

This course provides an
overview of the structure of the
emergency management
function within private and
public sector organizations. It
provides afoundation for
understanding the complexities
and political realities associated
with competing interests and
multiple demands for resources.
Specific attention is given to the
elements of planning, decision
meking policy development, and
emergency preparednessin an
organizational context. Topics
examined include EOC design
and functions, | CS structuring,
mutual aid, crisis versus day-to-
day management, and roles and
responsibility differentiation.

The courseis intended for
experienced emergency
management professionals who
need to refresh their skills and
knowledge, and for newly
assigned managers seeking to
build afoundation for new
responsibilities.

CAROLYN HAY-
McMULLEN, M.P.A.

- April 11-15: Mon.-Fri., 9am
4 pm

- San Francisco: UC Extension
Downtown, 150 Fourth St.
(near Moscone Center at
Howard)

- $595 (EDP 173294)

Corporate/Public Agency
Coordination in Emergency
M anagement

X456.5 (2 semester unitsin
Business Administration)

This course covers allocation of
services; issues of access,
communications, transport, and
utility priorities; legal
considerations and liabilities,
political factors; accountability;
communications; systems and
processes; federal and state
agencies—roles and capabilities;
the corporaterolein crisis
response; and emergenciesin
which other than local agencies
arein charge of response.

BARBARA FOSTER, AAS,
BSN

- May 2-6: Mon.-Fri., 9am4
pm

- San Francisco: UC Extension
Downtown, 150 Fourth St.
(near Moscone Center at
Howard)

- $595 (EDP 173229)

Scholar shipsareavailable for
public agency employees. Fax
information requeststo (510)
642-9948
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UNIVERSITY OF CALIFORNIA, BERKELEY

CONTINUING EDUCATION IN BUSINESS AND MANAGEMENT Telephone: (510) 642-4231
UNIVERSITY EXTENSION Fax: (510) 642-8683
2223 FULTON STREET

BERKELEY, CALIFORNIA 94720

November 22, 1993
Dear Colleague;

Over the past ten years emphasis has been placed on training emergency preparedness
responders. To date, there have been few programs that focus on the strategic management skills
needed by the contingency planner in business. These skills—in planning, negotiating, and
partnering—have become essentid as responsibility for preparedness has shifted from the public
sector to joint private/public efforts; asthe complexity and nature of emergency response has
changed; and as emergency preparedness itsdf has evolved into a sophigticated, demanding
profession.

Wewould like to invite you to participate in an exciting new certificate program in
Emergency Preparedness Planning and Management offered by the University of Cdiforniaa
Berkeley. Now isthe time to obtain arespected academic credentid in this emerging new
profession.

Our eight course program is unique. It isthe only one of itskind in the country. Each
course carries full academic credit and is offered in afive day intensive format once a quarter, so
you can participate in the program from anywhere in the country. The next series beginsin
January with Strategic Planning and Implementation in Emergency Management. While you can
join the program & any point dong the way, Strategic Planning lays a solid foundation upon
which to build your future coursawork.

This program has been designed for mid and upper level managers. Whether you area
seasoned manager or just moving into this emerging field, the program offers forma academic
preparation as well as practica experience. It focuses on planning for, prioritizing, and
responding to emergenciesto insure rapid business recovery. The program focuses on the
efficient use of internal resources, and how to build sirategic partnerships with the public sector.

We are proud of the fact that this program is firmly rooted in both practice and theory. It
has been devel oped under the supervision of the most prominent public and private emergency
managers in Cdifornia. Indruction is offered by ateam of professona emergency managers,
consultants and academics.

What better way to start the New Y ear than by investing in your future, the future of your

company or public agency, and the future of the people who will depend on you when the next
disaster drikes. Enrall now in the only university-based certificate program in the country in
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Emergency Preparedness Planning and Management. Cdl now (510-642-4231) for more
information or to register for the January class.

Sincerdly,
John Ebersole

Chairman
Department of Business and Management
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EMERGENCY PREPAREDNESS PLANNING AND MANAGEMENT

This unique eight-course program provides you with a strategic per spective
on the planning and management processes for emergency preparedness.

Enroll now with Visa or MasterCard;

call (510) 642-4231 or fax (510) 642-0374.

Strategic Planning and

I mplementation in Emergency
M anagement

X456 (2 semester unitsin
Business Administration)

In this course participants
examine the process of
administering a preparedness
program using the strategic
management process that is
popular in business
environments. They discuss
organizational strengths and
weaknesses by examining
various hazard and risk threats.
Participants examine the threat
analysis process, focusing on
strategies for resource
acquisition and allocation.
Policy and plan development,
goal setting, and the role of
organizational valuesin strategic
decision making are also
covered.

Thiscourseisof particular
relevance for emergency
management professionals who
need to influence the
organizational decision makers
who allocate resources and
determine program
effectiveness. It can also benefit
business managers who need
additional skillsinthe
specialized area of emergency
preparedness management.

COURSE DESCRIPTIONS

Emergency M anagement:
Organization and Structure
X456.1 (2 semester unitsin
Business Administration)

This course provides an
overview of the structure of the
emergency management
function within private and
public sector organizations. It
provides afoundation for
understanding the complexities
and political realities associated
with competing interests and
multiple demands for resources.
Specific attention is given to the
elements of planning, decision
making, policy development,
and emergency preparednessin
an organizational context.
Topics examined include EOC
design and functions, ICS
structuring, mutual aid, crisis
versus day-to-day management,
and roles and responsibility
differentiation. The courseis
intended for experienced
emergency management
professionals who need to
refresh their skills and
knowledge, and for newly
assigned managers seeking to
build afoundation for new
responsibilities.

CrisisInformation
M anagement

X456.2 (2 semester unitsin
Business Administration)

This course focuses on building
and managing crisisinformation

systems, the use of technology
within these systems, and
intelligence collection and
dissemination. Dealing with the
media and various constituent
groupsisalso covered, and the
role of documentation in
emergency response and
recovery is discussed.

Emergency preparedness
planners, managers who have
little background in information
management, and

commu nications specialists with
limited experience in emergency
preparedness will find this
course of particular value.

TheHuman Element in
Preparedness Planning

456.3 (2 semester unitsin
Business Administration)

This course examines the
psychology of crisisfrom both
an individual and a group
perspective. It helps participants
develop the interpersonal skills
for meeting individual needs,
dealing with victims/survivors,
and responding to customers,
community, and external
constituents. Participants will
also learn how to deal with
groups of volunteers and teams
of support service providers.
They will examine the tendency
for conflict to erupt more
quickly in crisis situations and
how to handleit. They will also
look at theimpact of corporate

ucC/B-5



culture on an organizations
capacity to respond and recover
from crisis.

Financial Preparedness
Planning

X456.4 (2 semester unitsin
Business Administration)

This course provides an
overview of contingency and
trade-off accounting; business
impact analysis; paying for
preparedness planning, training,
and response; budget
preparation and techniques for
presentation; critical path and
multiyear budgeting; disaster
economics; and cost-benefit of
risk/responses.

Corporate/Public Agency
Coordination

X456.5 (2 semester unitsin
Business Administration)

This course covers all ocation of
services; issues of access;
communications, transport, and
utility priorities; legal
considerations and liabilities;
political factors, accountability;
communications; systems and
processes; federal and state
agencies-roles and capabilities;
the corporaterolein crisis
response; and emergenciesin
which other than local agencies
arein charge of response.

Operational Recovery

X456.6 (2 semester unitsin
Business Administration)

Thetopics covered in this course
include: safeguarding records;
data protection; site restoration
and relocation planning;
prioritizing allocation of
resources and services;
development of aternative
resources and distribution
systems; resumption/restoration

of revenue production; and
market loss assessment and
restoration.

Practicum

The practicum isan integrative
project combined with an
evaluation exercise which is
designed by the student with the
assistance of afaculty advisor.



Certificate In Emergency Preparedness Planning

Proposed Curriculum

COURSE # COURSE NAME

I Strategic Planning and Implementation
[l Emergency Management: Organization & Structure
" Crigs Information Management

A\ The Human Element in Preparedness Planning
\% Fnancial Preparedness Planning

VI Corporate/Public Agency Coordination

VII Operational Recovery

VIlII Practicum
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STRATEGIC EMERGENCY PREPAREDNESS
PLANNING AND IMPLEMENTATION

University of Cdifornia Berkeley Extenson
Spring 1993
Course Description:

This course introduces students to concepts of Strategic planning and implementation as
gpplied to emergency preparedness. It is intended to enable students to distinguish strategic
planning from other management skills, to make them familiar with srategic planning, and to
provide them with techniques they can use in developing and implementing emergency
preparedness programs.

Because it will be thefirst structured learning opportunity on these topics for some, it
begins with basic drategic planning to provide acommon background for al class members.
After abackground in strategic planning is established, the course turns to basic implementation
and long-term support. The firgt third of the course covers fundamentals. During the mid part,
Multi-hazard Functional Planning isintroduced, and the course trangitions through more
advanced drategic planning to implementation. The ingtruction integrates the knowledge gained
into red world practica Stuations through participative exercises.

Course objectives
Students will gain knowledge of:

1. Policy development.
2. Reasons and methods for setting preparedness godls (often called standards in large
corporations).
3. Objectives of rategic planning.
4. Importance of, and ways to maintain a multi-year focus.
5. A drategic planning process.
6. Theroles of managersin strategic planning and implementation.
7. Recognizing organizationd vaues.
8. Threat andyss and ranking methods.
9. Waysto determine internd strengths and weaknesses.
10. Stepsto develop emergency preparedness program plans.
11. How to acquire and allocate resources and logistics.
12. Panning for crises with and without warnings.
13. Implementing preparedness programs.

Working as management teams, sudents will develop illsin:

1. God Hting.
2. Egablishing objectives.

uc/B-8



Copyright
© University of California

Integrating a multi-year focus during planning.

Fadilitating srategic planning.

Integrating organizationd vaues into planning.

Andyzing and ranking threats.

Determining an organization's interna strengths and wesknesses.
Deveoping an emergency preparedness planning outline.

N0~ W

Ingtructiona Methods:

I.  Reading sglect business periodicals articles before the first sesson will provide a
basisfor early participative discusson. Timely articles gppearing in the business press will
continue to be reproduced and assigned for discussion as opportunities present during the course.

I1.  Lectureswill be linked to assigned reading in order to impart knowledge early in the
course. In addition to the principa lecturer, lecturers from a pool of diverse business cultures
will be chosen for their expertise and stature. The instructor will link lectures to the course
objectives. Reading assgnments in the texts will continue through the course.

. Studentswill use case studies and projects to apply course principles. These will
challenge students who are o active managers and reinforce learning by timely gpplication.
The teams will: read and present problem andyses, form management teams to develop
dternative solutions, present them, and facilitate class discussions to choose a solution.

IV.  Anout-of-class reading assgnment and report will permit students to pursue specific
aress of interest while expanding their knowledge of materid not specificadly covered in dass.

Expected Learning Outcomes:

Students will become familiar with business literature ranging from contemporary Harvard
Business Review articles to text authors with the stature of Peter Drucker and with books
consdered classics because of their continuing vaue in business management. They will gain
experience by integrating that information in emergency preparedness project management.

Students will benchmark knowledge about Strategic planning and hone presentation skillsused in
trangtioning from drategic planning to implemertation; they will also get practice as facilitators
of group discussons on planning and implementing organizationd preparednessin thislow

threet environment.

Students will gain ingght into motivations of senior executives who approve emergency
preparedness projects.

Students will develop and review srategic planning and implementation presentations applicable
to the red business world.
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Subject Matter Outline:

Policy Development

Values of emergency preparedness to corporations
Strategic planning vs. other management techniques
Tie drategic planning to corporate vison statement

Corporate vison statement ) basis for policy development
Corporate mission statement)

Scenarios asinitiators of strategic planning part of emergency preparedness - quiz.
Policy’slogica deve opment from grategic planning

Expand policy development:
Impact factors integrated to policy leve risk analyss

Goal/Standards setting—reasons and methods connectivity - senior management’s
continuing active support

Sdlecting objectives.
In support of goag/standards
Practical recommendations
Capture others' objectives to obtain support

Red world examples:
Objectivesin drategic planning

Introductions:
Bases for multi-year planning
Strategic planning technique
Expectations for managerid staff support
Implementation fundamentals

Reviews
Strategic planning objectives
Implementation fundamentals

Student teams assgnments:
Consider scenarios requiring strategic planning
Research bases for strategic planning
Develop basis for drategic planning
Strategic planning process
Presentations to the class

Introduce maintaining multi-year focus
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Tieto god/standard setting and senior management’ s ongoing active support
Staffing patterns
Research and scenario development
Response to policy, through training and incorporation into routine
planning
Program maintenance level

Student teams presentations.
Bassfor drategic planning
The drategic plan
Lead class discussions - select strategies

Review implementation
Students choose reading for reports
Recognizing and gpplying organizationd vaues during srategic planning and
implementation
Determining interna sirengths and wesknesses
Trangition
Review to date.
Risk anadyss'threat ranking methods quiz.

Student teams assgnment:

Develop arisk andysis based on actud hazard identification and impact data,
then make a class presentation.

Introduction to multi-hazard functiond planning as a systematic method to develop
emergency plansand to integrate:

Mitigation

Preparation

Response

Recovery
Student teams' presentations.

Risk anayses'threat rankings

Implementation
Student teams assgnments:
Review and discuss prior srategic planning - incorporate:

Organizaiond values
Internd strengths and weaknesses
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Acquiring and alocating resources/logistics.
Panning for crises

With warnings

Without

Student teams assgnments:
Outline corporate emergency plans

Student team’ presentations:
Emergency preparedness programs outlines matching implementation strategies

Review and discussion of entire course as desired by class.
Post-course

Reading reports
Develop implementation Strategy
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Readings:
Pre-Cour s&:

“AreYou Ready to Meet a Disaster?’
Virgil M. Dissmeyer, in Harvard Business Review, May-June 1983
HBR reprint no. 83302. 7 pp.

“AreYou a Strategist or Just aManager?’

Hans H. Hinterhuber and Harvey A. Thomson, in Harvard Business Review, January- February
1992

HBR reprint no. 92104 8 pp.

Emergency Preparedness and Response Program
(planning standard - bookl et)
Pecific Bell, 1989. 134 pp.

During the course:

The Art of The Long View - Planning for the Future In an Uncertain World
Peter Schwartz

A Currency book (Doubleday, New Y ork) 1991; 258 pp.

ISBN 0-385-26731-2.

“Planning as Learning”
ArieP. de Geus, in Harvard Business Review, March-April 1988
HBR reprint no. 88202. 4 pp.

Reader

“ Multihazard Functional Planning Guidance’, Loren Fieds
State of Cdifornia Office of Emergency Services

Ed. John Laye, Moraga, 1992; 65 pp.

Getting the Job Done—Managing Project Teams and Task Forces for Success - Revised Edition
W. Alan Randolph and Barry Z. Posner

Prentice Hall, New York, 1988 & 1992; 142 pp.

ISBN 0-13-616285-1.
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Bibliography:

Public Administration: Concepts and Cases
Sillman

Houghton-Mifflin Co., New Y ork; 542 pp.
ISBN: 0-395-59015-9

Risk Analysis and the Security Survey
James F. Broder, CPP

Butterworth Publishers, Boston 1984, 235 pp.
ISBN 0-409-95085-9

The Art of War

SunTzu-Ed. James Clavdl

Ddl Publishing (Bantam Doubleday Dell, New Y ork) 1988; 82 pp.
ISBN 0-385-29985-0.

The Prince
Nicolo Machiaveli-Trans. W.K. Marriott
Grest Books of the Western World No. 23 (Encyclopedia Britannica, Chicago) 1952; 37 pp.

The Mind of the Strategist

Kenichi Ohmae

McGraw-Hill, Inc., New Y ork; 283 pp.

ISBN: (paperback); 0-07-047004-6
(hardcover); 0-07-047595-4.

Emergency Management: Principles and Practice for Local Government
Ed. Thomas E. Drabek
International City Management Association, Washington D.C. 1991; 353 pp.
ISBN 0-87326-082-1.

Corporate Tragedies Product tampering, Sabotage, and Other Catastrophes
lan |. Mitroff and Raph H. Hilmann

Praeger Publishers, New Y ork, 1984; 140 pp.

ISBN 0-03-064104-7.

Project Management — How to Plan and Manage Successful Projects
Joan Knutson and Ira Bitz

AMACOM, New Y ork, 1992; 250 pp.

ISBN 0-8144-5043-1.
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“EMERGENCY MANAGEMENT ORGANIZATION AND STRUCTURE”
X456.1

COURSE DESCRIPTION

This course provides an introduction and an overview of emergency management organization in
the public and private sectors. It provides the foundation upon which the student will develop an
understanding of the complexities and the politica redities of emergency management
organization in the corporate and government cultures. The course isintended to dissect the
multiple eements of corporate emergency management organization and structure. The
development of acomprehendve emergency management organizetion involves many layers of
planning and an in-depth knowledge of the manner in which each portion of the planning process
fitsinto the whole. Specifically, the course will ded with the physica dements of disaster
planning, disaster decisonmeaking including fidd, adminidrative, and policy level decison
meking, and the components of emergency management program development.

The course will benefit emergency management program professonds involved in pursuing
emergency management.

COURSE OBJECTIVES:

Students will develop an understanding of:
Disaster decison making at dl levels of an organization
The criss team and organizationa management interface
Day-to-day responshilities and relationships versus disaster only respongbilities and
relationships
Physica planning and organization (plan formatting)
Emergency Operations Center design and function
Incident Command System structure and operation
Mutua Aid agreements
Review of planning Structures-private and public

INSTRUCTIONAL METHODS:

This course ingructor will present didactic materid which covers key points related to the class
subject matter. This materia will be reinforced on apracticd leve in severd ways.

Pre-Course Reading: The students will be asked to read identified materid prior to arriving for
the course. Thiswill facilitate course learning asit will create a foundation upon which the
course will build.

Small Group Process: The groups of sudentswill be responsible for developing amode
emergency management program for a hypothetica emergency management organization. Each
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student will be assgned to the same project group for the duration of the course. The groups will
develop al agpects of a comprehensive modd emergency management program including
program formatting, program advisory structure, planning document outlines, plan and program
maintenance and training. The project parts will parale the course teaching points. Each group
will be responsible for making a presentation on the last day of class. Some time will be required
each day for project organization and discusson, this may involve some of our classtime.

Sudent Expertise: The sudents, many of whom are practitionersin the field of emergency
management, will be encouraged to discuss and andlyze their own emergency program
information and experiences.

Guest Lecturing: Locd emergency program managers and professionas will be utilized as
speaker resources as available and appropriate.

Independent Research Paper: A post class meeting assgnment will be given to the sudents.
They will be assgned aresearch paper dedling with an existing corporate or loca emergency
management program. The program of their choice cannot be one in which they are currently
employed. The students will be asked to andyze the program in terms of gpplicability for the
perceived needs, identification of the organizational components and the program structure, an
assessment of the viability and success of the program, and recommendations for changes to the

program.

EXPECTED LEARNING OUTCOMES:

Students will be exposed to the theoretical basis for successful emergency management
organization and structure. These theories will be presented from current literature and first
hand knowledge.

Students will contribute to the development of a mode emergency management program.
The development of the modd will provide each student with an opportunity to consider al
levels of the program including criss management teams, day-to-day emergency
management program adminigtration and the interface with top management. Basic
theoretica issues including program roles and relationships will be explored and presented
through this process. The dilemmas of day-to-day program devel opment and reporting and
the changing role in crisis management will be examined.

Students will be able to analyze and critique an exisling emergency management program.
Thisandysswill indude an in-depth look at the organization and structure of the program,
the components of the program in terms of its gpplicability to the perceived threet,
appropriateness for the organization, integration throughout the entire organization, and
program management and executive level support.

Students will have read a collection of current literature dealing with the subject maiter. After
reading the literature and listening to lecture materid students will be able to incorporate the
lessons learned into: 1) their model emergency management project, 2) into an andysis of a
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program for their post-course project, and 3) into their day-to-day emergency management
environmen.

Students will be given an opportunity to discuss the emergency management programs they
have been apart of or have seen in passing. This subject areais young enough that current
literature does not include an abundance of good case studies and/or a comprehensive
gpproach to organization and structure, thus a moderated exchange of experience will be
included as appropriate.

The students will learn from subject experts from loca corporations and government. These
practitioners will be used as resources for specific topics throughout the course and will
present actua gpproaches to problems associated with emergency management organization
and structure.

GRADING WILL BE BASED ON:

Smadl group modd emergency management Prograim..........ceeeeeeeereereeseeenne 40
(@55 o7 g (o] o [0 o S 20
Analyss of alocal emergency management Prograim...........eeeeeeeerereesreneennes 40

CLASSACTIVITIES:

I.  Classoverview, expectations and introductions. Emergency management programs. overdl
program components to include building planning; Ste planning; recovery planning;
emergency operations center planning; disaster decison making.

[1.  Thepalitics of emergency management program implementation: Gaining upper
management support; vishility throughout the organization; making things happen; day-to-
day program management; crisis management; policy leve management; “trickle-down”
authority.

[1l.  Emergency operations center design and functions. Physical location(s); use of dternates,
activation criteria; natification of activation; floor planning; operations, coordination and
policy decison making; designs that work; functiond groups.

V. Emergency operations center information management: maps, displays, communications,
use of computers, message forms, disagter information dissemination.

V. Incident Command System (ICS): history; structura components, common usage; politics
and ICS.

V1.  Command posts, ICS, and emergency operations centers (EOC'’ 9): unified field command —

and interface with the emergency operations center; problems with the incident command
system and the emergency operations center; applicability to organizationa culture,
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VII. Mutud Aid: treditiond government mutua aid; recent turmoail around mutud ad,
corporate mutua aid; legal consderations; mutua aid interface between corporations and
locd government.

VI1II. Employee program orientation and training: importance of a comprehengive program
orientation; employee role clarification srategies, employee family preparedness; family
disagter notification consderations.

IX. Disaster Recovery Planning: Components of recovery planning; organizing to recover;
trangtion from operations to recovery; case studies in recovery.

X.  Group project work and presentations.

COURSE TEXT AND REFERENCE MATERIAL

“Corporate Comprehensive Earthquake Preparedness Planning Guiddines,” Southern Cdifornia
Earthquake Preparedness Project, September 1988.

“Emergency Planning- A Guide for Business and Industry”, Student Text, Emergency Response
Ingtitute, Inc., 4537 Foxhall Drive, NE, Olympia, WA 98506.

“ Earthquake Preparedness Training for Businesses’ Bay Area Regiona Earthquake Preparedness
Project, June, 1990.

“Emergency Management Principles and Practice for Loca Government”, Internationd City
Management Association, 1991.
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CrigisInformation Management X456.2
Course Description

This course provides an overview of grategic and tactical communication in criss Stuations and
how to integrate the communication planning function in emergency preparedness planning for
corporations and government agencies. The course will explain and demonstrate how basic
communication planning can enhance overall operationd response to an emergency.

The class will explore principles of communication theory and how they apply in practice.
Starting at the dtrategic leve, the course will address setting objectives, defining audiences,
creating messages, selecting vehicles and gathering feedback as key components of successful
communication. The class dso will demongrate and involve sudentsin the tectica
implementation of these same eements.

In gpplying these tactics, the course will address the high-tech/systems side of communication,
as well as the human aspects.

Cour se Objectives
Students will gain knowledge, understanding and practice in:

theories and components of communication.
the relaionship of communication to operationd criss management and the
different roles each plays.

o thebendfit/risk of communicating or not.
the integration of corporate objectives and vaues in communication and
emergency response planning.
the process of setting communication objectives and Strategies.
audience/messagelvehicle andysis and identification
gathering feedback in support of ongoing communication.
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I nstructional M ethods

Pre-Course Reading Selected reading from textbooks, business periodicals and generd
interest press will provide afoundation context for class discussion.
Students aso will be asked to bring a copy of their employer’s
communication plan for emergencies.

Lecture As an extension to the reading and a catdyst for group discussion, the
instructors and selected guest lecturers with specific expertise will
make presentations throughout the course.

Videotapes Excerpts from commercid training tapes, current and classc broadcast
clipswill illustrate specific learning points.

Small Group Exercises Studentswill create respond to criss Stuations using companies
developed for the classin Emergency Management Organization
Structure (Spring 1993, X456.1).

On-Camera Experience In various Stuations throughout the class, (ambush interview, press
conference, planned one-on-one,) students will practice
communication techniques on camerain a supportive environmern.

Student Projects Using the communication plans they were asked to bring in from their
employers, sudentswill critique these plans and suggest

improvements. They will develop a communication plan for the
company they crested and useit in the small group exercises.

L ear ning Outcomes

Students will be better able to integrate communication, emergency response and management
functionsin acriss.

Students will become familiar with different types of communication media (internd, externd,
print, electronic), their different needs and characterigtics.

Students will gain practical experience in deding with the media through on-camera experience
and in-dass critique.

Students will receive sample plans, forms and support materids to use in their organizations.

Students will become better communicators in generd, learning skills they can goply in their
day-to-day jobs.
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Subject Matter Outline

V. Audiences
A. Types—who arethey
B. Rdationshipsand overlap between audiences
V. Messages
A. Types—what do you say
B. Consigtency with objective and Strategies
VI. Vehides
A. Types
B. Back-up systems
C. Roleof technology and equipment
VII. Feedback
A.  Management of information/information for management
B. Timefactors
C. Documentation
VI Summary

Crigs Communications in Perspective
A. Whaisacrigs
1. Examples
2. Reactions
B. Why communicate during acriss
1. Control of information
2. Cod bendfit andyss
C. Exampleof crisscommunication
Communication Theory
A.  Sender/receiver models
B.  Under norma circumstances
C. Incrigsmode
Setting objectives and designing strategies
A. Corporate objectives, values and strategies
B. Crigsspecific objectives, vaues and drategies
C. Integraing them dl
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ASSIGNED READING

Corporate Tragedies, Product Tampering, Sabotage, and Other Catastrophes
lan 1. Mitroff and Ralph H. Kilmann, 1984
Prager Publishers, CBS Educationa & Professona Publishing
CBS, Inc.
531 Ffth Avenue
New York, NY 10175
ISBN 0-03-064104-7

Reproduction rights will be needed.
Required Reading: Introduction, Chapters 5 and 8

Crisis Communication Handbook
Communication Bank
Internationd Association of Business Communicators
One Hdllidie Plaza, Suite 600
San Francisco, CA 94102
(415) 433-3400
Reproduction rights will be needed.

Required reading:
p. 27 “Crigs Communication: My View: Sometimes just say no, but most
often say yes’
pp. 31, 32 “Crids Communication: If It Had a Precedent, It Wouldn't be a Crisis’
pp. 33, 34 “Report to our Shareholders’
pp. 57 - 60 “Communicating with Employees During a Time of Tragedy”
pp. 61 - 67 “Crids Communiceation Paper—Schweppes’
pp. 108, 109 “Questions Y ou Can Expect”
On The Soot
Dow Corning Corporation

Midland, M1 48686-0994
Reproduction rights will be needed.
Required Reading:
pp. 1-5, 1-6 “Defining Crigs’
pp. 1-12-1-14  “A Model Code of Conduct”
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Emergency Management: Principles and Practice for Local Government*
editors, Thomas E. Drabek and Gerard J. Hoetmer

* Thisisthe text used by Carolyn Hay-McMullen in her class, so they should haveit.

Required reading:

pp. 93 - 97 Postdisaster communication and
Postdisaster impact of the media
pp. 318, 319 Perception of risk and communication

Supplementary reading will be assgned in class as necessary.
IN-CLASS VIDEO SUPPORT

A representative sample, al to be provided by The Communication Center:

The Newhart Show Stage setting

Interviews from various news and Examples of good and bad

talk shows interviews, the role of preparation

Firg Interstate Fire Response Step- by-gep through acriss

In-class, on-camera video experiences ohpepo;t(gl?itieﬁfor class members to practice
tharr xills

ANTICIPATED GUEST LECTURERS

Bud Coale, National Saes Manager, NovAlert
Subject: Communication systems and vehicles

Pete Olinger, Lockheed Corporation, Emergency Manager
Subject: Managing information

William Ihle, Vice President, Nationd Medica Enterprises
Subject: What the media wants

Mary Ellen Ittner, Public Affairs, PG& E
Subject: Speaking to different audiences
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Sources for selected readings from Crisis Communication Handbook, published by the
Communication Bank
Internationa Association of Business Communicators
One Hdlidie Plaza, Suite 600
San Francisco, CA 94102
(415) 433-3400

“Crigs Communication: My View: Sometimes just say no, but most often yes’
written by Martin Arnold
Source: |ABC Communication World, June 1989

“Crigs Communication: If It Had a Precedent, It Wouldn't be a Criss’
written by Albert J. Tortordla
Source: | ABC Communication World, June 1989

“Report to our Shareholders’, no author citied
Source: Exxon Corporation, no other reference provided

“Communicating with Employees During a Time of Tragedy” written by Lynn Fisher and
William Briggs, Ed.D.
Source: | ABC Communication World, February 1989

“Crigs Communication Paper—Schweppes’ written by Diane M. Plummer, then Manager of

Corporate Public Affairs Dept., Cadbury Schweppes Pty., Ltd.*

Source: paper presented to IABC Conference, London, England, July 16, 1987
*most recent address Dianne M. Plummer
Managing Director
DMP Public Affairs Consulting
16 Young Street
Brighton, Victoria
3186 Audtrdia
“Questions Y ou Can Expect”
Source: C& P Teephone Company’s Criss Communication Plan, Revised

December 10, 1991

Contact Michad L. Ddey
Manager, Media Rdations & Corporate Communication
1710 H Street, NW, 5 Floor
Washington, DC 20006 (202) 392-1021
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THE HUMAN ELEMENT IN PREPAREDNESS PLANNING X456.3

COURSE DESCRIPTION:

This course provides an overview of how people behave during disasters. This knowledge
gives the disaster planner and manager aredistic view of what to expect in adisaster, how to
plan accordingly, and how to manage more effectively a disaster. This course will ddlinegte
basic philosophies of planning and response based upon the scientific disaster research
literature. Generd issues of planning and response are the same for al organizations.
However, the course will provide examples for students from both the public and private
Sector.

EXPECTED LEARNING OUTCOMES:

1) Studentswill learn the basic behaviora responses of people in disaster. The course will
focus on behaviors of emergency managers, emergency responders, and victims.

2) Studentswill be exposed to current and key readings related to the human ement in
disagter planning. In addition, they will be made aware of various types of resources
avalable to them.

3) Studentswill be able to take their classroom knowledge and gpply it. Thiswill primerily

be accomplished through readings, discussions, and atable top exercise at the end of the
class.

CLASSUNITS:

I. ClassIntroduction
A)  Gredtings and Introductions
B) Overview of Course

I1. Reading from the Same Sheet of Music
A) What isaDisagter?
B) Phasesof Disaster

Reading: Introduction, Drabek and Hoetmer
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Disagter Myths—Individudsin Disaster
A) Panic and Hysteria
1) Inclosed places
2) Disader warnings

B) Looting

C) Menta Hedth Issues
1) Vidims
2) Responders

D) Massve Shdtering
1) Wheredo victims go?
2) Rolesand functions of shdters
E) Disasters Strike Victimsa Random
1) Who arethevictims?
2) The poalitical economy of disasters

Reading: Chapter 1, Drabek and Hoetmer
Neal, 1990, “ Human Behavior in Disaster...”
Neal, 1991, “ Mental Health Issues...”

. Disaster Myths—Organizationsin Disasters

A) Agent Specific Planning
B) Role Abandonment
C) Command and Control
1) Assumptions
2) Problems
3) Theflexible modd dternative
D) MassConvergence
1) Crowd control
2) Organizing and managing volunteers
E) Computers

Reading: Drabek and Hoetmer, Chapters 2, 8
Neal, 1991, “ Organizational Response...”

Y our Own Plans—A Hands on Andyss
A) Discusson of Students Plans

1) Good aspects of plan

2) Poor aspects of plan
B) What Makesa Good Plan?

1) Plan asapiece of paper

2) Planning as a process

Reading: Drabek and Hoetmer, Chapter 7
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V1. Civil Disturbances and Disaster Planning
A) Indicators and Conditions of Civil Disturbances
B) Panning for Civil Digurbances
C) Conddering Your Own Fecility

VII. Rumor and Disaster—Getting out the Truth
A) Cdl of Rumor
B) CaseSudies
C) Examplesfrom Students
D) Solutions

VIII. Getting the Boss Attention
A) Before Disaster Strikes
B) After Disaster Strikes

IX. Deding with Conflict
(guest lecturer)

X. TableTop Exercise
Class memberswill participate in atable top exercise. The purpose of this exercise will
focus on applying key concepts learned from the course.

XI. Debrief of Exercise

XII. WhereDo | Begin?
A) Strategies
B) Sourcesof Information

XI. Summary and Closure
CLASSFORMAT:

Various methods will be used during the week. At some times, emphasis will bein lecture
format. At other times, class discussion. Discussions should integrate reading materids and
your own persond experiences. Ingtruction will use visud ads (e.g., photographic dides,
overhead dides, video) to illustrate points during lectures or discussons.

GRADES:

30% Three response papers on any substantive unit discussed in class. Each paper will be
no longer than two typed pages (due one week after class).

30% Andysis of Disaster Plans for Company (due one week after classis ove).

20% Paper on disaster exercise focusing upon participants view of events (due two
weeks after class).

10% Group presentation on disaster exercise.

10% Class participation.
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READING MATERIALSAND ASSIGNMENTS:
Beow are listed the reading materias for the course. Specific reading assgnments related to
course materias are listed above in the course outline. Mot of the materia should beread in
advance of the course, and then briefly reviewed the night before each mesting.
Assigned Readings

Drabek, Thomas E. and Gerdd Hoetmer. 1991. Emergency Management: Principles and
Practices for Local Government. Washington D.C.: ICMA.

FEMA. 1998. The CEO's Disaster Survival Kit. Washington D.C.: FEMA.

Ned, David M., 1990. “Human Behavior in Disagter: Fact and Fiction,” Contingency Journal
1(2): 60-61.

Ned, David M., 1991. “Organizationa Response during a Disaster” Contingency Journal 2
(2): 52-53.

Ned, David M., 1991. “Mental Health Issues Following a Disaster” Contingency Journal 2
(4): 36-37.

Supplemental Readings Provided
Neal, David M. 1991. “Long- Term Disaster Recovery,” Contingency Journal 2 (1): 22-23.

Ned, David M. 1990. “Disaster Warnings: Stay Tuned to Y our Business,” Contingency
Journal 1 (3): 60-61.

Nedl, David M. 1990. “ Short-Term Recovery from Disaster,” Contingency Journal 1 (4): 39-
40.

Nedl, David M. 1990. “ Preparation, Experience, and Response during the San Francisco
Earthquake,” Contingency Journal 1 (1): 57-59.
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Course Objectives:
Students will develop an understanding of:

How to secure management support, financia commitment, and human resources for the
development of an emergency management program.

How to conduct businessimpact andyss for both private sector and public sector
organizations.

How to determine the costs for individua components of the emergency management
program.

How to prepare budgets and determining critical components to keep the process on track
over multi-year budgets.

How to determine the costs of goods and services in the post-disaster environment and
how to plan and budget for these eventudities.

How to analyze disaster risk, appropriate responses, and the cost benefit of various
options.

How to andyze the strengths and weaknesses of Business Interruption Insurance.

How to prepare for the careful documentation requirements for reimbursement by FEMA
following Federdly declared events.

How to utilize consortium schemes for emergency management.
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I nstructional M ethods:

The course ingtructor will present didactic materia which covers key points related to the class
subject matter. This materid will be reinforced on a practicd leve in severd ways

Pre-Cour se Reading:

The students will be asked to read identified materid prior to arriving for the course. Thiswill
fecilitate course learning asit will creste afoundation upon which the course will be built. This
reading will include books mentioned in this syllabus as well as a prepared reader giving
examples of various kinds of plans and budgets.

Small Group Process:

The class will be broken down into 5 groups each of which will be responsible for developing a
modd financid judification for their particular hypothetical emergency management
organization. The 5 groups will represent 3 public sector types—Federa (or State), County, &
City; and 2 private sector types—Large, complex corporation, & medium/smal organizations.
Each student will be assigned to the same project group for the duration of the course.

The groups will develop dl aspects of afinancid judtification for the emergency management
organization of their group. The project parts will paralld the course teaching points. Individua
students will be responsible for development of discreet portions of the total group effort. Each
group will be responsible for making a presentation on the last day of the class. Some time will
be dlotted each day for project organization and discusson.

Student Expertise;

The students, many of whom are practitionersin the field of emergency management, will be
encouraged to discuss and andyze their own emergency program financid and budgetary
information and experiences.

Guest L ecturing:

A vaiety of emergency management professonds from public and private sector organizations
will be brought in to provide their unique view point where gpplicable.

Independent Resear ch Efforts:

Each student will be respongible for a discreet portion of the smal group presentation. These
individuad assgnments will be determined based on the size of the smal group and the particular
type of organization they are working on. These assgnments will be made following group
conaultations with the ingtructor.
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Cour se Segments:
I ntroduction

A brief introduction of the tools necessary to judtify the cost of the development of an emergency
management process in relationship to existing on-going processes within their agencies or
organizations such as srategic planning, cost-accounting, labor reations, etc. The introduction
will dso briefly discuss the course segments, requirements for student participation and projects,
readings, and grading.

Business Impact Analysis

Business Impact Analysis provides two important roles for the emergency management
professond. The initid pass provides important data for convincing senior management of the
importance of the emergency management planning process and helps justify the commitment of
human and financia resources to the project.

Once the senior management buy-in has been secured, businessimpact andysiswill be
conducted on amore in-depth fashion in order to understand fully the financia ramifications of
the impact of particular disaster events and the mitigation strategies necessary to dleviate their

impact.

Examples of both ““hard dollar” (figures directly taken from the bottom line) or “ soft dollars’
such as reduced productivity, low morae, absentegism, stress, unrest, negative public opinion,
etc. will be explored. Discussons will include approaches for private sector and public sector
organizations and will give rlevant examples for avariety of organizationa sizes and types.
Students will be asked to read Crisis & Management: Planning for the Inevitable by Steven
Fink.

Paying for Preparedness

Many individuas asked by their managers to develop an emergency management plan have
limited experience in thisfield. Therefore, an important ssgment of this course will be an
exploration in the cogts of developing segments of the emergency management program such as.

Planning
Traning
Response
Recovery

Examples will be given from both public and private sector emergency management efforts.
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Budget Preparation

Once the emergency management professional has an understanding of the cost components of
the emergency management process under consideration, abudget can begin to be assembled.
This segment will help students andyze the emergency management processin terms of
workable components that can be costed out so that ongoing progress can be achieved spread
over atime period which reflects the budgetary cycles and financid redlities of their particular
organizations or jurisdictions. Examples of budget preparation and presentation will be given,
but students will be encouraged to develop their budgets modeled after the methods utilized in
thelr own organizations.

Disaster Economics

The cogt of conducting business activities and securing materials and professiona servicesrises
precipitoudy in the period immediatdy following a disaster. While there are some efforts by
governmental agenciesto redtrict * price gouging,” Smple supply and demand forces drive the
cost of materia and services higher within the disaster area, and to some extent within the region
asawhole. This segment of the class will examine the nature of disaster economics and methods
for reducing the impact of these forces on organizations through pre-planning, pre-disaster
contractua arrangements, and stockpiling of certain materids.

Cost Benefit of Risk/Responses

Risk perception is a difficult and complicated issue for policy makersin both public and private
sector organizations. Without attempting to provide a full semester course in probability and risk,
this course segment will examine some of the misconceptions of people regarding risk and the
implications for decision making. These misconceptions are particularly important when
considering the risks of disaster events and their secondary impacts. This discusson will then
continue into the issue of cost benefit analysis of particular types of responses for particular
types of risksin order to improve the ability of the emergency management professond to better
sructure the plan and budget arguments for presentation to senior management. Students will be
asked to read portions of Taking Risks. The Management of Uncertainty by Kenneth R.
MacCrimmon & Dondd A. Wehrung and Decision Making: A Psychological Analysis of
Conflict, Choice, and Commitment by Irving L. Janis and Leon Mann.

Business I nterruption Insurance

Many private sector companies rely on business interruption insurance as a means of mitigating
some of the impact of disasters on their operations. This course segment will provide a brief
review of these kinds of insurance policies and describe their strengths and wesknesses. Typicdl
policies will be reviewed.
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Federal Disaster Aid

Recent mgjor disaster events such as Hurricane Hugo, Hurricane Andrew, the Loma Prieta
Earthquake, and the Berkeley-Oakland Hills Fire have provided striking case histories about the
importance of careful record keeping by loca government agencies in order to be reimbursed by
the Federa Emergency Management Agency in Federdly declared events. This segment of the
course will review the kind of record keeping that is necessary and training programs to be
developed prior to the onset of the disaster so that personnel will be equipped to handle these
complex issues when the disaster occurs. A guest lecturer from FEMA will be invited to make
this presentation.

Consortium Schemesfor Emergency Planning, Response & Recovery

The complexity of emergency response and recovery activities following mgor disasters and the
extreme demand for materid, equipment, and skilled personnd by multiple jurisdictions and
private sector corporations within alarge region have produced some innovative relationships
between jurisdictions and corporations. This course segment will review examples of these
disaster consortiums and explore their strengths and weaknesses. Guest speakers from the
relevant agencies and companies will be secured.

Group Project Work and Presentations

The find meeting of the course will dlot abrief period for the groups to finish their projects and
coordinate between their members. Presentations will then be made by each group to the class as
awhole and invited guests.

Grading will be based on:

Small group modd financid judtification devEOPMENt ..........ccoviierirereeee e 40%
Individual student discreet project Preparation.............ceceeveeeeeseeseeieseese e ee e 50%
Class participation and atenOaNCe. ...........ooiiiririre e 10%

Course Text and Reference M aterial

Taking Risks: The Management of Uncertainty by Kenneth R. MacCrimmon & Donad A.
Wehrung, Free Press, 1986.

Strategic Planning, George Steiner, Free Press, 1989.

Crisis Management: Planning for the Inevitable by Steven Fink, Amacom, 1989.
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CORPORATE/PUBLIC AGENCY COORDINATION
COURSE DESCRIPTION

This course provides an examination of the theoretical and practica aspects of inter-and multi-
agency coordination and mutual assistance during each emergency management phase. The
course explores the interna and externd factors that influence multi-agency coordination efforts;
actua and potentia interdependencies; and intra- and inter-public/private sector coordination and
mutual assstance modds. Participants will obtain aworking knowledge of each model and
emphasis will be placed on applying these modd s to specific government and business
environments.

COURSE OBJECTIVES
Students will acquire an understanding of:

1.  Theconcept of coordination, including mandated versus voluntary coordination, and
factorsthat facilitate and impede inter- and multi-agency coordination efforts.

2. Emergency management organizationd structuresinterfaces of federd, state, locdl
governments, and business organizations.

3. Typesof emergencies, levels of response, and forma disaster declarations, and how these
influence public/private sector coordination.

4.  Authority and responshility for command and control of multi-agency incidents.

5. Regiond Multi-Agency Coordination System (MACY) asit rdates to Incident, Unified and
Area Command Systems and Emergency Operations Centers.

6. Potentid sources, interdependencies, and dlocation control authorities and mechanisms for
essentid disaster response and recovery resources, including lifdine utilities,

7.  Legd, regulatory, contract, and financia obligations associated with resource sharing
during declared disasters.

8. Formsof formd and informa mutua assistance agreements, including the components of
each.

9. Theutilization of planned and spontaneous voluntary agencies and individud volunteers
during disasters.

10. Alternative gpproaches for implementing inter- and multi-agency coordination plans and
agreemerts.

11. Public and private sector information exchange and networking resources.

12. Methodsfor evauating the effectiveness of coordination plans and mutua assistance
agreements.
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INSTRUCTIONAL METHODS

Reading Assignments Students will be given specific reading assgnmentsto review
theoretica background and practical case studies to prepare for
in-class presentations and discussons. Reading selectionswill be
drawn from emergency management related text books,
monographs, journals, a course reader, and other published
documents. Press and other reports concerning actua recent
emergency eventswill so be utilized.

Video Presentations Video presentations will be utilized to introduce topical issues
and actud incidents for in-class review and discussion.

Lectures Each dasswill include lectures by the principd ingructor and/or
subject-specidist guest lecturersto review theory, coordination
models, and key issues associated with the topic(s) to be covered.

Small Group Discussions  Throughout the course, smal groups of students, acting asa
coordination planning group, will be assgned planning scenarios,
problems, and case studies for in-class review and discussion.
Each group will be expected to identify inter-agency coordination
requirements and suggested methods, interdependencies, and how
legd, financid, and politica implications might be addressed.

Each group will present its findings to the class to identify
aternative coordination resources and strategies. Group
composition will change from classto classin order to expose
students to diverse views and group facilitation processes.

I ndependent Project At the beginning of the course, each student will be assigned a
theoretical government, business or industry for which he/she
must develop a coordination plan as afind paper. Throughout the
course, each student will be required to represent the assigned
organization's perspectivein al smal group discussons. Specific
readings and research on the designated organizations will be
assigned for each class.
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EXPECTED LEARNING OUTCOMES

O  Studentswill possess aclear understanding of the emergency management structures and
interfaces of government and private sector agencies, and will have identified potentia
public and private sector coordination information exchange and networking resources.

O  Studentswill have the knowledge necessary to develop a draft multi-agency coordination
plan and mutual ass stance agreement(s) for their respective agencies, and will recognize
dternative methods for implementation and evauation.

(A  Asareallt of the smdl group discussons, sudentswill gain practica experiencein the
group planning and problem-solving processes required for implementation of an effective
mullti-agency coordination plan and progressive exercise program to evauate the plan.

GRADING CRITERIA

Class ATENTANCE. ........coeriirereeee e e 10%
Class PartiCiPatioN..........cccueeieeiieeiiee e csieesee e e see e e e sneens 15%
Small Group CoNtribULION..........ccerirerereeeeeeee e 25%
Independent ProjECE..........ooovererire e 50%

CLASSACTIVITIES

Class 1 Student introductions; review course content, expectations and learning
outcomes, make specific sudent bus ness/government assgnments,
review coordination theory; discuss the forms of coordination
appropriate for each emergency management phase.

Class 2 Review public and private sector emergency management organizationa
sructure and interfaces, types and levels of emergencies, disaster
declarations, command and control function, and emergency authorities
and powers, video presentation: “ Quake ‘89 — Interdependency” (15
min.); assgn out-of-class reading and research.

Class 3 Review lifdine utility vulnerabilities and inter-dependencies; identify
essential disaster response and recovery resources for each designated
business/'government; identify potential sources and the externa
influences that could affect the availability and alocation of these
resources.

Class4 Review legd, regulatory, contract, and financia obligations associated
with resource sharing; discuss examples of postive and negdtive inter-
and multi-agency coordination efforts; smal group case study
discussions to apply reading/research assgnments; assign out-of-class
reading and research.
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Class5 Review Unified Command and Regiond Multi-Agency Coordination
System (MACS) concepts of operation at incident and EOC levels,
discuss pogtive and negative examples of multi-agency coordination in
actud incidents.

Class 6 Video presentation: “National Communication System”, (9 min.);
discuss public and private sector information exchange and resource
network examples, smal group case study discussonsto apply
reading/research assgnments; assign out-of- class reading and research.

Class7 Review mutud ass stance theory and forms; discuss components of
mutua ass stance agreements and specific examples of mutud ad in the
public and private sectors.

Class 8 Discuss development and implementation strategies for inter- and multi-
agency coordination plans and mutud assistance agreements;, smal
group case study discussions to apply reading/research assgnmerts,
assgn out-of-class reading and research.

Class9 Discuss the use of voluntary agencies and individua volunteers, review
methods for evauating the effectiveness of coordination plans and
mutua assstance agreements, smal group discussions to develop multi-
agency progressive exercise plan.

Class 10 Conduct atabletop exercise based on a multi-agency response incident
scenario; review independent project requirements; course evaluation.

COURSE TEXTS

“Emergency Management: Principles and Practice for Local Government., Internationa City
Managers Association, 1991.

“Disagter Planning Guide for Business and Industry”, Federal Emergency Management Agency.

Course Reader (to be provided by principa instructor)
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Operational Recovery X456.6
Course Description

This course provides an overview of planning and management principles gpplicable to business
or operationa resumption following an emergency. The course will cover disaster recovery
planning, the stages of recovery and the process of prioritizing various business functions for
recovery action and resource dlocation. The emphass of the course will be on minimizing the
impact of adisaster, or other emergency, on business operations. Data and system protection;
relocation planning; dternative and backup system devel opment; market impact; liability; and
preservation or restoration of revenue production operations will be discussed in this course.

Course Objectives
Students will:

Develop an. understanding of:

- Business ste restoration and/or relocation considerations

- Techniquesfor safeguarding records, data and equipment

- Human factorsto be consdered in resumption of operations
- Thelegd and financiad congderations in busness resumption.

Beableto

- ldentify critica busness functions

- Bvduate market share loss and revenue impact of adisaster
- Deveop arisk assessment mode

- Dedgnadrategy for operationa recovery

Instructional Methods

This course will feature avariety of teaching methodologies. Lecture, case sudies, exercises,
guest speskers and group activities will be employed.

Pre-Course Reading - The studentswill be asked to read severd articles covering case
sudies before attending class. The emphasisis on obtaining knowledge of awide variety
of disasters and how to recover from them before coming to class.

Small Group Process - Discussonswill be held within smal student teams which will
report ther findings to the cdlass. The emphasis will be on students assmilating the
materid, which is enhanced through small group interaction.

Guest Lecturing - Guest lecturers will make short presentations on topics pertinent to
operationa recovery.

Student Expertise - Wherever possible student expertise will be called upon during class
to illustrate class subject matter. Of particular interest will be first hand accounts from
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students who have actudly gone through a disaster and had responsibility to perform
recovery services.

Independent Research Paper - Each student will be expected to research and produce a
research paper on a case study of an actual disaster, and the recovery fromit.

Evaluation

Class participation and attendance - 10%
Arrival assgnment - 20%
Group Project - 30%
Research Paper - 40%

Course Requirements

Students will read sdlected case studies prior to course commencement and prepare an analysi's
of the recovery operaionsillustrated in the cases. Thiswork will be evauated on the basis of (1)
depth of andyss, (2) comprehensiveness in consdering factorsinvolved; and (3) clarity of
expresson.

Student will participate in a series of exercises that will present recovery chalenge from varying
types of emergencies. Working in smal groups, individudswill participatein an anadlysis of a
potential disaster and its impact on a specified business. The recovery strategy developed by the
group will be evaluated on the basis of their ability to integrate course concepts, breadth and
depth of andys's and presentation organization.

Each student will research and present a 10- 15 page paper that analyzes an actud disaster and the
recovery actions which followed. Both positive and negative factorsin the recovery will be
addressed dong with lessons learned that can be broadly applied. Evauation will consider extent
of research, depth of ingghts developed, applicability of lessons learned and clarity of expression
(i.e. wdl written & edited).

Course Texts and Reference Materials
Disaster Mitigation Guide for Business and Industry, FEMA Publication 190, Feb. 1990, FEMA.

Emergency Planning - A guide for Business and Industry, Student Text, Emergency Response
Indtitute, Inc., 4537 Foxhall Drive, NE., Olympia, WA 98506. Thistext was required for the
“Emergency Management: Organization and Structure” course and students should aready own
it. It will be referred to as reference.

Alvin Arnell, Handbook of Effective Disaster Recovery Planning, McGraw-Hill Publishing
Company, NY ., 1989. ISBN 0-07-002394-8. Thiswill be areference text only, some materid
will be covered in class from thistext but it is not required reading. It is given here only as
reference.
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Course Outline
Risk Assessment and Control

A. Understand Loss Potentials
- Naturd
Manmade
Accidental
Intentiond
Interna
Externd

B. Determine The Organization's Vulnerability To Such Loss Potentids

C. ldentify Controls And Safeguards To Prevent or Minimize The Effect of The Loss

Potentid
- Location

Physicd condruction

Facilities infragtructure

Protection

- detection

- notification

- suppresson

Security and access cortrols

Personnel procedures

Information backup and protection

Information security

- hardware

- Software

- data

- network

Preventative maintenance and equipment preplanning

Utilities

- duplication

- redundancy

Interface with outside agencies

D. Utilize Risk Andysis Tools
- Qudlitaive and quantitative
Advantages and disadvantages
Reliahility/confidence factor
Bass of mathematica formulas

E. Utilize Information Gathering Activities
Forms and questionnaires
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Interviews

Mestings
Documentation review
Andyss

F. Determine The Probability Of Events
Information sources
Credibility

G. Evaduate The Effectiveness Of Controls And Safeguards
- Codst/benefit
Implementation procedures and control
Teding
Auditing functions and respongibilities

[1.  BusinessImpact Andyst

A. Determine The Effect Of Digruptions
Loss of assets
- physica
- information
- intangible
Continuity of
- svice
- operations
Violation of law/reguletion
Public perception

B. Understand The Impact
Financid
Customers and suppliers
Public relations/credibility
Legd
Regulatory requirements/consderations
Environmentd
Operationa
Personnel
Other resources

C. Understand Assessment Techniques
Quantification
Qudification

D. Ddfine Criticality
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E. Determine Loss Exposure
- Quantitetive
- market share
- property loss
- revenueloss
- fines
- cashflow
- accountsreceivable
- accounts payable
- legd lidhility
- human resources
- additiond expenses

F. Determine Loss Exposure (canted)
Quditative
- human resources (key Personnel)
- odd
- morde
- confidence

G. Determine Criticd Functions
Business
Support
I nterdependencies

H. Prioritize Functions

I. Determine Minimum Resource Requirements
Interna
Externd
Owned
Norowned
Exiding
Additiond

J.  Identify Resource Recovery Time Frames
Recovery Strategies

A. “Operational Recovery” Defined
“Emergency Restoration” vice “back to norma”

Target leves of performance, resource requirements and incident severity; elements

in strategy formulation.
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B. Identlfy Recovery Strategy Requirements
Time Frames
Type_
Location
Personnel
Communications

C. Identlfy Alternative Recovery Strategies
Do nothing
Defer action
Manua procedures
Reciproca agreements
Alternative Ste or business facility
Service bureau
Consortium
Didtributed processing
Alternative communications

D. Sdect Alternate Site(s) And Off-Site Storage
Criteria
Communications
Agreement consderations
Comparison techniques
Acquistion
Contractual consideration

E. Prepare Cos/Benefit Andysis
V. Recovery Management Planning

A. Define Recovery Management And Control Requirements
Recovery team concept
- team description
- team organization
- responghilities
- recovery coordinator
- group coordinators
- support staff
- emergency operations center

B. Adminigtration Component
Identify recovery functions for specific support functions
- personnd/human resources
- security
- insurancelrisk management
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- equipment/supplies purchasing
- trangportation
- legd

Understand need for public relations'media communications coordinator

- qudifications

- respongbilities

- communicating with government, public media, cusomers, employers

Other specidist coordinator/team respongbilities
- government reaions

- invedor relaions

- other

Identify components of vita records program

Action sections

- recovery team
- personne
- responghilities
- resources

Action plans

- depatment/individud plans
- checkligs

- technica procedures

C. Develop The Business Operations Plan

Operatl ng department plans
essentid business functions
- information protection and recovery
- activation actions
- disagter Ste recovery/restoration actions
- end user computing needs

Identify components of a vitd records program

Action sections

- Recovery Team
- Personnd

- responghilities
- Resources
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- Action plans

- gpedific department/individud plans
- checkligs

- technica procedures

V. Systems Recovery

A. Deveop Information Technology Recovery Plan

Protecting Data Center

- Hot Sites

- Rdocation

- Process of Declaration

Recovery dte activation

- management

- aminigraion/logistics

- new equipment

- technica services

- gpplication support

- network communicetions
- network enginesring

- operations

- inter-gtelogistic and communications
- datapreparation

- production control

- enduser liaison

End user requirements
Identify components of vita records program
Action sections
- recovery team
- personnd
- responghilities
- resources
B. Deveop Communication Systems Plan
C. Deveop End-User Applications Plan

D. Edablish Plan Didribution And Control Procedures
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VI.

VII.

Recovery Actions

A. Damage Assessment
Hazard evduation
Hazard - priority matching
Damaged facility access

B. Facility Recovery
- Imminent Hazard Issues
Deding With Debris
Access Policies
Lichility
Repair/rebuild Issues
Fast Tracking Design and Permit Processes

C. Recovery Accounting
Keeping Track of Losses
Insurance and government requirements

D. Edablishing Recovery Coordination Committees

E. Managing Undamaged Operations (in tandem with recovery)
Issues
Priorities

Summary & Evaudtion

Create test scenarios to gpproximate the most probable
Train for new rules and new forms of decison-making
Exercise the opening, communications, logging and documentation requirements of the
EOC.
Edablish Regular Review Criteria
Maintain the Plan
Establish update process
Link to by change events
Audit and Control

o>

mo
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University of California, Berkeley Extension
Department of Business & Management
Coursein Emergency Management
PRACTICUM
PURPOSE

This course will provide the opportunity to integrate the knowledge and skills studied during the
preceding courses.

LEARNING OBJECTIVES
The student will be ableto:

Articulate concepts, principles, standards, and practices studied in the previous
COUrSes.

Develop a portion of an emergency preparedness program for their own or another
organization. With the ingtructor’ s gpprova, a hypothetica organization may be
used.

Develop and ddiver reports to the ingtructor or a management member of the
student’ s organization agreed to by the ingtructor.

Deliver a presentation on each of the required eements below, emphasizing
integration of the knowledge and skills studied during the preceding courses.

INSTRUCTIONAL METHOD

Smadl group discussions, individua ingructor meetings, written projects, and individua or group
ora presentations comprise the ingtructional methods of the course.

STRUCTURE

The Course will meet over one semester with a combination of in-classroom group ingtruction
and individual contacts between ingtructor and students.

[please see next page]
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Firgt and Second Classr oom Meetings:

The ingtructor shall inform the students of the purpose, objectives, and methods for this course.
Small group collaborative projects are permitted, provided each student meets the criteria
described below.

The sudents will consult individualy or in smal groups with the ingtructor to sdlect the project
and organization.

The indructor will remain available for student consultation as students do preiminary project
development.

The students will develop awork plan outline, and deliver it to the ingtructor.
Third and Fourth Classroom Mestings.
Each student will make a presentation not to exceed 15 minutes on each of the required elements
above, emphasizing integration of the knowledge and skills studied during the preceding courses.
The presentation will be made before the class, and may be scheduled in sectionsif classsize
requires.
To be scheduled between 75 and 90 working days after first day.
Individua Ingtructor Contacts
Theingructor will establish individud contacts to:
evauate, provide feedback, and approve a each milestone
review and evaluate the draft of the basic emergency plan, hazard specific annexes,
and ingructions for the two phases, dternatively, to review and evaduate drafts of

the steps in exercise development.

consult with each student as needed during any step of the process

[please see next page]
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PROJECT

The student may elect to write a plan as part of an organization’s emergency preparedness
program, or an exercise, or another project with the potentia to achieve the learning objectives
within the above ingructional method and structure. The project is to be gppropriate for the state
of development within the organization’s program. If a plan is chosen, it shal include emergency
management guidelines for the response phase and guiddines for ether the mitigation or
retoration phase. If an exerciseis chosen, it shdl include: agod supporting the program’s god,
objectives, scenario, the initial expected devel opments and messages, instructions for controllers,
evauation criteria, and critique guiddines.

The organizationd setting for the project may be: hypothetica, the sudent’s own, or another
organization; subject to agreement by dl parties to be involved and the instructor.

Milestones (not in classroom):
|.  Written progress report describing the management environment with sufficient detall
to frame the resources and limitations the instructor or organization’s manager will
use to evaluate succeeding milestones' reports. Organization's. name, misson, Size,
structure, resources, and pre-existing alocations of resources are required.

Due to ingructor and organizations manager four working days after first day.

I1. For the partid program: alist of the interna resources required to develop the
preparedness program, including: space, staffing, equipment, budget, and milestones.

Dueto indructor or organization’s manager fifteen working days after first day.
For the exercise: a choice of exercise type and scale, together with a description of the
organization’s emergency preparedness program and its progress, sufficient to match

the exercise to the organization’ s progress.

Due to indructor and organization's manager fifteen working days after first day.

[please see next page]
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I11. For the partid program: arisk analysis for the organization described, with two
hazards and three business units or departments.

Dueto indructor or organization’s manager thirty working days after first day.

For the exercise: apresentation of the exercise’ s god, objectives, scenario supporting
the objectives, and participating organizations.

Due to indructor or organization's manager thirty working days after first day.

IV. For the partial program: a written progress report on the project element selected by
the student and previoudy agreed upon by the instructor.

Due to ingtructor or organizations manager forty-five working days after first day.

For the exercise: awritten list of expected developments and Master Scenario Events
List (MSEL).

Due to ingtructor and organization’s manager forty-five working days &fter first day.
V. For the partid program: a draft basic emergency plan and two hazard specific

annexes, to include emergency management guiddines for the response phase, and

guiddinesfor either mitigation or restoration.

Dueto indructor or organizations manager Sixty working days after first day.

For the exercise: written ingtructions for the exercise controllers and evauators;, to

indude messagesto beinput for the first 15 minutes, messages which require closure

to complete the exercise objectives, criteriafor evauation, and guidelines for the

review and andysis (critique).

Due to indructor and organization's manager Sixty working days after first day.

[please see next page]
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CRITERIA
Does the student;

demondirate that he or she has learned and can integrate the concepts, principles,
standards, and practices taught in the previous seven classes?

produce professional-level written reports and documentation in support of hisor
her recommendations for the proposed project?

demonstrate knowledge of the essential e ements and clarity of expressonin
drafting an emergency plan to be implemented by othersin hisor her organization?

develop a preparedness program that is: feasible, effective, efficient, and acceptable
to management?

GRADING

Grades shdl be based on the above four evauation CRITERIA applied to the two specific
submissions required under First and Second Classroom Mestings and the five under Milestones
above.

Management members of the student’ s organization agreed to by the faculty advisor to evauate
the student’ s preparedness program or exercise and presentations shall comment specificaly an
the four evauation criteria

Students who eect to participate in small group collaborative projects will be assigned identical
grades.

The ingtructor is responsible for assigning grades based on the four criteria gpplied to seven
specific submission requirements described above, in this manner:

A: al are present. C: 13-14

A-: 25-27 C-: 11-12

B+  22-24 D+ 9-10

B: 21-23 D: 7-8

B-: 18-20 D-: 56

C+ 1517 F: 4 or fewer.

RESOURCES

Students are encouraged to review the texts and notes from the previous seven courses, and to
contact faculty and guest speakers for advice when questions arise during the process.
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