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Preface

The Department of Homeland Security (DHS) Office of Inspector General (O1G) was established by
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General
Act of 1978. This is one of a series of audit, inspection, and special reports published by our office
as part of our DHS oversight responsibility to promote economy, effectiveness, and efficiency within
the department.

This report presents the information technology (IT) management letter for DHS’ financial statement
audit as of September 30, 2006. It contains observations and recommendations related to
information technology internal control that were not required to be reported in the financial
statement audit report (O1G-07-10, November 2006) and represents the separate restricted
distribution report mentioned in that report. The independent accounting firm KPMG LLP (KPMG)
performed the audit of DHS’ FY 2006 financial statements and prepared this IT management letter.
KPMG is responsible for the attached IT management letter dated December 15, 2006, and the
conclusions expressed in it. We do not express opinions on DHS’ financial statements or internal
control or conclusion on compliance with laws and regulations.

The recommendations herein have been discussed in draft with those responsible for

implementation. It is our hope that this report will result in more effective, efficient, and economical
operations. We express our appreciation to all of those who contributed to the preparation of this

report.
c Al sua o G Lesesae)

Richard L Skinner
Inspector General



R m e KPMG LLP
2001 M Street, NW
Washington, DC 20036

December 15, 2006

I nspector General
U.S. Department of Homeland Security

Chief Information Officer
U.S. Department of Homeland Security,

Chief Financial Officer
U.S. Department of Homeland Security,

L adies and Gentlemen:

We were engaged to audit the bal ance sheet and statement of custodial activity of the U.S. Department of
Homeland Security (DHS) as of September 30, 2006. We were not engaged to audit the consolidated
statements of net cost, changesin net position, and financing, and combined statement of budgetary resources
for the year ended September 30, 2006. Because of matters discussed in our Independent Auditors’ Report,
dated November 15, 2006, the scope of our work was not sufficient to enable us to express, and we did not
express, an opinion on the consolidated balance sheet or the statement of custodial activity for the year ended
September 30, 2006.

In connection with our fiscal year 2006 engagement, we were also engaged to consider DHS' internal control
over financial reporting and to test DHS' compliance with certain provisions of applicable laws, regulations,
contracts, and grant agreements that could have adirect and materia effect on the consolidated balance sheet.
Our procedures did not include examining the effectiveness of internal control and do not provide assurance on
interna control. We have not considered internal control since the date of our report.

We noted certain matters involving internal control and other operational matters with respect to
information technology that are summarized in the Information Technology Management Comments on
the next page, and presented for your consideration in the sections that follow. These comments and
recommendations, all of which have been discussed with the appropriate members of management, are
intended to improve internal control or result in other operating efficiencies. These comments arein
addition to the reportable conditions presented in our Independent Auditors Report, dated November 15,
2006, included in the FY 2005 DHS Performance and Accountability Report. A description of each
internal control finding, and its disposition, as either a significant finding contributing to the material
weakness for financial systems security, any remaining findings contributing to the material weakness for
financial systems security, or an information technology management comment is provided in Appendix
B. We have aso included the current status of the prior year Notice of Findings and Recommendationsin
Appendix C. Our comments related to financial management have been presented in a separate letter to
the Office of Inspector General and the DHS Chief Financial Officer dated December 15, 2006.

As described above, the scope of our work was not sufficient to express an opinion on the balance sheet
or statement of custodial activity of DHS as of September 30, 2006, and we were not engaged to audit the
statements of net cost, changesin net position, and financing, and combined statement of budgetary



As described above, the scope of our work was not sufficient to express an opinion on the balance sheet
or statement of custodial activity of DHS as of September 30, 2006, and we were not engaged to audit the
statements of net cost, changes in net position, and financing, and combined statement of budgetary
resources for the year ended September 30, 2006. Accordingly, other internal control matters and other
instances of non-compliance may have been identified and reported had we been able to perform all
procedures necessary to express an opinion on the September 30, 2006 bal ance sheet and statement of
custodial activity, and had we been engaged to audit the other fiscal year 2006, financial statements. We
aim, however, to use our knowledge of DHS' organization gained during our work to make comments
and suggestions that we hope will be useful to you.

We would be pleased to discuss these comments and recommendations with you at any time.

This report isintended for the information and use of DHS' management, the Office of Inspector General,
the U.S. Office of Management and Budget, the U.S. Congress, and the Government Accountability
Office, and is not intended to be and should not be used by anyone other than these specified parties.

Very truly yours,

KPMe LIP
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OBJECTIVE, SCOPE AND APPROACH

We performed an audit of DHS IT general controlsin support of the FY 2006 DHS balance sheet and
statement of custodial activity audit engagement. The overall objective of our audit was to evaluate the
effectiveness of IT general controls of DHS' financial processing environment and related 1T
infrastructure as necessary to support the engagement. The Federal Information System Controls Audit
Manual (FISCAM), issued by the Government Accountability Office, formed the basis of our audit. The
scope of the IT general controls assessment included testing at DHS' Office of the Chief Financial Officer
(OCFO), and dl significant DHS component as described in Appendix A.

FISCAM was designed to inform financial auditors about IT controls and related audit concerns to assist
them in planning their audit work and to integrate the work of auditors with other aspects of the financial
audit. FISCAM also provides guidance to IT auditors when considering the scope and extent of review
that generally should be performed when evaluating general controls and the IT environment of a federal
agency. FISCAM defines the following six control functions to be essential to the effective operation of
the general IT controls environment.

o Entity-wide security program planning and management (EWS) — Controls that provide a framework
and continuing cycle of activity for managing risk, developing security policies, assigning
responsibilities, and monitoring the adequacy of computer-related security controls.

e Accesscontrol (AC) — Controls that limit and/or monitor access to computer resources (data,
programs, equipment, and facilities) to protect against unauthorized modification, loss, and disclosure.

e Application software development and change control (ASDCC) — Controls that help to prevent the
implementation of unauthorized programs or modifications to existing programs.

e SYystem software (SS) — Controls that limit and monitor access to powerful programs that operate
computer hardware.

e Segregation of duties (SD) — Controls that constitute policies, procedures, and an organizational
structure to prevent one individual from controlling key aspects of computer-rel ated operations, thus
deterring unauthorized actions or access to assets or records.

e Service continuity (SC) — Controls that involve procedures for continuing critical operations without
interruption, or with prompt resumption, when unexpected events occur.

In addition to testing DHS' genera control environment, we performed application control tests on a
limited number of DHS financial systems and applications. The application control testing was
performed to assess the controls that support the financial systems’ internal controls over the input,
processing, and output of financial data and transactions.

e Application Controls (APC) - Application controls are the structure, policies, and procedures that
apply to separate, individual application systems, such as accounts payable, inventory, payroll, grants,
or loans.

To complement our general IT controls audit, we also performed technical security testing for key

network and system devices, as well as testing over key financia application controls. The technical
security testing was performed both over the Internet and from within select DHS facilities, and focused

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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on test, development, and production devices that directly support DHS financial processing and key
general support systems.

SUMMARY OF FINDINGSAND RECOMMENDATIONS

Material weaknesses are reportable conditions in which the design or operation of one or more of the
internal control components does not reduce to arelatively low level the risk that misstatements caused by
error or fraud, in amounts that would be material in relation to the balance sheet or statement of custodial
activity being audited, may occur and not be detected within atimely period by employees in the normal
course of performing their assigned functions. Because of inherent limitations in internal control,
misstatements due to error or fraud may nevertheless occur and not be detected.

Controlsover IT and related financial systems are essential elements of financia reporting integrity.
Effective general controlsinan IT and financial systems environment are typically defined in six key
control areas: entity-wide security program planning and management, access control, application
software development and change control, system software, segregation of duties, and service continuity.
In addition to general controls, financial systems contain application controls, which are the structure,
policies, and procedures that apply to control access to an application, separate individuals from accessing
particular application modules such as accounts payable, inventory, payroll, grants, or loans, and assess if
the specific interface and edit controls are in place, as defined by management.

During fiscal year 2006, DHS as an agency, improved its Federal Information Security Management Act
results, as reported by the DHS-Office of Inspector General. In addition, afew DHS components took
actions to improve their IT general and application control environments and to address prior year IT
control issues; however, anumber of DHS components did not make necessary improvements during the
year. During the 2006 IT testing, we identified over 200 separate findings, covering each DHS
component. DHS closed approximately 44% of our prior year IT findings; however, we identified over
150 new IT findings through our test work thisyear. A significant number of findings were repeated in
fiscal year 2006.

The control areas where the increasesin the IT Notification of Findings and Recommendations (NFRs)
present an increased risk of impacting financial dataintegrity include: 1) excessive accessto key DHS
financial applications, 2) misconfigured logical security controlsto key DHS financia applications and
support systems; and 3) application change control processes that are inappropriate, and in other locations
not fully defined, followed, or effective. The re-issuance and the additionally identified internal control
weaknesses were the result of alack of needed prioritization of taking the necessary corrective actions.
Despite the improvementsin afew DHS components, several significant general I T and application
control weaknesses remain that collectively limit DHS' ability to ensure that critical financial and
operational datais maintained in a manner to ensure confidentiality, integrity, and availability.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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FINDINGSBY IT AUDIT AREA

Entity-wide security program planning and management — we noted:

o Despite continued improvements in the process of performing Certification and Accreditation
(C&A) of IT systems, nine DHS component financial and associated feeder systems, at three
DHS components, were not properly certified and accredited, in compliance with DHS 4300A.

e Instances of incomplete or inadequate policies and procedures associated with computer incident
response capabilities at four DHS components.

e Instances where background investigations of contractors employed to operate, manage and
provide security over IT systems were not being properly conducted at three DHS components.

e Instances of lack of compliance with DHS computer security awareness training requirements,
and/or lack of component policies for I T-based specialized security training at three DHS
components.

Access controls — we noted:

e A large number of instances of missing and weak user passwords on key servers and databases
which process and house DHS financial dataat six DHS components.

e A large number of instances where user account lists were not periodically reviewed for
appropriateness, and inappropriate authorizations and excessive user access privileges were
allowed at nine DHS components.

e Instances where workstations, servers, or network devices were configured without necessary
security patches or were not configured in the most secure manner at five DHS components.

e Instances where physical access to sensitive computer operations were not adequate at four DHS
components.

Application software development and change control — we noted:

e One DHS component implemented a separate and secondary change control process outside of
and conflicting with the established change control process. During our testing of this separate
process, we identified it to be informal, undocumented, and not effective.

e Instances where policies and procedures regarding change controls were not in place to prevent
users from having concurrent access to the development, test, and production environments of the
system at four DHS components.

¢ |Instances where changes made to the configuration of the system were not always documented
through System Change Requests (SCRs), test plans, test results, or software modifications at
seven DHS components. Additionally, documented approval did not exist, or was not always
retained, for emergency enhancements, “bug” fixes, and data fixes, and in some cases, audit logs
for tracking changes to the data or systems were not activated.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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System software — we noted:

Instances where policies and procedures for restricting and monitoring access to operating system
software were not implemented or were inadequate at six DHS components. In some cases, the
ability to monitor security logs did not exist.

I nstances where changes to sensitive operating system settings and other sensitive utility software
and hardware were not always documented.

Segregation of duties — we noted:

Instances where individuals were able to perform incompatibl e functions, such as the changing,
testing, and implementing of software, without sufficient compensating controlsin place at four
DHS components.

An instance where the policy and procedures to define and implement segregation of duties were
not properly developed and/or implemented at one DHS component.

Access control weaknesses identified during our I T testing also contributed to numerous instances
where access to data could lead to various incompatible function issues, including the override of
transactions at five DHS components.

Service continuity —we noted:

Instances where incomplete or outdated business continuity plans and systems with incomplete or
outdated disaster recovery plans were noted at four DHS components. Some plans did not
contain current system information, emergency processing priorities, procedures for backup and
storage, or other critical information.

Service continuity plans were not consistently and/or adequately tested, and individuals did not
receive training on how to respond to emergency situations at four DHS components.

Application controls —we noted:

Instances of weak or expired user passwords, user accounts that were not kept current, users with
excessive access privileges to certain key processes of an application, and key edit and business
rules not working as designed by management at nine DHS components. Many of the
weaknesses that were identified during our general control testing of access and segregation of
duties controls are also relevant to this area, since these same issues also impact controls over
specific key financial applications, and are thus reported here as well.

Cause/Effect: Many of these weaknesses were inherited from the legacy agencies that came into DHS or
system development activities that did not incorporate strong security controls from the outset and will
take several yearsto fully address. At many of the larger components, IT and financial system support
operations are decentralized, contributing to challengesin integrating DHS IT and financial operations.

In addition, financial system functionality weaknesses, as discussed throughout our report on internal
controlsin various processes, can be attributed to non-integrated legacy financia systems that do not have
the embedded functionality required by Office of Management and Budget (OMB) Circular No. A-127,
Financial Management Systems.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Further, there is no consistent and thorough testing of 1T security controls by individual DHS components
and by the DHS Office of the Chief Information Officer (ClO) to identify and mitigate such weaknesses.

The effect of these numerous IT weaknesses identified during our testing reduces the reliability of DHS
financial data. Many of these weaknesses, especially those in the area of change control, may result in
materia errorsin DHS' financial datathat are not detected, in atimely manner, in the normal course of
business. In addition, as aresult of the continuous presence of serious I T deficiencies, thereis added
pressure on the mitigating manual controls to be operating effectively at al times. Since manual controls
are operated by people, there cannot be a reasonable expectation that they would be able to be in place at
al timesand in al areas.

Criteria: The Federal Information Security Management Act (FISMA) passed as part of the E - Government
Act of 2002, mandates that Federal entities maintain IT security programs in accordance with OMB and
National Institute of Standards and Technology (NIST) guidance. OMB Circular No. A-130, Management of
Federal Information Resources, and various NIST guidelines describe specific essential criteriafor
maintaining effective general IT controls. In addition OMB Circular No. A-127 prescribes policies and
standards for executive departments and agencies to follow in developing, operating, evaluating, and
reporting on financial management systems. In closing, for thisyear’s 1T audit we assessed the DHS
component’s compliance with DHS' Information Technology Security Program Publication, 4300A.

Recommendations: We recommend that the DHS CIO in coordination with the OCFO make the
following improvements to the Departments financial management systems:

1. For entity-wide security program planning and management:

e Enforce through the DHS C& A program across all DHS components, a testing process which
goes beyond an assessment of in-place policies and procedures, to include tests of password
“strength,” access lists, and software patches, of an application.

o Enforce the consistent implementation of security programs, policies, and procedures, including
incident response capability and I T security awareness and training; and

o Enforce DHS policy to ensure that all contractors go through the appropriate
background/suitability check.

2. For access control:

e Enforce password controls that meet DHS' password requirements on all key financial systems,
Implement an account management certification process within all the components to ensure the
periodic review of user accounts for appropriate access;

o Implement a DHS-wide patch and security configuration process, and enforce the requirement
that systems are periodically tested by individua DHS components and the DHS CIO; and

e Conduct periodic vulnerability assessments, whereby systems are periodically reviewed for access
controls not in compliance with DHS and Federal guidance.

3. For application software development and change control:

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Implement a single, integrated change control process over the DHS components' financial
systems with appropriate internal controlsto include clear lines of authority to the components
financial management personnel and to enforce responsibilities of all participantsin the process
and documentation requirements;

Develop policies and procedures regarding change controls, and implement to ensure segregation
of change control duties; and

Enforce policies that require changes to the configuration of the system are approved and
documented, and audit logs are activated and reviewed on a periodic basis.

For system software, monitor the use of and changes related to operating systems and other sensitive
utility software and hardware.

For segregation of duties:

Document the user responsibilities so that incompatible duties are consistently separated. If this
is not feasible given the smaller size of certain functions, then sufficient compensating controls,
such as periodic peer reviews, should be implemented; and

Assign key security positions, and ensure that position descriptions are kept current.

For service continuity:

Develop and implement compl ete current business continuity plans and system disaster recovery
plans; and

Perform component-specific and DHS-wide testing of key service continuity capabilities, and
assess the need to provide appropriate and timely emergency training.

For application controls:

Implement policies to ensure that password controls meet DHS password requirements on all key
financial applications and feeder systems,

Implement an account management certification process to ensure the periodic review of user
accounts for appropriate access,

Document the user responsibilities so that incompatible duties are consistently separated. If thisis
not feasible given the smaller size of certain functions, then sufficient compensating controls,
such as periodic peer reviews, should be implemented; and

Implement the appropriate oversight over the edit and interface controls to ensure that the
financial processes are operating as management had designed.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Management Comments and Ol G Evaluation

We obtained written comments on a draft of this report from the DHS CIO and DHS CFO. Generally, the
DHS CIO and CFO agreed with all of the report’ s findings and recommendations. The DHS CIO has
developed aremediation plan to address these findings and recommendation. We have incorporated these
comments where appropriate and included a copy of the comments at Appendix D.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Appendix A

Description of Key Financial Systemsand I T Infrastructure within
the Scope of the FY 2006 DHS Financial Statement Audit

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Below isadescription of significant DHS financial management systems and supporting I T
infrastructure included in the scope of the financial statement audit for the twelve months ended
September 30, 2006.

United States Citizen and I mmigration Services (USCIS)

Locations of Audit: USCIS Headquartersin Washington, D.C., aswell as officesin Texas, and
Vermont.

Key Systems Subject to Audit:

e Federal Financial Management System (FFMS) — The Immigration and Customs Enforcement
(ICE) component owns and operates FFMS. |CE performs the financial reporting function for
USCIS, using FFM S per the shared services agreement with USCIS. FFMSisacommercia off-
the-shelf financial reporting system that was fully implemented in FY 2003. FFM S isthe official
system of record and is built in Oracle 8i Relational Database Management System. It includes
the core system used by accountants, FFM S Desktop, which is used by average users, and a
National Finance Center payroll interface. FFMS supports all USCIS core financial processing.
FFM S uses a Standard General Ledger (SGL ) for the accounting of agency financial transactions.

e Claims3 Local Area Network (LAN) —Claims 3 LAN provides USCIS with a decentralized LAN
based system that supports the requirements of the Direct Mail Phase | and II, Immigration Act of
1990 (IMMACT 90) and USCI S forms improvement projects. The Claims 3 LAN islocated at
each of the service centers (Nebraska, California, Texas, Vermont, and the National Benefits
Center). The main purpose of Claims 3 isto enter and track immigration applications.

e Claims4 - The purpose of Claims 4 isto track and manage naturalization applications. Claims 4
resides on multiple platforms, including a Siemens E70 located in Dallas, Texas. Claims4 datais
centrally stored within one Oracle Database. Software is developed and maintained in the Oracle
relational database and Microsoft Visual Basic environments.

Immigration and Customs Enforcement (I CE)

L ocations of Audit: ICE Headquarters in Washington, D.C., aswell as officesin Texas, and
Vermont.

Key System Subject to Audit:

Federal Financial Management System (FFMS) — ICE owns and operates FFMS. |CE performs
accounting services for other DHS components, such as the USCIS, Management Directorate and US-
Visit, using FFM S per the shared services agreement these agencies have with ICE. FFMSisa
commercia off-the-shelf financia reporting system that was fully implemented in FY 2003. FFMSis
the official system of record and is built in Oracle 8i Relational Database Management System. It
includes the core system used by accountants, FFM S Desktop that is used by average users, and a
National Finance Center payroll interface. FFM S supports all USCIS/ICE core financial processing
and uses a SGL for the accounting of agency financial transactions.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Departmental Operations

L ocations of Audit: |CE Headquartersin Washington, D.C.

Key Systems Subjected to Audit:

Federal Financial Management System (FFMS) — ICE owns and operates FFMS. |CE performs the
financial reporting function for USCIS and departmental operations using FFMS per the shared
services agreement these agencies have with ICE. FFMSisacommercial off-the-shelf financial
reporting system that was fully implemented in FY 2003. FFMSisthe official system of record and
isbuilt in Oracle 8i Relational Database Management System. It includes the core system used by
accountants, FFM S Desktop that is used by average users, and a National Finance Center payroll
interface. FFM S supports al USCIS/ICE core financia processing and uses a SGL for the
accounting of agency financial transactions.

United States Coast Guard

Locations of Audit: Coast Guard Headquartersin Washington, DC; the Aviation Repair and Supply
Center (ARSC) in Elizabeth City, North Caroling;

Key Systems Subject to Audit:

e Core Accounting System (CAS) — CAS s the core accounting system that records financial
transactions and generates financial statements for the Coast Guard. CASishosted at ,
the Coast Guard' s primary data center.

e Financial Procurement Desktop (FPD) — The FPD application used to create and post obligations
to the core accounting system. It allows usersto enter funding, create purchase requests, issue
procurement documents, perform system administration responsibilities, and reconcile weekly
Program Element Status reports.

o Workflow Imaging Network System (WINS) - WINS is the document image processing system,
which is integrated with an Oracle Developer/2000 relational database. WINS alows electronic
data and scanned paper documents to be imaged and processed for data verification,
reconciliation and payment. WINS utilizes MarkView software to scan documents and to view
the images of scanned documents and to render images of electronic data received.

e Checkiree - The Checkfree system is used to aid in the account reconciliations for the CAS.
General Ledger extracts are imported into the system and automated passes are run to match
transactions for reconciliation purposes. The results will later be loaded into CAS. Thissystemis
hosted on a Windows server and resides at the Coast Guard .

o Naval Electronics Supply Support System (NESSS) — Formerly named the Supply Center
Computer Replacement System, NESSS is hosted at . NESSS isthe primary financial
application for the Engineering Logistics Command (EL C), the Supply Fund, and the Coast
Guard Yard fund. Alsohousedat  Cisthe Fleet Logistics System, a web-based application
designed to automate the management of Coast Guard vessel logistics by supporting the following

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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functions: configuration, maintenance, supply and finance. In addition, isresponsible for
the Configuration Management Plus System, the central repository for activities associated with
maintaining Coast Guard assets at the unit level.

Severa other key Coast Guard financial applications support military personnel and payroll, retired
pay, and travel claims. These applications are hosted at the Coast Guard’s . These applications
include the Personnel Management Information System and the Joint Uniform Military Pay System.
Also housed at is the PeopleSoft 8.3 Direct Access application, which is used by members for
self-service functions, including updating and viewing personal information.

United States Customs and Border Protection (CBP)

L ocations of Audit:

Key Systems Subject to Audit:

. - isaclient/server-based financial management system that was implemented
beginning in FY 2004 to ultimately replace the using a
phased approach. The was implemented and utilized in FY

2004. In FY 2005, the Funds Management, Budget Control System, General Ledger, Interna
Orders, Sales and Distribution, Special Purpose Ledger, and Accounts Payable modules were
implemented.

. - isa collection of mainframe-based applications
used to track, control, and process all commercial goods, conveyances and private aircraft
entering the United States territory, for the purpose of collecting import duties, fees, and taxes
owed the Federal government.

DHS Consolidated

L ocation of Audit: DHS Headquarters in Washington, D.C.

Key Systems Subject to Audit:

e Treasury Information Executive Repository (TIER) — The system of record for the DHS
consolidated financial statementsis TIER. The DHS components update TIER on a monthly
basis with data extracted from their core financial management systems. TIER subjects
component financial datato a series of validation and edit checks before it becomes part of the
system of record. Data cannot be modified directly in TIER, but must be resubmitted as an input
file.

e CFO Vision— CFO Vision interfaces with TIER, and is used for the consolidation of the financial
data and the preparation of the DHS financial statements.

The TIER and CFO Vision applications reside on the Department of Treasury’s (Treasury) network
and are administered by Treasury. Treasury isresponsible for the administration of the TIER

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Windows NT server, Oracle 8i database, and the TIER and CFO Visions applications. The DHS
Office of Financial Management is responsible for the administration of DHS user accounts within
the TIER and CFO Vision applications.

Federal Law Enforcement Training Center

L ocation of Audit:

Key Systems Subject to Audit:

e Momentum: FLETC's core computerized system that processes financial documents generated by
various FLETC divisions in support of procurement, payroll, budget and accounting activities.

e Procurement Desktop: Procurement Desktop is the procurement management system, whichis
used for the tracking of procurement activities at various FLETC locations. The system resides on
an Oracle database and the front-end of the system is integrated with Momentum.

Federal Emergency Management Agency (FEMA)

Locations of Audit: FEMA Headquarters in Washington, D.C., and the

Key Systems Subject to Audit:

e Integrated Financial Management Information System (IFMIS) — IFMIS s the key financial
reporting system, and has several feeder subsystems (budget, procurement, accounting, and other
administrative processes and reporting).

o National Emergency Management Information System (NEMIS) — NEMISis an integrated system
to provide FEMA, the states, and certain other federal agencies with automation to perform
disaster related operations. NEMIS supports all phases of emergency management, and provides
financia related datato IFMIS via an automated interface.

e Transaction Record Reporting and Processing (TRRP): The TRRP application acts as a central
repository of all data submitted by the Write Y our Own (WY O) companies. TRRP a so supports
the WY O program, primarily by ensuring the quality of financial data submitted by the WY O
companies to TRRP. TRRP is a mainframe-based application that runs on the National Flood
Insurance Program (NFIP) mainframe logical partition in Norwich, CT.

e Traverse: The genera ledger application used by CSC to generate the NFIP financia
statements. Traverse is a client-server application that runs on a Windows server in Lanham,
MD, which is secured in the local area network room. The Traverse client is installed on the
desktop computers of the NFIP Bureau of Financial Statistical Control group members.

Grantsand Training (G&T)

Location of Audit: G& T Headquartersin Washington, D.C.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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Key Systems Subject to Audit:

G&T'sIT platforms are hosted and supported by the Department of Justice’ s Office of Justice

Programs (OJP). Thefollowing isalist of key financial related applications supporting G&T.

e IFMIS(same application as FEMA's, but hosted at OJP) — IFMIS consists of five modules that
include: budget, cost posting, disbursement, general ledger, and accounts receivable. Users
access the system through individual workstations that are installed throughout G& T and OJP.
The current IFMIS version does not have the ability to produce external federal financial reports
(i.e., SF132 and SF133) and financial statements. IFMIS was updated in February 2002 with the
version certified by the Joint Financial Management Improvement Program.

¢ Grants Management System (GMS) — GM S supportsthe G& T grant management process
involving the receipt of grant applications and grant processing activities. GMSis divided into
two logical elements. Thereis agrantee and an administration el ement within the system. The
grantee component provides the Internet interface and functionality required for all of the
grantees to submit grant applications on-line. The second component, the administration
component, provides SLGCP/OJP personnel the tools required to store, process, track and
ultimately make decisions about the applications submitted by the grantee. This system does not
interface directly with IFMIS.

e Lineof Credit Electronic System (LOCES) — The LOCES allows recipients of SLGCP fundsto
electronically request payment from OJP on one day and receive a direct deposit to their bank for
the requested funds usually on the following day. Batch information containing draw down
transaction information from LOCES is transferred to IFMIS. The IFMIS system then interfaces
with Treasury to transfer payment information to Treasury, resulting in a disbursement of funds
to the grantee.

o Paperless Request System (PAPRS) — This system allows grantees to access their grant funds.
The system includes a front and back end application. The front-end application provides the
interface where grantees make their grant requests. The back end application is primarily used by
accountants and certifying officials. The back end application also interfaces with the IFMIS
application. Batch information containing draw down transaction information from PAPRS is
interfaced with IFMIS. The IFMIS system then interfaces with Treasury to transfer payment
information to Treasury, resulting in a disbursement of funds to the grantee.

Transportation Security Administration (TSA)

Locations of Audit: TSA Headquarters in Washington, D.C. and the
. TSA’sfinancial applications are hosted on the Coast Guard's I T platforms.

Key Systems Subject to Audit:

e Core Accounting System (CAS) — CAS is the core accounting system that records financial
transactions and generates financial statementsfor TSA. CASis hosted at , the Coast
Guard’ s primary data center.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit
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e Financial Procurement Desktop (FPD) — The FPD application is used to create and post
obligations to the core accounting system. It allows usersto enter funding, create PR’s, issue
procurement documents, perform system administration responsibilities, and reconcile weekly
PES Reports.

o Sunflower: The Sunflower system is the property management system, which is used for the
tracking of property at TSA locations. The system resides on an Oracle database and the front-end
of the system isintegrated with the CAS user interface. Sunflower is hosted at the , the
Coast Guard' s primary data center.
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= United States Citizenship and I mmigration Services
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FY 2006 I nformation Technology

Notification of Findings and Recommendations — Detail

Citizenship and Immigration Services

Appendix B

NFR # Condition Recommendation New |ssue RIEBER R'.Sk
Issue Rating
USCIS | The National Benefits Center Define and document the various LAN rolesand
06-01 | (NBC) has not defined or their associated user permissions as they pertain to NBC.
documented the appropriate user X Low
permissions for the various roles
granted to 3 Loca Area
Network (LAN).
USCIS  NBC does not perform periodic e Ensurethat the NBC IT Department annually review the
06-02 LAN user access list of 3 LAN system administrators and
reviewsto ensure that users level Database Administrators as well as review and approve
of access remains appropriate. access level list.
e Ensure that NBC management annually review and
approve the lists of employees stating the appropriate X Medium

level of access for each NBC employee with accessto
LAN.

Require the NBC IT Department to exercise its oversight

role to ensure necessary adjustmentsin NBC

LAN account access levels are accomplished. based on

theinput.

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit
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Issue Rating

USCIS | Management at the USCIS Establish procedures for the completion and maintenance of X Medium
06-03 | Headquarters and the Service user access forms for , and

Centers (Nebraska, California, CISCOR users.

Texas, and Vermont) has not

completed or inadequately

completed access forms for

, and

CISCOR system users.
USCIS  Access control weaknesses such Ensure that system passwords are established and X Medium
06-04  asaccount management, password maintained in accordance with DHS and Federal guidance and

length, and alack of review over
audit records were identified for

the

system.

that warning banners are in place when users logon to the
system.

18
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Appendix B

NFR # Condition Recommendation New | ssue REREL R'.Sk
Issue Rating
ICE | CE-Office of the Chief Information Officer | Continue its efforts to define, document, and follow X Medium
06-01 | (OCIO) management has not defined or aformal plan to monitor security control compliance
documented aformal plan to monitor of third party providers of Services.
security control compliance of third party
providers of
services.
ICE The System Security Plan does not e Update the System Security Plan to X Medium
06-02 include procedures for  distributing, include procedures for ensuring all users
maintaining, or tracking a user's signed acknowledge and accept the DHS ROB when
Rules of Behavior (ROB) document. they login to :
. e Develop and implement controls to ensure such
Additionally, not all users have procedures are enforced; and
signed ﬂl].e _currer:jt ROBe(;JIocument reflecting Continue its efforts to append the DHS ROB to
DHS policies and procedures. theinitia login screen of
ICE At the time our procedures were performed, | Periodically review thelist of ICE userswith X Medium
06-03 | OCIO Management had not reviewed and wireless access to ensure that al users with active

updated the list of ICE users with wireless
access. Severa wireless broadband cards
were issued to | CE users, but the OCIO was
unaware of who the users are or where they
are located. After communicating thisissue
to OCIO management, subsequently
performed such areview and updated itslist

accounts still require wireless access.

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit
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Issue Rating
of ICE users with wireless access.
Furthermore, OCIO management indicated
that it suspended and de-activated all cards
not accounted for.
ICE ICE network traffic for the Continue efforts to implement a second firewall for X High
06-04 | client/server application does not pass the protection of ICE’s network, and more
through the ICE firewall, but rather goes specificaly, itsfinancia information.
directly to the ICE router at the Department
of Commerce (DOC) Office of Computer
Services (OCS) and then is handed off to
DOC OCS' network.
ICE Users are not locked out of or the Configure and the ICE network to lock users X Medium
06-05 ICE network after 20 minutes of inactivity. | out after 20 minutes of inactivity.
ICE The security audit log for the The ICE-CIO should work with DOC-OCSto X Medium
06-06  mainframe system housing the prevent the security audit log from being
databases can be modified by the modified by the Security Administrator.
Security Administrator.
ICE ICE-CIO has not completed and authorized ~ Ensure that all users with remote access have a X Medium
06-07  remote access forms for two of thefive ICE  completed and approved Remote Access Request
users we selected for testing. form onfile.
ICE Two of thefive userswe selected for  Complete and authorize user access forms for all X Medium
06-08 testing have two accounts (eg - Jsmith, user accounts.
Jsmithl, same person with 2 accounts), but
only one access form on file.
ICE  User profiles are not properly segregated e Clearly define and document profiles that X High
06-09  within . We noted the following:

e 3 userscan enter, approve, and make
payments;

e 157 users can create obligations and
payments; and

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit

must be segregated.

e Implement atimely and disciplined analysis (at
least 2 times per year) of user access and
segregate incompatible user profiles
whenever identified.
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e 7 contractors have access to the Desk
Approving Official (AO) and Desk
Funding Official (FO) profiles.
ICE | User profiles have not been updated across | Continue its efforts to review and update user X High
06-10 | &l instances of for the entitiesin profiles, across all instances, to ensure that

which ICE, Office of Financial
Management (OFM) provides accounting
services to address the principles of least
privilege and separation of duties.

According to |CE management a business
decision has been made to complete an
overall update of user profiles, across all

instances. The businessdecisionis
to approach the full profile component, as
I CE has determined it is the better long
range solution.

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit

user profiles are adequately segregated and users
only have accessto profiles they need to perform
their official duties.
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Issue Rating
MGT | During our testing we noted that the user e Request the ICE OCIO to remove the inactive X Low

06-01

account for an individual who separated
from MGT on May 24, 2006 had not been
removed from as of September 8,
2006. Although the user account was made
inactive in upon the employee’'s
departure, the inactive account was not
removed from . Experienced system
users/hackers can access systemsvia
dormant/inactive accounts; therefore, itis
important to remove all inactive accounts
from the system.
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user account from

e Perform; in coordination with the ICE OCIO,
periodic reviews of user accounts to ensure that
all accounts are active and users require access
to
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Issue Rating
CBP-IT- | Dueto the design of , certain controls can While we understand that the compl ete mitigation, X High
06-01 | be overridden without supervisory approval. via system-based controls, of thisissue may
For example, when a CBP entry specialist reguire significant investment, we recommend that
attemptsto liquidate an import entry in , CBP management develop a process to mitigate
the system displays a warning message, the systemic weakness that certain controls
indicating that a drawback claim had been filed | can be overridden without supervisory approval.
against the import entry. However, entry Drawback functionality is just an example of
specialists could override the warning message | supervisory overridesin . Thisis prevalent
without supervisory review and process arefund | throughout the environment. Considering the
without investigating pending drawback claims | number of years necessary to fully replace
functionality with , this process should be
We noted that there have been no changesin the | designed in a manner to ensure supervisory review
status of the finding. CBP management agrees | of overrides while maintaining a minimal
with the finding, but does not agree with the burden on management. Also, CBP should ensure
recommendation to correct thisissue in that the new system has the appropriate
Instead, CBP management plans on requirements for such controls and that these
implementing functionality in to prevent controls are applied prior to implementation. CBP
the override capability. We noted that although | management has concurred that the new
will eventually replace was not | system will be designed with this functionality
be implemented in FY 2006. built in to the system.
CBP-IT- | ¢ CBP management has not established ISAs | ¢  Complete efforts to identify the remaining X Medium
06-02 for legacy connections with

e Additionally, the mgjority of financial
institutions connecting with do not
have |SAs.

dial-up connections that are considered
“legacy” connections and formally establish
| SAs with these entities

e Complete efforts to identify all connections

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit
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with the and formally establish ISAs
with these entities.
CBP-IT- CBP management has not performed a formal Complete the certification and accreditation of
06-03  certification and accreditation on the LAN LAN components and the LAN asa _
asawhole. Specifically, aformal security whole. X Medium
control assessment and aformal risk assessment
have not been performed for components of the
LAN.
CBP-IT- CBP does not maintain a centralized listing of e Develop aformal centralized process for X Medium
06-04  separated contract personnel. The only method tracking the termination of contract personnel.
CBP employsto track terminated contractorsis o  peactivate all systems access of terminated
the use of areport of users that had their contractors immediately upon separation from
mainframe account deleted. We cannot CBP.
fgf‘g‘l"n";’g‘g%ig:'rig x ;ﬁ;ﬁi‘txf dl e Periodically distribute alisting of terminated
terminated contract personnel might not have conty ag:t personnel to information system
mainframe access or their ACCEss Was not administrators so they remove user access and
. - periodically assess contractor access to CBP
removed after their termination.
systems.
CBP-IT- e CBP management has not performed a e Perform aformal review of access to the data
06-05 formal review of individuals with physical center, X Medi
access to the data center. e Update the data center access listing based on 'um
e Additionally, CBP management has not the review of access, and
established formal procedures for revoking e  Formalize the procedures for granting and
physical accessto buildings. removing building access.
CBP-IT- CBP has not performed a separate certification Complete the formal certification and accreditation X Low
06-06  and accreditation for the applicationsremaining  of al Administrative applications.

in the seven business process areas defined in
the Administrative Applications C& A. These
seven business process areas include the
following:

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit
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e Disclosure Administrative Support Systems
e Financial Administrative Support Systems
e Field Operations Support Systems
e |nvestigation Support Systems
e OIT Administrative Support Systems
e Personnel Administrative Support Systems
e Training Support Systems
CBP-IT- does not have an automated mechanismto | Implement an automated mechanism to detect and X Medium
06-07 | detect and deactivate users that have not logged | deactivate inactive accounts that does not require
on for 90 days per DHS policy. manual initiation.
CBP-IT- Field offices are not consistently reporting the e Communicate the directiveto all thefield sites X Medium
06-08  completion of re-certifications at their so that the field sites are aware of the reporting
ports to the OFO headquarters. Email requirement.
confirmation of completion of re- e Periodically reconcile the received completion
(I_;,ezglttlifrlr?g?eorﬁg\vmergrlngniv i'/: ?:rlrﬁ fg;(?gil%r;ry reports with the field sites to determine the
(Canada) field offices, and the Los Angeles field I:Igt?fi‘:ﬁlsotrk:ig %\/::eonf)t reported e
office only provided an email stating that re-
certification process exists, but did not confirm
that re-certifications had been completed.
The six field offices listed above represent 10 of
44 ports selected for testing.
0600 recetfcaions from CBP for any of theaa  Fied PO should maintin documented evidence | e
selected field level ports to determine whether of recert|f|cat|pns fqr audit PUrPOSES. cep
accounts with sensitive and high-risk should ensure that field St@ th_)m|tt| ng
S ) : completion reports are maintaining the required
combination of functions are reviewed for e
appropriateness. recertification records.
CBP-IT-  Improvements are still needed in CBP's e Continueto roll out Endpoint Health to X Medium
06-10  Incident Handling and Response Capability all CBP workstations.
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which may potentialy limit CBP' s ability to Develop procedures to respond to system flaw
respond to incidents in an appropriate manner. notifications in a consistent manner.
Specifically, we noted the following issues:
. Health Endpoint will not beinstalled
on all workstations for the mgjority of the
fiscal year.
e 3of 8selected system flaw notifications did
not have an associated Service Center
ticket.
CBP-IT- We noted that the process for deletion of Determine whether the potential matches are X High
06-11  accountsfor terminated government and actual matches. Delete the accounts of any
contractor personnel may be utilizing erroneous confirmed terminated employees.
data. Specifically, we noted that the files being Continue to use the payroll feed to determine
sent from the Mainframe Security group to the if a user has terminated employment.
f Sef;tjégy tealm to tegmma;uz_ | afﬁOl:mS Disable user accounts of separated employees
Of separ empioyees do not display thetrue and contractors as stated in CBP and NIST
status of employees. The mainframe query :
. o guidance.
producing the separated contractor file includes .
individuals with Mainframe accounts that have Implement and monitor aformal employee
been locked after 30 days of inactivity. Separation process that removes dll systems
Additionally, the separated government accounts for terminated or separated
employeesfile is not accurate due to the fact employees.
that many government employees are separated
and return to CBP as contractors.
Consequently, the Security Group does not
deactivate the accounts for these instances.
CBP-IT-  We noted that 24 out of 45 selected individuals Continue to use the official authorization form X Medium
06-12  did not have formally documented VPN access for new VPN users.
authorization forms. Additionally, CBP has not Formally re-certify all VPN employee
implemented formal procedures for VPN accounts on a periodic basis and document
recertification for the majority of FY 2006. results.
| CBP-IT- | CBP System Security does not conduct reviews | Implement policies and procedures for monitoring X Medium
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06-13 | of powerful system utilities. Specificaly, the and reviewing logs of powerful system utilities for
utilities suspicious activity.
are not reviewed by management.
CBP-IT- e Multiple methods of termination of e Ensure that management understands the X Medium
06-14 mainframe accounts are used by Systems importance of completing CF-241 forms and
Security personnel (i.e. electronic mail, receiving appropriate notification from System
phone calls, and termination checklists). Security for removal of accessto systems.
e We sdlected 45 terminated employees to e Implement and enforce aformal separation
determine whether termination checklists and review process that requires the CF-241
had been consistently completed. Of the 45 form to be complete, including signatures
employees, only 30 forms were provided. from direct supervisors, before the employee's
Of these 30 forms, we noted that 9 out of 30 final day of employment.
forms did not have supervisory signature,
which signifies completion of the form to
include notification sent to System Security
for removal of logical accessto
applications. We noted that termination
checklists (CF-241) are not consistently
completed for separating employees
throughout the organization.
CBP-IT- Backup tapes do not have affixed external labels | Apply external 1abels to the backup tapes and other X Medium
06-15 toindicate the sensitivity of the data contained storage devices with the sensitivity level of the
in the tapes. information contained within the object.
CBP-IT- CBP System Security does not have formal Formally document, implement and monitor X Medium
06-16  policies and proceduresin place for monitoring | policies and procedures related to the use of such
powerful/sensitive system utilities powerful/sensitive system utilities.
CBP-IT- | ¢ Improvements still needed in CBP's e Coordinate with DHS in developing X High
06-17 technical security controls. Related to enterprise-wide solutions for improving

issuesreported in FY 02, FY03 and FY 04
findings regarding host and network based
security system access deficiencies, we
noted the following:

network and host-based system configuration
design(s) to reduce the risks of compromise.
Consider use of system administrator level
security management monitoring tools to
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detect and correct security deficienciesin
CBP has confirmed that they will not be preventing possible intrusions
implementing the Passfilt.dll system control Proceed with the implementation of
program to enforce strong passwords or the to replace the Windows NT
Windows NT password protection feature domain configuration.
enhancement upgrade referred to as Provide and approve more robust standards for
). Windows-based production serversfor a

CBP has not made the configuration standard and sustainable baseline set of system
changesto the management security controls.

~ that was compromised in We Consider development of a compliance level
FYQ3intrusion tests. policy that provides for adherence to CBP
Discovered key systems domainsin password management policies set at the
targeting for potential unauthorized access domain controller level where local system
attempts where we were able to identify administrators and help desk staff may alter
major CBP network domains. users password management policies
Exploited a system vulnerability that had resulting in non-compliance situations.
not been corrected. Review and justify the level of system
We confirmed that the number of Domain administrators on critical domains to ensure
Administrators on selected Domains has that the level of accessis based on strict
increased since 2005. adherence to least privilege principles where
ESM identified weak passwords, expired the a_\bsol ute minimum level necessary is
passwords, misconfigurations, and missing applied.
patches.
Identified vulnerabilities on an Oracle
database which had critical patches missing,
week passwords and auditing is not
enabled.

C(?GP-lli;r- We noted the following issues related to Continue to develop and implement the X High

password parameters:

Mainframe minimum password length is set

e security record to bring
Mainframe password parametersin
compliance with DHS and CBP policies.
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to six characters e Bring password parametersin

. LAN minimum password length is set compliance with DHS and CBP policies.
to six characters e Configurethe security parameter to

e Password complexity is not set on the enforce minimum password length of eight
Mainframe characters.

e Password complexity isnot set on

e Password complexity is not set on the
LAN

CBP-IT- We noted the following issues related to e Modify CBP sautomatic session X Medium
06-19  automatic session disconnection: disconnection policy so that it is consistent
with DHS' policy or obtain aformal waiver

e CBFP'spolicy states that sessions should be from DHS.
automatically disconnected after 30 minutes e Modify CBP documentation to reflect that
of inactivity, which is not consistent with only the password-protected screensaver must
DHS' policy. be activated after 5 minutes of inactivity.

e CBP'spolicy statesthat the workstation e Modify session disconnection settings to
should log off from all connections after 5 terminate sessions after 20 minutes of
minutes of inactivity, whichisa inactivity.
documentation error. According to e  Continue deployment of and
applicable guidance, all system connections Windows 2003 in order to set up group policy
do not have to be terminated after 5 minutes and enforce password-protected screensaver
of inactivity on the workstation. settings on the workstations.

. sessions are configured to terminate
after 60 minutes of inactivity.

e CBP workstations cannot enforce the
activation of a password-protected
screensaver after 5 minutes of inactivity.
The settings can be disabled or changed by
individual users.

CBP-IT- is not configured to disable user accounts e Modify system parameters to lock users X Medium
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06-20 | after 3 consecutive failed logon attempts. after three consecutive failed logon attempts
asrequired by the relevant policy.
Additionally, per observation, we noted e Modify intrusion detections parameters on all
LAN accounts were not locked after three LAN Novell Netware contexts to allow
consecutive failed login attempts. two failed logon attempts, which will enforce
account lockout on the third failed logon
attempt.
CBP-IT- CBP does not document formal approval of Implement and enforce formal policies and X High
06-21  system changesfor the system. We procedures for documenting change
selected 8 regularly scheduled changesto approvals by end users and data processing staff.
determine if formal approval was given and
documented. Per inspection of documentation,
we were informed that there is no formally
documented approval for the 8 selected changes.
CBP-IT- We noted weaknesses related to the deposit and e File the tape deposit receipts immediately X Low
06-022  withdrawal of backup tapes: following the transaction with the off-site
storage vendor.
e Tape deposit receipts for 2 of 25 selected e  |mplement and monitor a process to log the
dates were not available. withdrawal of backup tapes from the off-site
e Withdrawal of backup tapes from the off- storage facility.
site storage facility is not logged.
CBP-IT- CBP System Security does not consistently CBP management implement policies and X Medium
06-023  retain audit logs of powerful mainframe system  procedures for retention of audit logs of powerful
utilities. Specifically, we selected 25 system utilities.
reports to determine if powerful
mainframe system utilities are being
consistently logged. We determined that 5 out
of the 25 selected logs were missing.
CBP-IT- | We determined that does not have We recommend that CBP management implement X Medium
06-024 | the ability to prevent developers from procedures which prevent the overwrite of
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overwriting existing code in the devel opment development codein the development
environment. The developer is able to extract environment.
the code from the development environment and
placeit into a persona folder on the user’s
personal computer. If multiple users are
modifying a program in their own personal
folders they may be overwriting existing
changes.
CBP-IT- | Accounts are not deactivated after 90 days of e Configure the setting within to X High
06-025 | inactivity with respect to the system. We automatically disable accounts that have been
determined through inspection of audit evidence inactive after 90 days per DHS 4300A
acquired from that the defined deactivation Sensitive Systems Handbook v3.3.
period is, in fact, 180 days. e Review current accounts and disable
and/or remove accounts that have been
inactive for 90 or more daysin
CBP-IT- LAN Security Administrators do not keep . . X Medium
06-026  audit logs for the prescribed period of time. y Codnflgulie the . LANto keep audit logs
Audit logs are only available for, at the most, andtrack security events according to CBP
e and DHS palicies.
the past three months. Logs are not maintained ) i
beyond the configured space for the log file. e Review  LAN auditlogs on areguler
We also noted that LAN Security basis, accordmg to CBF_’ and DHS palicy, to
Administrators do not review audit logs. look for potential security events.
CBP-IT- We noted that accounts are not deactivated after e |mplement a control to automatically disable X Medium
06-027 90 days of inactivity on the LAN. We or remove accounts after ninety days of
determined that the removal of inactive system inactivity in the system.
LAN accountsis amanual process. e Review current accounts and disable or
remove accounts that have been inactive for
ninety or more days in the system.
CBP-IT- |SAs are not fully documented for Complete and approve all connections with X Medium
06-028 ThelSA documenting the connection between existing and new entities connecting with

Americaand CBPis currently out of date.
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In addition, the connection that exists between
Treasury and CBP is currently not officially
documented.
CBP-IT- | The documentation of completed initial security | Consistently apply the requirements for initial and X Low
06-029 | awarenesstraining isnot properly maintained. refresher security awareness training for all CBP
We selected security awareness training employees and contractors upon initially
documentation for 45 users. Per inspection of establishing LAN/Mainframe accounts to CBP
documentation, and noted that 13 of 45 did not information systems.
have security awareness training certificates
documented.
CBP-IT- | Contractor access request forms for the e Formalize policies and procedures that all X High
06-30 | LAN could not be adequately tested. We noted employees, either government or contractor,
that no list of contractors hired to work at CBP are tracked by CBP personnel.
is maintained, accordingly audit procedures e Implement amethod of tracking those
requiring a sample of contractor access request government employees and contractors that
forms could not be requested. are currently employed at CBP.
CBP-IT- has excessive access to emergency e Implement apolicy and procedure that all X Medium
06-31 processing capabilities. We noted that after an users that require emergency access must have
initial authorization to be added to an supervisory approval for each time they need
emergency user tablein , auser can their emergency access activated.
repeatedly request that their emergency access | o Recertify the users on the emergency access
be reinstated, without being reauthorized. table to determine whether these are still users
While emergency accessin can expirein that may need emergency access as part of
no more than nine days, some usersrenew their their operational duties at CBP.
emergency access every nine days. We noted
that CBP has not implemented an effective
method of controlling this access, as users are
not required to reauthorize their emergency
access each time it is requested.
CBP-IT- | Access change audit logs are not reviewed in e Implement policy that requires review of X Medium
06-032 . CBP management does not access level change logs for and

independently review the changes that are put

Ensure that personnel reviewing these logs are
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into place by the security independent from the personnel that can make
administrators. changes to the access.
e Maintain documentation of the review of these
logs and follow up on any anomalous issues
discovered during areview.
CBP-IT- Anadministrator account on the LAN . X High
0634 (CMONDS Administrator”) is shared by four | EnSUe thet the shared accountis acked or
LAN administrators. '
CBP-IT- Wedetermined that the following documents Ensure all documentation, outlining CBP policies, X High
06-036  have not been formally approved: procedures and guidelines are appropriately
coordinated and officially approved.
e Systems Development Life Cycle (SDLC)
Configuration Management Plan — No
approval
e Configuration Management Code Migration
Procedures for
) has no authorization
e Acquisition Planning and Selection and
Development Process has no authorization
e Configuration Management Code Migration
Procedure for Systems, Applications, and
Products has no authorization
e Production Management Team Procedures
— No approval, no change history
e NDC Operations. Standard Operating
Procedures— No approval
CBP-IT- | User acceptance testing for Employee Self e Ensurethat user acceptance testing is X Medium
06-37 | Service Solution (ESSS)/Remedy was not

formally documented

performed for all systems developed or
acquired at CBP.

e Maintain formal documentation of user
acceptance testing, including test plans and
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results.
CBP-IT- | We noted that one individual with LAN e Delete LAN administrator privileges X High
06-38 administrator privileges did not have justified from the individual without a documented
access. need.
, e Perform periodic review of LAN accounts
We noted that there are instances where with  LAN administrator privilegesto
locks security administrator accounts due to determine whether it is appropriate.
various reasons that do not require documented | Formally document approvals every time a
approvalsfor reinstating the user account. field administrator privilege is requested
Additionally, we noted that instances where the regardless of whether it i due to new
. St:w”t% a?m| n'gri[g(;/'dselne?gdor tsi administrators, existing administrator that was
re'egd od emden 0 sui)den o acc_om;g SV'\;SG suspended or deleted, or existing administrator
needed, adocumented approval 1S required. that lost their profile, but is still active in the
noted that due to a system limitation within system
, management cannot produce a system- ' . L
generated ﬁgt of field : Fgecul:ity ¥ e Work towardsidentifying asolution in
administrators that differentiates between the Lg!;:}?:gqﬁﬁ?grg;nﬁ?;d listing of
two cases. oo .
W administrator access approva documentation.
CBP-IT- Wenoted that 1 out of 3 selected batch job Management consistently document and maintain X Medium
06-39  schedule changes did not have documented the OM S approvals for job schedule changes.

approval.
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NFR # Condition Recommendation New Issue Repeat |ssue Rating

CG-IT- | The Business Contingency and Disaster | e  Finalize and implement the DRBC X High

06-001 | Recovery Planisstill in draft form and has not yet and ensure that it reflects changes

been tested. in hardware and software and
addresses disaster recovery
procedures for 's key
financial systems.

e |dentify an aternate processing site
and document associated
restoration procedures.

e Periodicaly test the DRBC and
eva uate the results of the testwork so
that the DRBC can be adjusted to
correct any deficienciesidentified in
testing.

CG-IT- A comprehensive incident capability that includes e  Develop an incident response X Medium

06-002  designated response team members and capability that includes:
procedures for incident handling to help ensure - Designation of response team
that the incident is properly handled has not been members:

documented and implemented. - Training for team members; and

- Procedures for incident handling,
including preparation,
containment, eradication,
recovery and follow-up activities.
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Approve and implement the incident
response capability at the
CG-IT-  Configuration weaknesses over Develop and implement a X Medium
06-003  workstations allowed users to modify sensitive configuration checklist for the anti-
workstation system and security settings. During Virus server.
our test work, usinga network user Perform periodic audits of the anti-
account provided with ordinary privileges, we virus and workstation security
were able to successfully: Settings to ensure appropriate
configurations are maintained.
e Disable the desktop’s anti-virus;
Change the screen saver setting to remove the
password-locking feature; and
e |ncrease the time period for the screen saver
activation significantly.
CG-IT-  Although backup tapesfor and the are Develop and document X Medium
06-004 created on aregular basis, testing procedures comprehensive backup procedures,

have not been documented in accordance with

Instruction.
Additionally, although backup tapes are
rotated offsiteto the
), backups have not been included in

the tape rotation process to the . Although
a tape rotation schedule and tape rotation
procedures have been documented, the tape
transfer logs are not being completed in their
entirety to note the tape numbers and the
number of tapes being rotated offsite.
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which include testing the and
backup tapes on aregular
basis, at least annually.
Enforce the tape rotation procedures
to ensure that tape transfer logs are
completed and perform aweekly
review to ensure that the logs are
completed in their entirety before the
tapes are sent to the
Include the backup tapesin the
weekly offsite tape rotation to the
. Update the tape transfer log to
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include the backup tapes that
will be included in the rotation.

CG-IT-  Although a change control process has been e Approve and complete each field X Medium
06-005 established and documented for WINS, the related to the SCR within PVCS

processis not consistently followed. The Tracker in accordance with the

appropriate approvals are not consistently documented requirements of the

documented within PV CS Tracker prior to Finance Center Staff Instruction

implementation. Out of a selection of 30 5232.1C;

changes, 2 approvals were not documented. e Attach appropriate test plans,

Additionally, evidence of testing, either through results, and approvals to the SCR

attached test plans and results or emails were not forms within PVCS Tracker in

consistently attached to the selected SCRs within accordance with Instruction

Tracker. Asaresult, evidence of testing for 7 out 5232.1C: and

of the 30 selected changes were not available. e Document procedures for

Additionally, although criticality levels for fﬁgtrc’”'”gagai%?g%y changes to

changes have been defined, procedures for making '

emergency changesto have not been

developed.
CGIT- | o emergency proceduresareinplace | e  Finalize and implement the X Medium
06-006 for the evacuation of and its Data emergency procedures that include

Center. However, no emergency re-entry
procedures exist within this directive.

e No policiesand procedures arein placeto
guide and document the emergency training
of Data Center personnel.

e Weaknesses exist in the implementation of
least privilege regarding granting accessto
the Data Center personnel. Specifically, two
out of the fifteen personnel forms selected,
granted twenty-four hour access to

re-entry procedures into the Data
Center.

e Develop and implement policies
and proceduresto train Data Center
staff in emergency procedures
pertaining, but not limited to fire,
water, and alarm procedures.
Additionally, formalize this
training by retaining documentation
that all staff has completed the
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individuals on the janitorial staff. training.
e Continueto limit entry to the Data
Center, especidly after normal
business hours, to critical personnel
only.
CG-IT- | The passwords for are not required by Complete planned corrective actions to X Medium
06-007 | the system to be 8 charactersin length or contain replace with the Coast Guard
a combination of alphabetic, numeric and/or Direct AccessHRMS 8.9
specia characters. Dueto lack of vendor implementation, which will address
support, there is uncertainty to the feasibility of vendor support and password strength.
implementing stronger password controls.
CG-IT- A periodic review of Direct Access access lists e Perform aperiodic review of X Medium
06-008 was not conducted to ensure that users had the accounts to ensure that users are
correct access privileges. Additionally, we currently employed and have the
determined that an applicant could be entered correct access to the system,
and hired by the same individual. The process specifically to sensitive aress.
of transitioning an applicant to an employeeisin e Require that the person who enters
an audit trail; however this audit trail is not an applicant’ s datais not the person
reviewed on aregular basis. that hires the applicant or have an
independent party at monitor
Direct Access audit trailson a
regular basisfor any irregularity.
CG-IT- | Access authorization requests for idsdid e Perform aperiodic review of X Medium
06-009 | not indicate the roles or menus necessary for the accounts to ensure that users

user to perform job functions; rather access
authorizations identified a current user with
similar privileges that could be copied to create
the privileges for the new id.
Additionally, requests for new accounts are

are employed by the USCG and
have the appropriate access to the
system, specifically to sensitive
areas.

e Utilizethe access form,
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accomplished via email, and the system which indicates the roles and
administrator did not routinely retain these responsihilities required for an
emails prior to January 2006. individual’sjob function and a
supervisor's approval.
CG-IT- | ¢ Formal documented procedures are not in Document policies and procedures X Medium
06-010 place over system software changes, related to for requesting, authorizing, testing,
, ,and ; and approving system software
e A testing baseline for system software changes, including emergency
changes has not been established and changes.
documented, Establish atesting detail baseline
e  PSC does not formally document and that defines the standard
maintain the following for each system components that should be
software change: documented for software changes,
- System software change request and and communicate and enforce this
authorization of the request; procedure to implement testing as a
- Test plan documentation and test results; component of change
- Approval for migration of system implementation.
software changes into production; and Document and maintain test plans,
e Theaudit trail of system software changesis test results, and approvalsfor all
not periodically reviewed. system modifications.
Review an audit trail of system
software changes to identify
unauthorized changes.
CG-IT- | Test plans and test results for application Document and maintain test plans X High
06-011 | changeswere not consistently documented and

maintained. Specificaly, 28 out of 30 selected
application changes did not have test plans or test
results documented. In addition, 11 out of 30
changes were not approved by the business
sponsor (user acceptance approval) and 4 out of 30

and test results for application

changes, in accordance with the
SDLC policy

Obtain and document appropriate

approvals prior to the

implementation of program
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changes were not approved by the peer reviewers changes, in accordance with
prior to migration into production, as required by SDLC policy
the Systems Development Life Cycle
CG-IT- passwords are not in compliance with the e  Strengthen password and account X High
06-012 | DHS password policy. The systems configurations in accordance with

does not enforce the following password rules:

e passwords areto be eight charactersin
length

e passwords are to include al phabetic,
numeric, and special characters

e passwords are not be the same asthe
previous eight passwords

We determined that sessions are not
timed out following 20 minutes of inactivity and
accounts are not disabled following a period of
90 days of inactivity.

During our testing of accounts with
specid attributes, we determined that two
generic accounts have access to and
. Additionally, we determined
that the and
settings were not enabled. Furthermore, four
accounts assigned to personnel had both
and , two of which
were system programmers.

DHS 4300A requirements
including:
- Require passwords to be
eight charactersin length
- Require passwords to
include alphabetic,
numeric, and special
characters
- Requirethat passwords not
be the same as the previous
eight passwords
- Terminate ons
following 20 minutes of
inactivity
- Déeteinactive accounts
following 90 days of
inactivity
e Sa security settingsto the
most restrictive mode.
Specifically, the following
settings should be
changed:
- Change
to
- Enable
e Review accessto sensitive
privileges to ensure that users
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require the privilege to perform job
functions.
CG-IT- | Outgoing Personnel forms were not documented Implement corrective actions to document X Medium
06-013 | for two out of nine selected users. These two and implement policies and procedures
individuals retained access to the for use in managing terminations,
system with read only access. including use of the Outgoing Personnel
form.
CG-IT- | e Excessive access privileges have been e Review the database user X High
06-014 granted within the database. listing to determine which users

e Password configurations for the

profiles have been configured to permit
passwords to be a minimum of six
charactersin length. Additionally, the
password history requirement is the only
password requirement that has been
configured for the profile.

e Audit logging has not been enabled within
the application or database.

e Documented access reguest forms could not
be located for nine out of 22 new
users granted access to the application.
Additionally, although the automated access
request forms for the other 13 out of 22 new

users granted accessto the

application were approved, the level of
access/privileges associated with the new
user were not documented on the access
request form.

e |ndividuals who are no longer employed with

have a business need to retain
accessto the

e Configurethe ,

and
profilesto bein
compliance with
Password Policy SOP.

e Establish detailed procedures for
audit trail generation, review and
management.

e Develop and implement access
control procedures for the
system and database accounts.

e Develop and implement access
control procedures for the
system and database accounts.

e Develop and implement access
control procedures for the
system and database accounts.
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were found to have active
accounts within
e WINS account reviews have not been
performed on a periodic basis.
CG-IT- Weaknesses were noted in regard to these e  Continue with efforts to improve X Medium
06-015 personnel entrance and exit procedures the implementation of the
for civilian, contractor and military personnel. personnel entrance and exit
Specifically, out of fifteen entrance check-in procedures and a more formalized
sheets inspected, thirteen were incomplete or did chain of command for the
not exist. Additionaly, out of fifteen exit check- collection of the check-in and
out sheets inspected, only four were received from check-out shesets.
our sample selection, and none of which were e Track and monitor the completion
complete. of check-in and check-out sheets.
e Ensurethat personnel indicate
which line items on the check-
in/check-out sheets are not
applicable.
e Retain Check-out sheetsfor upto a
year after an employee’ s departure.
CG-IT- | o Password configurations for have been e Configurethe application and X High
06-16 not configured to maintain the password database to be in compliance with

history for each account.
e Usersarenot locked out of their
accounts after three invalid logon attempts.
e Policies and procedures for application and
database audit |og management have not
been documented.
e Documented access request forms could not
be located for three out of nine new
users granted access to the application.

Password Policy SOP.

e Configurethe application and
database to lock users out of their
accounts after three failed login
attempts.

e Establish detailed procedures for
audit trail generation, review and
management.

e Develop and implement access
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accounts are not immediately disabled control procedures for the
upon an employee’s termination. system and database accounts.
Specifically three civilians terminated Develop and implement access
employment with control procedures for the
has not been configured to track and system and database accounts.
deactivate accounts that have not been used Configure the system to track and
in 90 days. lock the accounts of individuals
account reviews have not been who have not logged into the
performed on a periodic basis and results of systemin 90 days.
the reviews are not maintained. Develop and implement access
An excessive number of individuals have user control procedures for the
administrator capabilities within system and database accounts.
Develop a wide segregation
of duties policy that provides
guidance to personnel regarding
incompatible duties.
ggolil; Password configurations for application and Configure the application and X High

database have been configured to permit
passwords to be a minimum of six
charactersin length.
Users are not locked out of their
application accounts after three invalid
logon attempts.
Audit logging has not been enabled within the
application or database.
Individuals who are no longer employed
with were found to have active
accounts within
account reviews have not been
performed on a periodic basis.
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database to be in compliance with
Password Policy SOP.
Upgrade to ensure that users
are locked out of their accounts
after threeinvalid attempts.
Establish detailed procedures for
audit trail generation, review and
management.
Develop and implement access
control procedures for the
system and database accounts.
Develop and implement access
control procedures for the
system and database accounts.
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CG-IT- | o Password configurations for the application Configure the X High
06-018 and database have been configured to permit application and database to be in
passwords to be a minimum of six compliance with
charactersin length Password Policy SOP.
e Policies and procedures for application and Establish detailed procedures for
database audit log management have not audit trail generation, review and
been documented. management.
o account reviews have not been Develop and implement access
performed on a periodic basis. control procedures for the
system and database accounts.
gg&ng e Manager Review of System Administration Revise the Manager Review of X High

Monitor Procedures have been developed that
guide managersin performing periodic system
administration monitoring reviews. However,
the procedures do not note the periods of
review that are being monitored, who is
responsible for performing the reviews and
evidence that the manager review was
performed could only be obtained for March
2006. Additionally, although the manager
reviews were implemented in March 2006, for
the first half of the fiscal year, October
through March, system administration
monitoring was not performed by a manager
or group outside of the three systems
administrators during that time period.

The access request form for one out of four
individuals granted access to since
October 1, 2005, did not contain the
supervisor's approval.

The account of a contractor that left
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System Administration Monitor
Procedures to note how often
managers should perform system
administration monitoring reviews.
Continue enforcing

Instruction 5230.3 — Policy for
System Level Accessto

Computer Assets.

Continue enforcing

Instruction 5230.3 — Policy for
System Level Accessto

Computer Assetsto ensure that the
accounts of terminated
civilians/contractors/military
personnel arerevoked in atimely
manner.

48




Department of Homeland Security
Information Technology Management Letter

September 30, 2006

Appendix B

NFR # Condition Recommendation New |ssue Repeat | ssue RZL?;g
in October 2005 remained active until May
2006.
CG-IT- | A Security Configuration Management Implement corrective actions to X Medium
06-020 | Plan does not exist that clearly delineatestheroles | implement a Security
and responsibilities between Configuration Management Plan that
, and the isthe | includesthe role and responsibilities of
organization under contract by Coast Guard to and . Also, the plan should
manage the and software programs. address both and and their
Consequently, the System Security Plans for the associated operating systems and
and applications do not include key databases. Subseguently, the and
security control information. Specifically, the System Security Plans should be
plans do not include information on the current updated to reflect the approved
security configuration management process, information in the Security
including delineation of responsibilities for all Configuration Management Plan.
involved parties. The System Security Plans were
otherwise compliant with current NIST standards.
CG-IT- Coast Guard Headquartersis in the process of e Finalize the development of X Medium
06-021  developing policy that addresses role-based centralized headquarter policies and
training requirements for individuals with procedures for 1T role-based
critical IT positions. However, currently this training for civilian personnel with
Training and Education Plan is still in draft form critical IT positions.
and no policies and procedures exist that require e Deploy the T role-based training
critical IT personnel to continue their education of civilian personnel with critical
through role-based training. IT positions down to the CG
component levels for
implementation.
| CG-IT- | NOAA forgotten widows, member type 1384, | Implement corrective actions to add the X Low
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06-022 | are not designed to be excluded from the tothe

actuarial datafile created annually to estimate group in the

the pension liability for the Coast Guard. to effectively exclude the

Forgotten widows are the survivors of retired NOAA Forgotten Widows from the

personnel who died before any survivor benefit actuaria datafile.

program was enacted. The program is designed

to exclude those member typesincluded in the

group identified in the
, which does not contain member
. All member types not in the
group are included in the actuarial

lighility file.
CG-IT- A security test and evaluation has not been Compl ete the Certification and X Medium
06-024  conducted on the General Support System. Accreditation package for the

In addition, the final Certification and general support system in compliance

Accreditation package has not been created and with NIST Specia Publication 800-37

an Authorization to Operate has not been and DHS Sensitive Systems Policy

requested or approved for the General Directive 4300A, including a Security

Support System. Assessment Report and a signed

Authorization to Operate.

CG-IT-  Nodocumentation exists for the change control e Develop and implement a change X Medium
06-025 process, including the emergency changes process, control process for the

surrounding the application. Although application.

a development server exists for the application, e Develop and implement an

- management indicated that the emergency change control process

application version 6.0.13 was the only version for the application.

implemented for in 2003 and no

changes or updates have been made since.
CG-IT- | During technical testing patch management | e |mplement the corrective actions X High
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06-026

CG-IT-
06-027

weaknesses were identified on hosts supporting

the and applications. Many of

these vulnerabilities could allow aremote attacker

to gain full control of the affected host and could

lead to the compromise of the availability,

confidentiality and integrity of and
data

During technical testing configuration
management weaknesses were identified on hosts
supporting the and applications.
Specifically, servers were identified with
excessive access privileges, and password and
auditing configuration weaknesses.

noted in the finding.

Implement polices and procedures to
ensure that the software builds
created by the CG software devel oper
are tested to ensure that all software
security configurations, such as
software patches and non-compliant
settings, are up to date.

Continue the process for performing
periodic scans of the

network environment, including the
financial processing environment, for
the identification of vulnerabilities, in
accordance with NIST SP 800-42.
Implement corrective actions to
mitigate the risks associated with any
vulnerabilitiesidentified during
periodic scans.

Implement the corrective actions
noted in the finding.

Implement polices and procedures to
ensure that the software builds
created by the CG software devel oper
are tested to ensure that all software
security configurations, such as
software patches and non-compliant
settings, are up to date.

Continue performing periodic scans
of the network
environment, including the financial
processing environment, for the

High
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identification of vulnerabilities, in
accordance with NIST SP 800-42.

e Implement corrective actionsto
mitigate the risks associated with any
vulnerabhilities identified during
periodic scans.

CG-IT-
06-028

Coast Guard has not completed the process
of filing the records that were recovered and
recreating of the records that were not found
during the migration of records from the
Department of Transportation to DHS.
Civilian background investigations and
reinvestigations are not being consistently
performed. Specifically, three (3) out of
seven (7) newly hired civilian employees at
did not have any record of a
background investigation on file.
Additionally, for the re-investigation of
employees, four (4) out of five (5)
GS employees selected did not have a
current investigation on file.
Position sensitivity level distinctions for
civilian personnel with accessto DHS
information systems at are not
accurately depicted. Specifically, of the
selection of position descriptions received,
nine (9) out of ten (10) had non-critical
position sensitivities although their job
functions were that of IT personnel with
advanced access to the DHS system.

e Complete the process of restoring
the background investigation
records of their military and
civilian personnel that were not
included during the migration of
records from the Department of
Transportation to DHS.

e Perform the background
investigations for civilian
employees in accordance with DHS
directives.

e Reevaluate and assign the correct
position sensitivity levelsto
individuals with accessto DHS
information systems in accordance
with DHS policy.

High
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CG-IT- | Coast Guard has and continues to operate a e Immediately implement asingle, X High
06-029 | separate, informal and largely undocumented integrated change control process
change development and implementation over Coast Guard Financial
process effecting Coast Guard Financial Systems with appropriate internal
Systems, outside of and conflicting with the controls.
formal change control process. Thisinformal e Immediately commence an in depth
script development and implementation process examination of the Coast Guard
began with the implementation of in June Financia Systemswith an external
of 2003. reportsthat the independent organization trained in
documentation and tracking of the scripts was financial information systems,
not developed until June of 2005 but is unable to process analysis and with a
provide a complete population of implemented demonstrated understanding of the
scripts, to include the type, purpose and intended federal accounting environment.
effect on financial data. The implemented e In conjunction with item number two
processisineffective as the approval, testing above, begin an in depth examination
and documentation procedures of the script to detérmine and document. in detail
changes are not appropriately designed and the the effects of the identified root
current process is ineffective to control the causes and implemented automated
intended and actual effect on financia data and manual adjustments on financial
data and affected financial statements
for prior reporting periods and make
appropriate restatements.
gg(;;o e A copy of the Disaster e Periodically test the DRPs and X Medium

Recovery Plan has been completed. However,
the plan has not been tested.

e TheDRPfor the

has been completed.

However, testing of the DRP has not
taken place. The projected completion dateis
October 2006.

e The DRP for the General Support System has
been completed. However, testing of the

Contingency Plans for the

,and so that the plans
can be adjusted to correct any
deficienciesidentified in testing.
Obtain afinalized and approved

MOU with and CG-61
outlining their responsibilitiesin
getting the DR siteup and

running in atimely manner.
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DRP is scheduled to take place by the end of e Obtain afinalized and approved
the year. contract with the off-site
e A copy of the Memorandum of Understanding Disaster Recovery facility.
(MOU) between and two other CG
components who the must rely on for
various reasons at the off-site facility was
cited in the Disaster Recovery Plan
e A finalized contract with the off-site facility
was cited in the Disaster Recovery Plan.
However, we were unable to obtain the
signature page for it during our audit field
work.
CG-IT- During our FY 2006 follow-up testing, we e Implement the corrective actions X High
06-031  determined that had taken corrective action noted in the finding.
on severa of the previously noted vulnerabilities, o |nstitute aformal process for
however several remained. The remaining performing periodic scans of the
vulnerabilities are in the following four areas: network environment, for the
identification of vulnerabilities, in
¢ Account management - 2 high-risk accordance with the DHS I T Security
vulnerabilities and 4 medium-risk Program Handbook for MD4300A
vulnerabilities and NIST SP 800-42.
e Configuration management — 2 medium-risk e |Implement corrective actionsto
vulnerabilities mitigate the risks associated with any
e Patch management — 3 high-risk vulnerabilities identified during
vulnerabilities periodic scans.
CG-IT- During our FY 2006 testing, we determined that e Implement the corrective actions X High
06-032 none of the prior year vulnerabilities were noted in the tables above.

corrected. Asaresult, the vulnerabilities present
in FY 2006 arein the following four areas:
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performing periodic scans of the
e Audit management — 2 medium risk network environment, for the
vulnerabilities identification of vulnerabilities, in
e Configuration management — 3 high, 6 accordance with DHSIT Security
medium and 11 low risk vulnerabilities Pr((j)gram Handbook for MD4300A
e  Password management — 1 high and 5 medium and NIST SP 800'_42‘ )
risk vulnerabilities . '”_‘E?' ?e{‘; CQZ(GC“VG af::[ ons tQt A
: . mitigate the risks associ with any
e Patch management- 11 high, 12 medium and S - .
12 low risk vulnerabilities vulper§1b|l|t|es identified during
periodic scans
CG-IT- contracts the maintenance of their e Continue to communicate with X Medium
06-033 information systems software and hardware for Coast Guard Headquartersin order
the Superdome supercomputer, which houses to convey the importance of a
the four production databases including the timely renewal of the maintenance
production database, to Hewlett Packard (HP) contract.
through two separate service agreements. One of e Maintain a continuous service
the service contractsis valid until 2007 for a contract for the hardware and
segment of their computer software and software with the current vendor by
hardware. However, the second portion of anticipating delaysin contract
Superdome equipment is covered renewal and submitting requests for
under a maintenance contract that expired on procurement in a timely manner.
May 31, 2006. has requested arenewal
of this contract however the request is till
pending and there is no other contractual
agreement to cover the maintenance of their
software and hardware during thislapse in
service contracts.
CG-IT- | o does not perform background e Implement policies and procedures X High
06-034 to ensure compliance with the new

investigations or verify that background
investigations have been performed for

DHS policies for the background
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contractors working at especially investigations of contracting
those with sensitive I T positions. Specifically, personnel.
employs 150 contractors, however, | e Develop risk levels for contractor
We were unable to obtain the status of a positions with access to DHS
background investigation on any of them. information systems in accordance
e Norisk levelsfor contractor personnel with with DHS policy.
access to DHS information systems at
exist. Contracting personnel with IT
job functions which require advanced access
to the DHS system are not categorized at a
higher risk level then an individual who uses
the system with basic privileges.
CG-IT- The Memorandum of Understanding (MOU) Complete planned corrective actions to X Low
06-035 developed between Coast Guard and finalize and obtain all approvals for the
Treasury Financial Management Service addresses | MOU and | SA between and
the development, management, operation, and Treasury-FM S Financial Management
security of a connection between systems owned Service.
by both parties. The previous agreement expired in
April of 2006 and a current MOU between
and Treasury has not been completed.
CG-IT- | e  Seven developers out of 15 personnel in the e Remove analyst access to the X Medium
06-036 Business Services Section had inappropriate development environment.

access to function
in the Production and Devel opment
environments allowing them to potentially
circumvent the change control process at
from October 1, 2005 through

August 10, 2006.

e Wefurther note that 5 out of 15 personnel in
the Business Services Section had
inappropriate access to functions containing

e Continue to ensure that developers
have limited access (select or read
only) to the production environment.
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elevated privileges in the Production and
Development environments allowing them
to update production and potentially
circumvent the change control process at
CG-IT- Thefollowing password configuration weaknesses Modify the application X High

06-037

associated with the

application:

Passwords were not configured to require
password changes every 90 days from
October 1, 2005 to February 14, 2006.
Passwords were not configured to require
minimum length of six instead of eight.
Passwords were not configured to maintain a
history of six passwords.

Passwords were not configured to require a
combination of alphabetic, numeric, and
special characters.

Passwords were not configured to restrict
dictionary words including dictionary words
spelled backwards.

Passwords were not configured to restrict
simple pattern passwords; such as “qwerty” or
“xyz123".

Passwords were not configured to check that
two identical charactersin any position exist
from the previous password.

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit

password configurations to be
compliant with DHS and Coast
Guard policy.

Configure the application to
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Additionally, we identified that the
application is configured to terminate idle sessions
after 30 minutes of inactivity instead of 20
minutes.
CG-IT- Thefollowing segregation of duties weaknesses e Monitor the user and DBA X High
06-038  associated with the application. actions as well as develop and
implement procedures to
Application Audit Trails'Monitoring periodically perform reviews of
e The application does not have the user actions.
capacity to maintain audit trails for e Develop and implement procedures
management review. to periodically perform reviews of
_ _ the DBA’s actions.
Incompatible Duties e Perform areview of accounts with
e Thereisonly oneindividual performing all DBA privileges to determine that
DBA duties. Thelone DBA access is granted based on the
actions are not reviewed for principle of least privilege.
appropriateness, including changes to data
and/or security profiles.
e Usersinthe* " group have
privilege to insert data at the database level.
e Thereare 17 accounts associated with the
DBA rolein Oracle.
CG-IT- There are no documented policies and procedures  Develop policies and procedures around X Medium
06-039  onthe calculation of the environmental liability calculation of the environmental liability
reported on the DHS Consolidated balance sheet. using data stored in the application.
The environmental liability is adjusted quarterly
based on the data stored in the application.
CG-IT- | Weidentified the following account management | ¢  Develop and implement procedures X High
06-040 | weaknesses associated with the SAM application.

Inactive Accounts

to periodically perform reviews of
inactive application accounts.

e Develop and implement procedures
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e A planned monthly review of inactive requiring documented authorization
application user accounts has not been for accessto the application.
implemented. e Develop and implement procedures
e Thereare 315 active accounts that have not to periodically perform reviews of
logged into the application for 90 days. application accounts.
Access Authorizations e Develop and implement procedures
e Access authorization documentation was not to periodically perform reviews of
made available for 17 out of 60 selected new failed logon attempts to the
application users. application.
Logical/Physical Access Reviews e Develop and implement centralized
e The application accounts are not process for tracking terminations of
recertified annually to vaidate that the al Coast Guard personnel, including
accounts belong to appropriate personnel. military, civilian, and contractor
e Management is not reviewing failed logon personnel, and implement a process
attempts to the application. to ensure that access to IS
Termination Procedures removed for all terminated personnel
e Five separated civilian personnel had active in atimely manner.
accountsin the application.
e Nine separated military personnel had active
accountsin the application.
e Coast Guard does not maintain a centralized
listing of separated contractors.
CG-IT- | System change request to modify transaction The system change request to X Medium
06-041 | code to automatically reestablish the automatically reestablish the funds as

funds as obligated was implemented in March
2006 within the 3.2 build. Currently, the
automated process appeared to be operating
effectively. However, from October 2005
through March 2006, no mitigating controls
such as procedures for training of staff and/or

obligated when transaction code
is used was implemented in March
2006 and therefore has no further
recommendations to provide.

For recommendations for al other
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manual reviews were established to determine
whether or not the re-obligation should be
established to the associated UDO balance.

Additionally, management indicated
that transaction code should not be
automatically reestablishing the fundsin the
system. However, aswe could not perform a
complete analysis of the posting logicin
FY 2006 as noted in NFR CG 1T-06-029,
transactioncode  , aswell as other codes,
may still contain errors as of September 30,
2006.

06-029.

transaction codes, refer to NFR CG I T-

CG-IT-
06-042

had not developed formal change
control procedures documenting the
requirements for altering the criteriaused in

to match transactions. Functional

changes are required when initially establishing
amatching process or when the accounting
operations team identifies that transactions that
should be matching are not correctly matching
in the system.

Complete planned corrective actions to
document policies and procedures for
requesting, authorizing, testing, and
approving functional changesto

Medium

CG-IT-
06-043

Policies and procedures surrounding the change
control process for Coast Guard needs
improvement. Specifically, no policies and
procedures exist for:

e thetesting/verification the functionality of
the change in pre-production before the
change isimplemented in production

e thefinal approval of the change by

from

e Develop and implement additional
change control policies and
procedures to include the testing of
changesin a pre-production
instance and obtain final approvals

management on all

changes before implementation in
production.

Medium
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management Develop and implement aformalize
process for the retention of

Additionally, change control test results, as well documentation throughout the

as approvals, are not consistently documented. change control process.

Specifically, documentation for the two formula

changes requested, did not include evidence of

testing in a pre-production instance and the final

approvals of the changes when they are

implemented in production. Furthermore, of the

five remained changes sel ected, we were unable

to obtain documentation of final of final

approvalsfor each of the five sample items

approvalsfor five out of the five items.
CG-IT- | Asaresult of our audit test work and supported Continue to develop, implement X High
06-044 | by all the T NFRs issued during the current and monitor compliance with DHS,

year, we determined that Coast Guard is non-
compliant with the following laws and
regulations:

e Federa Information Security Management
Act of 2002 (FISMA)

e Federal Financia Management Improvement
Act (FFMIA)

e Office of Management and Budget (OMB)
Circular A-130

Coast Guard and Federal security
policies and procedures in the areas
of:

- Access Controls

- Change Controls

- System Software

- Segregation of Duties

- Entity-wide Security Planning
- Service Continuity

Develop and implement corrective
action plans to remediate the NFRs
issued during the FY 2006 audit.
These corrective action plans
should be developed from the
perspective of the identified root
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cause of the weakness.
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FEMA- | During our technical testing, patch FEMA should implement the corrective actions X
IT-06- | management weaknesses were identified on | listed in the NFR for each technical control
01 servers. Specifically, as aresult of weakness identified. Hiah
missing patches, the serverswere 9
vulnerable to buffer overflow
vulnerabilities.
FEMA-  During our technical testing, configuration FEMA should implement the corrective actions X
IT-06- management weaknesses were identified on | listed in the NFR for each technical control
02 , and key support servers. weakness identified. Hiah
Specifically, servers were identified with 9
password and auditing configuration
weaknesses, and version weaknesses.
FEMA- Thereare no procedures arein placeto Develop and implement procedures regarding X
IT-06- periodically review user accesslists | periodic review of accesslists. The policy should
03 to determineif accessis still needed, reguire that a master listing of al employees and
including the development of a master contractors is collaboratively developed and
listing of all employees and contractors maintained by FSB in order to periodically High
developed and maintained by FSB. determine whether logical user accessto is
valid, consistent with job responsibilities, and
according to the least privilege principle.
FEMA- | The production and test servers are FEMA, upon implementation of the X
IT-06- | located in very close proximity of each Data Center’'s “real-time” back-up facility, create M edium
04 other, which is not conducive to effective redundant servers at the Data Center
contingency planning efforts. We notethat | for thetwo servers located at
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upon the implementation of the
Data Center’s “real-time” back-up
facility, both the test and production
serverswill be redundant, aleviating the
current condition. However, the Denton
back-up facility does not currently have that
capability in place.
FEMA- | ¢ The did not provide Document the results of the by X
IT-06- adequate documentation of the results providing a detailed listing for the
05 to the accrediting authority. The vulnerabilities and/or corrective action for the
included thorough testing of vulnerabilitiesinthe ATO aswell as
managerial, operational and technical documenting them in an individual manner in
controls and identified 88 the POA&M when the system is re-certified
vulnerabilities; however, the and accredited in 2007.
vulnerabilities listed in the ST& E report Document the results of the ST& Es performed
were only identified as one POA&M on after
weaknessin the POA&M performing technical testing, and provide
e Of the 10 systems deemed critical for results for the technical testing performed over
which the C& A process was completed, the baseline security requirementsin High

we noted that the following four
systems did not include any

documentation of their ST& E resultsin

the ATO package: ,

e FEMA has completed a mgority of the

migration from Microsoft
Windows 2000 Professional to
except for afew aspects of the
migration dealing with Individual
Assistance and various regional sites.
We noted that these major changes to

accordance with NIST 800-37 and IT Security
Program Handbook for MD4300A Sensitive
Systems.

Re-perform the C& A process for due
to the magjor changes the system has undergone
using NIST 800-37 and I T Security Program
Handbook for MD4300A Sensitive Systems.
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the system warrant that the
C& A process be re-performed.
FEMA- Thereisnot formal, documented procedures | Develop and implement procedures to require X
IT-06- arein place to require updates to the updates to documentation as functions are L ow
06 system documentation as functions added, deleted, or modified.
are added, deleted, or modified.
FEMA- e FEMA did not adequately document e Perform afull test of the Contingency X
I'T-06- testing of the Contingency Plan for Plan when the Data Center is
07 . Although a table-top test of the prepared to be the functional aternate site for
Contingency Plan was . Aspart of this contingency plan
completed on February 10, 2006, the test, FEMA should include the IT components
table top test did not adequately in order to assess if they will operate as
test the IT components of the planned. Additionaly, testing of the
system/processes. Contingency Plan should be performed
e FEMA does not have an accurate annually.
Contingency Plan for . The e Updatethe Contingency Plan and then High
most recent version of the perform an adequate test of the planin
Contingency Plan isdated July 19, compliance with DHS 4300A and NIST 800-
2004. However, since that time, FEMA 34, oncethe migration is complete.
has nearly completed its migration of
from Microsoft Windows 2000
Professional to the operating
system and is adding a Small Business
Administration web interface.
FEMA- | The FEMA COOP has prioritized each of Update the FEMA COOP to clearly state and X
IT-06- | its 12 critical Information Technology (IT) | prioritize thelisting of 12 critical IT systems that
08 systems according to criticality of the would be brought back online at various alternate
systems; however, the FEMA COOP has processing sitesin the event of adisaster. Medium

not been updated to take into account the
new listing of FEMA critical IT systems.
We confirmed with the Office of Cyber
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Security (OCS) and ONSC that the updated
listing of FEMA mission critical 1T systems
should be represented in the FEMA COOP.
FEMA- | o users are not locked out of the | ¢  Complete areview over all X
IT- system after three invalid logon settings for Microsoft Windows 2000 users
NFR- attempts. In addition, we determined and ensure that all settings
06-09 that upon locking a user account out of are properly applied to those users, including
the system after threeinvalid logon disabling the user’s ahility to change the
attempts at the domain level, the user inactivity threshold of the password protected
account becomes unlocked and active screensaver.
again after fifteen (15) minutes of e Ensurethat FEMA userslocked out of the
Inactivity. system at adomain level must have the system
. settings on machines administrator unlock and reset passwords for Medium
running Microsoft Windows 2000 users, per Department of Homeland Security
Professional disabled the user’s ability (DHS) Information Technology Security
to disable the password protected Program Publication, 4300A.
screensaver; however the
settings did not disable the
user’s ability to change the inactivity
threshold greater than the FEMA
standard of fifteen minutes. This
weakness impacts S,
FEMA- settings on machines Complete areview over all X
IT-06-  running Microsoft Windows 2000 settings for Microsoft Windows 2000 users and
10 Professional prevented the user's abilityto  ensure that all settings are
disable the password protected screensaver;  properly applied to those users, including disabling
however the settings did the user’ s ability to change the inactivity threshold M edium
not prevent the user’ s ability to changethe  of the password protected screensaver.
inactivity threshold. The implementation of
apassword protected screensaver as a
mitigating control for lacking a second form
of authentication is not sufficient if users
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have the ability to change the inactivity
threshold greater than the FEMA standard
of fifteen minutes. Thisweakness impacts
FEMA- e Password configurations for the e Configurethe application to require a X
I'T-06- application have been configured to password to be a minimum of eight
11 permit passwords to be a minimum of charactersin length to be in compliance with
six charactersin length which isnot in DHS Information Technology Security
compliance with Department of Program Publication, 4300A Password
Homeland Security (DHS) Information Policy.
Technology Security Program e Ensurethat user accessis only
Publication, 4300A. granted upon completion of FEMA Form
e Access authorizations for are not 20-24, User Access Control Form, High
consistently documented and and evidence of supervisory authorization.
maintained on file. We noted that In addition, the access request forms should
FEMA Form 20-24, User Access be retained for at least one year.
Control Form, was not completed for
three (3) out of a sample of twenty-five
(25) new user access request forms for
FEMA- No policies or procedures exist to Develop and implement procedures regarding X
IT-06- periodically review NEMIS access periodic review of accesslists. The policy
12 listings to determine if accessis still should require that a master listing of all
required or if access levels commensurate usersis periodically reviewed to determine
with users' job responsibilities. We noted whether logical user accessto isvalid,
that NEMIS user access lists have not consistent with job responsibilities, and according Medium

been reviewed to determine if accessis
still required or if access levels
commensurate with users' job
responsihilities.
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FEMA- | Twenty-nine (29) terminated or separated e Completeareview over all existing FEMA X
IT-06- | FEMA employees and contractors maintain application users’ access to ensure that access
13 active user accounts. Additionally, to each respective application is warranted.
we noted that two (2) terminated or | ¢ per FEMA Instruction 1540.3, perform a
separated FEMA employees maintain active review of authorized accounts on a semi-
user accounts. The implementation annual basis and remove terminated
of FEMA Instructhn 1540.3 as a_fc_)rm of employees accessto al FEMA systems. High
access controls review is not sufficient
because FEMA is only performing reviews
over current year terminations and
separations, and has not performed reviews
over legacy usersto ensure that al users
have valid access.
FEMA- software request forms were not Enforce the requirement for written email approval X
IT-06- consistently approved by supervisors. We by a supervisor for al software requests to
14 noted that FEMA Software Tracking Form, | comply with FEMA Policy — Procedures for
did not have supervisor approval prior to Removal and Return of Storage Mediafrom and to
receiving software for eight (8) out of a the Library.
sample of fifteen (15) software
request tickets, which is not in compliance High
with the FEMA Policy — Procedures for
Removal and Return of Storage Mediafrom
and to the Library, aswell as DHS
Information Technology Security Program
Publication, 4300A.
FEMA- e Deposits and withdrawals of and e Develop and implement procedures to X
IT-06- backup tapes are not authorized authorize and log the withdrawal of and
15 or logged. backup tapes. The policy should High
° and backup tapes are reguire that a documented backup inventory

not rotated to an offsite location.
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the deposit and withdrawal of and
backup tapes, and documented
procedures for the delivery and pickup of
and backup tapes.
e Upon implementation of the
Data
Center's “real-time” back-up facility, create
redundant servers at the Data Center for
the and serverslocated at
FEMA- FEMA Palicy - Sanitization and Release of  Ensure that FEMA Policy - Sanitization and X
IT-06-  Electronic Storage Media has not been Release of Electronic Storage Mediaisfinalized,
16 finalized or implemented and is currently in  and promulgated to necessary FEMA personnel. M edium
draft form.
FEMA- No formally documented configuration Develop and implement formal policies and X
IT-06- management planisin place for procedures over the configuration
17 FEMA hasinformal configuration management process modeled after the informal
management procedures for X configuration management process currently in High
however they have not been formally place.
documented.
FEMA- | ¢ A documented configuration e Finalize the formal policies and procedures X
IT-06- management plan isin place for over the configuration management
18 ; however, itiscurrently in process to be in compliance with DHS
draft form. We noted that the plan Information Technology Security Program
has multiple sections where input Publication, 4300A. High

from FEMA personnel is requested
by the Contractor who created the
plan, however, FEMA has not
responded back to these requests.

e Develop and implement formal policies and
procedures for restricting access to
system software, and promulgate it to all
needed personnel, to be in compliance with
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Additionally, the DHS Information Technology Security
configuration management plan was Program Publication, 4300A.
created in 1998 and needsto be e Develop and implement formal patch
updated to reflect the current management policies and proceduresin
environment. accordance with DHS Information Technology
e No documented policies and Security Program Publication, 4300A.
procedures are in place for restricting
access to system software.
e No documented Patch
Management Policy has been
documented.
FEMA-  No formally documented policies and Develop and implement formal policies and X
IT-06- proceduresarein place for restricting access procedures for restricting access to system
19 to system software software, and promulgate it to all needed
personnel, to bein compliance with DHS Medium
Information Technology Security Program
Publication, 4300A.
FEMA- application Limit the Contractors access to the X
IT-06-  programmers/configuration management production environment to “read only” and
20 group responsible for maintaining and segregating the responsibility for deploying
developing changes for areaso application code changes into production from the
responsible for migrating application code Contractor to an independent control group.
changes into the production environment. High
We noted that the Contractor uses the
username, within the
Unix environment to deploy application
code changesinto the production
environment.
FEMA- | No formal investigation procedures arein Develop and implement formal policies and X M edium
IT-06- | placeto review suspicious system procedures to review suspicious system software
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21 software activities or suspicious access and access activities for to bein compliance
activitiesfor with DHS Information Technology Security
Program Publication, 4300A.
FEMA- e No documented policies and e Develop and implement formal policies and X
I'T-06- procedures exist to monitor sensitive procedures to monitor sensitive access and
22 access and system software utilities system software utilities for to bein
for compliance with DHS Information
e No formal investigation procedures Technology Security Program Publication,
arein place to review suspicious 4300A.
system software activities or e Develop and implement formal investigation Medium
suspicious access activities for policies and procedures to review suspicious
system software and access activities for
to be in compliance with DHS
Information Technology Security Program
Publication, 4300A.
FEMA-  No documented SDLC has been Develop, implement and establish a documented X
IT-06- developed for SDL C methodology for aswell as
23 incorporating security planning throughout the life
cycle. Furthermore, ensure that the SDLC
methodology is promulgated to all personnel High
involved in the design, development, and
implementation process on the SDLC
methodology.
FEMA- | No documented SDLC has been Develop, implement and establish a documented X
IT-06- | developed for SDL C methodology for aswell as
24 incorporating security planning throughout the life High

cycle. Furthermore, ensure that the SDLC
methodology is promulgated to all personnel
involved in the design, development, and
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implementation process on the SDLC
methodology.
FEMA- . Develop and implement detailed emergency exit X
I T-06- Emergenc_y exit andl re-eniry procedqr% ae | and re-entry procedures for the data
not effective for the data center housing the . .
25 . center housing the production
production and test .
and test servers which accurately portrays the
servers. The current procedures do not .
: S : . controls around re-entry into the data center. Once .
provide detailed information regarding the Medium
these procedures have been devel oped they must
exact procedures needed to re-enter the data
; - be promulgated to all data center
center after leaving the facility for an .
operators as well as displayed throughout the data
emergency.
center.
FEMA-  Excessive access has been granted to e Ensurethat the system administrator X
IT-06- We identified one member privileges remain restricted to only the
26 of Group 0001 who does not have ared minimum number of users necessary to
business need to have access to this achieve the principle of least privilege.
funcpon. We informed the Financi aI_ e Develop procedures to perform routine
Services Branch (FSB) of the excessive monitoring of the system administrator
access and noted that FSB accountsi .
¢ . untsin Medium
removed the user with excessive access.
We noted that corrective action has been
taken and completed in the current fiscal
year; however, thisissue posed arisk for a
majority of the fiscal year and therefore will
be reported as a weakness for FY 2006.
FEMA- | Twenty-one (21) usersin Group 0002 and e Implement asolution to limit the excessive
IT-06- | eight (8) usersin Group 0003 have the access to the online account mapping
27 ability to gain access to the account functions and the ability to make offline High

mapping functions and make changes to the
account tables. Of the 21 usersin Group

changes to the general ledger account tables.
Access rights should be periodically
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0002, nine (9) users do not have areal reevaluated and limited to people who have a
business need to have accessto this business need.
function. The 9 users that appear to have e Develop procedures to perform routine
excessive access consist of monitoring over access to the online
developers or others with system account mapping functions and general ledger
administrative access. Additionally, of the account tables.
8 usersin Group 0003, six (6) users do not
have areal business need to have accessto
this function.
Additionally, excessive access is designed
to be permitted within | to make
offline changes to the general ledger
account tables viathe
. Currently, we identified
five (5) usersin the group that have
the ability to make offline changes to the
general ledger account tables. Of the five
users, four (4) users do not have areal
business need to have access to this
function.
FEMA- user access reguest forms were Ensure Enterprise System Access X
IT-06- not consistently completed prior to granting  Request forms are only provided to the Department
28 accessto . Specifically, two (2) of Treasury for granting access upon completion of
out of a sample of thirteen (13) did not have  the access request form with evidence of Low
asupervisor's approval. supervisory authorization.
FEMA- e An applicant’'shomeowner’'s e Ensurethat applicant’s homeowner’s X
ITégG_ insurance status is not verified prior to insurance status is verified by developing and High
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granting disaster housing assistance. implementing procedures to establish a
The automated home ownership centralized database to verify applicant’s
verification check within failed homeowner’s insurance status.
by (a) misidentifying arenter asa In conjunction with a contractor, develop and
homeowner and (b) failing to verify implement areliable method of obtaining
home ownership status for avalid accurate and up to date home ownership
homeowner. information.
FEMA- Visitor logs are not maintained to the Develops policies and procedures requiring all X
IT-06- LAN room at LAN Data visitorsto sign in and out on the visitors log
30 Center in . when entering and leaving the computer/server
One separated CSC personnel retained room.
physical access to the Lanham facility; Maintains visitor logs for the LAN room at
however, thisindividual did not have LAN Data Center in
access privileges to the LAN room.
Management does not periodically Develops and implements policies to inform L ow
review physical access listingsto the physical security personnel of separated
determine if accessis still required or if individuals with access to NFIP facilities.
access level s are commensurate with Develops and implements policies to
users' job responsibilities. periodically review physical access listingsto
determine if accessis still required or if access
levels are commensurate with users' job
responsibilities.
FEMA- The application does not Implements a separate password X
IT-06- require password authentication authentication for the application
31 separate from an initial Local Area with password parameters that are in
Network (LAN) password compliance with DHS Information High

authentication to identify and
authenticate user access.

No audit trails documenting user

Technology Security Program Publication,
4300A.

Develops and implements policies and
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actions or actual or attempted access are procedures to monitor or review sensitive
maintained or reviewed. activity, such as transaction activities, changes
The application does not to security profiles, and actual or attempted
timeout after aperiod of inactivity. access.
Password protected screensavers are not Implements a on termination after the
operating on all NFIP desktops. DHS required period of inactivity.
Information owners do not periodically Requires and enforces that all workstations use
review access authorization listings to apassword protected screensaver that is
determine if accessis still required or if activated after the DHS required period of
access levels commensurate with users Inactivity.
job responsibilities.
does not disable accounts after Develops and implements policies and
aperiod of inactivity, such as 90 days. procedures regarding periodic review of
access listsin order to determine
whether logical user accessisvalid.
Configuresthe application to disable
inactive accounts in accordance with DHS
4300A.
FEMA.- Information owners do not periodically Develops and implements policies and X
IT-06- review access authorization listings to procedures regarding periodic review of
32 determine if accessis still required or if application access listsin order to determine
access level s commensurate with users whether logical user accessisvalid, consistent
job responsihilities. with job responsibilities, and in accordance
Does not disable accounts after a period with the principle of least privilege.
of inactivity, such as 90 days. Configures the application to High

Does not enforce the DHS password
requirements beyond the use of 8
characters.

Does not have a session timeout after
the DHS required period of inactivity.
Audit trails are not reviewed in
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automatically disable inactive accountsin
accordance with DHS 4300A.

Configures password requirements to
meet DHS requirements.

Identifies and implements system capabilities
to terminate sessions after a period of
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accordance with Production Systems inactivity.
Control (PSC) and DHS policy. Performs reviews of audit trails documenting
user actions, including changes to security
profiles and actual or attempted unauthorized,
unusual, or sensitive access. Documents and
maintains reviews and investigations of
suspicious activity.
FEMA- | Segregation of duties controls were not | dentify and document incompatible duties, X
IT-06- | implemented for the General and system roles and responsibilities within
33 Ledger application, such as establishing .
user roles and groups. Develop and implement policies and
procedures segregating incompatible duties
within , to be in compliance with High
DHS Information Technology Security
Program Publication, 4300A.
| dentify and implement capabilities within
that enforce segregation of
incompatible duties.
FEMA-  The current program build of Develops and implements policies to monitor, X
IT-06- Corporate Edition for the NFIP test, and install updates to
34 local area network (LAN) program build Corporate Edition.
had Security Advisory —— ~ issued When implementing an update, ensures that M edium
about it on June 6, 2006, indicating that a patches are successfully installed on all LAN
security flaw had been identified allowing a servers and workstations in atimely manner.
remote or local attacker to execute code on
an affected system.
FEMA- o change management Develops and implements change management X
IT-06- procedures are not documented. procedures around and formally Medi
35 documents approvals to changes prior to ium

e [nstallation of the new version of
in FY 2006 was not formally

installing new versions in the production
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approved by users. environment.
e |nstallation of the operating system Develops and implements change management
upgrade in FY 2006 was not formally procedures over system software changes and
documented or approved. establishes documented approvals prior to
installing or upgrading system software.
FEMA- | ¢ Fiveof 15 selected mainframe changes Documents and implements change X
I'T-06- did not have documented requestor’s management procedures requiring approvals
36 change approval on the Operations prior to implementing changesin the
Service Request (OSR) forms. production environment.
e NFIP mainframe baseline configuration Develops and implements policies and Medium
document has not been updated to procedures requiring update to the mainframe
reflect the current environment. baseline configuration document when thereis
a change to the environment.
FEMA- | Excess accesswas identified to following Implements the recommendations from the X
IT-06- | Transaction Record Reporting and table provided in the condition above, in order
37 Processing accounts: to mitigate excessive access to sensitive
mainframe production members.
hd Develops and implements procedures to
perform a periodic review of access to Medium
. mainframe production datasets to determine
whether accessis valid, consistent with job
responsibilities, and according to the least
privilege principle.
FEMA- | There are no individual user accounts for Creates additional user accounts X
IT-06- | LAN administrator access and that the to allow for accountability while performing
38 generic“ ’ account is shared duties. M edium

amongst the three administrators.
Furthermore, the LAN has the capability to
maintain system activity logs, however,

Regularly reviews system activity logs over
accountsin order to
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system administrators do not regularly detect attempted malicious activity or other
review the logs. security breaches.
FEMA- | Accessto the excel filesthat calculate the Restricts access to the Loss and Loss Adjustment X
IT-06- | Lossand Loss Adjustment Expense appears | Expense ("LAE") Reserves Estimates excel filesto
39 excessive. Specifically, weidentified that the Actuary and Finance Director in order to
modify and write access permissionsto the | achieve the principle of least privilege.
excel files appear inappropriate for six M edium
people of the Bureau of Finance and
Statistical Control group.
FEMA- | No formal change control proceduresarein | Develop and implement aformal change control X
IT-06- | placeto authorize, test, verify, and approve | procedures around the Loss and Loss Adjustment
40 program changes made to the Loss and Loss | Expense excel files. Change procedures should at
Adjustment Expense Reserves excel files. aminimum include procedures to formally Medium
authorize, test, and document changes prior to the
change being implemented.
FEMA- | e Visitor logs are not maintained to the e Develops and implements policies and X
IT-06- 'sraised floor data center in procedures requiring all visitorsto signin and
41 : out on the visitors log when entering and
e Two separated CSC personnel retained leaving the computer/server room. Maintain
physical accessto the facility. visitor logs for the 'sraised floor data
center in Low

e Develops and implements policies to ensure
that physical security personnel are
consistently informed of separating
individuals, including those terminated
through areduction in force.

e Ensuresthat separated individuals' physical
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access to the facility is being consistently and
timely removed.
FEMA- | e Information owners do not periodically | ¢ Develops and implements policies and X
I'T-06- review access authorization listings to procedures regarding periodic review of
42 determine if accessis still required or if mainframe access lists in order to determine
access levels are commensurate with whether logical user accessisvalid, consistent
users' job responsibilities. with job responsibilities, and in accordance
e Audit trails are not reviewed in with the principle of least privilege.
accordance with DHS palicy. e Performsreviews of audit trails documenting
e FExcessive accessto the user actions, including changes to security M edium
on the profiles and actual or attempted unauthorized,
mainframe was provided to 1 security unusual, or sensitive access. Documents and
administrator and 31 operations maintains reviews and investigations of
personnel. suspicious activity.
e Ensures accessto the dataset is limited
to those personnel that require an elevated
level of accessin the system.
FEMA-  One of the eight requested exit checklists Perform corrective actions to improve coordination X
IT-06-  used to ensurethat all physical and logical efforts between the Data Center and the CSC
43 access of terminated personnel is removed Human Resources department and to ensure that Low

was not provided.
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exit checklists are available for all
terminated/separated personnel.
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Issue Rating
CONS-IT- | Two members of DHS OFM had excessive Ensure that the privileges assigned X Low
06-01 access within DHS . We to DHS OFM and Department of
informed DHS OFM of the excessive Treasury users remain restricted to only
access and noted that DHS OFM removed both users | the minimum privileges necessary to
with excessive access. Wenoted that | achieve the principle of least privilege.
corrective action has been taken and completed in
the current fiscal year; however, thisissue posed a
risk for amajority of the fiscal year and therefore
will be reported as aweakness for FY 2006.
CONSIT- new user access request forms were not Ensure that user accessisonly X High
06-02 consistently completed prior to granting access to granted upon completion of the
. Specifically, one (1) out of a sample of new user access request form with
eleven (11) did not have a supervisor’s approval. evidence of supervisory authorization and
Additionally, five (5) out of a sample of eleven (11) security manager’sreview. In
did not have Security manager review. addition, the access request forms should
be retained.
CONS-IT- OFM has not developed procedures to periodically Develop and implement policies and X High
06-03 review access listsin order to determine procedures regarding periodic review of

whether user accessis valid, consistent with job
responsibilities and in accordance with the principle
of least privilege
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access listsin order to determine
whether logical user accessisvalid,
consistent with job responsibilities, and in
accordance with the principle of least
privilege.
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CONS-IT- | During our audit, the following configuration e Segregate the duties of the lead X High
06-04 management weaknesses were noted developer of emergency and non-
emergency software performed
e Segregation of duties violations exists for twelve outside of the scheduled
(12) out of twenty-five (25) system changes Quarterly Releases, therefore
made outside of the scheduled Quarterly preventing the developer of a
Releases. software change from testing their
e Segregation of duties violations exists for four own work.
(4) out of ten (10) emergency system changes e Ensurethat DHS management
made outside of the scheduled Quarterly follows the Department of
Releases. ,ASSC SDLC
e Test documentation is not available for changes Workflow and Processes Handbook,
implemented outside of the scheduled and a higher degree of management
Quarterly Releases. oversight is utilized for the
development and implementation of
all changes over DHS
e Maintain test plans and test results for
all changes implemented outside of
the scheduled Quarterly
Releases.
CONS-IT- There are no documented procedures in place for Document and implement procedures for X Medium
06-05 DHS components to perform aformal review, by a DHS components to perform a formal

separate approving individual, to verify the
financial datato the general ledger before moving
the file from the Holding Areainto the
Repository.
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review of financial data, by
separate approving official, to the general
ledger before moving it into the
Repository.
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CONSHIT- | Therearenoindividual user accounts for DBA Create an additional DBA user account to X High
06-06 access and that the generic “ account is | alow for accountability when migrating
shared amongst the two DBAS. approved software changes into the
production environment or while
performing other DBA duties.
CONS-IT- The DHS Office of Financial Management (OFM) is | ¢  Require all Federal and contract DHS X High
06-07 not requiring users to formally acknowledge users to acknowledge and sign
and sign the FARS ROB prior to being granted the FARS ROB prior to being
accessto . We noted that eighteen (18) out of a granted accessto DHS
sample of (20) users had not formally e Requiredl existing DHS USErs
acknowledged and signed the FARS ROB document. to acknowledge and sign the FARS
ROB on ayearly basis
CONSIT- e Password configurations for the e Configurethe application X Medium
06-08 application have been configured to permit password parameters to bein

passwords to be a minimum of six (6) characters
in length which is not in compliance with
Department of Homeland Security (DHS)
Information Technology Security Program
Publication, 4300A, which requires passwords to
be a minimum of eight (8) charactersin length.

. application administrators lock out
accounts if a user has not accessed the account
after 180 days which is not in compliance with
Department of Homeland Security (DHS)
Information Technology Security Program
Publication, 4300A, which requires
administrators to lock out accountsif auser has
not accessed the account after 90 days.
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compliance with DHS Information
Technology Security Program
Publication, 4300A.

e Configurethe application to
lock out user accounts that have been
inactive for 90 daysto bein
compliance with DHS Information
Technology Security Program
Publication, 4300A.

e Promulgate DHS Information
Technology Security Program
Publication, 4300A and other DHS-
wide information system security
publications to the Department of
Treasury Contractorsin order to
educate them in DHS information
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system security requirements and to
ensure they are implemented onto
DHS and DHS
CON-IT-  The password configurations for the Configure the application X Medium
06-10 application have been configured to not enforce password parameters to be in compliance
passwords to have a combination of aphanumeric with DHS Information Technology
characters and special characterswhich isnotin Security Program Publication, 4300A.
compliance with Department of Homeland Security
(DHS) Information Technology Security Program
Publication, 4300A, which requires that passwords
contain a combination of alphabetic, numeric, and
special characters.
CON-IT-  Personnel with physical accessto the Ensure that the Department of Treasury X Medium
06-11 production server, housed in the Department of develop and implement documented

Treasury Data Center are not periodically reviewed
for appropriateness of access.
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policies and procedures to periodically
review the list of personnel with accessto
the Department of Treasury Data Center
housing the production
server to be in compliance with DHS
Information Technology Security
Program Publication, 4300A.
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CON-IT- | OFM does not maintain a termination/separated DHS Office of the Chief Financial X High
06-12 employee listing of OFM employees. Asaresult we | Officer should work with the DHSHR
were unable to perform a control test to determineif | department in order to obtain a current
terminated/separated OFM employees have accessto | listing of terminated or separated DHS
OFM personnel and use that listing to
determine if any terminated or separated
DHS OFM personnel continue to have
access to on a scheduled basis.
CON-IT- Department of Treasury media sanitization policies The DHS Office of the Chief Financial X High
06-13 and procedures have not been developed for Officer ensure that the Department of
We noted that media sanitization services are Treasury develop and implement media
provided by Iron Mountain through Qwest; however,  sanitization policies and procedures for
there are no specific media sanitization policies and in the event that DHS would like to
procedures in place for the Department of Treasury sanitize media without using the services
to sanitize media. of Iron Mountain.
CON-IT-  Department of Treasury media sanitization policies DHS Office of the Chief Financia X Medium
06-14 and procedures have not been finalized or Officer ensure that Department of

implemented. We noted that the Department of
Treasury policy entitled, “Memorandum: Destroying
and Sanitizing Media’ is currently in draft form.
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Treasury Policy -  Memorandum:
Destroying and Sanitizing Media is
finalized, and promulgated to necessary
personnel.
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CON-IT- | Discrepancies exist between the DHS Performance e Implement the recommendations X Low
06-15 and Accountability Report (PAR) Guidance and the from the table provided in the
Analytical Report condition above, in order to make the
analytic report code, equations and
PAR guide consistent.
e Develop and implement a
configuration management process
over analytic report changes to ensure
that changes to the report are
formally documented and
discrepancies can be more easily
rectified.
CON-IT- | ¢  Wedetermined that normal balance type e Implement changes to the DHS SGL X Low
06-16 indicated on the DHS SGL for Account 4132 normal balance types of the accounts
and Account 7280 differ from the normal listed abovein order to bein
balance type indicated on the US SGL.. compliance with the USSGL.
e \Wedetermined that 101 DHS SGL accounts e Review the accounts listed in the
were not found in the US SGL and reported a DHS SGL and remove accounts that
zero balance for period 9. These accounts do not are not applicable to DHS operations.
appear to be currently used by DHS and/or do e Develop aprocedure to verify the
not appear to be related to DHS operations. abnormal balance report logic after
any changesin the DHS SGL or
USSGL.
CON-IT- | Accessto waivefatal errorsusing the Access to waive fatal errors using the X Medium
06-17 role appears excessive for two employees per OFM roleislimited to the Assistant

policy.
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Director of Financia Reporting Branch
and the Assistant Director of Financia
Management Coordination Branch, per
the documented OFM policy.
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CON-IT- | DHSis non-compliant with the Federal Information | The DHS Chief Financial Officer (CFO), X High
06-18 Security Management Act in coordination with the DHS Chief

Information Officer (CIO) and other DHS
functional leaders, continue to ensure that
DHS place further emphasis on the
monitoring and enforcement of policies
and procedures through the performance
of periodic security control assessments
and audits.

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit

88




Appendix B
Department of Homeland Security

Information Technology Management Letter
September 30, 2006

Department of Homeland Security
FY 2006 | nfor mation Technology
Notification of Findings and Recommendations - Detail

= Federal Law Enforcement and Training Center

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit
89



Department of Homeland Security
Information Technology Management Letter
September 30, 2006

Department of Homeland Security
FY 2006 I nformation Technology
Notification of Findings and Recommendations — Detail

Federal Law Enforcement and Training Center

Appendix B

NFR # Condition Recommendation New |ssue Repeat | ssue RF‘;'“S‘;Q
FLETC- | ¢  No documented configuration e Develop and implement FLETC specific X Medium
IT-06- management planisin place for policies and procedures over the
01 , including the following: configuration management process in

- Lack of documented test plan compliance with DHS Configuration
standards and procedures; Management policy.
- Lack of adocumented comprehensive e Document a listing of all users with access
set of test transactions; to the production environment.
- Test results are not maintained and a Ensure that access is prohibited to
documented approval for the test development staff and that an independent
results does not exist; and group deploys software changes into the
- Lack of adescription for the production environment.
emergency change process. e Document a listing of al users with access
e Wewere unableto verify that an tothe program libraries. Ensure
independent control group performed the that access is prohibited to development
migration of tested and approved staff.
system software to the
production environment.
e Wewere unableto verify that accessto
program librariesis restricted.
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FLETC- | ¢ No documented configuration e Develop and implement documented X Medium
IT-06- management plan isin place for policies and procedures over the
02 , including the configuration

following: management process modeled after the
- Lack of documented test plan informal configuration management process
standards and procedures; currently in place.
- Lack of adocumented comprehensive | ¢  Document alisting of all users with access
set of test transactions; to the program
- Test resultsare not maintained and a libraries. Ensurethat accessis prohibited to
documented approval for the test development staff.
results does not exist; and
- Lack of adescription for the
emergency change process.
e Wewere unableto verify that accessto
program librariesis
restricted. We noted that alisting of users
with access to the
production environment was unavailable.
FLETC- Theinstalation of system Enable audit logging over the installation of X Medium
I T-06- softwareis not logged or reviewed by FLETC system software and ensure that logs
03 management. are maintained and periodically reviewed by
management.
FLETC- TheSDLC for iscurrently in draft e Findize, and implement aSDLC X Medium
IT-06-  form. methodology for ,aswell as
04 incorporating security planning throughout
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thelife cycle.

e Ensurethat the SDLC methodology is
promulgated to all personnel involved in the
design, development, and implementation
process of the SDL C methodology.
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FLETC- | o backups maintained onsite e Peiodically test the backup X Medium
IT-06- are not periodically tested. compact discs maintained onsite in
05 e FLETC does not utilize external labels to compliance with DHS Information

indicate the sensitivity of the information Technology Security Program Publication
on the backup compact discs 4300A.
(CDs). e Affix external labelsto backup
CDs indicating the distribution limitations
and handling caveats of the information in
compliance with DHS Information
Technology Security Program Publication
4300A.
FLETC- The contingency plan has not Perform an adequate test of the X Medium
I T-06- been tested. Contingency Plan, in compliance with DHS
06 Information Technology Security Program
Publication 4300A. Additionally, testing of the
Contingency Plan should be
performed annually.
FLETC- FLETC Manual 11041: Safeguarding Ensure that FLETC Manual 11041: X Medium
I T-06- Sensitive But Unclassified (For Official Use Safeguarding Sensitive But Unclassified (For
07 Only) Information is currently in draft form Officia Use Only) Information isfinalized and
and has not been finalized or implemented. promulgated to necessary FLETC personnel.
FLETC- Wenoted that incidents are not tracked from Establish a documented incident response X Medium
I T-06- inception to resolution in an incident response tracking mechanism in compliance with DHS
08 management system. Information Technology Security Program
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Publication 4300A.
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FLETC- | We noted that there are five (5) generic/shared Use unique DBA user accounts to allow for X High
IT-06- accounts shared amongst accountability when performing DBA duties
09 the two database administrators (DBAS). on i

Document incompatible duties over

and develop and

implement policies and procedures that

segregate the documented incompatible

duties.
FLETC- Thefollowing Telecom access control Develop policies and procedures X Medium
IT-06- weaknesses were identified: regarding gaining access to the FLETC
10 Telecom Room, including the use of a

No policies and procedures arein place to
request access to the Telecom Room.

No policies and procedures are in place to
periodically review the list of persons
with physical accessto the Telecom
Room.

No emergency policies and procedures
arein place for the evacuation and re-
entry of the Telecom Room.

No policies and procedures arein place to
guide and document the emergency
training of Telecom Room personndl.
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user authorization form.

Perform a semi-annual review of the
FLETC Telecom Room access listing in
compliance with DHS Information
Technology Security Program Publication
4300A.

Develop and implement the emergency
procedures that include exit and re-entry
procedures into the Telecom Room.
Develop and implement policies and
procedures to train Telecom Room staff in
emergency procedures pertaining, but not
limited to fire, water, and alarm
procedures. Additionally, formalize this
training by retaining documentation that
all staff has completed the training.
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FLETC- | ¢ No policies and procedures arein place e Ensurethat FLETC Manual 4330: User X High
IT-06- over access authorizations to , I dentification and Authentication
11 and the general Management is finalized, promulgated to all

support system hosting these applications. FLETC employees and enforced.
e No policies and procedures arein place to e Configurethe
periodically review the list of applications to require a password
user accounts. to be aminimum of eight charactersin
e No policies and procedures are in place to length and contain a combination of
immediately notify alphabetic, numeric, and special characters
System to bein compliance with DHS Information
administrators when users are terminated Technology Security Program Publication,
or transferred. 4300A Password PoIicy .
e Password configurations for e Configure the to lock
have been out user accounts users after three (3)
configured to permit passwords to be a invalid login attempts to be in compliance
minimum of six charactersin length with with DHS Information Technology Security
no complexity requirements. Program Publication, 4300A.
° users are locked out
of the system after five (5) invalid logon.
FLETC- FLETC Directive (FD) 43220: IT System Ensure that FLETC Directive (FD) 43220: IT X Medium
I T-06- Security Awareness and Training iscurrently in - System Security Awareness and Training is
12 draft form and has not been finalized or finalized, and enforced by having all new and
implemented. existing FLETC users and contractors complete
the training by May 31 of each year.
FLETC- Thereare no established policies and procedures  Develop and implement FLETC specific X Medium
I T-06- in place for the authorization and use of mobile  policies and procedures over the authorization
13 code technologies. Currently, FLETC uses and use of mobile code technologiesto bein

client side Java Appletsin connection with
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compliance with DHS Information Technology
Security Program Publication 4300A.
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FLETC- | Thereareno policies and proceduresin placeto | Develop and implement policies and procedures X Medium
I T-06- review audit logs for actual or to proactively monitor sensitive access to system
14 attempted unauthorized or unusual accessto software utilities for tobein

sensitive data. compliance with DHS Information Technology
Security Program Publication, 4300A.
FLETC- There are no documented policies and Develop and implement policies and procedures X Medium
I T-06- procedures in place for restricting access to for restricting access to system
15 system software. software, and promulgate it to all needed
personnel, to be in compliance with DHS
Information Technology Security Program
Publication, 4300A.
FLETC- Incompatible duties and roles identified e Identify and document incompatible duties X Medium
IT-06-  withinthe application have not and system roles and responsibilities within
16 been documented and no policies and the application.

procedures exist to segregate incompatible
duties and roles.
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e Develop and implement policies and
procedures segregating incompatible duties
within to be in compliance with
DHS Information Technology Security
Program Publication, 4300A.

95




Department of Homeland Security
Information Technology Management Letter

September 30, 2006

Appendix B

NFR # Condition Recommendation New |ssue Repeat | ssue RF‘;'“S‘;Q
FLETC- | An established sanctions process for e Implement FLETC Manual 4900, X Medium
IT-06- personnel failing to comply with established Information Technology System ROB and
17 information security policies and procedures Use Agreements, require all existing Federal

does not exist. However, we noted that and contract employees who use the FLETC
FLETC Manual 4900, Information LAN to acknowledge and sign the ROB.
Technology System Rules of Behavior (ROB) e Requireal new Federal and contract
and Use Agreements, was finalized in August employees who use the FLETC LAN to
2006 and establishes disciplinary actions they acknowledge and sign the ROB prior to
could be subject to if the ROB are not being granted access to the FLETC LAN.
followed. We noted that the policy is
finalized but has yet to be implemented.
FLETC- | Thereare no FLETC specific established e Develop and implement FLETC specific X Medium
IT-06- policies and procedures in place for the use and policies and procedures over the
18 installation of We noted authorization and use of
that FLETC is currently using the Defense to be in compliance with DHS Information
Information Systems Agency (DISA) Technology Security Program Publication,
Telephony & Guide and the 4300A, and NIST SP 800-58.
FLETC VolP Security Checklist for theuseand | ¢  conduct a security inspection of the
installation of . Currently, this VoIP
technology is used at three FLETC sitesand is installations by completing the Vol P
all interconnected through the FLETC Wide Security Checklist for each site.
Area Network (WAN), which has a direct
connection with
FLETC- We noted that twelve (12) out of a sample of Perform background checks on al new and X High
IT-06- (15) FLETC contractors did not have evidence existing contractors ensuring that background
19 that a background investigation was initiated or checks and periodic re-investigations are

completed.
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performed in a timely manner and that
supporting documentation be maintained.
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FLETC- | We noted that a user of the Fixed e Disablethe user’s ability to manually edit X Medium
IT-06- | Assets module has the ability to change the the depreciation useful life field during the
20 useful lifefield during the asset entering asset entering process within the

process. Fixed Assets module.
e Ensure that changes made after the asset
entering process to the depreciation useful
life in years undergo a documented change
process with evidence of supervisory
approval.
FLETC- Thefollowing access e Develop and implement policies and X Medium
IT-06-  control weaknesses were identified: procedures to proactively monitor actual or
21 attempted unauthorized, unusual or sensitive

e No poaliciesand procedures arein place to
review server level
system software audit logs for successful or
unsuccessful access attempts.

e No audit logs are maintained to capture
actual or attempted unauthorized, unusual
or sensitive access within the

application level.
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access to system software utilities for
to be in compliance
with DHS Information Technology Security
Program Publication, 4300A.
e Ensure that management performs manual
auditing of the Oracle database tool the
application resides on.
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FLETC- | During technical testing, configuration e Implement the corrective actions noted in X High
IT-06- management weaknesses were identified on the findings.

22 the databases supporting the - e Perform periodic scans of the FLETC
: applications, aswell as network environment, including the
supporting servers. Specifically, databases financia processing environment, for the
and servers were identified with account identification of vulnerabilities, in
management, auditing, database configuration accordance with NIST SP 800-42.
and password management wesknesses e Implement corrective actions to mitigate
the risks associated with any
vulnerabilities identified during periodic
scans.
FLETC-  During technical testing, patch management e Implement the corrective actions noted in X High
IT-06-  wesknesses were identified on hosts and the findings.
23 databases supporting the

applications. The fact
that these vendor supplied patches have not
been applied in atimely manner could alow a
remote attacker to gain unauthorized access
on the host or database.

e Perform periodic scans of the FLETC
network environment, including the
financia processing environment, for the
identification of vulnerahilities, in
accordance with NIST SP 800-42.

e Implement corrective actions to mitigate
the risks associated with any
vulnerabilities identified during periodic
scans.
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G&T The Plan of Action and Milestones (POA&M) Follow OMB policy in regards to reporting X Medium

06-01

report for G& T does not identify the scheduled
completion date, and/or the status of corrective
action taken for each IT weakness listed on the
POA&M report.

and tracking all security wesknesses
identified during any reviews done by, for,
or on behalf of the agency, inthe G& T
POA&M reports.

Do not remove any POA&M weakness until
the corrective action taken by G& T to
mitigate the identified POA& M weakness
has been verified. Additionaly, if the
POA&M weakness was identified by the
OIG during an audit, then the POA&M
weakness cannot be removed until the OIG
has verified and validated that the corrective
action has mitigated the weakness.
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G&T
06-02

G& T does not have a signed waiver in place as
part of their Interagency Agreement (i.e. MOU)
to mitigate the issue of their lack of compliance
with NIST Special Publication (SP) 800-53
“Recommended Security Controls for Federal
Information Systems” security controls.

Revise the Interagency Agreement (i.e. MOU) to
include the following:

e Any updates made to federal
laws/regulations the service level provider
(i.e. OJP) should ensure all General Support
Systems (GSS) and Major Applications
(MA) arein compliance. If not, then a
waiver should be documented by G& T to
mitigate the issue of hon-compliance with
DHS laws/regulations.

The revised Interagency Agreement (i.e. MOU)
should be agreed upon and communicated
between appropriate G& T and the Department
of Justice (DOJ), Office of Justice Personnel
(OJP) personnel.

High

G&T
06-03

Weidentified that all 45 G&T users (17
, 11 Integrated

and 17 ) recertification forms
contained one of the following weaknesses;
original access level/privileges assigned were
not documented on the form, and the user
privileges were notated as deleted on the form
but still active on the access listing. In addition,
the recertification process was not performed on
asemi-annual basis as stipulated by the OJP's
recertification process.
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Perform areview of all user accounts and
associated access levels within the

and applications on an appropriate,
periodic basis.

High
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G&T We identified 14 out of 15 remote users, did not | Ensure procedural improvements have been X High
06-04 have an authorized remote access form on file. made for ensuring supervisor and employee

Specifically, we noted that the forms were signatures are obtained for all remote access

missing signatures from the employee and reguests.

his’her supervisor.
G&T We identified 1 out of 6 terminated employees Ensure procedural improvements have been X Medium
06-05 who had a missing requestor signature on their made for ensuring supervisor and employee

SF-52 form. signatures are obtained for exit clearance forms.

In addition, we identified 6 out of 6 terminated

employees who did not sign their DHS 400-2

exit clearance form upon departure.
G&T The following weaknesses were identified asa | Revise the Interagency Agreement (i.e. MOU) to X High
06-06 part of the FY 2006 Department of Justice, include the minimum-security related

Office of Justice Programs (OJP) Financia
Statement Audit and impact the reliance G& T
hason OJP'sIT control environment:

Access Controls:

e Proceduresfor Generic User Accounts Not
Documented.

e Periodic Recertification of OJP Application
and System Accounts Not Consistently
Performed.

e (OJPdoes maintain log of changesto
security profiles.

Application Change Controls:

o Application and System Change Controls
Procedures and Processes Need
Improvement.

responsibilities. The agreement should be
revised to include the description and related
responsihility for the following components:

e Description of Services

Description of Processing Services
Security Services

Software Development and Maintenance
Support

List of applications to be processed

Help desk support

Service Level Objectives

Communications support (LAN, WAN)
Continuity of Operations/Disaster Recovery

The MOU should be agreed upon and
communicated to the appropriate G& T
personnel. Inaddition, G& T should continue to
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Service Continuity: work with OJP to ensure all weaknesses that
e Tape Backup Polices and Procedures and impact G& T reliance on the OJP IT control
Documentation Storage Requirements Need environment are mitigated and corrected.
Enhancement.
System Software:
e Genera Support System Configurations
Need Enhancement.
G&T 1 out of 6 G& T terminated employees access Pursue methods for improving the process to High
06-07 was not removed from the application | notify the G& T Security Administrator that an
within atimely manner (i.e. two businessdays). | employee or contractor has been transferred or
has terminated employment with DHS G& T and
no longer requires system access to
G&T Three users who have been assigned privileges  Adjust/modify or remove the access levels for X High
06-12 that allow them to enter, modify, and approve the individualsidentified in the condition.

journal vouchers. According to their job
functions and responsibilities, these users
should only have the ability to enter journal
vouchers.

In addition, two users who have been assigned
privileges (e.g. ) that allow them
to modify vendor tables, and allow them to open
and close fiscal years.
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TSA | The Business Contingency and Finalize and implement the DRBC and X High
06-01 | Disaster Recovery Plan (collectively referred to ensure that it reflects changes in hardware
asthe DRBC) is approximately 70% completed, and software and addresses disaster
with full completion expected by September 30, recovery procedures for 'skey
2006. Becausethe planisin draft formit has financia systems.
not yet been tested, and atabletop exercise has | dentify an alternate processing site and
been planned upon compl etion of the DRBC. document associated restoration
procedures.
Periodically test the DRBC and evauate
the results of the testwork so that the
DRBC can be adjusted to correct any
deficienciesidentified in testing.
TSA A comprehensive incident capability that Develop an incident response capability that X High
06-02 includes designated response team members and includes:

procedures for incident handling to help ensure
that the incident is properly handled has not
been documented and implemented.
management has acknowledged thisissueand is
currently developing a draft incident response

capability.
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- Designation of response team members;

- Training for team members; and

- Procedures for incident handling,
including preparation, containment,
eradication, recovery and follow-up
activities.

Approve and implement the incident

response capability at the
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TSA |e emergency procedures are in Finalize and implement the emergency X Medium
06-03 place for the evacuation of and procedures that include re-entry
its Data Center. However, no emergency procedures into the Data Center.
re-entry procedures exist within this Develop and implement policies and
directive. procedures to train Data Center staff in
e No policies and procedures arein place to emergency procedures pertaining, but not
guide and document the emergency limited to fire, water, and alarm
training of Data Center personnel. procedures. Additionally, formalize this
e Weaknesses exist in the implementation training by retaining documentation that
of least privilege regarding granting all staff has completed the training.
access to the Data Center personnel. Continue to limit entry to the Data Center,
Specifically, two out of the fifteen especially after normal business hours, to
personnel forms selected, granted twenty- critical personnel only.
four hour access to individuals on the
janitorial staff.
TSA  Although backup tapes for Develop and document comprehensive X Medium
06-04 the Coast Guard General backup procedures, which include testing the

Support System (GSS) are created on aregular
basis, testing procedures have not been
documented in accordance with

Instruction.

Additionally, although CAS backup tapes are
rotated offsite to the
GSS backups have not been

included in the tape rotation process to the

. Although atape rotation schedule and
tape rotation procedures have been
documented, the tape transfer logs are not
being completed in their entirety to note the
tape numbers and the number of tapes being
rotated offsite.
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GSS backup tapes on aregular
basis, at least annually.
Enforce the tape rotation procedures to
ensure that tape transfer logs are completed
and perform aweekly review to ensure that
the logs are completed in their entirety
before the tapes are sent to the
Include the GSS backup tapes in the weekly
offsite tape rotation to the . Update the
tape transfer log to include the GSS backup
tapes that will be included in the rotation.
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TSA Configurati on weaknesses over Devel op and imp| ement aconfigura[ion X High
06-05 | workstations allowed users to modify sensitive checklist for the anti-virus server.
workstation system and security settings. Perform periodic audits of the anti-virus and
During our test work, usinga ‘network workstation security settings to ensure
user account provided with ordinary privileges, appropriate configurations are maintained.
we were able to successfully:
e Disable the desktop’s anti-virus;
e Change the screen saver setting to remove
the password-locking feature; and
e Increase the time period for the screen saver
activation significantly.
Upon noetification, management took
immediate action to correct the configuration
settings.
TSA  Weaknesses were noted in regard to Continue with efforts to improve the X Medium
06-06 personnel entrance and exit procedures for implementation of the personnel entrance

civilian, contractor and military personnel.
Specifically, out of fifteen entrance check-in
sheets inspected, thirteen were incomplete or did
not exist. Additionally, out of fifteen exit check-
out sheets inspected, only four were received
from our sample selection, and none of which
were compl ete.

and exit procedures and a more formalized
chain of command for the collection of the
check-in and check-out sheets.

Track and monitor the completion of
check-in and check-out sheets.

Ensure that personnel indicate which line
items on the check-in/check-out sheets are
not applicable.

Retain Check-out sheets for up to ayear
after an employee’ s departure.
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TSA | A Security Configuration Management | Implement corrective actionsto implement a X High
06-07 | Plan does not exist that clearly delineates the Security Configuration Management
roles and responsibilities between Plan that includes the role and responsibilities
, and the of . Also, the plan should
GCE isthe organization under contract by Coast | address both and their
Guard to manage the software associated operating systems and databases.
programs. Consequently, the System Security Subsequently, the System
Plansfor the applications do not Security Plans should be updated to reflect the
include key security control information. approved information in the Security
Specifically, the plans do not include Configuration Management Plan.
information on the current security configuration
management process, including delineation of
responsibilities for al involved parties.
TSA  During technical testing patch management e Implement the corrective actions noted in X High
06-08 weaknesses were identified on hosts supporting the tables above.

the applications. Many of these
vulnerabilities could allow aremote attacker to
gain full control of the affected host and could
lead to the compromise of the availability,
confidentiality and integrity of

data
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e Implement polices and proceduresto
ensure that the software builds created by
the software devel oper are tested to ensure
that all software security configurations,
such as software patches and non-
compliant settings, are up to date.

e Continue the process for performing
periodic scans of the network
environment, including the financial
processing environment, for the
identification of vulnerahilities, in
accordance with NIST SP 800-42.

e |mplement corrective actionsto mitigate
the risks associated with any
vulnerabilities identified during periodic
scans.
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TSA | During technical testing configuration We recommend that TSA ensure and verify X High
06-09 | management weaknesses were identified on that Coast Guard's complete the

hosts supporting the applications.
Specifically, servers were identified with
excessive access privileges, and password and
auditing configuration weaknesses.
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following corrective actions:

e |Implement the corrective actions hoted in
the tables above.

e |mplement polices and procedures to
ensure that the software builds created by
the software devel oper are tested to ensure
that all software security configurations,
such as software patches and non-
compliant settings, are up to date.

e  Continue the process for performing
periodic scans of the network
environment, including the financial
processing environment, for the
identification of vulnerabilities, in
accordance with NIST SP 800-42.

e |mplement corrective actionsto mitigate
the risks associated with any
vulnerabilities identified during periodic
scans.
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TSA | The & Treasury MOU addresses the Ensure and verify that Coast Guard’s X Low
06-11 | development, management, operation, and complete planned corrective actions to finalize

security of aconnection between systems and obtain all approvals for the MOU and I1SA

owned by both parties. The previous between and Treasury-FM S

agreement expired in April of 2006 and a Financial Management Service.

current MOU between and Treasury

has not been completed, although finalization

isin the process. With the renewal of the

MOU, isalso creating an ISA which

will further define the technical details of the

systems interconnection.
TSA contracts the maintenance of their e Continue to communicate with Coast X Low
06-12 information systems software and hardware Guard Headquarters in order to convey the

for the Superdome Supercomputer, which importance of atimely renewal of the

houses the four production databases including mai ntenance contract.

the production database, to Hewleit e Maintain a continuous service contract for

Packard (HP) through two separate service the hardware and software with the current

agreements. One of the service contractsis vendor by anticipating delaysin contract

valid until 2007 for a segment of their renewal and submitting requests for

computer software and hardware. However, procurement in a timely manner.

the second portion of 's Superdome

equipment is covered under a maintenance

contract that expired on May 31, 2006.
TSA | ¢ Manager Review of System Administration | ¢  Revise the Manager Review of System X High
06-13 Monitor Procedures have been developed Administration Monitor Procedures to

that guide managers in performing periodic
system administration monitoring reviews.
However, the procedures do not note the
periods of review that are being monitored,
who isresponsible for performing the
reviews and evidence that the manager
review was performed could only be

note how often managers should perform
system administration monitoring reviews.
Additionally, the procedures should note
the titles/positions of the individuals who
are authorized and responsible for
performing the reviews and what type of
documentation should be retained as a
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obtained for March 2006. Additionally, result of the review.

although the manager reviews were Continue enforcing Instruction

implemented in March 2006, for the first 5230.3 — Policy for System Level Access

half of the fiscal year, October through to Computer Assets.

March, system administration Additionally, review the access request

monitoring was not performed by a manager forms before the request isimplemented to

or group outside of the three systems ensure that the request contains a

administrators during that time period. supervisor approval and notes the level of

The access request form for one out of four access/privileges that the individua should

individuals granted access to since be granted.

October 1, 2005, did not contain the Continue enforcing Instruction

supervisor’s approval. 5230.3 — Policy for System Level Access

The account of a contractor that left to Computer Assetsto ensure

in October 2005 remained active that the accounts of terminated
until May 2006. civilians/contractors/military personnel are
revoked in atimely manner.

TSA | During our audit, the following access Continue with efforts to correct the X High
06-14 | control weaknesses were noted: implementation of the lockout policies and

e Password configurations for application
and database were configured to permit
passwords to be a minimum of six
charactersin length which isnot in
compliance with the Password
Policy Standard Operating Procedure
(SOP).

e Users are not locked out of their
application accounts after three invalid
logon attempts.

e Audit logging has not been enabled with in
the application or database.

e Individuals who are no longer employed

procedures to ensure that users are locked
out of their accounts after three invalid
attempts.

Establish detailed procedures for audit trail
generation, review and management. The
procedures should discuss the conditions
under which the audit trails should be
generated, reviewed, the frequency of the
reviews, and the basis for determining
when suspicious activity should be
investigated.

Develop and implement access control
procedures for the system and
database accounts. These procedures
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with were found to have active should include, at a minimum, steps for
accounts with in . Although their removing the accounts of terminated
application accounts have been disabled, individuals. Additionally, the procedures
one civilian and one contractor retained should include information regarding the
open and active database accounts after notification of both internal and remote
their departure from user terminations.
. account reviews have not been Develop and implement access control
performed on a periodic basisfor procedures for the system and
personnel. database accounts. These procedures
should include, at a minimum, steps for
reviewing the system and database user
listings to ensure that al terminated
individuals no longer have active
accounts, that inactive accounts are locked
and that privileges associated with each
individua are still authorized and
necessary. Additionally the procedures
should note the parties that should be
involved in the review process and
supporting documentation that should be
maintained as a result of the review.
TSA  During our audit, the following access Configure the application and X High
06-15 control weaknesses were noted:

Password configurations for application
and database have not been configured to
maintain the password history for each
account which is required by the
Password Policy Standard Operating
Procedure (SOP), aswell as DHS
Information Technology Security Program
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database to maintain the password history
for each account.

Configure the application and
database to lock users out of their accounts
after three failed login attempts.

Establish detailed procedures for audit trail
generation, review and management. The
procedures should discuss the conditions
under which the audit trails should be
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Publication, 4300A. generated, reviewed, the frequency of the
e Usersare not locked out of their reviews, and the basis for determining
accounts after threeinvalid logon attempts. when suspicious activity should be
e Policies and procedures for application and investigated. In addition, sufficient
database audit |og management have not resources should be allocated to ensure the
been documented. Additionally, although proper implementation and monitoring of
audit logs are generated that document who these procedures.
islogging in and out of the e Configure the system to track and lock the
database administrator account, the logs accounts of individuals who have not
are being generated and reviewed by the logged into the system in 90 days.
database administrators and not by an
external party.
. has not been configured to track and
deactivate accounts that have not been used
in 90 days.
TSA | InFY 2006, we performed access control test We recommend that TSA ensure and verify X High
06-16 | work around the Sunflower application and that Coast Guard's complete the

database. During our review, the following
Sunflower access control weaknesses were
noted:

e Password configurations for application
and database were configured to permit
passwords to be a minimum of six
charactersin length which isnot in
compliance with the Password
Policy Standard Operating Procedure
(SOP), or the DHS palicy, during the time
period of October 2005 through June 2006.
After June 2006, the password length was
changed to eight characters.

e Usersare not locked out of their Sunflower

following corrective actions:

e Continue with efforts to correct the
implementation of the lockout policies and
procedures to ensure that users are locked
out of their accounts after three invalid
attempts.

e Edtablish detailed procedures for audit trail
generation, review and management. The
procedures should discuss the conditions
under which the audit trails should be
generated, reviewed, the frequency of the
reviews, and the basis for determining
when suspicious activity should be
investigated. In addition, sufficient
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application accounts after three invalid
logon attempts.

e Audit logging has not been enabled with in
the Sunflower application or database.
Specifically, unusual or sensitive access
(database and system administrator
activity) is not monitored and suspicious
activity isnot investigated. Additionally,
audit trails of appropriate user actions,
including changes to security profiles are
not generated and maintained.

resources should be allocated to ensure the
proper implementation and monitoring of
these procedures.
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TSA Duri ng our audit, the followi ng access Devel op and imp| ement access control
06-17 | control weaknesses were noted: policies and procedures for the periodic .
review of the application accounts X High
o accounts are not immediately disabled for TSA users. These procedures should

upon an employee's termination.
Specifically, one out of the two separated
employees who had access to the
system was hot disabled until six months
after separating. Additionally, the employee’s
TSA LAN account was also active during
thistime.

¢ No policies and procedures exist for the
periodic review of TSA personnel with
accessto
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include, at a minimum, steps for reviewing
the application user listings to ensure that
al terminated individuals no longer have
active accounts, that inactive accounts are
locked and that privileges associated with
each individual are still authorized and
necessary. Additionally, the procedures
should note the parties that should be
involved in the review process (i.e. —
supervisors, database administrators and
system administrators)

Retain supporting documentation
indicating the results of each review.
Notify and coordinate with CG-

to implement the corrective actions that
must result from the review, such as
removing separated users from the system
or modifying account privileges.

115




Department of Homeland Security
Information Technology Management Letter

September 30, 2006

Appendix B

RIAR Condition Recommendation New Issue | Repeat Issue R'.Sk
# Rating
TSA | During our audit the following access Immediately disable application,
06-18 | control weaknesses were noted: and LAN access for all separated X Hidh
e

accounts are not immediately disabled
upon an employee's termination.

Specifically:

- Three separated TSA employees had
active accounts on and the remote
connection, . These three user
accounts for were not
end dated until October 16, 2006.
Additionally, one out of the three have
an open TSA Local Access Network
(LAN) Account.

- Asof September 2006, eight separated
TSA employee’s accounts were
still active on the application after they
had separated from TSA over seven
months previously. Additionally, seven
of those eight individuals had open

accounts during that time
period aswell and at least four
individuals had active TSA LAN
accounts as well.

No formalized policies and procedures for

the periodic reviews for the accounts

exist.

No access request forms could be obtained

for the selection of four TSA users who

were granted access to the application
thisfiscal year.

I nformation Technology M anagement Igd ﬂ%ﬁﬁb‘%’gﬁ%@g’éﬁ%ﬁ%@g al S
user.

employee accounts.

Formalize and implement access control
policies and procedures for the periodic
review of the application,

and LAN accountsfor TSA users. These
procedures should include, at a minimum,
steps for reviewing the application user
listings to ensure that al terminated
individuals no longer have active
accounts, that inactive accounts are locked
and that privileges associated with each
individual are still authorized and
necessary. Additionally, the procedures
should note the parties that should be
involved in the review process (i.e. —
supervisors, database administrators and
system administrators)

Retain supporting documentation
indicating the results of each review.
Develop and implement formalized access
control policies and procedures for
granting access to the application and
database accounts. These procedures
should include, at a minimum, steps for
granting and approving access.
Additionally, the procedures should
require the supervisors to document the
level of access each new user should be
granted within the system and database
before the request is submitted to the
system administrator and database
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RIAR Condition Recommendation New Issue | Repeat Issue R'.Sk
# Rating
TSA In FY 2006, we performed access control test Develop and implement access control
06-19 | work around the Sunflower application, database policies and procedures for the periodic )
and the TSA Local AreaNetwork (LAN). X High

During our review, the following Sunflower
access control weaknesses were noted:

Sunflower accounts are not immediately
disabled upon an employee' s termination.
Specifically, six terminated TSA personnel
have active accounts on the Sunflower
application. Additionally, three of the six
individuas still retain active LAN
accounts. Furthermore, one Sunflower
account, for a separated individual, was
active for over six months on the
Sunflower system and the TSA LAN
before being disabled.

Policies and procedures requiring the
periodic reviews of Sunflower accounts
have not been documented.

Information Technology Management Letter for the FY 2006 DHS Financial Statement Audit

review of the Sunflower application
accounts and LAN accounts for TSA
users. These procedures should include, at
aminimum, steps for reviewing the
application user listings to ensure that all
terminated individuals no longer have
active accounts, that inactive accounts are
locked and that privileges associated with
each individual are still authorized and
necessary. Additionally, the procedures
should note the parties that should be
involved in the review process (i.e. —
supervisors, database administrators and
system administrators)

Retain supporting documentation
indicating the results of each review.
Notify and coordinate with CG-

to implement the corrective actions that
must result from the Sunflower review,
such as removing separated users from the
system or modifying account privileges.
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TSA The TSA Form 1402, IT off-boarding form for e Send out a TSA broadcast message
06-20 | Non-Screeners and Contractors, is not reminding all TSA Non-Screeners and )
consistently completed for terminated Contractors to completely fill out the TSA X Medium
personnel. Specifically, we noted that the Form 1402 as they are initiating their own
form was unavailable for thirty-eight (38) of termination process.
sixty (60) terminated employees selected for e Assessimplementing a process whereby
testing. Additionally, eight (8) out of the the terminated individual’ s supervisor
twenty-two (22) forms received were would initiate the completion of TSA
incomplete. Form 1402, instead of the terminated
individuals themselves.
TSA | During our audit, the following weaknesses Enforce the completion of security awareness
06-21 | wereidentified: training and the computer access agreement for X Medi
ium

e |nitial and/or annual refresher training for
security awareness was not completed for
9,821 out of 52,106, approximately 19%
of the TSA personnel and contractors with
access to TSA information systems.

e Computer Access Agreements were not
complete for 9,627 out of 55,335,
approximately 17%, of TSA federal
employees and contractors, with accessto
TSA information systems. Additionally,
30,835 out of 55,335 personnel,
approximately 56% had agreements on
file that were over ayear old.

all TSA employees and contractors each fiscal
year.
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TSA | Although the Interagency agreement between Formally document and better define the
06-22 | United States Coast Guard different roles and responsibilities that .
(CG- ) and TSA states that CG- TSA, CG- and GCE have in the X High

isresponsible for configuration
management on both the technical and
operational sides of the product suite,
TSA however, has not formalized atracking
process of their own for requests that they
submit nor do they retain records of the
change control process.

TSA has no policies and procedures
surrounding the change control process for the

product suite. Specifically, TSA should
be responsible for approving the functional
resolution documents provided for their
specific changes, retain evidence that testing
was done by CG- on their behalf, and
approving the final change before it is moved
into production.

Additionally, TSA has not retained any
documentation of initial approvals, testing and
final approvalsfor TSA specific changes made
Sunflower in the 2006 FY.

Specifically, no documentation for the initial
approvals, testing or final approvals could be
obtained for a selection 14 changes, 16

Changes and 4 Sunflower changes
emergency changes.
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change control process for the

product suite.

Develop and implement policies and
procedures to document TSA’srole and
responsihilities in the change control
process. Be sure to specifically address
initial approvals, testing and final approval
of al changesto the system.

Develop and implement aformalize
process for the retention of documentation
throughout the change control process.
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# Rating
TSA During our audit, the following weaknesses Implement policies and procedures to
06-23 | wereidentified: ensure compliance with the new DHS .
policies for the background investigations X High
° does not perform background of contracting personnel.
investigations or verify that outside Develop risk levels for contractor
background investigations have been positions with access to DHS information
performed for contractors working at systems in accordance with DHS policy.
, especially those with sensitive IT
positions. Specificaly, employs
150 contractors; however, we were unable
to obtain the status of a background
investigation on any of them.
e Norisk levelsfor contractor personnel with
access to DHS information systems at
exist. Contracting personnel with
IT job functions which require advanced
access to the DHS system are not
categorized at a higher risk level then an
individual who uses the system with basic
privileges.
TSA  Excessive access has been granted within Develop and implement access control
06-24 . Specifical Iy, of the 27 individuals procedures for the periodic access review .
that have been granted Authorized Certifying of the X High

Officer (ACO) privileges to approve invoices of

any dollar value, four were not justified in
having such privileged access.
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system. These
procedures should include, at a minimum,
steps for reviewing the system user listings
to ensure that all terminated individuals no
longer have active accounts, that inactive
accounts are locked and that privileges
associated with each individua are still
authorized and necessary. The procedures
also should note the parties that should be
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involved in the review process (ie —
supervisors, database administrators and
system administrators) and supporting
documentation that should be maintained
as aresult of the review. After the results
of thereview are obtained TSA is
responsible for communicating the results
to for the appropriate actions to
be completed. Additionally, TSA should
follow-up with to ensure that
corrective actions are taken if necessary.
e Ensurethat removes the access
privileges of the four individuals that do
not have appropriate access to the system.
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USCIS

05-02

The site Certification and Accreditation (C& A) package for the
California Service Center, General Support System (GSS) - Loca Area
Network (LAN) is outdated and has expired.

X

USCIS

05-03

The C& A package for the Texas Service Center (TSC) GSS-LAN is
outdated and has expired.

USCIS

USCIS

USCIS

05-04

05-05

05-06

A ccess control weaknesses such as account management, password
length, and alack of review over audit records were identified for the

A Novell NetWare server at USCIS' Texas Service Center (TSC) was
identified as not having the correct vendor supplied patches installed.
A vulnerability assessment over at USCIS TSC noted that
multiple local administrator accounts had blank passwords including
several accounts with supervisor level access.

06-04

ICE

05-07

| CE does not have procedures in place to periodically review
user access lists and could not
provide alist of al authorized USEers upon request.

CBP

05-01

Numerous user |Ds were identified as having segregation of
duties issues

CBP

CBP

CBP

CBP

CBP

CBP

05-02

05-03

05-04

05-05

05-06

05-08

had several weaknesses over unauthorized

access to accounts with high-level authority, and inactive accounts.
IAfter the re-organization of the Office of Information Technology
(OIT), security administration functions at the are not
independent of the operations function.
'The National Benefits Center (NBC) has not defined or documented
the appropriate user permissions for the various roles granted to

Local AreaNetwork (LAN).
CBP management has not developed formal procedures for granting
access to sensitive SAP Technical Team member roles.
The continuity of operations plan
(COOP) is not updated to reflect the results of FY 2004 testing, and the
upgrade of their financial system from

'The Top Secret mainframe account administration on the ‘

'The documentation of completed initial security awarenesstraining is
not properly maintained. We sel ected security awareness training
documentation for 45 users. Per inspection of documentation, and
noted that 13 of 45 did not have security awareness training certificates
documented.

06-01

06-29

CBP

05-09

Improvements still needed in CBP' stechnical security controls.

Related to issuesreported in FY 02, FY 03 and FY 04 findings

06-17
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regarding host and network based security system access deficiencies,
we noted the following:
e CBP has confirmed that they will not be implementing the
to enforce strong passwords or
the Windows NT password protection feature enhancement
upgrade referred to asNT LANMAN v2 (LM v2).
e CBP has not made the configuration changes to the Windows NT
Domain Controller that was compromised in our FY 03
intrusion tests.
e Discovered key systems domainsin targeting for potential
unauthorized access attempts where we were able to identify major
CBP network domains.
e Exploited asystem vulnerability that had not been corrected.
e We confirmed that the number of Domain Administrators on
selected Domains has increased since 2005.
e ESM identified weak passwords, expired passwords,
misconfigurations, and missing patches.
e |dentified vulnerabilities on an Oracle database which had critical
patches missing, week passwords and auditing is not enabled.
CBP 05-10 security audit log reviews not evidenced for the majority of FY X
2005.
CBP 0511 e CBP management has not established | SAs for legacy connections 06-02
with
e Additionally, the majority of financial institutions connecting with
do not have | SAs.
CBP 05-12 CBP alternate processing site agreement not finalized. Priority of X
service provision not in place.
CBP 05-13 Field offices are not consistently reporting the completion of re- 06-08
certifications at their ports to the OFO headquarters. Email
confirmation of completion of re-certifications were not available
for Boston, Baltimore, New Orleans, Miami, and Calgary (Canada)
field offices, and the Los Angeles field office only provided an email
stating that re-certification process exists, but did not confirm that
re-certifications had been completed. Thesix field officeslisted above
represent 10 of 44 ports selected for testing.
CBP 0514 e CBP management has not performed aformal review of 06-05
individuals with physical access to the data center.
e Additionally, CBP management has not established formal
procedures for revoking physical access to buildings.
CBP 05-15 Eighteen (18) devel opers were found with access to the X
production environment.
CBP 05-16 Improvements are still needed in CBP' s Incident Handling and 06-10

Response Capability which may potentially limit CBP' s ability to
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respond to incidents in an appropriate manner. Specifically, we noted

the following issues:

. Health Endpoint will not be installed on all workstations for
the mgjority of the fiscal year.

e 3 of 8selected system flaw notifications did not have an associated

Service Center ticket.

CBP

05-17

CBP has not configured their version of to include a company
code setting of "productive.”

CBP

05-18

We could not obtain the requested evidence of recertifications
from CBP for any of the 44 selected field level portsto determine
whether accounts with sensitive and high-risk combination of
functions are reviewed for appropriateness.

06-09

CBP

05-19

Separated employees with active accounts.

CBP

05-20

CBP does not document changes to the system including test
plans, test cases, impact analysis, and test results.

CBP

05-21

CBP management has not activated logging for critical tables within

CBP

05-22

CBP management has not performed a formal certification and
accreditation on the NDC LAN asawhole. Specifically, aformal
security control assessment and aformal risk assessment have not been
performed for components of the NDC LAN.

06-03

CBP

05-23

CBP has not performed a separate certification and accreditation for the
applications remaining in the seven business process areas defined in
the Administrative Applications C&A. These seven business process
areas include the following:

Disclosure Administrative Support Systems
Financial Administrative Support Systems
Field Operations Support Systems
Investigation Support Systems

OIT Administrative Support Systems
Personnel Administrative Support Systems
Training Support Systems

06-06

CBP

05-24

CBP does not maintain a centralized listing of separated contract
personnel. The only method CBP employs to track terminated
contractors is the use of areport of usersthat had their mainframe
account deleted. We cannot acknowledge thislist as representative of
al terminated contractors. Thisis because terminated contract
personnel might not have mainframe access or their access was not
removed after their termination.

06-04

CBP

05-25

idle session lock inconsistent with CBP policy.

Information Technology Management L etter for the FY 2006 DHS Financial Statement Audit

125




Department of Homeland Security
I nformation Technology Management Letter
September 30, 2006

Appendix C

Disposition

Component

NFR No.

Description

Closed Repeat

CBP

05-26

does not have an automated mechanism to detect and deactivate

users that have not logged on for 90 days per DHS policy.

06-07

CBP

05-27

We noted that 24 out of 45 selected individuals did not have formally
documented VPN access authorization forms. Additionally, CBP has
not implemented formal procedures for VPN recertification for the
majority of FY 2006.

06-12

CBP

05-28

Accessto the
related dataset and CSD definition fileis excessive.

CBP

05-29

CBP management did not provide information as to whether
vendor and bank tables are appropriately segregated.

CBP

05-30

The number of users with accessto Audit, Recovery, and
Backup datasetsis excessive.

CBP

05-31

Weaknesses in the C& A process at field sites including several missing
site assessments.

CG

05-001

The has not compl eted a Business
Recovery Plan (BRP).

CG

05-002

has not completed a testing baseline and users were able to change
their privileges to gain access to production.

CG

05-003

Access authorization requests for ids did not indicate the roles
or menus necessary for the user to perform job functions; rather
access authorizations identified a current user with similar privileges
that could be copied to create the privileges for the new id.
Additionally, requests for new accounts are accomplished via email,
and the system administrator did not routinely retain these emails
prior to January 2006.

06-009

CG

05-004

A periodic review of Direct Access access lists was not conducted to
ensure that users had the correct access privileges. Additionally, we
determined that an applicant could be entered and hired by the same
individual. The process of transitioning an applicant to an employee
isin an audit trail; however this audit trail is not reviewed on a
regular basis.

06-008

CG

05-005

A security test and evaluation has not been conducted on the
General Support System. In addition, the final Certification and
Accreditation package has not been created and an Authorization to
Operate has not been requested or approved for the General
Support System.

06-024

CG

05-006

e Coast Guard has not completed the process of filing the records
that were recovered and recreating of the records that were not
found during the migration of records from the Department of

Transportation to DHS.

06-028
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e Civilian background investigations and reinvestigations are not
being consistently performed. Specifically, three (3) out of seven
(7) newly hired civilian employees at did not have any
record of a background investigation on file. Additionally, for
the re-investigation of employees, four (4) out of five
(5) GS employees selected did not have a current investigation
onfile.
e Position sensitivity level distinctions for civilian personnel with
access to DHS information systems at are not accurately
depicted. Specificaly, of the selection of position descriptions
received, nine (9) out of ten (10) had non-critical position
sengitivities although their job functions were that of IT personnel
with advanced accessto the DHS system.
CcG 05-006 o does not perform background investigations or verify that 06-034
background investigations have been performed for contractors
working at , especially those with sensitive I T positions.
Specifically, employs 150 contractors; however, we were
unable to obtain the status of a background investigation on any of
them.
e Norisk levelsfor contractor personnel with accessto DHS
information systems at exist. Contracting personnel with
I'T job functions which require advanced access to the DHS system
are not categorized at a higher risk level then an individual who
uses the system with basic privileges.
CG 05-008  The passwords for are not required by the system to be 8 06-007
charactersin length or contain a combination of alphabetic, numeric
and/or special characters. Due to lack of vendor support, thereis
uncertainty to the feasibility of implementing stronger password
controls.
CG 05-009 The Business Contingency and Disaster Recovery Plan is till 06-001
in draft form and has not yet been tested.
CG 05-010 FINCEN Unix change control process supporting have
weaknesses including: procedures in support of the finalized CM
policy are not developed, documentation supporting risk assessments X
is not maintained, formal change requests are not used, and test plans
and test results are not documented.
CG 05-011 does not have documented procedures for controlling the
processes associated with the granting, monitoring, and termination of X
user accounts within have not been documented.
CG 05012 e Manager Review of System Administration Monitor Procedures 06-019
have been developed that guide managersin performing periodic
system administration monitoring reviews. However, the
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procedures do not note the periods of review that are being
monitored, who is responsible for performing the reviews and
evidence that the manager review was performed could only be
obtained for March 2006. Additionally, although the manager
reviews were implemented in March 2006, for the first half of the
fiscal year, October through March, system administration
monitoring was not performed by a manager or group outside of
the three systems administrators during that time period.

e The access request form for one out of four individuals granted
accessto since October 1, 2005, did not contain the
supervisor's approval.

e The account of acontractor that |eft in October 2005
remained active until May 2006.

CG

05-013

's Certification and Accreditations (C& A) for ,and
were not complete. Specifically, security testing and
evaluations (ST& E) were incomplete and security plans had not been
updated.

CG

05-014

Results of reviews over user access were not available and
documentation of periodic reviews was not on file at

CG

05-015

has not implemented formal procedures for the periodic
management review and monitoring activities of database
administrators and system administrators, or the accounts.

CG

05-016

During technical testing patch management weaknesses were identified
on hosts supporting the applications. Many of
these vulnerabilities could allow aremote attacker to gain full control
of the affected host and could lead to the compromise of the
availability, confidentiality and integrity of data.

06-026

CG

05-016

During technical testing configuration management weaknesses were
identified on hosts supporting the applications.
Specifically, servers were identified with excessive access privileges,
and password and auditing configuration weaknesses.

06-027

CG

05-017

The Enterprise Security Management (ESM) tool identified
configuration and account management weaknesses on

CG

05-018

Internet Security Systems Internet Scanner identified three hosts that
were missing patches.

CG

05-019

Formal procedures regarding accessto the data center have
not been established and implemented.

CG

05-021

System change request to modify transaction code 136-2 to
automatically reestablish the funds as obligated was implemented in
March 2006 within the 3.2 build. Currently, the automated
process appeared to be operating effectively. However, from October
2005 through March 2006, no mitigating controls such as procedures
for training of staff and/or manual reviews were established to

determine whether or not the re-obligation should be established to

06-41
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the associated UDO balance.
Additionally, management indicated that transaction code
should not be automatically reestablishing the fundsin the
system. However, as we could not perform a complete analysis of
the posting logic in FY 2006 as noted in NFR CG I T-06-029,
transaction code  , aswell as other codes, may still contain errors
as of September 30, 2006.
CG 05022 e A copy of the Disaster Recovery Plan has 06-30
been completed. However, the plan has not been tested.
e TheDRPfor the
has been completed. However, testing of the
DRP has not taken place. The projected completion date is October
2006.
e The DRP for the General Support System has been compl eted.
However, testing of the GSS DRP is scheduled to take place by the
end of the year.
e A copy of the Memorandum of Understanding (MOU) between
and two other CG components who the OSC must rely on for
various reasons at the off-site facility was cited in the Disaster
Recovery Plan
e A finalized contract with the off-site facility was cited in the
Disaster Recovery Plan. However, we were unable to obtain the
signature page for it during our audit field work.
CG 05-023 has not compl eted a security plan for CMPlus 5. X
CG 05-024  During our FY 2006 follow-up testing, we determined that had 06-031
taken corrective action on several of the previously noted
vulnerabilities, however several remained. The remaining
vulnerabilities are in the following four areas:
e Account management - 2 high-risk vulnerabilities and 4 medium-
risk vulnerabilities
e Configuration management — 2 medium-risk vulnerabilities
e  Patch management — 3 high-risk vulnerabilities
CG 05-025  During our FY 2006 testing, we determined that none of the prior 06-032
year vulnerabilities were corrected. Asaresult, the vulnerabilities
present in FY 2006 are in the following four areas:
e Audit management — 2 medium risk vulnerabilities
e Configuration management — 3 high, 6 medium and 11 low risk
vulnerabilities
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e Password management — 1 high and 5 medium risk vulnerabilities

e Patch management- 11 high, 12 medium and 12 low risk
vulnerabilities

CG

05-026

has initiated required changes on the application code on the
server side. However the required update to the user workstations has

not been compl eted.

CG

05-027

Asaresult of our audit test work and supported by all the IT NFRs
issued during the current year, we determined that Coast Guard is
non-compliant with the following laws and regulations:

e Federa Information Security Management Act of 2002 (FISMA)
e Federa Financial Management Improvement Act (FFMIA)
e Office of Management and Budget (OMB) Circular A-130

06-044

CON

05-01

Two members of DHS OFM had excessive access
within DHS We informed DHS OFM of the excessive

access and noted that DHS OFM removed both users
with excessive access. We noted that corrective action
has been taken and completed in the current fiscal year; however, this
issue posed arisk for amajority of the fiscal year and therefore will be
reported as aweakness for FY 2006.

06-01

CON

CON

05-02

05-03

new user access reguest forms were not consistently completed
prior to granting access to Specifically, one (1) out of a sample
of eleven (11) did not have a supervisor’s approval. Additionaly, five
(5) out of asample of eleven (11) did not have security manager
review.

IOFM has not developed procedures to periodically review access
listsin order to determine whether user accessis valid, consistent with
job responsibilities and in accordance with the principle of least

privilege

06-02

06-03

CON

CON

05-04

05-05

Informal processes are followed for making changesto

and does not have a version manager tool for template

changes made to the application.

e During our audit, the following configuration management
weaknesses were noted

e Segregation of duties violations exists for twelve (12) out of
twenty-five (25) system changes made outside of the scheduled

Quarterly Releases.

e  Segregation of duties violations exists for four (4) out of ten (10)

emergency system changes made outside of the scheduled

Quarterly Releases.

06-04
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e Test documentation is not available for changes implemented
outside of the scheduled Quarterly Releases.

CON

05-06

Discrepancies exist between the DHS Performance and Accountability
Report (PAR) Guidance and the Analytical Report

06-15

CON

05-07

e Wedetermined that normal balance type indicated on the DHS
SGL for Account 4132 and Account 7280 differ from the normal
balance type indicated on the US SGL.

e Wedetermined that 101 DHS SGL accounts were not found in the
US SGL and reported a zero balance for period 9. These accounts
do not appear to be currently used by DHS and/or do not appear to
be related to DHS operations.

06-16

CON

05-08

There are no documented procedures in place for DHS components to
perform aformal review, by a separate approving individual, to verify
the financial datato the general ledger before moving the

file from the Holding Areainto the Repository.

06-05

CON

05-09

DHS is non-compliant with the Federal Information Security
Management Act

06-18

FEMA

05-01

There are no procedures are in place to periodically review user
access liststo determine if accessis still needed, including the
development of amaster listing of al employees and contractors
developed and maintained by FSB.

06-03

FEMA

FEMA

05-02

05-03

. users are not locked out of the system after three invalid
logon attempts. In addition, we determined that upon locking a
user account out of the system after three invalid logon attempts at
the domain level, the user account becomes unlocked and active
again after fifteen (15) minutes of inactivity.

. settings on machines running Microsoft Windows
2000 Professional disabled the user’s ability to disable the
password protected screensaver; however the
settings did not disable the user’ s ability to change the inactivity
threshold greater than the FEMA standard of fifteen minutes. This
weakness impacts

The production and test servers are located in very close
proximity of each other, which is not conducive to effective
contingency planning efforts. We note that upon the implementation of
the Data Center’s “real-time” back-up facility, both the
test and production servers will be redundant, alleviating the
current condition. However, the back-up facility does not

currently have that capability in place.

06-09

06-04
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FEMA

05-04

Twenty-nine (29) terminated or separated FEMA employees and
contractors maintain active user accounts. Additionally, we
noted that two (2) terminated or separated FEMA employees maintain
active user accounts. The implementation of FEMA
Instruction 1540.3 as aform of access controls review is not sufficient
because FEMA is only performing reviews over current year
terminations and separations, and has not performed reviews over
legacy users to ensure that all users have valid access.

06-13

FEMA

05-05

e The ST&E did not provide adequate documentation of the
results to the accrediting authority. The ST&E included
thorough testing of managerial, operational and technical controls
and identified 88 vulnerabilities, however, the vulnerabilities listed
in the ST&E report were only identified as one POA& M weakness
in the POA&M

e Of the 10 systems deemed critical for which the C& A process was
completed, we noted that the following four systems did not
include any documentation of their ST& E resultsin the ATO
package:

e FEMA has completed amagjority of the migration from
Microsoft Windows 2000 Professional to Linux except for afew
aspects of the migration dealing with Individual Assistance and
various regional sites. We noted that these major changes to the
system warrant that the C& A process be re-performed.

06-05

FEMA

05-06

settings on machines running Microsoft Windows
2000 Professional prevented the user’s ability to disable the password
protected screensaver; however the settings did not
prevent the user’s ability to change the inactivity threshold. The
implementation of a password protected screensaver as a mitigating
control for lacking a second form of authentication is not sufficient if
users have the ability to change the inactivity threshold greater than the
FEMA standard of fifteen minutes. This weakness impacts

06-10

FEMA

FEMA

05-07

05-08

Thereis not formal, documented procedures are in place to require
updates to the system documentation as functions are
added, deleted, or modified.

e FEMA did not adequately document testing of the Contingency
Plan for . Although atable-top test of the
Contingency Plan was completed on February 10, 2006, the
table top test did not adequately test the IT components of the
system/processes.

e FEMA does not have an accurate Contingency Plan for
The most recent version of the Contingency Plan is dated
July 19, 2004. However, since that time, FEMA has nearly

06-06

06-07
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completed its migration of from Microsoft Windows 2000
Professional to the operating system and is adding a Small

Business Administration web interface.

FEMA

05-09

The FEMA COOP has prioritized each of its 12 critical Information
Technology (IT) systems according to criticality of the systems;
however, the FEMA COOP has not been updated to take into account
the new listing of FEMA critical IT systems. We confirmed with the
Office of Cyber Security (OCS) and ONSC that the updated listing of
FEMA mission critical 1T systems should be represented in the FEMA
COOP.

06-08

FEMA

05-10

During our technical testing, configuration management weaknesses
were identified on , and key support servers.
Specifically, servers were identified with password and auditing
configuration weaknesses, and version weaknesses.

06-02

FEMA

05-11

During our technical testing, configuration management weaknesses
were identified on and key support servers.
Specifically, servers were identified with password and auditing
configuration weaknesses, and version weaknesses.

06-02

FEMA

05-12

During our technical testing, configuration management weaknesses
were identified on , and key support servers.
Specifically, servers were identified with password and auditing
configuration weaknesses, and version weaknesses.

06-02

FEMA

05-13

During our technical testing, patch management weaknesses were
identified on servers. Specifically, asaresult of missing
patches, the servers were vulnerable to buffer overflow
vulnerahilities.

06-01

FEMA

05-14

Twenty-one (21) usersin and eight (8) usersin

have the ability to gain access to the account mapping functions
and make changes to the account tables. Of the 21 usersin

, nine (9) users do not have areal business need to have access to
this function. The 9 users that appear to have excessive access consist
of developers or others with system administrative access.
Additionally, of the 8 usersin , Six (6) usersdo not have a
real business need to have access to this function.

Additionally, excessive accessis designed to be permitted within

to make offline changes to the general ledger account tablesvia
the Group.
Currently, we identified five (5) usersin the group that have
the ability to make offline changes to the general ledger account tables.
Of the five users, four (4) users do not have areal business need to
have access to this function.

06-27
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G&T

05-04

Three users who have been assigned privileges that allow them tg
enter, modify, and approve journal vouchers. According to their job
functions and responsibilities, these users should only have the ability]
to enter journal vouchers.

In addition, two users who have been assigned privileges (e.g.
) that allow them to modify vendor tables, and allow
them to open and close fiscal years.

06-12

G&T

05-06

The following weaknesses were identified as a part of the FY 2006
Department of Justice, Office of Justice Programs (OJP) Financial
Statement Audit and impact the reliance G& T has on OJP'sIT control
environment:

Access Controls:
e Procedures for Generic User Accounts Not Documented.

e Periodic Recertification of OJP Application and System Accounts
Not Consistently Performed.

e (OJPdoes maintain log of changes to security profiles.

Application Change Controls:

e Application and System Change Controls Procedures and
Processes Need Improvement.

Service Continuity:

e Tape Backup Polices and Procedures and Documentation Storage
Requirements Need Enhancement.

System Software;
e General Support System Configurations Need Enhancement.

06-06

G&T

05-12

Segregation of dutiesis not properly enforced. The SLGCP has not
formed a separate Information Systems department and has yet to
develop policies or procedures outlining segregation of duties controls
or procedures

G&T

05-13

1 out of 6 G&T terminated employees access was not removed from
the Web 269 application within atimely manner (i.e. two business

days).

06-07

TSA

05-01

05-03

Formal procedures regarding access to the Coast Guard
( data center have not been established and implemented.
change control process supporting
have
weaknesses including: proceduresin support of the finalized CM
policy are not developed, documentation supporting arisk assessment
is not maintained, formal change requests are not used, and test plans
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and test results are not documented.

TSA

05-04

The Business Contingency and Disaster Recovery Plan
(collectively referred to as the DRBC) is approximately 70%
completed, with full completion expected by September 30, 2006.
Because the plan isin draft form it has not yet been tested, and a
tabletop exercise has been planned upon completion of the DRBC.

06-01

TSA

TSA

05-05

05-06

No documented procedures exist for controlling the processes
associated with the granting, monitoring, and termination of user
accounts within have not been documented.

e Manager Review of System Administration Monitor Procedures
have been devel oped that guide managers in performing periodic
system administration monitoring reviews. However, the
procedures do not note the periods of review that are being
monitored, who is responsible for performing the reviews and
evidence that the manager review was performed could only be
obtained for March 2006. Additionally, although the manager
reviews were implemented in March 2006, for the first half of the
fiscal year, October through March, system administration
monitoring was not performed by a manager or group outside of
the three systems administrators during that time period.

e The access request form for one out of four individuals granted
access to since October 1, 2005, did not contain the
supervisor’s approval.

e The account of a contractor that | eft in October 2005
remained active until May 2006. Once the system administrators
were notified of the active account, it was deleted.

06-13

TSA

05-07

Certification and Accreditations (C&A) for the

were not complete.
Specifically, security testing and evaluations (ST& Es) were incomplete
and security plans had not been updated.

TSA

TSA

TSA

05-08

05-09

05-10

has not implemented formal procedures for the periodic
management review and monitoring of activities of database

administrators and system administrators or the accounts.
'The Enterprise Security Management tool identified world writeable
directories without a sticky bit set, and account management
weaknesses over DART.

During technical testing patch management weaknesses were identified
on hosts supporting the applications. Many of these
vulnerabilities could allow a remote attacker to gain full control of the
affected host and could lead to the compromise of the availability,
confidentiality and integrity of data.

During technical testing configuration management weaknesses were

X

06-08 & 06-09
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identified on hosts supporting the applications.
Specifically, servers were identified with excessive access privileges,
and password and auditing configuration weaknesses.

TSA 05-11 Internet Security Systems Internet Scanner identified three hosts that X
were missing patches.
TSA 05-12 Inaccuracies exist within TSA personnel records which addresses both X

separated employee issue and other erroneous personnel records.
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U.S. Department of Homeland Security
‘Washington, DC 20528

Ag: Homeland

' Security
MAY 31 2007
MEMORANDUM FOR: Richard L. Skinner
Inspector General
VIA | Scott Charbe

Chief Information O

FROM: Robert West W

Chief Information Security Officer

SUBJECT: . Draft Audit Report - Information Technology Management Letter for
the FY 2006 DHS Financial Statement Audit, January 31, 2007

The Office of Information Security (OIS) has reviewed the Draft Information Technology
Management Letter for the FY 2006 DHS Financial Statement Audit.

A remediation summary description is provided in Attachment A. A detailed response to the IT
Management Letter FY 2006 Financial Statement Audif recommendations is provided in Attachment
B.

Attachments:
A. OIS Financial System Security FY96 Remediation Summary
B. 0OIG-07-XX OIS Response, Draft IT Management Letter for the FY 2006 DHS Financial
Statement Audit, May 2007. [Sensitive Financial Information (FOUOQ)]

Letter Distribution Request:
Secretary
Deputy Secretary
General Counsel
Chief of Staff
Deputy Chief of Staff
Executive Secretariat
Under Secretary, Management
DHS Chief Financial Officer
DHS GAO OIG Audit Liaison
CIO Audit Liaison
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Introduction

OIS will address the FY06 Financial System Security Material Weakness by providing corrective
actions in four areas:

Policy

Procedures

Tests of Effectiveness

Compliance Tracking & Monitoring

Rl s M

Please refer to Figure 1 for an illustration of the following DHS activities.

1. Policy
DHS has completed an update to DHS 4300A, which added governance to support compliance
for IT General Controls based on: +

» Federal Financial Management Improvement Act of 1996 (FFMIA), P.L. 104-208
e Federal Managers’ Financial Integrity Act of 1982 (FMFIA), P.L. 97-255

e OMB Circular A-123, Management’s Responsibility for Internal Control, Revised,
12/21/2004

e OMB Gyrcular A-127, Financial Management Systems, Revised 12/1/2004

e OMB Memorandum 06-03, Audit Requirements for Federal Financial Statements
08/23/2006

Based on these laws and regulations, requirements for “CFO designated Financial Systems” have
been identified in DHS 4300A Version 5.1, Section 3.15, which was released in March 2007.

The CISO is also working with the CFO on a Memorandum of Understanding (MOU) to further
clarify roles and responsibilities for system security controls. Signatures on the joint MOU are
targeted for the end of May 2007. As illustrated in Figure 1, an additional 4300A Appendix to
further clarify Financial System Requireménts is targeted for release by the end of July 2007.

2. Procedures

The Department implements its entity-wide information security program through procedural IA
compliance tools:

s DHS TAF provides enterprise procedures for tracking Component System security
performance measures, including FIPS199, Risk Assessments, Security Plans, Test Plans
and Results, ATO’s and Plans of Action and Milestones (POA&Ms).

e DHS RMS provides the enterprise procedures for Certification and Accreditation (C&A)
of IT systems based on DHS policies.

e DHS Security Operations Center (SOC) implements enterprise procedures for incident
response, patch management, as well as managed services to support vulnerability
assessments, etc.

As illustrated in Figure 1, the procedures identified in these tools will be updated to include
changes required to support CFO designated financial systems. Training on new financial
system roles and responsibilities as well as the new DHS 4300 procedures will be introduced to
Components at the DHS Annual Security Conference in August 2007.

A-1
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3. Tesis of Effectiveness

In each FISCAM control domains, a set of key A-123 control requirements will be identified by
DHS and minimum mandatory control testing procedures will be developed for:

Entity-wide Security Program Planning & Management
Access Control

Application Software Development and Change Control
System Software

Service Continuity

Segregation of Duties

Additional test of effectiveness processes for key controls will be mapped into RMS
requirements Traceability Matrix (RTM) based on the security controls cutlined in NIST SP 800-
53 and additional security performance measures will be mapped into TAF procedures by the
end of November 2007. If a key control weakness is identified for a CFO designated financial
system and is not scheduled for remediation within 12 months, a waiver from the CISO and CFO
will be required.

4. Compliance Tracking and Monitoring
OIS will then implement Compliance Tracking and Monitoring of CFO Designated Financial
Systems. Initially C&A reviews will be manually tracked, and then financial compliance A-123
scorecards will be developed. Independent compliance monitoring of key controls for financial
systems is targeted for support at the Component level.

A-2
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4300A Policy

4300

Handbook Appendix
Updates Updates
Joint MOU / Mgmt Letters
Roles & Responsibilities:
OCFO Cio/cISo
CFO
- DHS
Di ted s
Procedures Einaacal Security
S ms Conference
ysta Training
51507
Key A123
ST&E "
Controls Requirement Procedures

Define Compliance Monitoring Services for

Components
113107
0IS Financial
Compliance i i
TAF Tracking ompliance
Scorecards Monitoring

Figure 1. OIS FY06 Remediation Summary
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OFFICE-OF INFORMATION SECURITY

IT MANAGEMENT LETTER
For the FY2006 DHS Financial Statement Audit, January 31, 2007.

Status
May 2, 2007

‘This memorandum is covered by Federal Regulations governing Security Sensitive information and may
contain confidential and legally privileged information.

‘WARNING: This document is FOR OFFICIAL USE ONLY (FOUQ). It contains information that may be
exempt from public release under the Freedom of Information Act (5 U.S.C. 552). Tt is to be controlled, stored,
handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information
and is not to be released to the public or other personnel who do not have a valid “need-to-know” without prior
approval of the Office of Information Security or CISO.

TAF System ID System Name Financial Number of Program Owners
Non-Fi ial System | NFRs
Office of Information Department-wide N/A 1 Robert West, CISO
Security (OIS) Controls
Program Don Hagerling, Policy Director
Wayne Bavry, Compliance Director
Lawrence Henson, Program Director
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" Attachment B. OIG-07-xx OIS Response, Draft IT Management Letter for FY 2006’ DHS Financial Statement Audit, May 2007.

Risk Rating: HIGH

Finding Title / Auditor
R

gt
tions

OIS Remediation Activities

Scheduled
Completion
Dates

1. For entity-wide security program planning and management:

No. 1.a:

Enforce through the DHS C&A
progtam across all DHS components,
a testing process which goes beyond
an assessment of in-place policies
and procedures, to include tests of
password strength, access lists, and
software patches, of an application,
as an example;

1)
2)

3)

The CFO will approve designated FY07 Financial Systems by May 15, 2007.

Procedures for testing and sampling key A-123 control effectiveness will be developed and
published in RMS / RTM by November 30, 2007.

Components will perform monitoring of key controls, including password strength (See No.
2.q), access lists (No. 2.b) and software patches (No. 2.c).

POA&M Weakness Number: 75

March 15, 2008

No. Lb:

Enforce the consistent
implementation of security programs,
policies, and procedures, including
incident response capability and IT
security awareness and training.

L
2

4
5

6)

DHS 4300 Policies updates will be completed by August 2007. [Appendix]

DHS will update general IA Compliance Tool procedures for RMS and TAF by December
2007.

OIS has completed a Joint CIO and CFO Management Memo to require explicit SOC
incidence reporting (AC 4.3 Suspicious access activity is investigated and appropriate
action taken and S§ 2.2 Inappropriate or unusual activity is investigated and appropriate
actions taken) for CFO designated financial systems. SOC procedures will require the
Component CFO to be notified of any inappropriate activity.

OIS is researching additional methods for IA Awareness Compliance Tracking with Account
Management. :
CFO workshops or meetings with Components will support training on Roles and
Responsibilities after the joint CIO/CFO MOU is signed. [4300 Appendix]

The DHS Security Conference will include ISSO training on Financial Systems control testing
by September 2007.

POA&M Weakness Number: 77

December 15,
2007
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No. Le: 1) The CFO will be required to identify any requirements above the minimum March 15, 2008
Enforce DHS policy to ensure that all background/suitability requirements based on DHS 4300A Section 4.1.1.1 Citizenship,
contractors go through appropriate Personnel Screening, and Position Categorization, by August 2007. [4300 Appendix]
background/suitability check. 2) The A-123 Key Control (SP4.1: Hiring, tfansfer, termination, and performance policies
address security) tést and sampling procedures will be defined and published by November
2007. [RMS /RTM]

3) Systems will require annual testing of SP 4.1 to ensure no IT Accounis are established on
CFO Designated Systems without completing the CFO required BI requirements to confirm
suitability during the 1* Quarter of the FY. [TAF]

4) Compliance monitoring will be required to be performed by the Component or the SOC
during the 3" quarter of the FY.

5)  Key controls will be reviewed by OIS for tracking in a A-123 Compliance Monitoring
Scorecards )

POA&M Weakness Number: 78

2. For access control, ensure that

No. 2.a: 1} The A-123 Key Control (AC 3.2A: Passwords, Tokens, or other devices are used to identify | March 15, 2008.
Password controls meet DHS and authenticate users) test and sampling procedures will be defined and published by

password requirements and are November 2007. [RMS / RTM]

enforced on all systems. 2) Systems will require annual testing of AC 3.2A to ensure compliance with DHS 4300A during

the 1* Quarter of the FY. [TAF]

3) Compliance monitoring will be required to be performed by the Component during the 3
quarter of the FY.

4) Key controls will be reviewed by OIS for tracking in an A-123 Compliance Monitoring
Scorecard.

POA&M Weakness Number: 55
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No. 2.b:

A password account management
process is implemented within the
components to ensure the periodic
reviews of user accounts.

Appendix D

Draft IT Management Letter for FY 2006 DHS Financial Statement Audit, May 2007.

1) The Password account management process in DHS 4300A will be updated by August 2007.
[4300 Appendix)

2) The A-123 Key Control for Account Management (AC 2.1: Resource owners have identified
authorized users and their access is authorized.) test and sampling procedures will be
defined and published by November 2007. [RMS / RTM]

3) Systems will require annual testing of AC 2.1 to ensure compliance with DHS 4300A during
the 1% Quarter of the FY. [TAF)

4) Compliance monitoring will be required to be provided by the Component or the SOC during
the 3% quarter of the FY.

5) Key controls will be reviewed by OIS for tracking in an A-123 Compliance Monitoring
Scorecard.

POA&M Weakness Number: 9

March 15, 2008

No. 2.c:

A DHS-wide patch and security
configuration process is implemented
and periodically tested by individual
DHS components and the DHS-CIO;

1) A DHS-wide patch and security configuration process is defined in SOC CONOPS, Version
1.3. Dated March 2007.

2) DHS security configuration policies for major operating systems are up-to-date and published
on DHSOnLine on the CISO web page.

3) The A-123 Key Control (SS 3.1 System Software changes are authorized, tested and
approved before implementation and SS 3.2 Installation of system software is
documented and reviewed.) test and sampling procedures will be defined and published by
November 2007. [RMS /RTM] :

4) Systems will require annual testing of patch processes (S 3.1) and security configurations (S8
3.2) to ensure currency during the 1™ quarter of the FY. [TAF]

5) Compliance monitoring will be required to be provided by the Component during the 3%
quarter of the FY.

6) Key controls will be reviewed by OIS for tracking in an A-123 Compliance Monitoring
Scorecard.

POA&M Weakness Number: 64

March 15, 2008

No. 2.d:

Testing of a system’s technical
security controls take place,
including periodic vulnerability
assessments, whereby systems are
periodically reviewed for access

. control not in compliance with DHS
and Federal guidance.

1) The A-123 Key Control (AC 3.1: Physical and AC 3.2: Logical) and test and sampling
procedures will be defined and published by November 2007. [RMS / RTM]

2) Systems will be required to complete annual testing of AC 3. 1and AC 3.2 to ensure controls
are compliant during the 1 quarter of the FY. [TAF]

3) Compliance monitoring will be required to be provided by the Component during the 3™
quarter of the FY.

4) Key controls will be reviewed by OIS for tracking in an A-123 Compliance Monitoring
Scorecard.

POA&M Weakness Number: 51

March 15, 2008
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Attachment B. OIG-07-xx OIS Response, Draft IT Management Letier for FY 2006 DEIS Financial Statement Audit, May 2007.

3. For application software development and change control, ensure that:

T

No. 3.a:

Palicies and procedures regarding
configuration management controls
are developed and implemented to
ensure segregation of duties for
change control duties

1) An analysis of the policy and procedures in DHS 43004 compared to OMB A-123 controls

will be completed for system segregation of duties objectives. [4300 Appendix]

A-123 Key Control (CC 2.1 Changes are controlled as programs progress through testing

to final approval and SD 1.1: Incompatible duties have been identified and policies

implemented to segregate these duties) test and sampling procedures will be defined and

published by November 2007. [RMS / RTM]

3) Systems will be required to complete annual testing of CC 2.1 and SD 1.1 to ensure controls
are compliant during the 1* quarter of the fiscal year. [TAF]

4) Compliance monitoring will be required to be provided by the Component during the 3"
Quarter of the FY.

5) Key controls will be reviewed by OIS for tracking in an A~123 Compliance Monitoring
Scorecard.

POA&M Weakness Number: 16

2

~

March 15, 2008

No. 3.b:

Changes to the configuration of the
system are approved and documented
and audit logs are activated and
reviewed on a periodic basis.

1) An analysis of the policy and procedures in DHS 4300A compared to OMB A-123 controls
will be completed for configuration control and audit logs. ISS0’s will be requited to review
security audit logs at a minimum every month. [4300 Appendix]

2) A-123 Key Controls (S8 3.1 System Software changes are authorized, tested, and
approved before implementation, AC 4.1 Audit Trails are maintained AC4.3 Suspicious
access activity is investigated and appropriate actions taken) test and sampling procedures
will be defined and published by November 2007. [RMS / RTM]

3) Systems will be required to complete annual testing of these three key controls to ensure
compliance during the 1% quarter of the fiscal year. [TAF]

4) Compliance monitoring will be required to be provided by the Component during the 3
Quarter of the FY. )

5) Key controls will be reviewed by OIS for tracking in an A-123 Compliance Monitoring
Scorecard.

POA&M Weakness Number: 67

March 15, 2008
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FY 2006 DHS Financial Statement Audit, May 2007.

4. For system software, ensure that:

4. For system software, ensure that
Component personnel comply with
the established DHS and Federal
guidance for monitoring, use and
changes related to operating systems
and as well as other sensitive utility
software and hardware.

B

1) An analysis of the DHS 4300A compared to OMB A-123 controls will be completed for
system software objectives. [4300 Appendix].

2) A-123 Key Controls (CC 1.2 OS Patching, SS 1.1 Access authorizations are appropriately

limited, SS 3.1 System Software changes are authorized, tested, and approved before
implementation, and SS 3.2 Installation of system software is documented and reviewed.)
test and sampling procedures will be defined and published by November 2007. [RMS /RTM]

3) Systems will be required to complete annual testing of key system software controls to ensure

compliance during the 1 quarter of the fiscal year. [TAF]

4) Compliance monitoring will be required to be provided by the Component during the 3

Quarter of the FY.

5) Key contrals will be reviewed by OIS for tracking in an A-123 Compliance Monitoring

Scorecard.

POA&M Weakness Number: 80

March 15, 2008

5. For Segregation of duties, ensure that:

No. 5.a:

Responsibilities are documented so
that incompatible duties are
consistently separated. If this is not
feasible given the smaller size of
certain functions, then sufficient
compensating controls, such as
periodic peer reviews, should be
implemented; and

1) An analysis of the policy and procedures in DHS 4300A compared to OMB A-123 controls
will be completed for system segregation of duties objectives, DHS guidance for
compensating controls will also be documented. [4300 Appendix]

2) A-123 Key Control (SD 1.1: Incompatible duties have been identified and policies
implemented to segregate these duties.) test and sampling procedures will be defined and
published by November 2007. [RMS /RTM]

3) Systems will be required to complete annual testing of SD 1.1 to ensure compliance during the
1* quarter of the fiscal year. [TAF]

4) Compliance monitoring will be required to be provided by the Component or SOC during the
3" quarter of the FY.

5)  Key controls will be reviewed by OIS for tracking in an A-123 Compliance Monitoring
Scorecard. o

POA&M Weakness Number: 82

March 15, 2008
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etter for FY 2000 DHS Financial Statement Audit, May 2007.

No. 5.b:
Policies and procedures are
developed and documented to assign
key security positions and maintain
current position descriptions.

1) All CFO Designated Financial Systems will require a dedicated 1SSO., Appointment letters,
System Security Plans and TAF will be updated to reflect current assignments. [Joint
Management Memo][TAF]

2) The ISS0 roles and responsibilities for CFO Designated Financial Systems will be clarified
[4300 Appendix] and reviewed at the DHS FY07 Security Conference.

September 1,
2007

POA&M Weakness Number: 74 : .

6. For service continuity, ensure t

hat:

No. 6.a:

Components develop and implement
complete business continuity plans
and system disaster recovery plans;
and.

1) An analysis of the policy and procedures in DHS 4300A compared to OMB A-123 controls
will be completed for service contingency and disaster recovery plans. [4300 Appendix]
An updated CP / DR test plan template for A-123 Key Controls (SC 3.2 Arrangements have
been made for alternate data processing and telecommunication facilities.) [RMS]
3) Systems will be required to annually update disaster recovery plans SC2.1 during the 1*
quarter of the FY. [TAF]
4) Systems will be required to annually test disaster recovery during the 2* quarter of the FY. .
[TAF]
5) Key controls will be reviewed by OIS for tracking in an A-123 Compliance Scorecard.
POA&M Weakness Number: 40

2

March 15, 2008

No. 6.b:

Component-specific and DHS-wide
testing of key service continuity
capabilities are performed.

1) A-123 Key Control (SC 4.1: The plan is periodically tested.) test and sampling procedures
will be defined and published by November 2007. [RMS / RTM]

Systems will be required to annually update contingency test plans SC 4.1 during the 1*
quarter of the FY. [TAF] :

Systems will be required to annually test contingency during the 2™ quarter of the FY. [TAF]
Compliance monitoring will be required to be provided by the Component during the 3"
Quarter of the FY. .

5) Key controls will be reviewed by OIS for tracking in an A-123 Compliance Scorecard.

2)

3)
4)

POA&M Weakness Number: 68

March 15, 2008
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