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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and
special reports prepared as part of our oversight responsibilities to promote economy,
efficiency, and effectiveness within the Department.

The attached report addresses the strengths and weaknesses of the State of New Jersey’s
management of State Homeland Security Program and Urban Areas Security Initiative
grants. It is based on interviews with employees and officials of relevant agencies and
institutions, direct observations and inspections, and a review of applicable documents.

The recommendations herein have been developed to the best knowledge available to our
office, and have been discussed in draft with those responsible for implementation. We
trust this report will result in more effective, efficient, and economical operations. We
express our appreciation to all of those who contributed to the preparation of this report.

Gune LMoo it

Anne L. Richards
Assistant Inspector General for Audits
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Executive Summary

Public Law 110-53, Implementing Recommendations of the 9/11
Commission Act of 2007, requires the Department of Homeland
Security, Office of Inspector General, to audit individual states’
management of State Homeland Security Program and Urban
Areas Security Initiative grants. This report responds to the
reporting requirement for the State of New Jersey.

The objectives of the audit were to determine if the State of New
Jersey distributed and spent State Homeland Security Program and
Urban Areas Security Initiative grant funds (1) effectively and
efficiently and (2) in compliance with applicable federal laws and
regulations. We also addressed the extent to which grant funds
enhanced New Jersey’s ability to prevent, prepare for, protect
against, and respond to natural disasters, acts of terrorism, and
other man-made disasters. The audit included a review of
approximately $174 million in State Homeland Security Program
and Urban Areas Security Initiative grants awarded to New Jersey
during fiscal years 2007 through 2009.

Generally, the State of New Jersey distributed and spent State
Homeland Security Program and Urban Areas Security Initiative
grant funds effectively and efficiently and in compliance with
applicable federal laws and regulations. The state effectively
developed its Homeland Security Strategic Plan, and allocated and
spent funds based on national and state priorities. We identified
one best practice that should be considered for sharing with other
jurisdictions.

However, improvements are needed in four areas: developing a
comprehensive performance measurement system, strengthening
on-site monitoring activities, obligating and expending grant funds
timely, and complying with federal inventory and accountability
requirements. Federal Emergency Management Agency officials
concurred with all 11 recommendations. Federal Emergency
Management Agency and State of New Jersey written comments to
the draft report are incorporated as appropriate and included in
their entirety in appendix B and appendix C, respectively.
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Background

The Homeland Security Grant Program provides federal funding to help
state and local agencies enhance their capabilities to prevent, deter,
respond to, and recover from terrorist attacks, major disasters, and other
emergencies. Appendices A and D provide a detailed description of the
interrelated grant programs that comprise the Department of Homeland
Security (DHS) Homeland Security Grant Program.

The New Jersey Office of Homeland Security and Preparedness is the
State Administrative Agency designated to provide administrative
oversight over the Homeland Security Grant Program. In March 2006,
Executive Order 5 created the Office of Homeland Security and
Preparedness as a cabinet-level agency within the state government to
administer, coordinate, lead, and supervise New Jersey’s counterterrorism
and preparedness efforts. This office provides overarching guidance,
coordination, administration, and oversight of training programs,
exercises, and intelligence related to counterterrorism. Appendix E
provides additional details on components involved in New Jersey’s
Homeland Security Grant Program coordination process.

New Jersey received $186,723,581 in Homeland Security Grant Program
funds during fiscal years (FYs) 2007 through 2009. This included
$173,783,150 in State Homeland Security Program and Urban Areas
Security Initiative grants.

Appendix A provides details on the purpose, scope, and methodology of
this Office of Inspector General (OIG) audit.

Results of Audit

Generally, the State of New Jersey distributed and spent State Homeland Security
Program and Urban Areas Security Initiative grant funds effectively and efficiently and in
compliance with applicable federal laws and regulations. The State did an effective job
of developing its Homeland Security Strategic Plan, and allocated and spent funds based
on national and state priorities. We identified one best practice that should be considered
for sharing with other jurisdictions.

However, the following improvements are needed to enhance New Jersey’s grant
management practices:

Developing a comprehensive performance measurement system,
Strengthening on-site monitoring activities,

Obligating and expending grant funds in a timely manner, and

Complying with federal inventory record and accountability requirements.

The State of New Jersey’s Management of State Homeland Security Program and
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State Could Not Quantify Improved Preparedness

New Jersey could not demonstrate quantifiable preparedness improvement and
accomplishments because its Office of Homeland Security and Preparedness did
not set measurable target levels of performance that can be compared to actual
achievement. Without measurable goals and objectives and a mechanism to
collect unbiased results-oriented data from subgrantees, the state does not have a
basis to evaluate the effect of grant expenditures on its preparedness and response
capabilities.

Code of Federal Regulations Title 44 §13.40(a), Monitoring and reporting
program performance, requires that grantees monitor grant and subgrant
supported activities to ensure that performance goals are being achieved.
Department of Homeland Security State and Urban Areas Homeland Security
Strategy Guidance on Aligning Strategies with the National Preparedness Goal,
dated July 22, 2005, states that an objective sets a tangible and measurable target
level of performance over time against which actual achievement can be
compared, including a goal expressed as a quantitative standard, value, or rate.
Therefore, an objective should be:

e Specific, detailed, particular, and focused—helping to identify what is to
be achieved and accomplished,;

e Measurable—quantifiable, providing a standard for comparison, and
identifying a specific achievable result;
Achievable—not beyond a state, region, jurisdiction, or locality’s ability;
Results-oriented—identifies a specific outcome; and
Time-limited—a target date identifies when the objective will be achieved.

Although the goals and objectives in the State’s Strategic Plan were consistent
with federal requirements, they did not set a measurable target level of
performance that can be compared to actual achievement. For example, one of
the State’s objectives was to provide the skills, knowledge, and ability the medical
community needs to respond to a catastrophic emergency or disaster and furnish
medical care to victims and identify casualties. Examples of two steps that were
not measurable for this objective were: (1) Medical Surge—To provide the
existing health care system with the resources needed to provide definitive care to
individuals during the rapid increase in demand for medical services; and (2)
Mass Care—To coordinate and provide for the immediate and life-supporting
needs to impacted populations for a catastrophic event or emergency.

State officials acknowledged that they have struggled with a measurement tool for
assessing improvements in the state’s preparedness and response capabilities.
They believe a metric of this type would be extremely difficult to develop because
the strategy contains goals and objectives that are difficult to measure.
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The Post-Katrina Emergency Management Reform Act of 2006 requires any state
receiving federal preparedness assistance to submit a State Preparedness Report to
the Federal Emergency Management Agency (FEMA). New Jersey’s FY 2010
State Preparedness Report rated its progress toward achieving target capabilities.
However, the ratings were not measurable because they were based on the
subjective judgments of committee members, subject matter experts, and local
first responders.

A recent Government Accountability Office report’ indicated that FEMA, in
response to Public Law 111-271, Redundancy Elimination and Enhanced
Performance for Preparedness Grants Act, is planning to generate measurable
national preparedness capability requirements and evaluation criteria (in terms of
speed, effectiveness, and efficiency, among other factors). These requirements
and criteria are to provide a comprehensive framework for guiding investments
and assessing readiness. The report also indicated that FEMA is working with the
National Academy of Public Administration to develop the plan by December
2011.

Without adequate measurable goals and objectives, the State did not have a
sufficient basis to evaluate the effect of grant expenditures on its preparedness and
response capabilities. Also, the State was unable to adequately determine
progress toward goals and objectives in future funding and management
decisions.

Recommendations

We recommend that the Assistant Administrator, Grant Programs
Directorate, assist the Director of the New Jersey Office of Homeland
Security and Preparedness in developing a comprehensive performance
measurement system that:

Recommendation #1: Accurately captures the program’s overall
performance and progress toward enhancing preparedness as a result of
the Homeland Security Grant Program.

Recommendation #2: Implements and manages specific milestones for
achieving progress toward target capability assessment goals at the state,
Urban Areas Security Initiative area, regional, and state agency levels.

' Opportunities to Reduce Potential Duplication in Government Programs, Save Tax Dollars, and Enhance Revenue
(GAO-11-318SP), March 1, 2011.
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Management Comments and OIG Analysis

FEMA concurred with recommendations 1 and 2. FEMA said that its
National Preparedness Directorate, the FEMA entity responsible for
developing preparedness performance measurement systems, is revising
the guidance and the target capability assessment goals at the state,
regional, and urban area levels that are anticipated for release in late 2011
in advance of the FY 2012 Homeland Security Grant Program application
cycle. The Preparedness Grants Division, within FEMA’s Grant Programs
Directorate, will require the Director of the New Jersey Office of
Homeland Security and Preparedness to comply with revised guidelines
developed by the National Preparedness Directorate.

State officials acknowledged that like other states and the federal
government, they have struggled with a measurement tool. The State said
that New Jersey has incorporated the seven national priorities and four
state priorities into its State Homeland Security Strategy. All 37 target
capabilities are included within the national and state priorities. Since the
inception of FEMA’s Capabilities Based Planning (i.e., the 37 target
capabilities), under the FY 2006 Homeland Security Grant Program
planning process, the Office of Homeland Security and Preparedness has
continued to utilize target capabilities and their associated activities and
tasks for the planning and prioritization of State Homeland Security
Program and Urban Areas Security Initiative project funding. New Jersey
officials also commented that FEMA has not provided the states and
territories with a comprehensive automated effectiveness assessment tool
that can be utilized by both local units of government and the state.

State officials further said that New Jersey has utilized FEMA’s FY 2010
State Preparedness Report Survey Tool assessment data as a baseline of
levels of capability within each of the 37 target capabilities. The State,
through the Office of Homeland Security and Preparedness and its state
agency partners, assessed each of the 37 target capabilities on behalf of the
21 counties in an effort to measure its homeland security performance and
progress towards enhancing preparedness. Taking its performance
measurement system one step further, the State will require its 21 counties
to update their respective county homeland security strategic plans and
prepare a county-centric State Preparedness Report that accurately reflects
each county’s levels of capability on an annual basis. The counties will
use their State Preparedness Report scoring as a baseline level of
capability, and will rescore their State Preparedness Report assessments
each year based upon previous funding cycle project information. New
Jersey will use this system to measure improvements in the State’s and
each county’s prevention, protection, response, and recovery capabilities.

The State of New Jersey’s Management of State Homeland Security Program and
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The comments by FEMA and the State are responsive to the two
recommendations. If properly implemented, the actions identified in the
responses should address the conditions identified during the audit.
However, until a firm timetable for implementing the recommendations is
provided, the two recommendations will remain unresolved and open.

Subgrantee Program Monitoring Needs Improvement

The Office of Homeland Security and Preparedness could better monitor
subgrantees’ compliance throughout the grant performance period to ensure that
subgrantees were administering Homeland Security Grant Program awards in
accordance with federal laws and regulations. The State did not conduct periodic
on-site monitoring while projects were ongoing to ensure subgrantee compliance
with federal requirements. Instead, the State focused its on-site monitoring
activities on the grant closeout process. During our site visits, we observed
several issues, such as improper payments or questionable purchases that could
have been identified earlier with periodic on-site monitoring of subgrantee
performance. State officials told us that they will look for ways to increase and
improve their on-site monitoring efforts.

Code of Federal Regulations Title 44 §13.40, Monitoring and reporting program
performance, establishes requirements for monitoring grant program
performance. The regulation require grantees to (1) provide day-to-day
management of all grant and subgrant supported activities and (2) ensure that
subgrantees comply with applicable federal requirements and achieve program
performance goals. The regulation also specifies that the grantees’ monitoring
programs cover each program, function, or activity, and requires subgrantees to
adhere to the same performance monitoring and reporting standards as required of
grantees.

Office of Management and Budget Circular A-133, Compliance Supplement, Part
3-M, states that grantees are responsible for monitoring subgrantee use of federal
awards through reporting, site visits, regular contact, or other means. Grantee
monitoring should provide reasonable assurance that the subgrantee administers
federal awards in compliance with laws and regulations, as well as the provisions
of contracts or grant agreements.

Current Monitoring Activities

The Office of Homeland Security and Preparedness had two primary
monitoring functions, but neither ensured subgrantee compliance with
federal requirements. Major subgrantee monitoring activities included
(1) tracking grant-funded projects and activities via a comprehensive
automated Grant Tracking System and (2) making site visits to selected
subgrantees during a grant’s closeout process. However, the Grant
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Tracking System is limited to tracking financial data, and the on-site
monitoring effort did not address compliance with federal requirements
throughout the grant performance period.

Through the Office of Homeland Security and Preparedness’s automated
Grant Tracking System, subgrantees must enter and update information on
each funded project from approval through completion or termination.
The financial data tracked by this system included the amount of grant
funds allocated to the project, the amount expended to date, and the
remaining balance.

An Office of Homeland Security and Preparedness audit team is responsible
for conducting site visits to evaluate local subgrantees’ (counties, cities, and
state agencies) adherence to Homeland Security Grant Program
requirements at grant closeout. Specifically, the audit team reviews all
purchases with a value of $5,000 or more to ensure that projects are
complete and meet all target capabilities listed on the spending plan, and
that purchased equipment has been deployed and can be used as intended.
In addition, the audit team assesses training, record-keeping, and inventory
methods.

Documentation provided showed that the audit team conducted 44 site
visits during the past 4 years (2007 through 2010), but because visits were
usually conducted during a grant’s closeout, none of these site visits
covered the FY's 2007 through 2009 State Homeland Security Program or
Urban Areas Security Initiative grants. An Office of Homeland Security
and Preparedness auditor reported that the number of site visits conducted
has been limited in recent years because of insufficient personnel, multiple
personnel changes, site visits taking longer than anticipated, and other
office assignments.

In addition, we have concerns about the timing and scope of the site visits.
The visits occurred during a grant’s closeout process, rather than while the
project was ongoing. Since the grant closeout process can occur a number
of years after the project is completed, corrective actions for identified
problems could be too late or considerably delayed. Office of Homeland
Security and Preparedness site visit guidance also places little or no
emphasis on compliance issues such as insufficient justification for sole-
source procurements, front-loading of contracts, and ineffective use of
equipment, all problems that were identified during our review.

Subgrantee Compliance Issues

During our asset verification and documentation review, we observed
several compliance issues that could have been identified through routine
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on-site monitoring of subgrantee performance. Specifically, we identified
instances of improper, unauthorized, or undocumented uses of grant
funding representing a total value of $2,657,212, and inefficient uses
totaling $585,519, which went undiscovered or unmitigated as a result of
inadequate monitoring, as shown in table 1.

Table 1. New Jersey Grant-Funding Compliance Issues

Improper, .
Compliance Issue Unauthorized, or Ine%ﬁsc(:ent
Undocumented Use
Improper Payment .for Equipping an $ 1,500,000
Emergency Operations Center
Inadequate Supporting Documentation R61.044
for Claimed Expenditures ’
Goods and Services Procured Without
Full and Open Competition 239,944
Vehicle Used for Daily Commuting 30,839
Purposes
Health Monitors Deployed for Daily Use 25,385
Training Not Provided to Deploy
Tactical and Rescue Equipment §212,166
Memorandum of Understanding Needed 28150
to Deploy Utility Trailers ’
Agreement Between County and State
Officials Needed to Deploy Photo 43,988
Identification System
Frequency Licenses Needed to Deploy
Interoperable Equipment 286,499
Computer Equipment Not Deployed 14,716
Total 2 212 $ 585,519

For example, an Urban Areas Security Initiative subgrantee paid a U.S.
General Services Administration contractor before goods and services
were fully rendered. This subgrantee was reimbursed $1,500,000 for
equipping an Emergency Operations Center; however, no equipment had
been installed, and less than $150,000 worth of materials had actually
been procured. Another Urban Areas Security Initiative subgrantee
awarded three sole-source training contracts totaling $254,444 without
public bidding or obtaining prior written approval from the Office of
Homeland Security and Preparedness. As of October 2010, the contractor
had been reimbursed $239,944 in grant funds. If these types of issues had
been identified during monitoring visits, the Office of Homeland Security
and Preparedness would have been able to assess the problems earlier and
take timely corrective actions. Appendices F and G provide additional
details on the compliance issues and potential monetary benefits identified
during our on-site asset verification and documentation review.

The State of New Jersey’s Management of State Homeland Security Program and
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Recommendations

We recommend that the Assistant Administrator, Grant Programs
Directorate, require the Director of the New Jersey Office of Homeland
Security and Preparedness to:

Recommendation #3: Strengthen and schedule its on-site monitoring
activities throughout the grant performance period to ensure subgrantee
compliance with federal requirements, including:
e Full and open competition for procurement actions;
e Obtaining written approval from Office of Homeland Security and
Preparedness prior to awarding sole-source contract procurements;
e Ensuring that vehicles are used solely for their authorized purpose;
and
e Following record retention requirements and properly maintaining
records.

Recommendation #4: Return to FEMA the $1,500,000 that an Urban
Areas Security Initiative Office of Homeland Security and Preparedness
subgrantee paid to a General Services Administration contractor before
goods and services were fully rendered.

Recommendation #5: Recover and either return to FEMA or reprogram
the $861,044 in unsupported Homeland Security Grant Program
expenditures.

Recommendation #6: Ensure that the Urban Areas Security Initiative
subgrantee does not process any further sole-source procurement
resolutions for Community Emergency Response Team and National
Incident Management System training until written approval is obtained.

Recommendation #7: Ensure that the eight “tele-health monitors”
purchased by a local subgrantee at a cost of $25,385 are returned to
inventory and the State is reimbursed for the expended lifespan of the
equipment.

Recommendation #8: Follow up with subgrantees and take appropriate
steps to ensure that:
e Required training is provided to deploy federally funded tactical
and rescue equipment;
e Memorandums of understanding needed to deploy five utility
trailers are finalized,;
Agreement is reached to deploy a photo identification system;
e Frequency licenses are obtained to deploy interoperable
communications equipment; and

The State of New Jersey’s Management of State Homeland Security Program and
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e Computer equipment is assigned or reassigned for use during its
useful life.

Management Comments and OIG Analysis

FEMA concurred with recommendation 3. FEMA said that within 90
days of the receipt of the final report via the grant notification letter, the
Director of the New Jersey Office of Homeland Security and Preparedness
is required to fully implement a monitoring program to be compliant with
Code of Federal Regulations Title 44 §13.40 (a), Monitoring by grantee.
To be included in this monitoring program are the requirements that
subgrantee monitoring ensures full and open competition for procurement
actions, state sole-source rules and regulations are adhered to, vehicles are
used solely for authorized purposes, record retention requirements are met,
and records are properly maintained.

State officials said that New Jersey has incorporated administrative and
programmatic modification in four areas:

e Office of Homeland Security and Preparedness Grant Bureau audit
policy. The Audit Unit has shifted focus from closed-out grant
audits to open grant audits. Selected reimbursement requests from
subgrantees are being audited prior to reimbursement. Asset
verification, deployment, training needs, methods of procurement,
and required written agreements with other agencies are now
examined routinely.

e Office of Homeland Security and Preparedness Grant Tracking
System data requirements. The Grant Tracking System has been
enhanced to require the entry of additional budgetary line item data
elements to include: method of procurement, status of necessary
training if required prior to deployment, uploading of a
memorandum of understanding, and deployment status of assets.

¢ Homeland Security Grant Program funded Vehicle Operator’s
Logs for all vehicles funded by the Homeland Security Grant
Program. All subgrantees shall complete a Vehicle Operator’s Log
on a monthly basis. These logs are maintained at the subgrantee
level and are a component of the semi-annual Office of Homeland
Security and Preparedness and subgrantee Homeland Security
Grant Program status and performance review.

e Office of Homeland Security and Preparedness’s semiannual
subgrantee administrative and programmatic reviews conducted by
its liaisons. Liaisons are now required to conduct semi-annual
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programmatic visits for subgrantees awarded funding under the
Homeland Security Grant Program. All open grants with each
subgrantee will have a status and performance review twice a year
to include a review of project progress, vehicle logs, personnel
certification forms, memorandums of understanding, deployment
status of grant-funded items, required training for grant-funded
items, reimbursement requests, subgrantees’ Homeland Security
Strategic Plan, FY 2010 State Performance Report target
capabilities performance measurement reporting, and inventory
system and records retention practices.

The actions proposed by FEMA and the State of New Jersey are responsive
to the intent of the recommendation. If properly implemented, the actions
identified in the responses should address the conditions identified during
the audit. This recommendation is considered resolved and open pending
FEMA notification and verification that the Director of the Office of
Homeland Security and Preparedness has developed a monitoring program
to ensure subgrantee compliance with federal requirements.

FEMA concurred with recommendation 4. FEMA said that upon learning
of this finding, formal correspondence was sent to New Jersey requesting
the $1,500,000 be returned by February 24, 2011. New Jersey returned
the $1,500,000 to FEMA on March 31, 2011. This recommendation is
resolved and closed.

FEMA concurred with recommendation 5. FEMA said that New Jersey
has located and provided FEMA with missing documentation accounting
for the $861,044 in previously unsupported Homeland Security Grant
Program expenditures on May 2, 2011. The actions taken are responsive
to address the recommendation. This recommendation is resolved and
closed.

FEMA concurred with recommendation 6. FEMA said that upon learning
of this finding, it notified New Jersey on February 9, 2011, of its sole-
source procurement rules and regulations. Specifically, New Jersey and
its subrecipients were reminded to follow all FEMA’s financial policy
guidance as outlined in the special conditions of their awards each grant
year. Failure to comply with these terms and conditions may result in
disallowance of costs and recovery of funds and/or suspension or
termination of funds and/or award. The action taken is responsive to
address the recommendation. This recommendation is resolved and
closed.

FEMA concurred with recommendation 7. FEMA said that on March 28,
2001, New Jersey was reimbursed by the county for the lifespan of the
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equipment and notified FEMA that the eight “tele-health monitors” have
been returned to inventory. According to FEMA, a check from the State
of New Jersey for $7,791.94 was received by FEMA on September 1,
2011, as reimbursement for the percentage of lifespan expended. This
recommendation is resolved and closed.

FEMA concurred with recommendation 8. FEMA said that within 90
days of receipt of the final report via the grant notification letter, the
Director of the New Jersey Office of Homeland Security and Preparedness
is required to follow up with the subgrantees and resolve the following
concerns:

e Provide required training to deploy federally funded tactical and
rescue equipment.

e Develop and finalize memorandums of understanding needed to
deploy five utility trailers.
Reach an agreement to deploy a photo identification system.

e Obtain frequency licenses to deploy interoperable communications
equipment.

e Assign or reassign computer equipment uses.

The actions proposed by FEMA are responsive to the intent of the
recommendation. If properly implemented, the actions identified in the
response should address the conditions identified during the audit. This
recommendation is considered resolved and open pending FEMA
notification and verification that the Office of Homeland Security
Preparedness has followed up with subgrantees and resolved open action
items.

Untimely Obligation of Grant Funds

The State of New Jersey did not make funds available to all Urban Areas Security
Initiative subgrantees in accordance with federal pass-through requirements.
Although the Office of Homeland Security and Preparedness generally met the
established timeframe for submitting the state’s required Initial Strategy
Implementation Plan to FEMA, Urban Areas Security Initiative funds for

FYs 2007 through 2009 were not available to subgrantees until as many as 175
days after the required period. This occurred because of delays by both the Urban
Areas Security Initiative Executive Committee and Office of Homeland Security
and Preparedness in approving spending plans. Delays in making funds available
to the subgrantee may delay projects intended to increase homeland security and
achieve program objectives.

The Special Terms and Conditions of the FEMA FY 2007 Homeland Security
Grant Program award require recipients to submit funding allocations to FEMA
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within 60 days of the grant award through the Initial Strategy Implementation
Plan. The funding is to be allocated per investment based upon the final grant
award amounts and a certification that funds have been obligated to local units of
government (to include the identification of subgrantees and subaward amounts).
Failure to provide this information within 60 days may result in FEMA
withholding grant funds from further drawdown. FEMA Homeland Security
Grant Program guidance also requires that each state make no less than 80% of
the total grant program amount available to local units of government, including
identified Urban Areas, within 60 days of the receipt of funds. In FYs 2008 and
2009, the requirement was changed to 45 days.

Review of FY 2007 through FY 2009 Urban Areas Security Initiative award
letters for nine Urban Areas Security Initiative subgrantees (seven counties and
two municipalities) showed that in 26 of 27 instances, grant award notification
letters had not been sent within the established timeframe (45 or 60 days, as
applicable), as shown in table 2. The Office of Homeland Security and
Preparedness delayed the grant award notification letters to the subgrantees that
informed them that funds had been awarded and would be available for
reimbursement of allowable expenditures between 69 and 175 days beyond the
required timeframe.

Table 2: Timeliness of Urban Areas Security Initiative Subgrantee Awards
(FYs 2007-2009)

Funds Number Number
Fiscal | Required to be | Notification of Days of Award
Year Obligated by Date Late Subgrantees Amount
2007 10/13/07 12/21/07 69 9 $ 6,878,872
2008 10/09/08 02/20/09 134* 8 $ 8,648,083
2009 10/05/09 12/16/09 72 9 $ 7,250,204

* One subgrantee received notification 175 days late.

Office of Homeland Security and Preparedness officials believe they complied
with FEMA requirements by submitting its Initial Strategy Implementation Plan,
but acknowledged that the structure of the Urban Areas Security Initiative
Executive Committee was a primary cause of the delay in making funds available
for reimbursement to its Urban Areas Security Initiative subgrantees. The Office
of Homeland Security and Preparedness cannot make funds available until all
spending plans are approved by the Executive Committee (not a government
agency) and submitted for Office of Homeland Security and Preparedness
approval. The spending plans were not submitted in a timely manner because
Executive Committee members have many collateral responsibilities, and at times
it is difficult for them to attend meetings, which delays the submission of their
spending plans.
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Recommendation

We recommend that the Assistant Administrator, Grant Programs
Directorate, require the Director of the New Jersey Office of Homeland
Security and Preparedness to:

Recommendation #9: Assess the current processes and procedures
involved with the execution of Urban Areas Security Initiative subgrantee
awards to identify efficiencies to expedite expenditures.

Management Comments and OIG Analysis

FEMA concurred with recommendation 9. FEMA said that within 90
days of the receipt of the final report via the grant notification letter, the
Director of the New Jersey Office of Homeland Security and Preparedness
is required to assess the current processes and procedures involved with
the execution of Urban Areas Security Initiative subgrantee awards to
identify efficiencies and expedite expenditures.

State officials said that the Office of Homeland Security and Preparedness
will amend the Urban Areas Security Initiative Charter to reflect the 45-
day requirement. This office will implement this change via a formal
letter from the Director of the Office of Homeland Security and
Preparedness to the Chair of the Urban Areas Security Initiative Executive
Committee. The Office of Homeland Security and Preparedness will
require that the detailed spending plans with budget annexes be submitted
to its Grant and Program Management Bureau for the entire 80% local
share of Urban Areas Security Initiative pass-through funds within 30 days
of the official DHS award notice. Local shares that are not dedicated to a
project with sufficient information in the spending plan will be
reprogrammed by the Office of Homeland Security and Preparedness
within the 45-day allowable timeframe.

The actions proposed by FEMA and the State of New Jersey are
responsive to the recommendation. If properly implemented, the actions
identified in the responses should address the conditions identified during
the audit. This recommendation is considered resolved and open pending
FEMA notification and review of the Director of the Office of Homeland
Security and Preparedness assessment to identify efficiencies and expedite
expenditures.
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Untimely Expenditure of Grant Funds

Subgrantees did not always initiate projects in a timely manner, and as a result,
State Homeland Security Program and Urban Areas Security Initiative grant funds
were not expended within the grant performance period. Consequently, first
responders were less likely to be as equipped, trained, and prepared as possible.

FEMA Information Bulletin No. 257, dated July 17, 2007, recognized that
subgrantees face various obstacles in completing the projects, but that it was
important to ensure that funds were obligated and expended in a timely manner
and within established periods of performance. In addition, FEMA’s FY 2008
and 2009 Homeland Security Grant Program guidance strongly encouraged the
timely obligation of funds from local units of government to other subgrantees.
The period of performance for the Homeland Security Grant Program is 36
months from the date of award. FEMA will deobligate any unobligated funds at
the end of this period. Extensions to the period of performance will be considered
on a case-by-case basis only through formal written requests to FEMA with a
thorough justification that includes detailed reasons for the request (e.g.,
equipment vendor delays, lengthy procurement processes) and demonstrates a
clear need for an extension.

A New Jersey financial system report showed that 38% of the FY 2007 State
Homeland Security Program and Urban Areas Security Initiative grant funds
awarded to subgrantees had not been drawn down as of March 13, 2011, as shown
in table 3.

Table 3. New Jersey State Homeland Security Program and
Urban Areas Security Initiative Awards and Expenditures (FYs 2007-2009)

New Jersey State Homeland Security Program and
Urban Areas Security Initiative Awards and Expenditures
as of March 13, 2011
($ millions)

Grant Date of Total Total Balance Percentage
Year Award Awarded Expended Unspent
2007 8/13/07 $ 50,170,000 $31,230,930 | $ 18,939,070 38%
2008 8/25/08 $ 62,768,000 $ 27,646,292 | §35,121,708 56%
2009 8/21/09 $ 60,845,150 $ 7,414,838 | $53,430,312 88%

The Office of Homeland Security and Preparedness requested and FEMA
approved two extensions of the FY 2007 Homeland Security Grant Program grant
performance period. The latest approval was granted on December 8, 2010. In
seeking the latest approval, the Office of Homeland Security and Preparedness
reported that the unobligated funds were comprised of: (1) state share funds
awaiting issuance of equipment purchase orders; (2) local share encumbered
amounts that the State’s financial system is not able to track; and (3) state agency
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planning-level salary and employee benefits, which are technically unable to be
encumbered on the state’s accounting system.

The Office of Homeland Security and Preparedness had instructed FY 2007
Homeland Security Grant Program subgrantees to obligate their funding by
December 31, 2010, with the payment to vendors/contractors, and reimbursement
requests sent to the Office of Homeland Security and Preparedness by June 30,
2011. The Office of Homeland Security and Preparedness plans to closely
monitor and assess each subgrantee’s financial performance and initiate closeout
procedures for any project funding that has not met acceptable standards in terms
of obligation timelines.

During our fieldwork, subgrantees offered several explanations to why grant
funds are not spent in a timely manner. These included excessive administrative
burdens, inadequate staffing, and waiting until multiple invoices are paid before
requesting reimbursement.

Office of Homeland Security and Preparedness officials reported that on January
12, 2010, they instituted a “Smart Grant Budgeting” approach during the FY 2010
Homeland Security Grant Program application process to improve program
management of State Homeland Security Program and Urban Areas Security
Initiative funding. When significant unexpended project balances are continually
carried forward transcending concurrent fiscal years, the Office of Homeland
Security and Preparedness has implemented two scenarios:

1. Sustainment and Continuation Projects — If an implementing subgrantee
has not expended and/or legally obligated more than 55% of its prior State
Homeland Security Program and Urban Areas Security Initiative subgrant
award allocation, and does not have a strong compelling written
justification, a project will not be approved to be in any FY 2010
investment justification.

2. New Projects and Initiatives — If an implementing subgrantee has not
expended and/or legally obligated more than 55% of its prior State
Homeland Security Program and Urban Areas Security Initiative subgrant
award allocation or provided assurances that its percentage shortfall will be
expended within the next 6 months, and absent a strong compelling written
justification, a project will not be approved as a FY 2010 investment
justification.

Although the State of New Jersey has taken action to improve the timeliness of
expenditures, delays in expenditures of grant funds may continue to impede state
and subgrantees’ opportunities to enhance preparedness and response capabilities.
Such delays also lead to extensions in the grant performance timeframe and delays
in officially closing the grant. Accounting and reporting requirements continue as
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long as the grant remains open, which becomes an additional burden on Grants
Administration staff.

Recommendation

We recommend that the Assistant Administrator, Grant Programs
Directorate, require the Director of the New Jersey Office of Homeland
Security and Preparedness to:

Recommendation #10: Assess the current process and identify ways to
improve the performance of subgrantees in meeting established grant
performance periods.

Management Comments and OIG Analysis

FEMA concurred with recommendation 10. FEMA said that within 90
days of receipt of the final report via the grant notification letter, the
Director of the New Jersey Office of Homeland Security and Preparedness
is required to assess the current process and identify ways to improve the
performance of subgrantees in meeting established grant performance
periods.

State officials said that over the past several years, New Jersey has
implemented several administrative solutions to accelerate the “spend-
down” rate of its Homeland Security Grant Program subgrantees. These
steps include the following actions:

e A bimonthly grant status letter is mailed to the Chief Executive
Officer/Administrator and copies to the county staff.

e The Office of Homeland Security and Preparedness has identified
state agencies that will procure on the behalf of local or state
subgrantees.

e The grant cycle planning process has been moved up to August
rather than waiting until the release of the Homeland Security
Grant Program Guidance and Application Kit.

e The Office of Homeland Security and Preparedness reviews
prospective subgrantees’ spending history in terms of overall
percentage of items/services ordered as it relates to a specific
project prior to making a new award. If the rate is low, new funds
are not awarded to the subgrantee.
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e The Office of Homeland Security and Preparedness has informed
subgrantees that starting with FY 2009, any dollars not ordered by
the end of the original period of performance may be
reprogrammed. Subgrantees have been advised that they should
not expect the Office of Homeland Security and Preparedness to
seek extensions beyond the original period of performance.

State officials also said that even before being made aware of the OIG
audit, the Office of Homeland Security and Preparedness established a
policy that requires all subgrantees to obligate originally awarded grant
dollars within the original period of performance. The Office of
Homeland Security and Preparedness will seek an extension beyond the
original period of performance for subgrantees only when the subgrantee’s
request for such an extension is justified on circumstances well beyond its
control or situations that the subgrantee could not have foreseen.

The actions proposed by FEMA and the State of New Jersey are
responsive to the recommendation. If properly implemented, the actions
identified in the responses should address the conditions identified during
the audit. This recommendation is considered resolved and open pending
FEMA notification and subsequent review of the Director of the Office of
Homeland Security and Preparedness assessment to improve the
performance of subgrantees in meeting established grant performance
periods.

Noncompliance With Grant Inventory Requirements

Subgrantees did not always maintain inventory records in accordance with federal
requirements nor comply with property record requirements. As a result, the State
cannot ensure that assets procured with federal funds are adequately safeguarded
to prevent loss, damage, or theft.

Code of Federal Regulations Title 44 §13.32(d), Management requirements,
establishes procedures for managing equipment (including replacement
equipment), whether acquired in whole or in part with grant funds, and includes
the following minimum requirements:

Property records must be maintained and include the property’s cost,
description, identification number, location, use, condition, and ultimate
disposition.

A physical inventory of the property must be taken and the results
reconciled with the property records at least every 2 years.
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e A control system must be developed to ensure adequate safeguards to
prevent loss, damage, or theft of the property. Any loss, damage, or theft
shall be investigated.

Inventory records at the local subgrantees (10 counties, 2 cities) we visited either
did not exist or did not contain all required information, such as the property’s
cost, description, identification number, location, use, and condition. At some
sites, identifying the location of Homeland Security Grant Program assets
depended on staff recollection of purchasing details. Furthermore, only 1 of the
12 subgrantees could demonstrate that it conducted a physical inventory every 2
years. We determined through discussions with local subgrantee personnel that
they were not aware of the federal property management requirements, despite the
requirements’ inclusion in the terms of the subgrantee contracts with FEMA and
the State. Although 10 of the 12 local subgrantees had inventory controls, their
efforts were ad hoc and not systematically tied to the federal requirements.

We also found that subgrantees did not always mark equipment purchased with
Homeland Security Grant Program funds. Only 2 of the 12 local subgrantees
visited marked equipment as being purchased with Homeland Security Grant
Program funds. The FEMA grant agreement requires grant recipients, when
practicable, to prominently mark any equipment purchased with grant funding
with the statement “Purchased with funds provided by the U.S. Department of
Homeland Security.”

Recommendation

We recommend that the Assistant Administrator, Grant Programs
Directorate, require the Director of the New Jersey Office of Homeland
Security and Preparedness to:

Recommendation #11: Ensure that subgrantees maintain property and
inventory records to support both the retention and transfer of equipment
to subrecipients, implement procedures to identify equipment purchased
with Homeland Security Grant Program funds, and conduct physical
inventories at least every 2 years to ensure compliance with federal
requirements.

Management Comments and OIG Analysis

FEMA concurred with recommendation 11. FEMA said that within 90
days of receipt of the final report via the grant notification letter, the
Director of the New Jersey Office of Homeland Security and Preparedness
is required to develop and fully implement a monitoring program to be
compliant with Code of Federal Regulations Title 44 § 13.40 (a),
Monitoring by grantee. As part of the monitoring process, New Jersey
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will ensure that subgrantees maintain property and inventory records to
support both the retention and transfer of equipment to subrecipients,
implement procedures to identify equipment purchased with Homeland
Security Grant Program funds, and conduct physical inventories to ensure
compliance with federal requirements.

State officials said the Office of Homeland Security and Preparedness has
amended the grant agreement to include language that clearly requires
subgrantees to be able to identify equipment purchased with Homeland
Security Grant Program funds. In addition, all subgrantees will be
required to conduct a physical inventory every 2 years.

The actions proposed by FEMA and the State of New Jersey are
responsive to the recommendation. If properly implemented, the actions
identified in the responses should address the conditions identified during
the audit. This recommendation is considered resolved and open pending
FEMA notification and verification that the Director of the Office of
Homeland Security and Preparedness has developed a monitoring program
that is in compliance with federal requirements.

Best Practice: State of New Jersey’s Grant Tracking System

The Office of Homeland Security and Preparedness employs an electronic
database, Grant Tracking System, to capture and track each subgrantee’s state-
approved Homeland Security Grant Program—funded projects. The Grant
Tracking System is the State’s primary oversight mechanism to track the progress
of each county, city, and state agency toward completing or procuring their
budgeted projects or equipment.

For a given grant cycle, corresponding with a fiscal year, each subgrantee
develops spending plans encompassing its proposed purchases or projects, which
are submitted to the Office of Homeland Security and Preparedness for final
approval. Once the office approves the subgrantee’s plans, the state issues an
award letter indicating its formal promise to reimburse the subgrantee up to the
amount of the award for projects and equipment budgeted on the spending plan.
Upon receipt of their award, counties and cities have a specific amount of time to
enter records into the Grant Tracking System for all approved projects and
equipment. As subgrantees generate purchase orders and invoices demonstrating
the completion or procurement of previously budgeted projects or equipment,
copies of the documentation are uploaded into the Grant Tracking System, at
which point the Office of Homeland Security and Preparedness can review the
documentation and count the related expenditures as progress toward completing
the given grant cycle.
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Office of Homeland Security and Preparedness officials indicated that they would
provide the Grant Tracking System source code at no cost to any organization
interested in using the system to assist their administration of federal Homeland
Security Grant Program funds.
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Appendix A

Purpose, Scope, and Methodology

The purpose of the audit was to determine whether the State of New
Jersey distributed and spent State Homeland Security Program and Urban
Areas Security Initiative grant funds (1) effectively and efficiently and (2)
in compliance with applicable federal laws and regulations and DHS
guidelines. We were to also address the extent to which grant funds
enhanced the State of New Jersey’s ability to prevent, prepare for, protect
against, and respond to natural disasters, acts of terrorism, and other man-
made disasters.

The scope of this audit included the plans developed by the State to
improve preparedness and all-hazards response, the goals set within those
plans, the measurement of progress toward the goals, and the assessments
of performance improvement that result from this activity. Further, the
scope included an assessment of these activities within the context of risk
to determine whether the State’s plans produced strategic performance
improvements related to the areas of highest risk, rather than merely
producing improvements in a broader sense.

Together, the entire Homeland Security Grant Program and its five
interrelated grant programs fund a range of preparedness activities,
including planning, organization, equipment purchase, training, exercises,
and management and administration costs. Because of the
interrelationship of these grant programs, all were considered when
evaluating the planning cycle and the effectiveness of the overall grant
program. However, only State Homeland Security Program and Urban
Areas Security Initiative funding, equipment, and supported programs
were reviewed for compliance.

The scope of the audit included the State Homeland Security Program and
Urban Areas Security Initiative grant awards for FY's 2007, 2008, and
2009, as shown in the following table:
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Appendix A

Purpose, Scope, and Methodology

State of New Jersey
Homeland Security Grant Program Awards

Funded Activity | FY 2007 FY 2008 FY 2009 Total
State Homeland $ 14,100,000 | $ 27,780,000 | $ 25,547,000 |$ 67,427,000
Security Program

Urban Areas

. oL 36,070,000 | 34,988,000 | 35,298,150 106,356,150
Security Initiative

Total $ 50,170,000 | $ 62,768,000 | $ 60,845,150 | $ 173,783,150

Law Enforcement
Terrorism

. 10,060,000 N/A N/A 10,060,000
Prevention
Program
Citizen Corps 362,216 359,560 357,481 1,079,257
Program
Metropolitan
Medical Response 516,290 642,442 642,442 1,801,174

System Program

Grand Total $ 61,108,506 | $ 63,770,002 | $ 61,845,073 | $ 186,723,581

The audit methodology included work at FEMA headquarters, State of
New Jersey offices, urban areas that received grants, and various
subgrantee locations. To achieve our audit objective, we analyzed data,
reviewed documentation, and interviewed key state and local officials
directly involved in the management and administration of New Jersey’s
Homeland Security Grant Programs.

In accordance with the audit guide, auditors chose to visit the designated
State Administrative Agency, Office of Homeland Security and
Preparedness, and the following 18 subgrantees that had been awarded
funding in FYs 2007, 2008, and 2009.

State Agencies
e Office of Attorney General e Division of New Jersey
e Office of Information State Police
Technology e Department of Health and

e Department of Education Senior Services

State University
e University of Medicine and Dentistry of New Jersey

Cities
e C(City of Jersey City e C(City of Newark
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Purpose, Scope, and Methodology

Counties

e (Cape May County e  Ocean County

e Cumberland County e Salem County

e Hudson County e Somerset County
e Mercer County e Union County

e  Monmouth County e  Warren County

At each location, we interviewed responsible officials, reviewed
documentation supporting state and subgrantee management of grant
funds, and physically inspected selected equipment procured with the
grant funds. We also held discussions with officials awarded Urban Areas
Security Initiative Grant funds to determine whether the funds were
expended according to grant requirements and priorities established by the
State of New Jersey.

We conducted this performance audit between October 2010 and April
2011, pursuant to the Inspector General Act of 1978, as amended, and
according to generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based upon our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions
based upon our audit objectives.
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Appendix B
FEMA Management Comments to the Draft Report

AUG - 9 201

MEMORANDUM FOR: Anne L. Richards
Assistent Inspector General for 4 adits
Office of Inspector General

‘14.{. e R 't — , oA~
FROM: David 1. Kaufg /
Direclor

Office of Policy and Program Analysis

SUBIECT: Comments to OLG Drall Repart, fhe State of Wew Jerser s
Management 5 State Hon i Seeidiy Pragram and Urban
Avcas Sveurisy Inititive Gramis Awarded During Fisea! Years
2007 whrowsh 2009

T,

Thank you for the vpporiunity to comment on the draft report. The findirgs in the repost will be
used fo strengthen the effectivencss and efficiency of how we exeoute and measure ou
programs. We recogmize the need t vortinue to improve the process. including sddressing 1he
recommendations raised in this report, Our resporses to the recomnmendations are as lllows:

O1G Recommendation #1: We recommend that the Assistant Adininistrator, Grant Pragrams
Dircetorate, assist the Divector ol the New Jarsey Ofl5ee of Homeland Securtty and Preparedness
in ceveloping a comprehensive performance measuremens system that sccurately captures the
program’s pverall porformiance and progress wward ennancing preparcdnass as a result of the
Homeland Security Grant Program,

O1G Recommendation #2: We recommend thas the Ass'stant Administzater, Grant Pragrams
Directorale. assist the Direvtor of the New Jorscy Office of Homeland Security and Preparedness
in developing a comprehensive perfarmance nicasurerrent system that implements and manages
specilic milestones far achicving progress toward tar get capability assessment goals at the state,
Urban Arcas Security Initiative zrea, regional. and stiate agency levels,

FEMA Respunse to Recommendation 21 & 2: FEMA caneers with Recommendations #1 &

=2,

The Natienal Preparedness Dircctorate (NPT}, the Federal Emerzency Managenent Agency
(FEMA) entity responsinle for developing preparedress nerformance messurement systems, is
revising the gaideace und the target capebility assessmen: poals of the state. regional, and urbun
arca level which are antivipated for releuse in late 2011 ir advance of the FY 20172 Homeland
Security Grant Progrum (HSGP) application evele. The Preparednass (-ants Division {(PGDY

www femagoy
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FEMA Management Comments to the Draft Report

Pape 2

within FEMaA's Grant Programs Dirccterste (GFTF) will require the Director of the Wew Jersey
Office of Homeland Security and Preparsdness to comply with rovised guidelines developed by
MFD,

FEMA. believes this gatisiies the intent pf the recommendation snd requests that this
recommendation be resolved and open pending mplementation of the stated cymective actons.

OIG Revommendation #3: We recormnend that the Assislanl Admintstrator, Grant Programa
Directorate, reguire the Dimsglor ol the Wew Tersey Cfee of Homeland Seoomty and
Preparedneys to strengthen and schedule its on-aike monitering activities throughout the grant
pertormance period to snaone subgrantes compliange with federal requirements, including:

» Full and open competition for procurement actions.

»  Ohbtaining written approval from Office of Homeland Security and Prepacedness peior 1o

awarding sole-source contract procutamernts.
»  Ensuring that vehdcles arc wscd solely for their mrthorized purpose.
=  Fulluwing recond rebention requirementy and properly mayintsining tesords,

FEMA Response to Recommendation #3: FEMA coneors with Recommendation #3.

Within 90 days of the receipt o the Al repart waa the igrantes nohfieation Jetber, the Direcksr of
the New Jorscy Office of Homeland Sceurty and Preparedness is noguired wo devclop and fally
implement a monitoring program to be compliant with 44 CFR §13.40 (a) Monitoring by
Grantee, To be included in this monitonng program, is the requirement sub-grantee monitorning
ensures filll and open competition for procurcment actions; state sole source mles and
tegulations are adhered to; vehicles are used solcly for their antlwenzed purpose; record retention
Tequiretnents are met and records properly maintaied.

FEMA belisves this satislies e inlent of the recommendation and requests that this
reoommendation be resclved and open pending implementation ot the amted correetive acbons,

013G Recommendatlon #4: We recomnend that the Assistant Admimstrator, Grant Frograms
Directorate, require the Direcior of the New Jerscy Office of Homeland Sccugdty and
Preparedness o teturn to FER{A the $1,500,000 that an Urban Arcas Security Initiative Office of
Hernedand Security and Preparedness sul-grantee paid fo a General Services Administation
vontractor belire goods and services were fully renderad.

FEMA Response tv Recommendatine #4: FEMA cancors with Recommmendarion #4.

Upen [earning of thiz OIG finding, FEMA/GPD sent formal covrespondence to New Jersey
requesting the 31,500,000 be returpesd gn February 24, 2011, New JTersey returned the funding to
FEMASGFD on Mareh 31, 2011,

FEWLA believas this satisfics the intend of the recrmmendubion sml tegquesits il (his
recotnmendation be resolved and clozed,

OIC Recommendation #5: We recommend that the Assistant Administrator, Grant Programs
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Page 2

Drircciorate, require the Direcdor of the Mew Jersey Offtee of Homeland Securicy and
Preparsdness o mecever snd sither retum e FEMA or reprogram the $861,044 in unsupported
Homeland Security Grant Program expenditures,

FEMA Response to Recommendation #5: FEbMA concurs with Fecommendation #5.

Mew Jersey has located and provided FEMAAGPD with misging documentution ascounting for
the 861,044 in previously imsuppotted 1ISOP expendiiures an hiay 2, 2071,

FEWA helisves thiz salishies the intent of the reommenidation and reguests that this
recommendation be reselved und closed,

011G Recommendation #6: Wo recommend that the Assistant Administrator. £3rant Prograns
Directorate, require the Director of the New Jersey Officc of Homeland Security and
¥reparcdncss to cnsure that the Urban Arcas Sceurity Indtiative sub-grantec docs not process any
further sple-sourse procurcment resolutions for Community Emergeney Response Team and
Mattonal Incident Mansagement Systeny training until written approval is obrained.

FEMA Response to Recommendation #6: FEMA concurs with Recommendation 6.

Upon leaming of this OIG finding FEMAGPD notified New Jersey on February 9, 20011, of its
sole-spurce procuremant nifes and regulations. Specifically, Wew Jersey and its sub-recipients
were reminded to follow all FEMA'S financial policy guidence &s outlined in the spesial
conditions of ther awards each grant year, Failure to comply with these terms and conditiony
may result in disullowsncs of costs and recovery ¢f funds andfor sugpension or Lermuanation of
fumd s andfor aweard.

FEM.A believes this satisfies the intent of the recommendation and requests that this
vecornmendation be rezolved and closed.

0IG Recommendatlen %#7: We recommend that the Assistant Administator, Grant Frograms
Dvtectorate, require the Direcior of the New Jersey Office of Homeland Security and
Preparedness o ensure that the eight “tele-health monitors™ prchased by a local sub-prantce at a
cogt of $25,185 are retarnad Lo inventory and the State is reimbursed for the expended lifespan of
the cquipment,

FEMA Response to Recommendation #7; FEMA cangurg with Recommmandation #7.

On barch 28, 2011 Now Jersey was reimbursed by the county tor the likespan of the equipment
and notified FEMAJGEL that the cight “fele-health monitars™ have been retumed b inventory,

FEM A believes this satisfies che intent of the recommendation and requests that this
recemmendulion be reaolved and afosed.

0IC Recommendation #8: We recommend that the Assistant Administrator, Grant Frograms
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Pagc 4

Direkarate, regoirs the Tirestor of the New Jersey Office of Homcland Security and
Frepurciness ko follow up with sub-grantees and teke appropriste steps to ansure that:
Required training is provided to deploy federally funded tactical and résce equipment
Memormndums of understanding needed to deploy five utility trailers are finalized
Agreement 13 reached to deploy & photo identification svstom

Frequency licenses are chitsined to deploy interoperabla conuriunications equiprent
Comnputer sguipment 5 asgignad oo teazsgned for vse during its useful life

* 4 b 4 &

FEYLA Eesponse to Recommendation #8: FEMA conours with Recommendation 248,

Within 90 days of the receipt of the final report via the prantze notification letler, the Director of
the New Jersey Office of Homeland Security and Preparedness is raquired by FEMA to follow
up with sub-grantees and resolve the following:

»  FRequired training is provided 1o deploy federally funded tactical and rescue equipment,

*  Dewvelop Manorndumy of Understanding needsd to deploy five utility trailers and
finalize;

¢ Agreement is reached to depley a photo identification system,

»  Frequency licenses are obtained to deploy interoperabls comumunications equipment;

s Computer cquipment 16 asaigned or reassigned for use durng s uscful Lifc,

FEMA believes this satisfizs the intent of the recommendation and the recommendation remains
open pending implementation of the stated comective actions.

OIG Recommendaton #9: We recommend that the Asgistant Administrator, Grant Programs
Direedurube, teruite the Dirscior al The Mew Jersey Oflice al Flomeland Security and
Prepearedness W wssess The current proecesses and procssdures invobved with the saecotion of
Urhan Areas Secunty Initintive sub-grantes awards 10 identify efbolencies to sxpedibe
cxpenditurss.

FEMA Response to Recommendation #: FEMA concurs with Rocommendation #2.

Within 0 days of the receipt of the final report via the grantee notification letter, che Dtirector of
the New Jersey Qffice of Homeland Security and Preparedness is required by FEMA to assess
the cwrrent processes and procedures involved with the execution of Urban Areas Security
Initiative sub-geantee avards to identify efficiencies to expedite expenditores,

FEMA hatieves thit zatisfies the inoent of the recomunendations and requests that chis
recormendation be resolved and apen pending implamentation of the stated corrective 1ctions.

(MG Becammendadon §10: We racommend that the Assistant Adminiserator, Grant Programs
Directorate, require the Divector of the New Jarsey Office of Homeland Security and
Preparedness to assess the cument process and idenfify ways to mprove the performanee of suh-
prantess in mecting cerablished grant performance perinds. :
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Purz 5

FEMA Respanse by Recommendation 8100 FEMA concurs with Recommendation #10.

Within 20 days of the reccipt of the final report via the grantee notification latter, the Dirantar of
the New Jersey Office of Homeland Security and Preparcdness is required by FEBA o assess
the current process tod identify ways o improve the performanee of sub-grantecs in meeting
established orant performance periods.

FEMA believes this satisties the inteat af the recotmendations and requeats that this
recommendation he regolved and open pending implementation of the stated comective astions.

OIG Recommendation #11: We recommend thet the Assistant Administrator, Srant Programs
Directorats, require the Director of the New Jersey Office of Homcland Scourity and
Preperedness to snsure that sub-grantess muintain property and inventory records to support both
the retention and transfer of equipment to sub-recipicnts, implemeont procedures to identify
cquipment purchased with Hemeland Sceurity Grant Frogram funds, and conduer physical
invemborics at least cvery 2 yoars to cnsure sompliance with federal requircmenits,

FEM A Response to Recommendation #11: FEMA concurs with Recommendation £11.

Within 90 days of the receipt of the final report wia the grantze notification letter, the Direcar of
the New Jarsey Dffice of Homeland Security and Preparedness is raquived to develop and fully
implement a monitoring progeam to be compliant with 44 CFE. §13 40 (2} Monitoring by
Orantes. As part of the monitaring process MNew Jersev will ensure sub-grantees maintain
property and imventory records to suppant bath the retenlion and trensfer of equipment to sub-
recapients, ioplament pracedores to fdentify aquipment purchased with Homelaod Secunty
Grent Progrm fundy, and conduct physical imventories to ensore complianee with fedeml
TCQUITCITICTILS,

FEMA believes this satizfies the intent of the rocommendations and roquests that these
recormendations be resolved and open pending implementation of the staced comective actions,
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-
CHes CRSTIE State of New Jersey T
o Soize ol Horelord Secui v ord Prepaoaiesdnesy UHAR _\? E' ) -":._-KI:NN#.
PO Eos O [ECA AT

Kirmn <zuadcgna

I Cawemar Tigwmod, 1] 0862 5008

Julr 13, 2011

Anne L. Richards

Assistant Inzpoctor Goneral for Andits
L5, Department of Horneland Security
245 Murray Theive W

Puilding 411, Srop 2600

Washiaeon DO 20528

BE:  The Stake of Tvew Jersey's Managanent of State Horneland
Sepurivy Prodgrarm und Trban Atcas Soeurity Toiae
Geants Awardzd Doring Fiscal Years 2007 Threugeh 2009
OLG Project Mo, 10-173-AU0-FEM A

Theur W, Richardy;

Artached please find the State of MNew Jarsey's cesponse o FEMAT: drall mepor
regardivg O1G's audit of the Stare of Mow Jersey’s manapemene of State 1omelad Security
Programs and Urban Arcas Secomily [itiative grants awarded during fiseal vears 2007 thecuph
2005,

Ome additional note, in reeavds oo finding 71, 1 hae ceqoested that the Tungmaus he
madificd to stress the fact that Bew Jerscy was not alone in having diffienlty n measiring
effisetiwmgus,

(n page 4 ot the draft repeart, sacond parapraph, he cureent isnguape does hol express
oy oripinal request and still infers that oue state is the only state that stupples with messuning
effcetivencss, 1 would ask that the final report use anc of the following scnrcness nstead ol whal
it currently slaies;

State officiads ocknowledaed that, like sber slotes and the ledera] government,
they have struzgled with a measurcment teel” o "State afficials ackeowledeed
thal they have stragaeled with o mcasurcment fool 83 have other states and e
Federal govermnment
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Anne L. Bichards
P 2
Tuly 13, 2017

Thank: veu for wour artetrtion 7o this martar. 1f won have any guestions ar wish L dieaes
the cesponse, please do not hosttate to contact e at (GO SE4-4078.

Viry Loly vours.

S R AT

Charles B, #ckcnna, Ditector
OTiee of Homwland Seconly md Preparodncss
CEMS o
Etclasures
o Gierard MeAlser, Associzte Divzctor, CHSP
Fomeph Picciona, Teputy Thinsewor Proparcdoess, GHSP
Desiniy Qoinn, Asslatant Depoly Direelr Proparcdnceas, OHSP
Anita Bopdan, Chie? Adminisrative Gllcer, OTT3F
William Kclly, Assiztant Chiet Administrative Cificer, 01157
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NI OHSP CommenivResponses to the 1S, Department of Homeland Sceurity, Office of
lnspesstor Genetel Dirall Repon Faciled “The Srore af hew Jeesevs MWonogemen? af Seare
Homeland Secwwity Prospreim andd Lpdeet Areds Socrity lticeive Orants dwarded Dieing Fiseal
Fesire 2007 thrangh 208"

Finding 1

M Jerseyr has ineorparsies] the seven £7) Wutivoal Proerilies and eceatec fowr (4] State Pricrities
Frber o State Homelund Secueily Stratepe. Within the National and Stae Priceitize adl tairte-
s (371 Targel, Capahilities are included:

1 Navienaf Priotity: lmplement NEMS and NEE

On-8ite Ineident Mansgemant

Emergeney Operions Conler hanogement
Yolunleor Manweemant ard Tonaliozs
Rezponder Salely und | lealts

2 Miiord Priority: lplement e NI
Critical Infrastructure Provesiion

Food and Agricultre Salely srd Thelense
Rizk hlanagemenl

Lk

Natiorw] Prigmigy: linhance Infanmation Sharing and Intolhgenes Capabilibes

Tndelligence and Infornatdon Sharing and Disseninalion
Tnloonatian Gathering and Focoanition of Todicators and Waming
Intztligence Anabysis and Prxlyclbon

4 Waticria] Prinrity: Lnbionee Commuiestion Capabilities: Waice, Data, Informaijon
Communiestien s

Frogrgency Public [nfermatien and Warming

5 Mational Prictiny: Enbancs CERNT Metectien, Respanae and Decontam inacion
Lapabilitics
"CBRNE Deteclion
Tosplasive Tievice Respanse (parations
WD and | [azardous Matesials Responae and Deconluminadion
Fire Incident lesponsc Suppott

i Mational Privrily; Tohunce Medical and 112alth Capabiliries
Medical Surye
Muss Prophalasis
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Medical Supplivs Manazemenl andd Fhstnbiion
Emergency Trage and Pre-Tlospita] Trealmenl
Tanbatiom ung] (uarantins

TFutnlity Wlanmgermemnl

7 National Prieriny: Hnhanes Camaztophic Mlanning and Citizen Preparedness Capabilities
Marning (Alse COOEACONT)
Critiea] Wesonres Logisdcs and THshribution
Citizen Evacumtion snd Sholler-m-Plye:
Maws Care (Shellening, Feeding and Relued Services)
Comn-urily Preperedness wad P‘LurLicipulimt

3 Stale Prigrily: Foharce Usban Seanch and Rescue Capalilitees
&earch and Kescue (Land-Hased)

g Srate Priority; Enhanee Discase:Environmental Hazard Exposure Detection,
Aszegaracnt, and Inveatigation Capabilitics
Eptdemiplogienl Surveillance and Tnvestigatinn
Labormory Tesling
Aramel Txseuse Croeroeney Support
Thvirnrmental [leald

10 Btate "riorityr bohanee Lew Enforeemcnt vvesligal ve/Operationad Cupabililicy
Emergeney Public Sulely und Sevunly
Counter-Termor Investigalion und Tuw Faloreemnent

Ll Srale Privwity: Hrbanse HResoration and Recovery Capabilitics
Spueteea! Daoage Asseastment
Restoration of Lifelines
Eeonomic and Communisy Becovary

aincs the inceplfon of TEW A ™ Capahaliies Based Planning (e, the 37 target capabilities} nnder
e FY046 HSGOP plaing process, The OTTSP has continwesd b ullice lareel capabilities and their
aszovialid avtivitiex and tasks Lot the plasning and prictigization of S5 and UASL project
funding (ree attached emails dated Movember 5, 2009, Februarny 160 2014 and Junc 2, 20140
Unlocoately, FERA has not provided the statcs and tcnritorics with a comprchensive,
autonated, effactiveress sescamrcnt tool fhat can be wtilized by both local vmilys of gevemmoen:
and the state.

Tor the TH10 TISGP funding cvele, FELMA requived cach state and torritory to submit a
quanlilelively driven Stare Prepavedness Report (SPRE) The FY 10 S5PRE process roquired cach
sbslefertitoey to quantitatively szore (nsing a scale of [-107 fheir level of caaability for cach of
the thirty-saven (373 Larest Capabiliics. This matked the s omes than TTOA provided seies
and territorics with s online, awlemdal, quantilative bl lor assessing and measaring lange?

2
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capahilities. 'Ihis tood is knowm as the SEER Survey Tood, The milwl TY08 SPE. und TY09 SPR
update that statcsToritorics hed &0 submid 10 FEMA e part of dhe FYOR and 1Y0% T8GR
funding cyeles weone qualialive (murmaliverexl) assessments as thes: was oo S Survay Taol
avaifable at thal o,

Prior to dhe FYHS-FFI0 SPR methodotogies, FEWMA wtilized another non-amomared non-
quanlittive method ol wssessrment e the FYO6-FYOT7 HSGE funding cyeles kmown as rhe
“Progmam und Cepubility Tnhancement Plan™  The cwrent S Smvey Tool utilized in the
T 160 TI2GP funding cyecle has 4 sipnificant fonetionality limitardon in that B docs ne curreotly
wllony fie lower lovel jurisdictions (rounicipaliics. cowntics, meglons) 1o utilie the leol inan
amtomated fashion, This sewvercly limiked the OHSP2 ahility 0 “roll up™ lacges capability
assessimicnt dar from its jurisdivtions] periners (21 ceurties) in an aotomated, compeehensive,
and uniform manncr. Given the functionalty Fmilations, TTMA did ned require starestecritones
o rescors Ehelr bl capatifilicy (o the FY 11 FISGPE praot application submizsion

A5 noted on the glwched May 16, 20011, eindil correspondenes bomween OHST Grant Burcau
Chiel Talpas ancd D157 Cathy Kreighn, OHSE has confinucd to press FER A (v be congadered m
any planned rollout of a nost peneration 8FR Sureey Tool, Al (e present lime, TTERMA is nal
planning to peovide a next gonemtion SPR Survey Tool o dioles/lerrilories uatl sometime in
calendar vear 2012,

Mow Jorsey hay ulilizes] the FY 10 SPR Survey Vool ossesament data as a baseline of levals of
capahility wilhin euch ol the thifg-sevan {37) Target Capabilities. Given the limitations of the
curzenl SPR Survey Tool, Cie Hrate of Wewr Jorsey, through OHSFP aad s state apensy partucrs.
suseysedl euch of the 37 target eapabilities on behalf of the 21 comntics (recipients of the 300
local share pass theomghy in an cffort to measurs pur wmelard secornily performance anl
progress towards cnhancing preparedness,  Tiepending om owhendfil THEM A releases the aeal
gengradon SPR. Sureey Tool, New lemey plans 1o rescore, on an annual basis, the thiry-aeven
(A7) Target Capebilides inerporatiag peoject funding *hat has bean executed ‘complered stnece
the spring of 2010 when the TY T SPR repret was submditted o FEMA. Thus, while as it states
on page 4 vd the yodit thar atate officials “acknowledged that they did not hwve @ basis for
mensuring improvemant” o preparedness capabilitics, they did se in dhe conlexl of noling
[hix situstion 4 shased bar mest states and the foderal gowcnment,

ot withsranding (his problem, whing s perlurmance measurament systen one step frther,
Wow JTerapy wAll nugquite il twenly-one (211 coueties to update their respective connty homelzrd
aceurify strateage plans 2nd prepare 2 coanty centric S1°1E that accurately veflects cach sounty™s
Lovels of vepabilivy o an anooal basis. The coantes will use their SFR seoring g5 a basslins
Towed ol capahility and each vear rescore their SPR assessments besel upim presanus dundimy
cvele project mformacior. Mew Jersey wdll emplise this measuremant S9atem t measire
irviovemenss o the statc and cach coumly™s prevemlion, prolectom, respinae and nesivery
capabilitics.
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The OTTSF Grant and Program Wanagemen, Turean was conlactsd on June 29, 2011 (sae
attached emailed fram FEMATS Catby Koighid w parlicipage in an sady review of the next
peneration 5114 Survey Lool that FE3A is looking to roll out in calendar year 2012, A biiefing
seasion i acheduled tor Judvy 25, 2011,

Findings 2 - 5:
e Jeruey ha ingorpuraba] pcrmimsiritive and programmpgie modifeytions o et sreas;

{11817 CGreant Buwrean awdit poliey;

QL8 Gramts Tracking System (GT5) dota requiremenis,

Campletion of a Hemeland S2eurity Grant Mrooram fonded Wehizle Operaror's Log tor
all wehicles funded by the Homeland Scourity Grant Program; and

4, OHST's serniannual snberantce administrati+< and programmatic revicws conducted by
OHSP liaisons

Mobr —

OHSPy Crant Rureau Audil Thoic has sbifled s frous om elesed i gram socils woonen granl
andits. Selected  reimbursement requests from suberantees are haing andited  prioe e
reimbursement.  Assor verification, deployment, teaining nceds, method of procurement snd
raquired wrttten apreernatns with other agencies are now examined routimely,

OHSM's Grants Tracking Swatoon (GTS™) has been cohenced to require the atry of additional
budgctary line o dag clemsenls o melude; methad of prevarement; slalus ol necessary
lrarming i M reyuired privr o deploymenl, upkeding ol a reguinsd Memuoraodom o Understarneding
and deployment stulus of ashets.

1o add:ess Homeland Scowrity Grant Program funded wehicle usage, all subzrantoes shall
complett @ ¥ahiele Cporator’s Log on 4 monlhly base, These logs are mainlained a6 the
subpranmee [evel snd ane @ compongnl of e semi-snnoa]l OHSP and subermie Homelsnd
Scourity Grant Program status and perlomance review,

TFirdly, OTTSP Teaisans are mow redquired oo conduct seme-anial peogean matic menitoring visis
lor subpramtess awarded lundirg under the Homeland Becocity Geantl Program. A stalus and
pertorinance review for all open prants with each subprantes will be conductad twice a vear ta
inclede a review of projoct prowrcss. vehicls logs, porsonnel coridcation (time) forms. MO s,
deplovment stams of zrant funded items, coquired traimng for prant fondcd toms, rehnburscnent
requests, subgranice’s Homeland Sceunly Straegie Flan, TY 10 SFR Tumael Capablines
perfommanve messuremen] reporing (Lplnted enoan anecal hasis), invenlory systern nd reeard
relentiim pruclices (see olloched fune 23, 2011, somple emoil sotification fram CHIRP proa
prosean ldison to connties reterance the semi annnal promrammatic moniroring visits).

Tae OHER will amend the TAST Charer w relleed the fore-live (433 day i fame
reparemenl.  The OFRP will effecieome (his change via a formal lettar from the Tirector af
(MTSP 10 the Chinr ol dhe LAY Dascutive Commitee. QLIS will requice thar the dailed

d
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spentding plans will hideet anneses be sulumitted o the Grant and Program Managemen! Bureay
[pe g eniite R local share LAS] pass through fonds within thirty (00 duys (rom the alligal
IMI% award notice.  Local shave funds thar are not dedicated v o propest with sufticies:
infarmatien contained withio the spending plan will be reprogrammd by ONEP within e Guotye-
five (45) day tine framz alowable, Om Apnl 20, 2001, the (HISP Ciann and Progran
Manapement Bureau sdvized the TTAST Exeulive Conunitizs Chaicoran abowt this ponential
forthemning funding.

Crior the past severa] veurs, Wew Jersey has implemented several administrative solutions toe
gecelzrulz he “apend down™ rate of oor HSGP subgrantees,  These steps melude the below

LS

I A bi-mentkly srant stems letrer is madled o the CROAminisrator and copies w other
cirunty staft.

z OHST has identificd sisle agenciss that wifl procune on the behalf of lecal or stae
suharantees,

3 The grant. cyele plannimg progess has beer moved up to Augnst matr than waiting il

release of e HEOP Cluidance and Applicorion Kit, vsually relzased late Nevomber or
early Teceinber, SUbarantess ate mstrueted to go bevond genstadity [or placehallers anl
develap a complete implementation plan addicssing [hi who, whal, when, where, how
and why of tha project,

4 {IHSE reviews prospeoiive submanbses” spending Tisteey o e of overal] percenmape

of itemsservicss ordercd gnd aa il relules woa specitie projact priot to raking & new award.
If ot 1g wlowe, e lunce aes ool avwarded to the subgrantee.

5, DHEP hus infonmeal sulygantees that starting with FY09, any dellas not ordersd by the
wud of the onginud perfomance period may be repropgramned by OHSP.  Subgrantocs
have been advized that diey chonld aor cxpeer OHSE w0 sk exlensions beyond the
aripinal peliod of performanece,

Even before being made ayeure of The OT0 andit, the (M8F Grant aod Peooram Management
Burcau catal¥ished a policy thatl reguires all subpradnecs to obligate criginally awarded grant
dollars willin the ariginal period of pertormance (zee 2tmached cnail daled June 8, 2007 aml pen
wmaily daled Septarmber 9, 20100, OHSP will seck an extemaon bevand (he onging perivd ol
pecformoanes lor subgrantees anly when the subgrantes’s request Lo sueh exlenmion iy just hed
1 pireumsianees well beyond thetr control or simations Lal cowdd not have heen beeseeh b the
subgrantee. [Dollars for which insdgmilfeant Justifeslion heve een prosided will be
reprogranmed by GHEP at the end of the erigina period of peeformanee.

OHAEP has smended the Granl Agreement 1o inchede lanenaes that clearly requirss sudgantzes to
be able w idently sguipment purchased with Hemeland Sceutity Granl Program funds. To
uddition, all subpramtzes will b required o condust o physical mvenleory eLery DAD FEAR.
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Description of Homeland Security Grant Program

The Homeland Security Grant Program provides federal funding to
help state and local agencies enhance their capabilities to prevent,
deter, respond to, and recover from terrorist attacks, major
disasters, and other emergencies. The Homeland Security Grant
Program encompasses several interrelated federal grant programs
that together fund a range of preparedness activities, including
planning, organization, equipment purchase, training, and
exercises, as well as management and administration costs.
Programs include:

State Homeland Security Program provides financial
assistance directly to each of the states and territories to
prevent, respond to, and recover from acts of terrorism and
other catastrophic events. The program supports the
implementation of the State Homeland Security Strategy to
address identified planning, equipment, training, and
exercise needs.

Urban Areas Security Initiative provides financial
assistance to address the unique planning, equipment,
training, and exercise needs of high-risk urban areas, and to
assist in building an enhanced and sustainable capacity to
prevent, respond to, and recover from threats or acts of
terrorism and other disasters. Allowable costs for the urban
areas are consistent with the State Homeland Security
Program. Funding is expended based on the Urban Area
Homeland Security Strategies.

The Homeland Security Grant Program also includes other
interrelated grant programs with similar purposes. Depending on
the fiscal year, these programs include the following:

Metropolitan Medical Response System
Citizen Corps Program

Law Enforcement Terrorism Prevention Program
(through FY 2007)
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In 1999, the Governor of New Jersey established the New Jersey
Domestic Preparedness Planning and Coordination Group to assess
the State’s capabilities and to plan a coordinated response to
domestic terrorist acts. In October 2001, less than a month after
the terrorist attacks of September 11, 2001, New Jersey statutorily
created the Domestic Security Preparedness Task Force, a cabinet-
level body. The task force is responsible for statewide coordination
and supervision of all activities related to domestic preparedness
for terrorist attack. The task force became part of the Office of
Homeland Security and Preparedness in March 2006 and is chaired
by the Director of the Office of Homeland Security and
Preparedness.

In March 2006, Executive Order 5 created the Office of Homeland
Security and Preparedness as a cabinet-level agency to administer,
coordinate, lead, and supervise New Jersey’s counterterrorism and
preparedness efforts. This office provides overarching guidance
and coordination, develops and administers training programs,
conducts exercises, tabletops, and simulations to assess and
prepare responses to all hazards, gathers and disseminates
intelligence and information on counterterrorism, monitors
programmatic and financial activities, and conducts field visits.

The Office of Homeland Security and Preparedness recognizes the
need to include all levels of government and related disciplines in
the process of homeland security planning. Accordingly, it has
created multidiscipline working groups at the state level and each
of the 21 counties. The state-level Planning Group Executive
Committee is comprised of 22 state departments, agencies, and
divisions. This group’s focus is on the coordination, cooperation,
communication, and integrated planning among agencies likely to
participate in the detection, deterrence, protection, and response to
a terrorism event or other disasters.

With the advent of the capabilities-based planning model, National
Priorities, and the 37 Target Capabilities, the state has identified
and directed one state agency to serve as the principal point of
coordination for each of the target capabilities. The principal point
of coordination is responsible for convening a committee of other
stakeholders and subject matter experts to develop a statewide
strategy to achieve the desired level of the target capability. To
accomplish this mission, each committee assesses existing
capabilities, identifies gaps between current and desired levels of
capability, determines appropriate agency/discipline roles and
responsibilities, and designs implementation plans for initiatives.
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The 37 committees provide an opportunity for stakeholders to
engage in an integrated planning process to create a common
blueprint to achieve shared goals and objectives. The committees
help prepare the State Preparedness Report and Investment
Justifications for review by the State-level Planning Group
Executive Committee, and obtain final approval from the Director
of the Office of Homeland Security and Preparedness.

In each of the 21 county governments, a mirrored multidiscipline
working group is responsible for creating a county homeland
security strategic plan, identifying county needs, prioritizing
homeland security projects, and developing operational and
implementation plans for its funded projects. The county working
group is staffed with representatives from various disciplines of
first responders and key representatives of the county government
structure needed to discuss issues relating to prevention,
mitigation, and recovery/response to a terrorist attack. The Office
of Homeland Security and Preparedness reviews county initiatives
to ensure consistency with the state’s overall Homeland Security
Strategy and inclusion in Investment Justifications submitted to
FEMA.

In addition to the county working groups, the Office of Homeland
Security and Preparedness organized the 21 counties into
homeland security regions to promote and enhance regionalization.
As part of the FY 2007 Homeland Security Grant Program
planning process, the State’s five homeland security planning
regions were consolidated into four regions (Delaware River,
Northwest, Shore, and Urban Areas Security Initiative), which
were organized based on common hazards and geographic
proximity. This regionalization enables New Jersey to leverage
subject matter expertise, share specialized assets, enhance capacity,
force multiply capabilities, and sustain longer-term response and
recovery efforts. Each county working group represents its county
within one of the four regions and meets to identify mutual
homeland security issues and discuss potential regional initiatives.

New Jersey’s one Urban Areas Security Initiative area, which also
aligns with its Urban Areas Security Initiative region, represents 7
of the state’s 21 counties (Bergen, Essex, Hudson, Middlesex,
Morris, Passaic, and Union) and two municipalities (Jersey City
and Newark). The FY 2005 Urban Areas Security Initiative
program created the Urban Area Working Group, which is
responsible for developing and implementing the region’s
homeland security strategic plan, identifying regional homeland
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security needs, prioritizing homeland security projects, and
developing operational and implementation plans for each project
that affects the region.

An executive committee is the strategic planning entity for the
local share of Urban Areas Security Initiative grant projects and
programs. Local and state-level subject matter experts within the
Urban Areas Security Initiative region chair subcommittees to
develop regional approaches to increase levels of capability, define
appropriate participant roles and responsibilities, and complete
Homeland Security Grant Program investment justifications.
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New Jersey Grant Funding Compliance Issues

During our asset verification and documentation review, we observed
several compliance issues that could have been identified through routine
on-site monitoring of subgrantee performance.

Improper Payment for Equipping an Emergency Operations Center:
An Urban Areas Security Initiative subgrantee paid a U.S. General
Services Administration contractor before goods and services were
fully rendered. The subgrantee was reimbursed $1,500,000 for
equipping an Emergency Operations Center. As of March 2011, no
equipment had been installed, and less than $150,000 worth of
materials had been procured. In response to this discovery, the state
informed the subgrantee that future payments will be withheld and
requested the return of the $1,500,000. On March 22, 2011, state
officials informed us that the subgrantee had returned the money and
the state was in the process of returning the funds to FEMA.

Inadequate Supporting Documentation for Claimed Expenditures: A
state agency subgrantee did not have documentation to support eight
expenditures totaling $861,044. The State agency could not provide
purchase orders, invoices, salary and employee benefit records, and
equipment records to support claimed expenditures. According to state
personnel, the missing documentation could not be located due to
personnel turnover. The Office of Homeland Security and
Preparedness’ grant agreement requires the subgrantee to comply with
Code of Federal Regulations Title 28 Part 66, Retention and Access
Requirements for Records, which requires that all financial records,
supporting documents, statistical records, and other records pertinent to
an award be retained for 3 years from the date of submission of the final
expenditure.

Goods and Services Procured Without Full and Open Competition:
An Urban Areas Security Initiative subgrantee awarded without public
bidding a series of contracts to a retired local fire battalion chief to
provide Community Emergency Response Team and National Incident
Management System training. The value of the training contract
increased from an initial $80,000 to $254,444 over a 3-year period.
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As of October 2010, the contractor has been reimbursed $239,944 in
grant funds. FEMA procurement standards and guidelines require all
procurement transactions, whether negotiated or competitively bid and
without regard to dollar value, to be conducted in a manner so as to

provide maximum open and free
competition. The subgrantee passed local | Extraordinary Unspecifiable
resolutions authorizing the award as an Services: Services which are
« ) - . ' specialized and qualitative in

extraordinary unspecifiable services,” but | nature requiring expertise,
did not indicate why the contractor’s extensive training and proven
services qualified as such or why the 2‘;%‘;?0‘1“ it
services could not go out for public '

bidding. Source: NJ Public Contract Law
NJSA 404.11 et seq.

Furthermore, this subgrantee did not
obtain written approval from the Office of Homeland Security and
Preparedness before awarding the series of sole-source contract
procurements. FEMA procurement standards and guidelines require
all sole-source procurements in excess of $100,000 to receive prior
written approval of the awarding agency. Although the contractor’s
initial proposal totaled less than $100,000 and would not require
Office of Homeland Security and Preparedness approval, the
contractor submitted a second proposal, increasing the contract value
an additional $44,444 to $124,444. A third proposal was submitted to
extend the training period for a second year and increase the contract
value an additional $130,000 to $254,444. Accordingly, the
subgrantee should have requested Office of Homeland Security and
Preparedness written approval prior to confirmation by local
government officials.

Vehicle Used for Daily Commuting Purposes: A county subgrantee
used a $30,839 “CBRNE (Chemical, Biological, Radiological,
Nuclear, and Explosives) Communications Vehicle” for daily
commuting purposes. Documentation provided by the subgrantee
indicated that the vehicle was used approximately 39% of the time to
commute to and from work. The subgrantee stated that the on-call
nature of his duties required him to keep the vehicle on hand at all
times. The Office of Homeland Security and Preparedness FY 2009
Grant Agreement requires subgrantees to adequately safeguard assets
and ensure that they are used solely for authorized purposes. Daily
commuting is not a use authorized by FEMA. The subgrantee’s
proposal for the vehicle did not indicate that it would be used for daily
commuting or assigned to a single individual.

Health Monitors Deployed for Daily Use: A county subgrantee placed
eight “tele-health monitors” in residential homes for daily use by
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private citizens in non-emergency situations. The subgrantee
purchased the eight health monitors at a cost of $25,385 to open bed
space in a local hospital in the event of a major health emergency, such
as a viral epidemic or natural catastrophe, by moving non-emergency
patients into their homes or other private quarters. However, no such
event has occurred since the purchase, leaving the current use of the
eight monitors unjustified. In response to our finding, the Office of
Homeland Security and Preparedness requested and the subgrantee
agreed to return the equipment to inventory and reimburse the state for
the percentage of lifespan expended.

Training Not Provided to Deploy Tactical and Rescue Equipment:
Two county subgrantees have not provided training needed to deploy
federally funded tactical and rescue equipment. The first subgrantee
purchased five breathing apparatuses along with a set of protective
suits in December 2009 and February 2010, respectively, at a
combined cost of $37,166, and has not yet deployed them to the
Special Weapons and Tactics Team. A county official noted the
diversity of jurisdictions associated with the team, and competing
training programs as challenges to scheduling and completing the
training needed to deploy the air packs and suits. The second
subgrantee purchased 20 fire and rescue rebreathers in November 2009
at a cost of $175,000, and has not yet deployed them to its first
responders. A county official noted that the person who requested the
equipment retired and required training fell by the wayside.

Memorandums of Understanding Needed to Deploy Utility Trailers:
Five medical support trailers purchased in March 2008 at a cost of
$28,150 have not been deployed because the local subgrantee and its
five county hospitals cannot agree on the language of the required
memorandums of understanding defining the ownership and use of the
equipment. The trailers will allow the county hospitals to store and
deploy medical equipment, such as cots, masks, ventilators, and sterile
gloves, during a large-scale emergency event when additional hospital
beds and medical supplies are needed to treat large groups of persons.
Without fully executed memorandums of understanding, the trailers
cannot be deployed to enhance the five county hospitals’ preparedness
to attend to persons in need of medical treatment during a public health
emergency.

Agreement Between County and State Officials Needed to Deploy
Photo Identification System A county subgrantee purchased a photo
identification system at a cost of $43,988 that is inactive because the
subgrantee and the Office of Attorney General disagree on the format
of the physical card and data to be collected. Therefore, the county
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subgrantee cannot distribute standard identification cards to its first
responders that will allow it to: (1) track first responders at the scene
of an incident and (2) mitigate the risk that unauthorized individuals
may gain access to physical or logistical assets as a result of improper
identity.

o Frequency Licenses Needed to Deploy Interoperable Equipment. A
county subgrantee did not procure needed frequency licenses before
purchasing radio equipment in December 2009, using $286,499 in
State Homeland Security Program funds. The subgrantee purchased
the radios to improve interoperability among police, fire, and
emergency medical service agencies. However, until the licenses are
procured, the subgrantee cannot use the equipment and fully
implement its interoperability plan.

o Computer Equipment Not Deployed: In July 2009, a state agency
purchased three laptops at a cost of $14,716 that remained unused. A
State official reported that the laptops were to be deployed in three
specialized vehicles, but the vehicles had yet to be procured because of
complications with a state contract. The official also noted that, in
case of an emergency, the laptops could be set up quickly for data
analysis or other purposes, but have not been assigned to duty officers
as intended.
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Classification of Monetary Benefits

Finding Rec. Funds To Questioned Questioned Total
No. Be Put to Costs — Costs —
Better Use Unsupported Other
Costs
Improper Payment for Equipping
an Emergency Operations Center 4 $ 1,500,000 | $ 1,500,000
Inadequate Supporting
Documentation for Claimed 5 $ 861,044 861,044
Expenditures
Goods and Services Procured
Without Full and Open 6 239,944 239,944
Competition
Vehicle Used for Daily
Commuting Purposes 3 30,839 30,839
Health Monitors Deployed for
Daily Use 7 25,385 25,385
Training Not Provided to Deploy
Tactical and Rescue Equipment 8 $212,166 212,166
Memorandum of Understanding
Needed to Deploy Utility Trailers 8 28,150 28,150
Agreement Between County and
State Officials Needed to Deploy 8 43,988 43,988
Photo Identification System
Frequency Licenses Needed to
Deploy Interoperable Equipment 8 286,499 286,499
Computer Equipment Not
Deployed 8 14,716 14,716
Total $ 585,519 $ 861,044 | $1,796,168 | $ 3,242,731
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.
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