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1. Introduction 
 
This guide is provided as a complement to the AFWay Users Guide. The AFWay Users Guide is provided to assist with 
everything from registration to receipt of a purchase. Contact the Field Assistance Service (FAS) Team 5 at DSN 596-
5771 options 1, 5, 5 if additional guidance or more in-depth assistance is needed. 
 
AFWay System Administrators will work with vendors to establish vendor accounts. A vendor account will exist for 
each contract in AFWay.  
 
 

2. AFWay v4.0 PKI Access Requirement 
 

 
With the release of AFWay 4.0, AFWay will be compliant with the Department of Defense (DoD) mandate to 
implement Public Key Infrastructure (PKI) authentication.  All AFWay users will be required to have either a DoD 
issued Common Access Card (CAC), or a Medium Assurance Smart Card (or USB Token) available through one of the 
DoD External Certificate Authority (ECA) approved vendors.  The Hardware Assurance solution will require a Smart 
Card, a Smart Card reader, and Authentication software or a USB Token and Authentication software.  Browser-
based certificates are not permitted. 
 
The PKI registration process will allow current AFWay DoD Users and Contract Vendors who have valid accounts to 
associate their existing AFWay account to their PKI Certificate using their legacy credentials (email address & 
password). For new AFWay users, the system will support PKI Certificate association as part of their new account 
registration.  NOTE:  All new vendor registrants will be required to provide their CAGE code. You can obtain a CAGE 
code by registering at the System for Award Management (SAM) located at www.sam.gov. 
 
Vendors are encouraged to review the information provided at the DoD ECA Website at 
http://iase.disa.mil/pki/eca/.  Additionally, the ECA website provides the links to the approved DoD ECA vendors to 
obtain information on pricing and identity validation requirements for domestic and foreign national personnel.  We 
have provided links to these companies, along with some pricing information to assist you in acquiring your ECA 
certificates. 
 
https://www.symantec.com/theme.jsp?themeid=eca-certificates 
 
 

Type Requirements Pricing 
Medium Assurance 
(Digital Certificate with keys 
stored by 
FIPS 140-2 compliant software 
on computer) 
 

• Windows XP, Vista or 7  
(Mac not supported) 

• Use Microsoft Internet 
Explorer 
through v9.0 OR Mozilla 
Firefox v3.0 
or later 

• The Department of 
Defense (DoD) 
regulations require 
notarized verification 
of identity 

 

• 1 Year: USD $119 
• 2 Years: USD $218 
• 3 Years: USD $299 

 

http://www.sam.gov/
http://iase.disa.mil/pki/eca/
https://www.symantec.com/theme.jsp?themeid=eca-certificates
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Type Requirements Pricing 
Medium Token Assurance 
(Digital Certificate with keys 
stored on a 
FIPS 140-2 compliant Smart Card 
or 
USB Token)  
Meets New JPAS Specifications 
for 
Authentication 
Login Procedures require a user 
name 
and password plus a medium 
assurance hardware token. 
 

• Windows XP, Vista or 7 
(Mac not  
supported)  

• Microsoft Internet 
Explorer through v9.0 

• The Department of 
Defense (DOD)  
regulations require 
notarized  
verification of identity 

• You must purchase a 
smart card or  
USB token before 
enrolling for your  
ECA certificate 

 

Order FIPS 140-2 Compliant  
Smart Card or USB Token and  
Pre-Pay for the ECA certificate 

• Smart Card: USD $85 
• USB Token: USD $60 
• 1 Year: USD $119 + 

Hardware 
• 2 Years: USD $218 + 

Hardware 
• 3 Years: USD $299 + 

Hardware 

 

Table 1 - Symantec - Vendor PKI Medium Token Costs 
 
 
http://www.identrust.com/certificates/index.html 
 
 

Medium Token Assurance $139-one year USB Token 
Medium Token Assurance $242- two years USB Token 
Medium Token Assurance $281- three years USB Token 
Medium Token Assurance Renewal $139- one year USB Token 
Medium Token Assurance Renewal $242- two years USB Token 
Medium Token Assurance Renewal $281- three years USB Token 
   
Medium Token Assurance Foreign 
County 

$149-one year USB Token 

Medium Token Assurance Foreign 
County 

$252- two years USB Token 

Medium Token Assurance Foreign 
County 

$291- three years USB Token 

Medium Token Assurance Foreign 
County Renewal 

$149- one year USB Token 

Medium Token Assurance Foreign 
County  Renewal 

$252- two years USB Token 

Medium Token Assurance Foreign 
County  Renewal 

$291- three years USB Token 

Table 2 - Identrust - Vendor PKI Medium Token Costs 
 
 
 
 
 

http://www.identrust.com/certificates/index.html
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http://eca.orc.com/pricing/ 
 
 

  

Medium Token Assurance Identity and Encryption 
Certificate pairs (These are ‘hardware based’ 
certificates that may be obtained remotely.)  

 One Year Three Year   

 $129.00* $279.00*   

 *Must be used with a Smart Card or USB 
Token. See “additional supplies” below.   

Additional Supplies 

• For Medium Token Assurance and Medium 
Hardware Assurance certificates, a USB token 
and/or a Smart Card, plus ActivIdentity software, 
are required. Pricing is as follows: 

 USB Token  $30.52   

 Smart Card  
– Smart Card Reader  

$19.52  
$25.00   

 ActivIdentity CD 
– ActivIdentity 
License 

$30.00 per 
organization 
$29.00 per user 

 

• Please contact Cecelia Shaw at (703) 246-8527 or 
shawc@orc.com to order hardware items. 

** Apply sales tax for supplies shipped to California, 
District of Columbia, Maryland, New York, Pennsylvania, 
Texas, and Virginia. 

 
Table 3 - ORC Vendor PKI Medium Token Costs 

 
 
 
For complete instructions for logging onto AFWay as an existing user or as a new one, please refer to the AFWay 
Users Guide, paragraphs 1, 2 and 3. 
 
 
 
 
 
 
 
 
 
 

http://eca.orc.com/pricing/
mailto:shawc@orc.com
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3. Responding to Request for Quotes (RFQs) 
 
You will receive an E-mail notification when a customer requests a quote. Log in to AFWay and from the Navigation 
Bar, select "My Account", and then "User Profile."    
 

Figure 1 - Navigation Bar, User Profile 
 
This screen displays current Orders (top panel) and current RFQs (bottom panel), as well as their status.   

 
Figure 2 - User Profile Page 

 
 
 
 
Select an RFQ ID, as illustrated in figure 2 and the RFQ Details screen is displayed (figure 3).  (NOTE:  screen is large 
and would not fit on one page, so broken out here for readability.)    
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Figure 3a -  RFQ Details 
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Figure 3b - RFQ Details
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Step 1. (Adding items to the Solution): Select the Add New Product button. This is where you will build your 
response to the customer’s request. See figure 4 below. 
 

 
Figure 4 - Add new Product 

 
The screen is updated with a "Product Details" panel: 
 
 
 
 
 
 
 
 
 
 
 



- 13 -  

 
 

Figure 5 - Product Details 
 
Once the Product Details panel has been completed, select the "Add Product" button: 
 

 
Figure 6 - Add Product 
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The product is added to the left panel, as shown below: 
 

Figure 7 - Product Added to Left Panel 
 
You may wish to add supporting documents to your response.  From the same screen, under "Vendor 
Attachments," right click on the "Vendor" folder to Delete, Rename, or Upload an attachment. 
 

Figure 8 - Vendor Folder 
 

Once attachments have been uploaded (if any) you are ready to submit your response to the customer.  You will 
need to provide the expiration date for your bid, make any additional comments in the 'comment field' and click 
"Submit Solution to Customer" button.   The RFQ is then removed from your profile, and the status is updated on 
the customer’s user profile page. The customer’s user profile page will display both the solution submitted by the 
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vendor, and the expiration date of the quote. 
 
 
 

 
Figure 9 - Submit Solution 

In the event you decline to bid, simply change the "Submit Response" to "Decline to Bid" and "Submit Solution to 
Customer" as shown below: 
 

 
Figure 10 - Decline to Submit 
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4. Order Processing 
 

You will receive an E-mail notification when a customer places an order. Order information is displayed on your 
User Profile page on the top panel, and includes the Tracking ID, Order ID, Customer, Order Status, and Date 
Created: 
 
 

 
Figure 11 - My Orders 

 
Clicking on one of the Tracking ID or Order ID numbers brings up the following screen (figure 12): 
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Figure 12 - Tracking Number Info 

From the "Order Details" panel, "Select an Order" and details are displayed about the specific order: 
 

Figure 13 - Select an Order 
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Figure 14 - Update Order Status 
 
From here, you may update the Order Status to any of the following, as shown below: 
 
 

 
Figure 15 - Select Order Status 

 
In this example, we selected "ORDER PENDING" and clicked the button "Update Order Status."  The system 
responds with a message acknowledging your action. 
 
 

 
Figure 16 - Order Status Updated 
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Select a product to update the shipping information. 

 
Figure 17 - Select a Product 

 
 
The screen displays information about the product selected. 
 

 
Figure 18 - Product Details 

 
 
 
By selecting "CLICK HERE" additional information is displayed about the product (figure 19): 
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Figure 19 - Additional Product Details 
 
 
When the vendor is ready to ship the products to the "Shipto Address", they select a shipment, as shown in 
figure 20:   
 

 
Figure 20a - Select a Shipment 

 
 

 
Figure 20b - Select a Shipment 
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Once the vendor has selected a shipment from the list, the Shipto Address is displayed, and the vendor can 
update the Shipping Status from this screen (figure 21): 
 

 
Figure 21 - Shipment Details 

 
 
 

 
 

Figure 22 - Update Shipping Status 
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Once the vendor selects the proper Shipping Status and clicks the "Update Shipping Status" button, the system 
confirms the actions with a popup message (figure 23): 
 

 

 
 

Figure 23 - Shipment Status Update Popup Message 
 

Once the item has been shipped, additional shipping information is required for input into the AFWay system by the 
vendor (figure 24):  Tracking Number, Shipping Company, and Ship Date. 

 
 
 
 

 
 

Figure 24 - Shipped By Vendor
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Funding information is also shown on the Tracking Number Screen, accessible from the vendor's User Profile page:   
 

Figure 25 - Funding Information 
 
 

5. Need Assistance? 
 

Click on the "Help" from the Navigation Menu or contact the FAS Team 5 at DSN 596-5771 (Option 1, 5, 5) for 
POC contact numbers or further assistance.  We are here to serve you in your partnership with the Air Force. 
Please feel free to contact us if we can help in any way. We stand ready to help you provide cutting edge 
technology to meet Air Force Acquisition requirements for the 21st century.  
 

Figure 26 -  Contact Us 
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