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Our mission is to provide Soldiers, Civilians and their Families with a 
quality of life commensurate with the quality of their service.
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What is the Privacy Act?

 Prohibits disclosure of records without written consent of 
individuals to whom the records pertainindividuals to whom the records pertain

 Limits an agency’s collection and sharing of personal data

 Requires that all Army organizations follow certain 
procedures when:

 Collecting personal information

 Creating databases containing personal identifiers (i.e., SSN)

 Maintaining databases (i.e., Lotus) personal identifiers

 Disseminating information containing personal data (i.e., orders)
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Personal data about individuals

 Social Security Number 

 Financial, credit, and medical data, ,

 Date of birth 

 Security clearance level

 Home address and telephone numbers (including home web 
dd t t b )addresses, emergency contact numbers)

 Mother’s maiden name

 Spouse or children information

 Education information
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 Education information



Privacy Act and SSN

Privacy Act regulates use of SSNs by government agencies and 
requires the agency to inform the person of the following:

 Statutory or other authority for requesting the information

Whether disclosure is mandatory or voluntary

What uses will be made of the information 

 C if f f il t id th i f ti Consequences, if any, of failure to provide the information
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Reduction of SSN use within DoD

DODI 1000.30

 Reduce or eliminate use of SSNs in 
any form including but not limited toany form, including, but not limited to, 
truncated, masked, partially masked, 
encrypted, or disguised

 Not used in spreadsheets, hard copy 
lists, electronic reports, or collected in 
surveysy
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Transporting Privacy Information

By Mail or email

 E-mails: Encrypt when they contain personally identifying information (i.e., SSN)

 Mail
Never use messenger type envelopes to send privacy sensitive data– Never use messenger-type envelopes to send privacy sensitive data

– Mark an envelope to the attention of an authorized recipient

– Never indicate on the outer envelope that it contains privacy data

– Double wrap using an inner and outer envelope if you deem it appropriate
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Disposing of Personal Information

BurnShred
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If You Have Access to Personal Information

 Protect it at all times

 Li it t th i di id l h h ffi i l d t Limit access to those individuals who have an official need to 
know inside the agency

 Password protect personal data placed on shared drives, the Password protect personal data placed on shared drives, the 
Internet or the Intranet

 Monitor your actions:  If I do this, will I increase the risk of 
th i d ?unauthorized access? 

 Remember:  You may be subject to civil and criminal penalties for 
violating the Privacy Actviolating the Privacy Act
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 5 USC 552a – The Privacy Act of 1974
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Conclusion
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