A DLA Information Operations
“How To” Guide

OPR: 162

How to Register in the Account Management and Provisioning
System (AMPS) for WebFLIS Access

The purpose of this How to is to provide instructions on requesting a role in AMPS for access to the Federal
Logistics Information System web system (WebFLIS).

NOTE: “Enable Editing” in this document for hyperlinks to work.

To request access to WebFLIS access through AMPS follow these instructions:
1) Log into AMPS.
2) Select DOD EMAIL Certificate when Windows Security window appears.
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Select a Certificate

LAST. FIRSTMIDDLE ..
Issuer: DOD
Valid From: 6.4.2014 to 6.4.2017
| = 1| LAST. FIRSTMIDDLE. ..
Issuer: DOD EMATL
| E Valid From: 6.4.2014 to 6.4.2017 —

Click here to view certificate prope...

[ OK ][ Cancel ]

Windows Security Screen

3) Click Ok.

[Windows Securit

Select a Certificate

LAST. FIRSTMIDDLE __
| Issuer: DOD

Valid From: 6.4 2014 to 6.4 2017
| ‘ ILAST. FIRST MIDDLE __
‘ E Issuer: DOD EMATI.

Valid From: 6.4.2014 to 6.4.2017
\

Click here to view certificate S

[ OK ] [ Cancel ]

Windows Security Screen


https://amps.dla.mil/ampssplashscreen/faces/adf.task-flow?adf.tfDoc=%2FWEB-INF%2Famps-splash-screen-task-flow-definition.xml&adf.tfId=amps-splash-screen-task-flow-definition&_afrLoop=1630247904841200

4) Click on Click Here for Access to AMPS link.

",
Lbgistes Rgancy

countManagement and Provisioning System (AMPS)

Welcome to the AMPS Gateway

AMPS News: To enter New
To enter Lega

s, click the link below.
MPS, extt this browser and go to https://amps.dia.mil

- Click HERE for access to AMPS. User Guides and Job Aids
* This link provides access through CAC authentication for CAC-enabled users.

Right-click a title and click "Save Target As” to save the POF file to 3 preferred
« Other users, vendors, and members of the public will be presented with a location snd open the doclmant
fogin screen.

% Complete and Submit a Role Request — External User

15 Approving an AMPS Role Request — Supervisor (External)

X Approving an AMPS Role Request — Security Officer (External)
3 Job Ald AMPS IE11 Emulation Mode, Ver1.2

53 AMPS User Guide: Procedures for Users and Administrators Ver.2.0.0 (1/9/15)

#53 AMPS: General Information Guide ver. 2.2

See the AMPS Documentation screen--available from the main menu--for a complete list of user documentation, links, and tutorials.

Accessiblity Help and Information

AMPS Gateway Home Screen

5) Select the DOD EMAIL Certificate when Windows Security window appears.
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Select a Certificate

LAST. FIRSTMIDDLE _.
Issuer: DOD
WValid From: 6.4.2014 to 6.4.2017

=3 LAST.FIRST MIDDLE _
[ Issuer: DOD EMATI
‘ Valid From: 642014 to 6 4 2017 —

Click here to wview certificate prope...

[ OK ] [ Cancel ]

Windows Security Screen

6) Click Ok.

Select a Certificate

LAST. FIRSTMIDDLE...
Issuer: DOD
Valid From: 6.4.2014 to 6.4.2017

‘ LAST, FIRST.MIDDLE. ..
— | Issuer: DOD EMAIL
Valid From: 6.4.2014 to 6.4.2017
\

Click here to view certificate prope...

[ OK ] [ Cancel

Windows Security Screen
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7) Click OK when the Single Sign-On Authentication window appears.

Defense Logistics Agency

0

] “i "| Single Sign-On Authentication

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS (which includes any device attached to this IS), you consent to the following conditions:

+ The USG routinely intercepts and monitors communications on this IS for purposes including, but not imited to, penetration testing, COMSEC monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterinteligence (Cl) investigations

« Atany time, the USG may inspect and seize data stored on this IS,
« Communications using, or data stored on, this IS are not private, are subject to foutine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose:
« This S includes security measures (e.g., authentication and access controls) to protect USG interests-not for your personal benefit or privacy.

« Notwithstanding the above, using this IS does not constitute consent to PM, LE, or Clinvestigative searching or monitoring of the content of privileged communications, or work product, related to
personal representation or sevices by attormeys, psychotherapists, or clergy, and their assistants. Such communication and work product are private and confidential. See User Agreement for details

) ox

Single Sign-on Authentication Screen

8) Click Request Role located under the Requests heading.

—m Defense Logistics Agency Account Management and Provisioning System (AMPS)

TQ My Reports
@ AMPS Help

/My Profile
& My Information

~/Requests
3 Request Role

4@ Pending Approvals

Role Request Main Screen

9) Click Accept button when the DLA Privacy Act Statement screen appears.

agement and Provisioning System (AMPS) Accessbity  Sign Out (=)
(& Request Role ]
DLA Privacy Act Statement

Authority: 5 U.S.C. 301, Departmental Regulations; 10 U.S.C. 133, Under Secretary of Defense for Acquisition, Technology, and Logistics; 18 U.S.C. 1029, Access device fraud: E.0. 10450, Security Requirements for Govemment Employees, as amended; and
E.O. 9397 (SSN), as amended.

Principal Purpose(s):  Information s used to validate a user's request for access into a DLA system, database or network that has its access requests managed by AMPS.

Routine Uses:  Data may be provided under any of the DoD “Blanket Routine Uses" published at hitp//dpclo dsfense goviprvacy/SORNs/blanket_routine_uses html

Disclosure:  Disclosure s voluntary; however,if you fail to supply all the requested information you will not gain access to the DLA - Account Management and Provisioning System (AMPS) database. Your identiy / secuty clearance must be verfied prir to
gaining access to the AMPS database, and without the requested information verification cannot be accomplished

Rules of Use:  Rules for collecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System Notice S500.55, entitled ‘Information Technology Access and Control Records’ available at
I bl

hitp://dpclo defense gov/privac:

) —

DLA Privacy Act Statement Screen
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10) Update User Information.
NOTE: All mandatory fields are marked with an asterisk (*) and must be completed.
NOTE: The new DLA Enterprise Organizations have not been updated in AMPS.
DO NOT change the organization code listed in your AMPS Profile at this time.
Be sure the Cyber Awareness Certification Date is current and correct.

& Request Role
a8

User Information Soncal] Next|
User Information
User ID ABC1234 * User Ciilian =)
First Name Type
Middle Name * Grade G599 [+
Last Name * Country s I+
EDIPI/UPN 1234587820 o )
Emall Citizenship
* Title | Program Analyst
EEEEE) - cyber Awareness Certification Date 11/6/2013 ®
Annual Revalidation Date 1/28/2014
Contact Information
* official Telephone Office/Cube
Official Fax * Street
) Phone PO Box
DSHN Fax * City
Mobile * State ]
Site T * Postal Code
* Country T

User Information Screen

11) Click Next when updates and mandatory fields are completed.

&P Request Role

o =
User Information Cancel | Next|

User Information

User ID ABC1234 * User Ciilian ||
First Name Type o
Middle Name * Grade G599 [+
Last Name * Country s |
EDIPI/UPN 1234567830 of .
Emad Citizenship

* Title  Program Analyst
* Cyber Awareness Certification Date 11/6/2013 )
Annual Revalidation Date 1/28/2014

Contact Information

* oOfficial Telephone Office /Cube
Official Fax * Street
DSN Phone PO Box
DSHN Fax * City
Mobile * State -]
Site T * Postal Code
* Country 7

User Information Screen
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12) Click on the arrow next to the DLA Logistics Information Services Applications to expand the hidden
list of specific systems.

- Defense Logstics Agency Account Management and Provisioning System (AMPS)

7 Home 25 Home @& Request Role
@ My Reports —e Cancel| Back| Next
@ AvPs Heb User Information Select Roles
~ My Profile Browse Roles by Application Search Roles
@ My Informaton
- > AMPS Administrative - Role Name
Requests - DLA Aviation Applications
@Reﬂb:::e . 5 DLA Enterprise Applications Role Description
< i - DLA Enterprise Business System (EBS) Enterprise Application
2 DLA Logistics Information Services Applications | . Application
—) o S— il
WebFUIS TEST
WebFLIS PROD Primary Role =
> EAGLE Enterprise Applications = Search | Reset
Select a Role
] Display Admin Roles (for Supervisor and Approval Access)
Role Name | => Selected Roles
No data to display. o
i {
Role Request by Application screen
13) Click on WebFLIS PROD
- Defense Logistics Agency Account Management and Provisionng System (AMPS)
[ Home () Home @ Request Role
@ My Reports —e Cancel| Back| Next
@MSHeb User Information Select Roles Justfication Summary
My Profile Browse Roles by Application Search Roles
0 My Information
~ > AMPS Administrative & Role Name
Requests 2 DLA Aviation Applications Description
?QM:::‘I ols > DLA Enterprise Applications ‘ Do
> DLA Enterprise Business System (EBS) Enterprise Application
¥ DLA Logistics Information Services Applications . Application
s Environment E]
WebFLIS
) Webris pROD) By foke O
> EAGLE Enterprise Applications il Search | Reset
WebFLIS Role Request
14) Select a Role window will appear.
Select a Role
[”] Display Admin Roles (for Supervisor and Approval Access)
Role Name | > |Selected Roles
> WebFLIS Prod - Basic User FPOW-WF002

>
WebFLIS Prod - Standard User FPDW-WF001

=
j I WebFLIS Prod - System Management Office User FPDW-WF006

WebFLIS Prod Role Request

How to Request Access to WebFLIS
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15) Select role required for your position.
NOTE: See table below for listing of WebFLIS roles and description.

Role Role Name in AMPS Who Can Apply Role Description & Available
Tabs
Basic WebFLIS Prod — Basic | Users with External Restricted end-user access to
User FPDW-WF002 Certificate Authority (ECA), | WebFLIS queries. No Weapon
or Common Access Cards System or proprietary data. Tab
(CAC) displayed: Queries.
Standard WebFLIS Prod — Users with Common Access Unrestricted end-user access to all
Standard User FPDW- | Cards (CAC) WebFLIS queries and data. No
WF001 access to statistics reports. Tabs
displayed: Queries and Bill of
Materials.
System WebFLIS Prod — Users working within the WebFLIS Standard User, plus
Management | System Management WebFLIS System access to statistic reports. Tabs
Office Office User FPDW- Management Office displayed: Queries, Bill of
(SMO) WFO006 Materials, and Reports.

WebFLIS Roles and Descriptions Table

Select a Role
Display Admin Roles (for Supervisor and Approval Access)
Role Name = Selected Roles
L> WebFLIS Prod - Basic User FPODW-WF002 =

- 5> WebFLIS Prod - Standard User FPDW-WF001

ﬁ £ WebFLIS Prod - System Management Office User FPOW-WF006

Select a Role Screen

16) Click on Move arrow. Ensure that the role selected is placed in the Selected Roles box.

J — J

Select a Role

Display Admin Roles (for Supervisor and Approval Access)

LIS Prod - Basic User FPOW-WF002
WebFLIS Prod - Standard User FFDW-WF001
L WebFLIS Prod - System Management Office User FPOW-WF006
4 4

Select a Role - Move Arrow Screen

How to Request Access to WebFLIS Page 6



Display Admin Roles (for Supervisor and Approval Access)
| |Role Name
WebFLIS Prod - Basic User FPDW-WF002
E WebFLIS Prod - Standard User FPOW-WF001
i

| |Selected Roles
> WebFLIS Prod - Basic User FPDW-WF002 —

WebFLIS Prod - System Management Office User FPDW-WF006

Role Moved to Selected Window

17) Click Next

@ - @ @ Cancel| Back| Next <4

User Information Select Roles Justification Summary

5> AMPS Administrative

I DLA Aviation Applications

I DLA Enterprise Applications

I> DLA Enterprise Business System (EBS)

¥ DLA Logistics Information Services Applications

[] pisplay Admin Roles (for Supervisor and Approval Access)
|Role Name |Selected Roles

&> WebFLIS Prod - Basic User FPDW-WF002 <= WebFLIS Prod - Basic User FPDW-WF002

©> WebFLIS Prod - Standard User FPOW-WF001

j > WebFLIS Prod - System Management Office User FPDW-WF006

Next button location window
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18) Complete Justification box. Type summary indicating why access to WebFLIS is required.

] = ] ) Cancel | Back | Mext

User Information Select Roles Justification Summary

Request Justification & Supporting Details
* Justification Optional
Please describe why you require access to WEBFLIS. Information
You can indicate what your job title is, how you plan to
- use the data in the system, and/or the impact of not

receiving access.

Attachmentll Browse... |
Attachment2| Browse... |
Attachment?-l Browse... |

Attachments must be POF files, smaller than 2MB each

Justification Screen

19) Click Next
= o = = Cancel | Back| Next —

User Information Select Roles Justification Summary

Request Justification & Supporting Details
* Justification Optional
Please describe why you require access to WEBFLIS. Information
You can indicate what your job title is, how you plan to
use the data in the system, and/or the impact of not

receiving access.

Attachment 1 | Browse |
Attachment 2| Browse... |
Attachment 3| Browse... |

Attachments must be PDF files, smaller than 2MB each

Justification Window - Next button

20) Click Submit

L
User Information Select Roles Justification Summary Cancel| Back) Submit —

Role Request Summary

Please review the information below before submitting this request
Use the Back button to change any information, and use the Submit button to complete this request

User Stephen Myers User Type Civilian
User ID ABC1234 Grade GS-99
Supervisor Walter Gooch
Organization DLA Logistics Information Services

Cyber Awareness 12/29/2013
Certification Date

Requested Role(s) WebFLIS Prod - Basic User FPOW-
WF002
Justification Please describe why you require access to WebFLIS.
You can indicate what your job title is, how you
plan to use the data in the system, and/or the Comments
impact of not receiving access.

Attachments

ISummary Window - Submit button
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21) Click OK when the Role Request Confirmation window appears.

Role Request Confirmation

Your request has been submitted to your supervisor for approval. The following SAARs have been
created:

SAAR Role Status

445589 WebFLIS Prod - Basic User FPDW-WF002 SUBMITTED
AMPS will notify you by email message regarding the status of each SAAR.

If you have questions about this request, please contact the Enterprise Help Desk:

Email: DLAEnterpriseHelpDesk@dla.mil
Phone: 855.352.0001

) =

|

Role Request Confirmation Screen

NOTE: You have now submitted your request for a WebFLIS Production Role. Please note the following steps
in the approval process indicated below. Each level of approval must be obtained for your role to be
authorized.

e Supervisor

e Security Officer (SO)

e Data Owner (DO)

e Information Assurance Officer (IAO)

You will receive an email confirmation at each step in the approval process.

NOTE: DLA employees will not receive an email confirmation at the Security Officer (SO) step or
Information Assurance Officer (IAQ) step. Each authorizing point of contact (POC) listed above has 20 days
to approve your request before it expires. If your request is not approved within the allotted timeframe at each
step, it will expire and you will have to re-register. If you notice your request has been sitting at the supervisor
or security officer level for multiple days, please follow up with the POC to ensure they know your request is
awaiting their approval. If you are unsure of who your security officer POC is, please ask your supervisor or
look at the list of security officer POCs listed in your AMPS profile.

Your access request is complete when you receive an email from AMPS stating that your account has been fully
approved and provisioned. You should now be able to access the WebFLIS application .

Additional Questions?

Contact the Enterprise Help Desk:

Call: 855-352-0001
Email: Enterprise Help Desk
Website: Enterprise Help Desk Portal
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https://www.logisticsinformationservice.dla.mil/webflis
mailto:DLAEnterpriseHelpDesk@dla.mil
https://ehdportal.ad.dla.mil/

