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REVISION HISTORY 
Revision 
Number 

Document 
Revised Description of Change Release Date 

V1R4 - Oracle Database 
12c STIG 
Overview 

- Release number and date updated. 22 July 2016 

V1R4 - Oracle Database 
12c STIG 

- Release number and date updated. 
- V-61433 - SYSKM added to the list 
of accounts excluded from the check. 
- V-61437 - Check modified to reduce 
false positives. 
- V-61459 - Queries added to Check 
and Fix to look for and set default 
values. 
- V-61461 - Check modified for more 
accurate results. 
- V-61517 - Redundant requirement 
deleted 
- V-61523 - Added mention of VPN to 
Check and Fix. 
- V-61527 - Reworded to clarify that 
Oracle Label Security is an option, not 
mandatory. 
- V-61543 - "Not a finding" statement 
added to beginning of Check. 
- V-61557 - Check reworded to be 
more specific; Requirement statement 
and Fix text modified slightly. 
- V-61561 - Reworded check for 
clarity. 
- V-61563 - Deleted:  duplicate of V-
61717. 
- V-61591 - New Check query.  
Vulnerability Discussion slightly 
reworded. 
- V-61673 - Removed mention of 
"Definer's rights," as it distracted from 
the core of the Requirement. 
- V-61677 - Modified Check query to 
reduce false positives; added NA 
statement. 
- V-61679 - Reference to V$OPTION 
changed to refer to DBA_REGISTRY. 
- V-61681 - Check and Fix text and 
code modified to be more specific to 

22 July 2016 
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the issue. 
- V-61717 - Reworded requirement, 
check and fix for clarity and brevity.  
CCI added. 
- V-61773 - Removed encryption 
exception where physical protection in 
effect. 
- V-61809 - New Check query.  Rule 
Title reworded. 
- V-61815 - Modified wording in Fix, 
for clarity. 
- V-61817 - Reworded for better 
alignment of Requirement, 
Discussion, Check and Fix. 
- V-61867 - Clarified; split into two 
requirements 
- V-61965 - Reworded Check:  not a 
finding if audit records go directly to 
an audit server. 
- V-68863 - Split off from V-61867 

V1R3 - Oracle Database 
12c STIG 
Overview 

- Release number and date updated. 22 April 2016 

V1R3 - Oracle Database 
12c STIG 

- V-61421 - Query corrected. 
- V-61431 - Query corrected. 
- V-61431 - Query corrected. 
- V-61449 - Reworded for clarity. 
- V-61467 - Query corrected. 
- V-61521 - Reworded to 
accommodate practical limitations. 
- V-61527 - Reworded for clarity. 
- V-61547 - Requirement deleted. 
- V-61549 - Requirement deleted. 
- V-61551 - Requirement deleted. 
- V-61561 - Query corrected. 
- V-61563 - Query corrected. 
- V-61563 - Wording corrected. 
- V-61603 - Wording corrected. 
- V-61605 - Wording corrected. 
- V-61607 - Wording corrected. 
- V-61625 - Query corrected. 
- V-61685 - Reworded for clarity. 

22 April 2016 
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- V-61815 - Configuration parameter 
name corrected. 
- V-61817 - Wording corrected. 
- V-61819 - Wording corrected. 
- V-61967 - Wording corrected. 

V1R2 - Oracle Database 
12c STIG 
Overview 

- Release number and date updated. 
- Added Section 1.8, Product 
Approval Disclaimer. 

22 January 2016 

V1R2 - Oracle Database 
12c STIG 

- V-61441 - Fixed bad character in 
UNIX command 
- V-61447, V-61531, V-61653, V-
61721, V-61737, V-61797, V-61799, 
V-61801, V-61803 - Reworded for 
clarity. 
- V-61449 - Reworded to allow for 
exceptions when the job is created by 
Oracle itself. 
- V-61745, V-61861 - Permit 
exceptions for SYS, SYSBACKUP, 
SYSDG, and SYSKM. 
- V-61757 - Updated code sample. 

22 January 2016 

 


