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Letter from the Chief of Public Affairs

Thank you for the effort

you put into telling the U.S.
Army’s and our Soldiers’
stories every day. Each of you
invests an extraordinary effort
into researching, covering and
publishing news and content
for the American public

and the global community,
providing important coverage
on topics that tell the U.S.
Army’s story.

Speed Matters —

You now operate in a faster
paced newsroom than your
predecessors did. You no
longer have the luxury of a
24-hour window to research,
report and air news due to
social media and mobile
devices enabling breaking
news to appear in a matter of
hours, even minutes after an
event occurs.

Critical Response Time —
Traditional media outlets are
leveraging the ability to seek
out information and report
real time. These outlets are
looking for an immediate
response to query (RTQ) and
are pressured to publish as
soon as possible. These factors
mean you have to be ready
to respond to any number of
contingencies at any time.

More often than not, this
means responding online and
on social media platforms.

Conversations —
Communities are increasingly
looking to you for information
that directly impacts them,
and looking for ways to
interact with Soldiers. Social
media gives you the ability

to converse directly with
your audiences at a level of
personal interaction never
before imagined, creating a
meaningful dialogue with
individuals and groups. You
are increasingly able to build
a strong community support
structure based on social
media engagement.

Best Practices and Tools —
You have to make the most of
opportunities to expand your
knowledge base and add to
your social media toolkit. This
handbook is only a primer to
the basic operation of social
media assets. In it you will
find the basic requirements
for setting up and maintaining
various social media
platforms.

Command Analysis —
Remember that social media
1S not a one-size-fits-all

effort. Your unit may need

to focus on one platform or
several platforms. It is your
responsibility to provide
your commander a balanced
analysis to determine what is
the end-state for a particular
line of effort and what return
on investment is expected.

Training/Innovation —

You have to make the most of
the training that is available
to you, both formal training
at the Defense Information
School, and informal training
you seek out on your own.
Social media evolves at such
a fast pace that it is critical to
take the initiative to seek out
these opportunities, and when
you find these opportunities,
share them with your peers.
The Online and Social Media
Division maintains a list of
free social media training

and resource websites that

we distribute via CPA Sends
to help staff stay current on
social media best practices and
current trends.

I am proud of the work

I see from public affairs
professionals out in the field.
However, we can and must
continue to improve, grow and
keep up with technology.

I encourage you to continue
looking for opportunities

to help tell the U.S. Army’s
story. Thank you again for
everything you do.

MALCOLM B. FROST
Brigadier General, U.S. Army
Chief of Public Affairs
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Seven Basic Social Media Tips

Your online interactions are a reflection of the U.S. Army as well as your professionalism.

It is critical that Soldiers act responsibly and understand that U.S. Army standards of conduct apply
to all aspects of their lives, 24 hours a day, seven days a week.

Here are seven tips to help guide you when using social media:

I:l Be aware of the image you present.
Do not discredit yourself, your family, your organization or your Army by using
inappropriate language or content. Only post or discuss issues related to your professional
expertise or personal experience. Remember, your behavior online is reflective of your
Army’s image.

l:l Ensure information you post or share is releasable.
It is imperative that you are aware of potential security violations when posting online.
It is never acceptable to post classified, For Official Use Only (FOUO) or pre-decisional
information on an official or personal account. It is your responsibility to be aware of the
classification and releasability of the material you post.

I:l Live the U.S. Army values.
Online misconduct is punishable under the Uniform Code of Military Justice (UCMJ).
ALARACT 122/2015, Professionalization of Online Conduct, reinforces AR 600-20 and
defines cyber misconduct as “the use of electronic communication to inflict harm.; examples
include, but are not limited to: libel, slander, harassment, bullying, hazing, stalking,
discrimination, retaliation, or any other types of misconduct that undermines dignity and
respect.”

I:l Do not use trademarked or copyright protected material.
Posting or sharing music, logos, songs, or other information that is protected by copyright,
trademark, or any other restriction is illegal. Restricted materials can only be shared with
express permission from the owner.

|:| Do not misrepresent your identity.
Misrepresentation of your identity by disguising yourself or impersonating others is
prohibited and is punishable under the UCMJ.

|:| Be cautious with the personal information you share.
Criminals and adversaries can easily piece together information you share, potentially
harming you, your loved ones, fellow Soldiers, or our mission. Safeguard yourself and those
close to you by not posting personal contact information or sharing plans and schedules.
Turn off electronic functions such as GPS or geotagging and always optimize your security
settings.

l:l If you feel threatened or feel that you or a member of your Family needs help.
Ask for help if you or a Family member have fallen victim to a scam, impersonation, or
feel threatened. Contact the local civil authorities or the U.S. Army Criminal Investigation

Social Media Summary

Why use social media?

Soldiers have always been the U.S. Army’s best
and most effective messengers. Social media
allows Soldiers to tell their story in an authentic
and intimate manner. By interacting with
Soldiers, Family members, Department of the
Army Civilians and the public on social media
platforms, the U.S. Army enables communities
to be built that increase confidence and create
an environment where our audience goes for
trusted information.

Social media enables the U.S. Army Family
around the world to stay connected and tell the
U.S. Army’s story. Every time an organization
or member of the U.S. Army Family joins social
media, it increases the timely and transparent
dissemination of information. It ensures that
the U.S. Army’s story is shared honestly and
directly to Americans where they are and
whenever they want to see, read or hear it.
Social media allows every Soldier to be a part
of the U.S. Army’s story and it allows America
to connect with its Army. The U.S. Army uses
social media to tell the U.S. Army’s story, but it
also uses social media to listen.

“And the choice we face, | mean
anybody who has a message they
want to have heard anywhere in
the world, isn’t whether or not that
is the media environment we want
to operate in. That’s the media
environment we’ve got. The question
we all face now is, ‘How can we
make best use of this media? Even
though it means changing the way
we’ve always done it.””

Clay Shirky, Social Media Theorist

Messages posted to social media platforms
have the potential to reach millions of users in
an instant. These individuals have the ability

to not only respond with direct feedback to the
author of the message, but also to the followers/

the biggest change in communications since

the invention of the printing press. Not only

can an idea be transmitted from the author

to the audience, but it also spawns two-way
communication among a network of individuals.
Social media has empowered the world and
enabled any person with an Internet connection
or a smart phone to become part of the
conversation and voice their opinion on a topic
instantly.

A Pew Research Center
poll conducted in 2015
found:

- Approximately 64
percent of adults in
the U.S. own a smart
phone.

» More than 68 percent
of these use the
devices to monitor
breaking news.

« More than 67
percent use their
phone to share event
pictures, videos, or
commentary.

What regulations, policies, or guidelines
cover an official social media account?

All official accounts must be operated within
Department of Defense (DoD) and U.S. Army
guidelines. The following documents should
be thoroughly reviewed to ensure accounts
are maintained accordingly. Developing a unit
policy based on these documents is a good
step towards ensuring Public Affairs staff

and Soldiers in the unit have a guideline to
reference.

- DoD Instruction 8550.01 — DoD Internet
Services and Internet-based Capabilities.

- Secretary of the Army’s Delegation of
Authority Approval of External Official

. . ) audience of the author and their own peers. In Presences
Command for assistance and to report a scam, impersonation or threat. . : . .
P P his TED Talk, Shirky says that social media is
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Facebook page and the DoD
Social Media user agreements.
Social media is a powerful communications tool. When used Step 6:

correctly, social media can help an organization reach an
enormous audience. Social media can help organizations engage
in the conversation while at the same time promote awareness of

Steps to Creating Effective Communication Platforms
Check out these Facebook, Twitter and Instagram

tips on effective posting and effective audience

Once the page is complete, engagement. For example:

register it with the U.S. Army.
° Y - Be consistent in the quality and types of posts

the organization’s main communication priorities. But not all U.S.
Army organizations use social media effectively. Suboptimization
of social media can be attributed to organizations rushing into
social media before determining what the organization aims

to achieve with social media platforms. Using social media
effectively is a process, and it requires strategy, goals, manpower
and foresight. The checklists on the following pages will help you
as you develop your organization’s social media account.

Step 1:

Determine if you need a social
media account. What effects
do you plan to achieve with
your social media account?
Who is the audience you are
trying to reach and why? How
do you represent your leaders?
Do you need a personal, public
figure, or organization page?
Make sure you have a way
forward, the manpower to
effectively manage your social
media account, and a set of
goals.

Developing a social media
outreach plan requires a lot
of thought, so make sure you
know how you plan to use
social media as part of your
overall communication plan.

Step 2:

Review all of the U.S. Army
social media content available.
This handbook is a great start,
but there are many materials at
your disposal.

The U.S. Army maintains a
SlideShare site where there
are dozens of Social Media
Roundups. These are brief,
10-15 slide presentations that
discuss various social media
topics.

Be sure to also review the
other documents on the site.
This will help you understand
the policies surrounding social
media use.

Additional resources can be
found at the top of the U.S.
Army Social Media Directory.

Step 3:

Once you have done your
research and are ready to set
up a social media account, be
sure to do so in accordance
with the DoD and U.S. Army
guidance.

Step 4:

It is important to provide
up-to-date unit contact
information on your social

media platforms. Facebook
pages and YouTube channels
are required to provide a
government email address
and other official contact
information as applicable for
the unit. However, since some
platforms like Twitter allow
less space for this information,
it is sufficient to provide just
an email address.

Step 5:

Each social media account
must have a terms of use
statement that informs

visitors of what is authorized
when interacting on the
platform. This terms of use
statement should include a
general disclaimer, privacy
and security disclaimers,

a copyright and trademark
disclaimer, moderated account
disclaimer and a Freedom of
Information Act notice. For

an example of a terms of use
statement, review the U.S.
Army’s terms of use statement
on the U.S. Army’s official

The registration process is
quite simple. Ensure you meet
the submission guidelines
listed at the U.S. Army Social
Media Directory. Type in your
information then click the
“submit” button. Qualifying
accounts will be registered and
forwarded to the appropriate
platform for verification as an
official account.

Step 7:

The process is not over once
you are up and running. Make
sure you post relevant, quality
content and keep your social
media account active.

Step 8:

After you have done the basic
research, set up your social
media account and submitted
it for registration you should
work with your team to develop
a social media strategy. This
helps your organization, refine
its focus. During this phase of
the planning process, it’s also
helpful to look at how other
U.S. Army organizations are
using social media. The U.S.
Army Social Media Directory
provides links to all of the U.S.
Army’s registered social media
sites. The DoD also maintains
an extensive registry of military
social media accounts. Both
the DoD and U.S. Army sites
enable account managers to
research successful examples.

you create. Use high-quality photos or videos
of Soldiers doing their jobs. Avoid grip and grin
photographs.

Ensure your photos, videos and text reflect U.S.
Army Values, current published communication
priorities and your organization’s intent.

Use a content calendar, for example: Motivation
Monday; Technology Tuesday; What is Happening
Wednesday; Throwback Thursday; Feature Friday;
Sneak Peek Saturday; and Soldier Sunday.

If it has been a week since an event has occurred,
it's time to forecast the next event not post photos
from the old event.

It is ok to post the same message on different
platforms. But vary the wording, photos and videos
to make the posts feel different to your audience.

Use social media as a way to have a conversation
with your audience. Respond to comments on your
posts to help guide the tone and direction of the
conversations. It lets your audience know you're
listening.

Remember to keep the bottom line up front. Post
short and informative content. Make sure what you
want your audience to know is easily identifiable.

Every element of your profile — your photo, header
and biography — should reflect your organization’s
identity and personality.

Create a unique personality that entertains yet
educates your audience.

Use platform analytics to review post performance,
peak audience engagement periods and identify
effective TTPs you can employ.

U.S. Army Slideshare

U.S. Army Social Media Directory
U.S. Army’s terms of use statement (Facebook)
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DoD Social Media user agreements
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Instagram Help Center
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Checklist for Establishing an Official Social Media Account

]

[ ]

[ ]

[ ]

Get command approval.
See the Secretary of the U.S. Army Memorandum, Delegation of Authority - Approval of
External Presences memo.

Review official social media policies, guidelines, resources and required training.
Before you get started with social media, it is important to understand DoD and U.S. Army
social media policy. U.S. Army social media resources can be found at the top of the U.S.
Army Social Media Directory and on the U.S. Army’s Slideshare account.

Determine your audience.

Identify your intended audience and research their social media habits. This includes Soldiers,
Families, veterans, U.S. Army civilians and the general public. Your stakeholders, politicians,
community leaders, and criminals, imposters, adversaries or enemies are also watching.

Determine your strategy and goals.

What do you want to achieve/communicate? It could include distributing command
information, connecting to a community, building esprit de corps, etc. Define your tactics that
support those goals and how to measure success.

Determine staffing.

Ensure you have appropriate staffing and resources (personnel, equipment, connectivity,
SOP’s) to meet the requirements needed to maintain the platform. Identify primary and
alternate social media managers and how alternate managers to take over established duties.

Research and select social media platforms.

Determine whether you can efficiently and effectively maintain and manage a social media
account. Your audience’s demographic will determine what platforms are most effective for
reaching them in a meaningful manner. A person’s age group, occupation, military affiliation,
nationality and education influences what platforms he or she will be active on.

Select your name and branding.

Consider using a name that is easily remembered and logical. Avoid nicknames, callsigns,
acronyms or mottos the public may not know. Use the official U.S. Army logo and other
branded graphics to develop a cohesive identity that supports Department of the Army efforts.
For more information on branding visit the U.S. Army Branding Portal or Create page.

Draft content strategy.
After identifying your audiences, selecting the platforms and approving branding, begin
drafting a posting strategy based on your audience’s engagement patterns.

Develop policies, SOPs and training.

The organization’s social media team must develop organization-specific social media policies,
procedures and training materials. Ensure the material is readily available and provide training
to individuals at all levels of your organization, including Family Readiness Groups.

Secretary of the U.S. Army Memorandum

U.S. Army Social Media Directory

U.S. Army Slideshare

Social Media and Operations Security Training Course
Social Network Class

Enterprise Army Branding Portal

Army.mil Create
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www.army.mil/media/socialmedia/
www.slideshare.net/usarmysocialmedia
https://ia.signal.army.mil/login.asp

www.usarmybrandportal.com
www.army.mil/Create

Official U.S. Army Social Media Account Requirements

[ ]

Found on the U.S. Army Social Media Directory

Point of contact
The account must list a valid .mil or .gov email address.

Official URL
The account must have a URL to an official U.S. Army website. Use your command’s website
or www.army.mil if your organization does not have a website.

User Terms of Agreement

A account must have a user terms of agreement statement listed on the social media platform.
An example of the specific wording can be found at GSA’s Negotiated Terms of Service (TOS)
Agreements web page.

Labeled as an official account

In order for an organization to maintain an official social media account it must clearly identify
that the account is “official” somewhere on the page in accordance with DoD and U.S. Army
policy. An example of the specific wording can be found in the left-hand column of the U.S.
Army’s Facebook page at or at the top of the U.S. Army’s Twitter account.

Open to the public
All official accounts must be open to the public. Private groups, accounts or feeds will not be
registered on the U.S. Army’s social media directory.

Labeled Government Organization

Only official accounts on Facebook can be registered and should be labeled as a “government
organization.” The use of a Facebook profile, community or group page for official purposes
violates the government’s terms of service agreement with Facebook.

Approval
Submit the social media account for registration and approval on the U.S. Army Social Media
Directory.

Security

Ensure your security settings are maximized and include two-step verification if available by
the platform. For tips on securing your social media account review the Social Networking
Safety Tips published on the U.S. Army Criminal Investigation Command’s website.

http://armypubs.army.mil/epubs/Active Collection 1.html

http://iaseapp.disa.mil/eta/sns_v1/sn/launchPage.htm

GSATOS

U.S. Army Facebook
U.S. Army Twitter
U.S. Army Social Media Directory
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www.digitalgov.gov/resources/negotiated-terms-of-service-agreements/
www.facebook.com/USarmy

www.twitter.com/US Army

www.army.mil/media/socialmedia/

U.S. Army CID Social Networking Safety Tips www.cid.army.mil/documents/CCIU/2can/SocialNetworkingSafety Tips.pdf
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Social Media Directory

Registration

Registering organizational social media

sites through the U.S. Army Social Media
Directory is not just encouraged, it is required.
According to DoD Instruction (DODI) 8550.01
— DoD Internet Services and Internet-based
Capabilities, official online presences must be
registered on the external official presences
list, maintained by the assistant secretary of
defense for public affairs. Once your social
media site is reviewed, approved and registered
on the directory your organization will be

in compliance with DODI 8550.01. You can
find registration information and submission
guidelines at the U.S. Army Social Media
Directory.

Directory

The U.S. Army’s Social Media Directory
includes links to thousands of official U.S.
Army social media sites on Facebook, Twitter,

Flickr, YouTube, Instagram and other platforms.

It allows users to search for social media sites
stored in the directory. Each entry has an icon
for each social media site the organization
maintains. This makes it easier to search for all
of the social media presences belonging to a
specific U.S. Army organization.

Audits

OSMD conducts periodic audits of the Social
Media Directory to ensure units are complying
with applicable guidelines, SOPs, policies and

regulations. Units are notified of violations
found during the audits and may be removed
from the directory if the violations are not
corrected.

Registering your social media presence is quite
simple. Once you have reviewed the DoD and
Army requirements for operating an official
social media presence and your social media
site meets all of the submission requirements,
use the upper right side of the U.S. Army Social
Media Directory to submit your link. Once
submitted, the U.S. Army Office of the Chief
of Public Affairs’ (OCPA) Online and Social
Media Division (OSMD) will review the
submission to ensure it has all
the elements required of
official social media sites.

Once sites are approved
for inclusion, your official
social media site will be

added to the directory.
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Q@
be sent to the platforms as Arey U pered 20 oy — /
. . . e (eq™@ 058 et Mg e /
appropriate for consideration Th A it
for verification. When a social Socl T S o™ st e G e /\ —
. 5 008" rce 07 ° ya 5T, offict e SSistay, S
media manager leaves their and ff‘;ﬁ soci® “;"0; 4BV e a“a?wc\a\rz / Ty e
6,0 o o o pu nd ap! \ prrey = of (3\1\0“ arig. ¢, iy, (Acq,

osition with your organization O rewed 300 o P ance & e ape " Sary 5 vy o0, Logr,

p y g ’ re\l:‘ﬁea"e 5\1\3\?;( e \a‘z‘;etomﬂro?\o wal Weris ig. s g s ong TeChnorg,,

be sure to email OSMD to update and & gmie O Cioes MO and SO Mot 9 Genery  sagagy,

i A 3 il i (8‘—'9\“,_\ 0 et Y ocPh O"‘@“S_a‘mﬁ‘“ e Tos Dlsm,-,bomeo '

the U.S. Army’s social media e e O e " o

: To e vo p¢ 1al W gy
contact list. quire soch ST
: \U‘ - A\'m et or Bndfzegirne,,tMCsM
¢fichd -
O exol @ = g Service
@_‘.w\\\:e Gle Co,
= .—.,c.e\?oa“ “ o \ ¥ [ Ecp

Page Resource Guide

T ey T L M

Joint Base Lirmiy-HoChard

B R

w1481

0

N @

Maintaining Official Social Media Account

Enforce organizational posting policy and
monitor comments

Have an organizational social media policy
(Enclosure). However, just because a

posting policy is in place with organizational
requirements, terms of participation and posting
guidelines, this does not mean everyone will
abide by them. Make sure to review wall posts
and comments on your page frequently and
remove those that violate the policy or terms of
usage. Keep in mind that social media does not
take a break for the weekend. In some instances,
weekend activity on Facebook can be busier
than during the week, so have a plan to monitor
and engage the organization’s wall every day,
even on days off, holidays and weekends.

Interact with audiences

Social media is more than just a platform

to push command messages; it is a social
community. Platforms such as Facebook and
Twitter help people bridge geographical gaps to
connect, talk and interact. Using social media
can be valuable to a communication strategy, but
it needs to be more than a sounding board for
organizational messages. Social media should
be used to facilitate the conversation, engage
the population and keep people interested in the
discussion to bring America closer to its Army.
Each organization’s audience will have unique
social media usage patterns. Developing a
content strategy and using platform analytics

will identify how often and what times you
should post content. For example, OSMD
publishes three to four posts per day on
Facebook and five or more on Twitter. The
U.S. Army Flickr and Instagram accounts are
reserved for the best images. Analytics show
that the U.S. Army’s audience engages with
Facebook content primarily during the day,
and with Twitter content in the evening. An
interesting note is that overall engagement rates
mirror prime time television schedules.

Listen to the audience

Pay attention to the tone of comments made

on your account and evaluate how your
messages can shape those responses. Social
media managers can use previous responses

to tailor organizational messages to better
engage with an audience. Ask for feedback and
suggestions, and then act on user responses.
Becoming a trusted resource that interacts with
stakeholders builds a stronger relationship
than an organization that is perceived to

direct communication one-way, solely at their
audience.

Mix it up

Balance the messages. It is important to
post command messages and organizational
information, but try to keep the page

entertaining enough for people to want to
follow. Do not be afraid to have fun by posting

Page Resource Guide

DoD Social Media Registry
U.S. Army Social Media Directory
Online and Social Media Division email

www.defense.gov/Sites

U.S. Army Social Media Policy Template www.slideshare.net/USArmySocialMedia/social-media-policy-draft-for-us-army-units

www.army.mil/media/socialmedia/
usarmy.pentagon.hqda-ocpa.mbx.osmd-inquiry@mail.mil

Example Organization Policy Template Enclosure, page 37



http://www.army.mil/media/socialmedia/
http://www.army.mil/media/socialmedia/
mailto:usarmy.pentagon.hqda-ocpa.mbx.osmd-inquiry%40mail.mil?subject=U.S.%20Army%20Social%20Media%20Directory%20update
www.slideshare.net/USArmySocialMedia/social-media-policy-draft-for-us-army-units

interesting links, asking trivia questions,

or posting history, family oriented themes

or National and U.S. Army observances.

Try posting a photo of the day or asking

a weekly question. Social media is social,

so it 1s important not to fall into the trap of
talking at your audience, instead of with

your audience. The ratio of news, command
messages and entertainment will vary based on
your commander’s intent, your organization’s
mission and your audience’s demographics. For
example, the U.S. Army’s audience on Facebook
has a stronger engagement rate with photos and
videos depicting dynamic, motivational, training
or deployment events. However, our Twitter
audience responds well to breaking news and
trending topics.

Engage with your audience

Once a social media account grows to a

certain size, the population will likely use

it as a resource and forum to ask questions.

It is important to spend time responding to
questions to establish a valued relationship with
users. One-on-one conversations will show the
community that their voices are being heard.
Sometimes that interaction is as simple as
thanking them for sharing a memory or thought.
Other times it requires researching a topic for
an answer, possibly referring the audience

to other organizations and providing links to
resources. Again, your commander’s intent,
your organization’s mission and your audience’s
demographics will drive your interaction.

Measuring performance

Ten years ago, the success and reach of a

news story could be measured by the size of a
newspaper’s circulation or the number of clicks
on a website. Today, measurement is about more
than just numbers. It is about trends and human
feedback. Social media sites like Facebook,
Twitter, Google and YouTube provide their own
free analytic tools that allow administrators

to track views, impressions, comments and
engagement. Some analytic tools provide graphs
and charts, but ultimately the presentation of
information depends on the platform. These

different presentations make for a richer
statistical analysis. Additionally, using free
analytic tools can help a unit demonstrate the
usefulness of a social media platform, and even
highlight the success of a specific social media
campaign. Some platforms, like Instagram, do
not offer native analytics.

U.S. Army Facebook analytics example

Post Reach > Engagement >
11,85_4,014 : 655,_378
11,849,052 505,789 L)
This week 30,288
Lastweek
57,447 _ —
880,857

Facebook and Twitter provide robust native

analytic reports that account managers can utilize

to determine the best time of day to post, the best
day of the week to post and what type of content
users prefer. This also allows managers to provide
feedback to leaders on the effectiveness of specific
posts and identify trends in the social media
community. The analytic reports are free and provide
a reliable resource that public affairs offices can use
to illustrate the impact of a social media campaign.

U.S. Army Twitter analytics example

57uzsn  65Memen  129Kszam

Jan 2016 « 20 days so s

Top mention ezmea 138

g #ArmyBowl

Left no doubt

@skinnygb10 is the @
the Year - prep football'
award. #ArmyBowl
pic.twitter.com/pigd8yKi

Page Resource Guide

Facebook: About Page Insights
Twitter: Analytics

Google: Analytics
YouTube Analytics

www.facebook.com/help/336893449723054/
https://analytics.twitter.com/

www.google.com/analytics/
www.youtube.com/analytics?0=U

Using Social Media for Crisis Communications
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Crisis management

Using social media to communicate with
stakeholders during a crisis has proven to be
effective due to its speed, reach and direct
access. In recent crises, social media has
helped distribute command information to key
audiences and media, while also providing a
means for dialogue among the affected and
interested parties safety.

Build trust and credibility before a crisis

The time to start using social media and
building your audience is not in the middle of a
crisis. The best course of action during a crisis
is to leverage existing social media accounts.

If you have a regularly updated channel of
communication before a crisis hits, then your
audiences will know where to find information
online To build credibility, you need to establish
a presence on social media platforms before

a crisis even occurs. A large social media
following does not happen overnight; be patient
and execute your social media strategy. The
better you are at providing relevant information
and engaging your audience, the faster your
following will grow. Establish partnerships with
law enforcement, disaster response agencies,
hospitals and news outlets, and invite them to
participate in crisis response drills. If a real
crisis occurs you can rely on these partnerships
to assist you during your response.

Officials answer
questions

during a press
conference

April 3, 2014,
about the April 2
shooting incident
at Fort Hood,
Texas.

(U.S. Army photo
by Sgt. Ken
Scar, 7th Mobile
Public Affairs
Detachment)

Promote your social media account as the
official source for information

During a crisis it is important that you highlight
your social media efforts. Make sure the public,
media and coordinating agencies are aware

of where you will be releasing information.
Announcing the details of a release, or directing
your audience to a website where they can
download the release, gives you the opportunity
to have your message heard first and is an
effective counter to rumors that can take hold
and spread.

Post cleared information as it becomes
available

Social media moves information quicker than
ever, so when a crisis hits, do not wait for a
formal press release. When you have solid,
approved/cleared information, post it. This
includes information about negative news
items, as well. You can continue to post updated
information as it becomes available. Not posting
updates quickly during a crisis, or not keeping
the community informed, may damage the
organization’s credibility. Rumors spread faster
than ever with social media. Posting accurate
information first, and providing subsequent
updates, builds credibility and puts your
message at the forefront of your audience’s
mind.
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North Carolina National Guard Soldiers, assigned to 882nd Engineers Company (Vertical),
505th Engineers Battalion, assess the damage of a road in Eastover, S.C., October 13,
2015. The North Carolina National Guard has been ready to support the South Carolina
Emergency Management Division and other state and federal partner agencies as South
Carolina recovers from the effects of severe flooding throughout the state. (U.S. Army
National Guard photo by Sgt. Brian Godette, 382nd Public Affairs Detachment)

Monitor content and conversations

Use search engines and other monitoring

tools to track discussions on various topics.
Google and other search engines have systems
you can set up that email you news reports

on particular topics. There are also websites
that track hashtags, create usage reports and
provide snapshots of current social media
posts. Understanding where conversations are
originating and the overall sentiment on social
media is critical to the strategies and tactics you
may use in crisis communications.

Answer questions

Be prepared to engage and answer your
audience’s questions. Anticipate likely questions
the public may have and prepare responses
ahead of time. Research current government and
corporate crisis communication efforts and how

the public responds to them. Look for how you
can apply what you learn to your organization.
The best way to stop rumors is to be the first to
release accurate information.

Share information

Share critical information with a network of
trusted social media sites, such as other U.S.
Army command sites, government and official
non-governmental sites like the American Red
Cross. The social media community is large and
it is possible to reach a lot of people through an
extended network in the social media space.

Analyze results

Once the crisis is over, analyze what happened.
Evaluate metrics and track audience feedback.
It is important to evaluate how a social media
account performs during a crisis so adjustments
can be made for the future.

Impersonations

Imposter, unofficial, fan and parody accounts

The practice of impersonating Soldiers for
financial gain is common. When imposter
accounts are identified, it is important to report
the accounts to the host platforms. Twitter
allows users to create parody, satire, newsfeed,
commentary, and fan accounts that mimic
organizations, if they indicate that they are
“unofficial” or “fan” accounts.

Identifying an imposter

If you suspect you have identified an imposter
account you should confirm the account is
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