


























































































































Appendix A. Scope and Methodology

This assessment was conducted in accordance with Quality Standards for Inspections.*’
Those standards require that we plan and perform the assessment to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based
on our assessment objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our assessment objectives.
We conducted site visits and a majority of the interviews for this assessment from March
2009 through September 2009, with additional clarifying interviews extending to the
publication of this draft report.

The overall assessment scope was broad, encompassing DoD counterintelligence,
intelligence, security, and program personnel to protect CPl. We did not assess research,
sustainment, or demilitarization phases, nor did we include special access programs in the
scope of this assessment. Our scope did not include Section 254 of the FY 2009 National
Defense Authorization Act, “Trusted Defense Systems.” Section 254 requires the Office
of the Secretary of Defense to conduct assessments of selected acquisition programs to
identify vulnerabilities in the supply chain of each program’s electronics and information
processing systems that potentially compromise the level of trust in the systems. The
Offices of the USD(AT&L) and the Assistant Secretary of Defense (Networks and
Information Integration)/DoD Chief Information Officer led a detailed effort, in
conjunction with other DoD elements, to conduct the vulnerability assessments and
reported to Congress as required.

For our methodology, we issued an overarching announcement letter to the Department
on June 18, 2008, “Assessment of DoD Efforts to Protect Critical Program Information”
(Project No. D2008-DINT01-0242.000), which encompassed the eight key issue areas.
The eight issue areas related to CPI identification and program protection planning
evolved from a series of inspections conducted by the Service Inspectors General and an
overarching integrated process team chartered by the Deputy Secretary of Defense in
2000. The overarching integrated process team identified 27 tasks that would enhance
the Department’s ability to identify and protect CPI, the effectiveness of the foreign
visitor program, and the effectiveness of counterintelligence and security support to
RDT&E facilities and the acquisition process. We categorized these 27 tasks into the
eight key issue areas that are the objectives of this pilot and the subsequent assessments.
Within the framework of these eight issue areas, we specifically focused on and assessed
standardization of protection processes and their application, oversight of the protection
process and its implementation, and responsibility for protection. The eight issue areas
are the cornerstone issues of RTP and will be the focus of our future oversight efforts.

On December 12, 2008, we forwarded a letter co-signed by the DoD Office of Inspector
General, Deputy Inspector General for Intelligence and the Deputy Under Secretary of
Defense (Acquisition and Technology) to the Service Acquisition Executives informing
them of the program protection pilot and the need to assess how well the Department
identifies and protects CPI and the attendant program protection planning process.

7 The standards were published by the President’s Council on Integrity and Efficiency and the Executive
Council on Integrity and Efficiency, which the Inspector General Reform Act of 2008 combined in creating
the Council of the Inspectors General on Integrity and Efficiency.
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