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       FOREWORD

The SPAWAR Strategic Vision 2015-2022 describes the long range end-states that we must achieve to fully align to the 
-

A 
Design for Maintaining Maritime Superiority
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Accelerate & Streamline Delivery 
• 

• -

• 
• Established a comprehensive and executable plan to enhance ship installation performance
• 
• 
• 

to seven months in one year
• 
• 
• 

Enable Modern IT Service Delivery 
• 

commercial cloud providers 
• 

• 

• 
• 
• 
• 

Own Cyber Technical Leadership 
• 
• 
• 

• 

• 

• 

process
• 

• 
• 
• 
• 



Reduce the Cost of Operations: 
• 

data 
• 

• -

• -

-

• 
and expense of contract management activities

• 
• 

Optimize Our Organization & Workforce: 
• 
• 
• 
• -

• 
• 

• 
• 
• 
• 
• 

Rear Admiral David H. Lewis,
Commander, 
Space and Naval Warfare
Systems Command

Mr. Patrick Sullivan,
Executive Director, 
Space and Naval Warfare
Systems Command

R
•

O
•
•
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Foundational Principles

RELEVANT - We will 
assess our progress 

and adjust as required in 
order to provide secure, 

affordable and 
unparalleled cyber 
capabilities in and 

through a dynamic cyber 
operational environment.

RESILIENT - We build 
tough systems that 

deliver interoperable, 
intuitive and reliable  

capabilities by 
establishing and 

adhering to 
effective cyber 
architectures.

RESPONSIVE - We take 
the initiative and remain 

agile. We are accountable 
to solve tough problems 
and deliver innovative 
solutions that enable 
decisive operational 

advantage.

SPAWAR Strategic Plan
Execution Year 2016

VISION OVERVIEW

-

The Navy continues to integrate cyberspace operations as an essential component 

-

-

We will deliver capabilities that turn observations into actionable intelligence and sup-
-

in the cyber and electromagnetic environment by delivering advanced cyber capability 
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1. Accelerate and streamline delivery

2. Enable the delivery of advanced modern IT and cyber capabilities and transform what it means to operate and           

3. Provide the cyber technical leadership
4. Reduce the cost of operations 
5. Optimize our organization and workforce

-

-

-
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-

erational availability and the ability of our Sailors to develop and 
-

increase commonality in deployed 

-

for all classes of ships based on the 

deployed operational capability match-
-

pability baselines will be maintained 
for groups of ships over multiple years 

ACCELERATE AND STREAMLINE DELIVERY

capability baselines are integrated 
-

-

-

operate and maintain systems while 

and maintainers will be more capable 
of performing their system of  sys-
tems functions that enable information   

with proven performance and support  
will be accelerated with improved pre 

-

will streamline delivery due to the con-

-

-

MILESTONES
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MEASURES OF EFFECTIVENESS:

• 

• -

• -

• 

MEASURES OF PERFORMANCE:

• -

• Number of operational capability builds derived test              

• Number of operational capability builds derived test               

• Number of operational capability builds derived test               

through a combination of near term 
installation process improvement op-

-

technical and process changes to re-
duce touch time on ships for software 

MEASURES OF EFFECTIVENESS:
• 

• 
cost and schedule

• Number of applications pre-loaded in the lab
• 

MEASURES OF PERFORMANCE:
• 

• -
ings over time on similar installations as a measure of 
drawing cost to install

• Percentage of software pre-loaded
• 

• 

• 
component replacement with a long 

• Reduce touch time on ships for   
software installations including               
application pre-loading and       store-
front delivery

• 
SPAWAR installations with focus on 
affordability                                            

• -
-

• 

that reduce post award time delays

 Objective 1.B: Improve the Design for Installations & Decrease Installation Timelines & Cost 

MILESTONES
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-
-

-

activities are captured under four cate-

-

Identify: 

-

 

MEASURES OF PERFORMANCE:

• 

• 

successes demonstrating military utility
• 

schedule executes to plan 
• 

capabilities that reach desired end-state

-

Deliver:  
delivery levels with the goal to transi-

-
ations with training and logistics sup-

The result of these activities is an or-

-
-

-

Mature:
-

Integrate:  Transition technology to 

-

MEASURES OF EFFECTIVENESS:

• 
capabilities

• 
wants

• 

  Objective 1.C: Identify, Mature, Integrate, and Deliver Technical Capabilities

MILESTONES
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ENABLE MODERN INFORMATION 
TECHNOLOGY SERVICE DELIVERY

-
-

and applications while balancing the imperatives 

will be drawn from all competencies 

ware that resides on our servers and 
allows our systems and applications 

infrastructure will also include cloud 
services from both government and 

-
-

-

 Objective 2.A: Provide Modern IT Infrastructure Services

MILESTONES
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our end-user community across the 

-

-

focus on expanding these services is 

effectiveness of the customer and driv-

-
-

software to every agency across the 

-

from all competencies across the      

MEASURES OF EFFECTIVENESS:

• 
across the enterprise 

• 

• 

• 

MEASURES OF PERFORMANCE:

• 
• 

• 
operational performance 

• Speed to capability for innovation cell enterprise               

• 
schedule metric

-

-

-

Objective 2.B: Provide Modern IT User Services

MILESTONES
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MEASURES OF EFFECTIVENESS:

• -

• 

hosting costs 
• 

vendor-proprietary solutions

MEASURES OF PERFORMANCE:

• Percent of cloud-ready apps and systems within Navy  
• 
• Percentage of apps using automated patching
• Applications available in the Appstore
• 

users
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OWN CYBER TECHNICAL LEADERSHIP

the technical leader for interoperability and cybersecurity and  es-

-
tion management and an assessment of security posture to manage 

SPAWAR as s ththe e InInformr ation Assur-
ance (IA) TeT chchninicac l Auththority (TA) andnd 
chairperson of thehe IInfforormamatition Technol-
ogy (IT)/IA Technicaall Auuthority Board
(T(TAB) will lead the Naavvy’s Systems 
CoCommands (SYSCOMs) tto a common 
technicac l approach for impproving Navy
cybersecurity.. The followingng long term 
strategic goals are crcritical tto memeetinngg
this objective:

Defense in Depth Functctioionan l ImIm-
plementation Archih teecturure (D(DFIIA)A):
Develop a cocommmmonon defense in ddepth 
cybersece urity archchititecture wwhih chch wwililll
provo ide the technical backckbonee fforor ddee--
lilivering securee soolulutitionons fofor r ththee fufututurere 

DFIA Standardss:: DDevevele opo  a commomon
listst oof f ded tailed requireements to ensure
consistent implementn ation of DFIF A 
across the Navy SYSCCOMMss

Riskk Management Framewe ork
(RMF) Transis tionon: Leeadad ttheh  Navvy y to 
a coc mmonon RRMFMF ttecechnhniccala aapproacach to 
assessiningg tetechchnicacal l riisksk at ththe system 
lelevevel and ene susuringng tthehe vvalalididatatoror worrkk-
foforcrce e isis pproperly trainedd

SySyststem of SySyststemem ((SoSoSS) Risk k AsA -
sesessssmementt:  Leadd ththe Navyy tto a comm-
moonn tetechchninicacal apapprproach assessing 
cycybeber r tetechchninicacal l ririsksk at t tht e SoS andd
plp attfoformrm llevevelelss

CYCYBEBERSSAFE TeTechchninicacal l ApA proach:                                                               
Leeada  the Navy y toto a common                  
CYBERSAFA E techhniicacal apprroao ch to
includu e the implp ememmenentat tion aandd  ex-
ecution of CCYBYBEERSASAFEFE aannd the 

safeguards oof f critticicala ccomompoponeentnts to 
ensure      mim ssionn susucccesess s ini  a ccyy-
ber-cocontntesestetedd ennviv ronmn ent

Cybeberrsececururitityy FFigugurer  of Merit 
(CFOOM)M)M)M :::         PrP ovovo idide e a common              
tetechchnicaacal l appprp oaachch tto o asssessing the       
NaNavyvy’ss ppprorogrgramam of f recoc rd ((POPOR) 
ababililitittty yy y totot   ddevevele opp, prprocure, ssusstain                    
andd mammaaiinntatainin aa ccybybere -ready ssysystem 
(b(bududgegegetititingng, acququisisittion, sustainnmement)

Risk Management Framework (RMF) Transition

CYBERSAFE Technical Approach

Cybersecurity Figure of Merit (CFOM)

Objective 3.A: Align Navy to a Common Technical Approach for Cybersecurity

MILESTONES
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MEASURES OF EFFECTIVENESS:

• 
• 

• 
• -

vestments

MEASURES OF PERFORMANCE:

• 
• 
• -

sessed
• -

sessment 

-

to own cyber technical leadership for 
-

lowing strategic goals are critical to 

Structures: 
and leadership structure to manage 
oversight of SPAWAR’s expansive and 

-
tional and leadership structure will be 

-
tion of SPAWAR cyber initiatives and 

-

Communications: Annually publish 

Plan to provide overarching guidance 

-

Establish and maintain a cyber war 
room which showcases SPAWAR’s 

-
ture initiatives to support positioning 

Resourcing: -

-

Structures

Communications
• 
• 
• 

• 

Resourcing
• 

• 
• -

Objective 3.B: Establish an Enduring SPAWAR Organizational Alignment 
to Own Cyber Technical Leadership 

MILESTONES
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VISION:    

OWN CYB
TECHNIC

LEADERS

ACCELERATE AND 
STREAMLINE

 DELIVERY

ENABLE MODERN IT 
SERVICE DELIVERY

    PRINCIPLES:             Relevant   

Increase Commonality 
in Deployed C4I 

Improve the Design for 
Installations

and Decrease Installation 
Timelines & Cost

Identify, Mature, Integrate, 
and Deliver Technical 

Capabilities

Provide Modern IT 
Infrastructure Services

Provide Modern IT 
User Services

Align Navy to a 
Technical Appr

Cybersecu

Establish an E
SPAWAR Orga

Alignment t
Cyber Technical 

Certify and Delive
and Services t

Sustainable Cyb
Platform
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OPTIMIZE OUR 
ORGANIZATION

AND WORKFORCE

BER 
CAL 
SHIP

EN
D

 STATES
STR

ATEG
IC

       O
B

JEC
TIVES

 REDUCE THE COST OF 
OPERATIONS

   Resilient    Responsive 

Common
roach for 
urity

Enduring 
nizational 
to Own
Leadership

er Systems 
o Enable 
ber Ready 

ms

Make the Best 
  Use of Every Dollar

Optimize 
Lab Infrastructure 

at SPAWAR 

Optimize Information 
for Effective 

Decision Making

Forecast 
Demand and 

Optimize 
Workload

Manage Workforce 
Talent to 

Match
Demand

Plan for Success: 
Reduce

Rework and Optimize 
Resources



MEASURES OF EFFECTIVENESS:

Structures
• 

for cyber efforts across SPAWAR
• -

ing

Communications
• 

to Navy’s cybersecurity posture
• 

SPAWAR
• 

Resourcing
• 

MEASURES OF PERFORMANCE:

Structures
• 

Communications
• 
• -

cations Plan
• -

• 

Resourcing
• 

-

The execution of this strategic goal will 

-
fendable cyber baseline supported by 

-
-

prove the ability of Navy platforms and 
shore activities to maintain a current 
cybersecurity vulnerability posture and 

These actions directly support the co-

that cites attention to cyber hygiene is 
essential to creating and maintaining a 

 

to maintain the documented cyber 

documenting and certifying the deliv-
ered cyber baselines will be effective in 
the measurement and improvement of 
SPAWAR’s ability to comply with cyber 

-

Objective 3.C: Certify and Deliver Systems and Services to Enable Sustainable Cyber Ready Platforms 

-
duct a pilot and establish a repeatable process

MILESTONES
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MEASURES OF EFFECTIVENESS:

• 
• Accelerate SPAWAR delivery of vulnerability patches 
• Reduce vulnerabilities in the operational environment
• 
• 

• 

MEASURES OF PERFORMANCE:

• 
on delivery of cyber-compliant baselines

• -

• 

• 

• -

• Report on SPAWAR programs’ ability to comply with des-
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REDUCE THE COST OF OPERATIONS

Objective 4.A.1: Optimize Lab Infrastructure at SPAWAR

infrastructure across the SPAWAR 

efforts under the broader SPAWAR 

the appropriate footprint to support 

-
vide the SPAWAR enterprise with 

will conduct a survey to understand 

will help baseline the gap between cur-

-

-
pacity to test software installations up 

This will enable SPAWAR to mitigate 
-
-

sure faster installation with a smaller 

-

systems and shortening pier-side sys-

We have a responsibility to our na-

-

executing operations regardless of 

costs through improvements to ex-

-

MILESTONES
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MEASURES OF EFFECTIVENESS:

• 

• 

• 

MEASURES OF PERFORMANCE:

• 
• Percentage complete on lab infrastructure plan
• 

• Percentage complete on archibus implementation at    

-

-

management and exploitation of data 

data management program designed 

existing corporate data and busi-

Through successful implementation 

burden and costs associated with un-

and information silos while delivering 

intelligence team will focus on migrat-

-

-

deployment and maturation of eche-

-
ness by creating “a single version of 
the truth” shifting from intuitive based 

-

Objective 4.A.2: Optimize Information for Effective Decision Making
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MEASURES OF EFFECTIVENESS:

• 
• 

• 
enterprise solution

MEASURES OF PERFORMANCE:

• 

• 

• 

The scope of this effort will include the 
development of a SPAWAR sched-

an implementation plan and improve-
ments to processes used to plan and 

that allows visibility into and manage-

and scheduling to allow management

the development of common Service 
-

ment performance agreements be-

-

to have a better perspective of the use 
-
-

cesses and tools for consistently and 
comprehensively forecasting each re-

-

and monitor the milestones for each 

to meet the demand signal and antici-

Objective 4.B: Plan for Success: Reduce Rework and Optimize Resources 

Development and Use of Common Scheduling Tools and Practices

Contract Planning as Test Case

Development of Common Service Level Agreements (SLAs)
• 

• 
• 

MILESTONES

MILESTONES
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MEASURES OF EFFECTIVENESS:

Common Scheduling Tools and Practices
• -

lations through the use of schedules
• 

improvements   
• 

accurate timeline reporting

Contract Planning as Test Case
• 

• 
measured by comparing the number of planned contract 
awards to the actual number of contracts awarded

Common Service Level Agreements 
• 

for funded efforts across SPAWAR
• 

• 

MEASURES OF PERFORMANCE:

Common Scheduling Tools and Practices
• -

mon method of scheduling with variations depending on 

• Scheduling tool selection
• -

cilitate management decisions  

Contract Planning as Test Case
• 

• 

• 

Common Service Level Agreements
• Establish common SLA templates and business rules in 

• -

• 
help inform recommendations for changes in service de-
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 OPTIMIZE OUR ORGANIZATION AND WORKFORCE
SPAWAR will identify, validate and disseminate best-in-class 
practices, processes, methodologies, systems and technologies 
with the objective of improving the affordability and performance 
of cyber platforms and systems. SPAWAR’s adoption of best-in-

and equipment. In  addition, implementation of best practice 
guidance can reduce the need for regulatory policy by helping 
to create a culture of continuous process improvement. Achiev-
ing this superiority compels us to excel in modern information          
related disciplines, and  developing the workforce to execute this 
mission is the most essential ingredient.

Objective 5.A: Forecast Demand and Optimize Workload

-

-
op an annual systematic and repeat-
able process for establishing a future 

migrate from broad terms to detailed 

mid-term strategy is to incorporate the 

-

Near-term efforts will focus on civilian 
and military elements of total force 

this team will pursue a set of general 

MILESTONES
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MEASURES OF EFFECTIVENESS:

• 
distributed for comment

• 

• 

• 

allocation of the manpower supply
• 

MEASURES OF PERFORMANCE:

• -
-

ence
• 

process

 Objective 5.B: Manage Workforce Talent To Match Demand

SPAWAR talent management will focus 

-
fective talent management will enable 

following milestones are dependent

-

supports proceeding with negotiations 

on the pilot testing and potential se-
-

tool for managing our human capital 

Atlantic over the past two years to de-

• 
• 

• 

• 
contractor support services

MILESTONES
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MEASURES OF EFFECTIVENESS:

• 

• 

• 

    -  Lower number of unfunded positions

MEASURES OF PERFORMANCE:

• 
highest priorities

• 

-
-

cal warrant holders
• 
• 

demand or technology changes
• 
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Summary
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Targeted End-States Team Members
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ACRONYMS 

-
randum

Model

-
tion Architecture 

Team 

-
tion

-
ability

-
mand 

Training & Education

Programs 

-
mate

-
geting and Execution 

 

-
dum

-
dards

Plan 

-
ment 

-
ment
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