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WORK ROLE: 17AH

WORKROLE TITLE: Counterintelligence Officer

WORKROLE DESCRIPTION:
Counterintelligence (CI) Officers perform a variety of functions in the counterintelligence area including CI
preliminary inquiries, data research and analysis, CI training and awareness, briefings, and debriefings. They detect,
analyze, and mitigate foreign intelligence and terrorist threats affecting NGA personnel, technologies, infrastructure,
and/or capabilities. CI Officers also monitor security incidents, coordinate damage assessments, advise NGA leadership,
and conduct liaison with Intelligence Community, National, DoD, and local law enforcement agencies.	

COMPETENCIES/KNOWLEDGES:
Skills
Adaptability Advising/Consulting Courage
Creative Thinking Customer Service Data Analysis
Engaging and Collaborating Ethics Exploring Alternatives
Influencing Initiative Interpersonal Skills
Interviewing Investigation & Inquiries Learning
Multi-media Communication Oral Communication Organizational Representation
Process Analysis & Improvement Records Management Research/Information Gathering
Resource Management Risk Management Situational Awareness
Synthesis Written Communication

Knowledges
DoD CI Directives Fed Exec Order 12333(Info Sec) Foreign intel collection capbl
Frgn denial & decp tact & tech Genrl psych: persnlty, motives Geosp-Intel collection systems
Geosp-Intel prod processes Gnrl understand of TSCM servic IC, Nat, Interag, DoD CI orgs
Intrv, debrf & intrrg tactics Investigation practic & tchnqs NGA mission, vision, etc.
NGA organizational structure NGA policies & procedures Nat Sec Strat & PDD-75
National CI guidance Presid Dec Dir 35 (PDD-35) Princ of cnterintel& CI invest
Research & tech protection Sec class/contrl plcy & prcdrs Undrstndg of forgn intel srvcs

EDUCATION/LICENSES/CERTIFICATIONS:

ENVIRONMENTAL/PHYSICAL REQUIREMENTS:
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