enterprise

eMA§S New User Registration Process

Vission Assurance Support Service

eMASS Help Desk
This work aid is for new users to assist in gaining access

to eMASS, registering for an account, and setting up the
account.

NIPR: disa.tinker.eis.mbx.okc-
disa-peo-service-desk@mail.mil

SIPR: disa.tinker.esd.mbx.okc-
service-desk@mail.smil.mil

Accessing eMASS ((Windows security [S)
eMASS is a web-baged gppligation and is accessible via the URL Select a Certificate
address of an Organization’s instance of eMASS. Users should
check with their local eMASS System Administrator (SA) to "’—__.." USERTEST 0000000100 0
determine if any Organization-specific requirements need to be met. | f | Vo rom M0y =

R - . - -g- | ick here to view certificate prope...
A list of Organizational SA’s and instance-specific eMASS URLS —

4| USERTEST.0000000099

—
)

Issuer: BAH eMASS Root CA

may be found in the ‘References’ section located at the end of this
2({; Valid From: 3/17/2012 to 3/16/2017

document. |

USER.TEST.0000000098

—
)

G Issuer: BAH eMASS Root CA
i—,“’ Valid From: 3/17/2012 to 3/16/2017

After navigating to the URL for their eMASS instance, users will be
prompted to select their DoD PKI Certificate as shown in Figure 1. | USERTEST.0000000097

The user will then be directed to the eMASS Site Agreement screen GG E=tauskeity v
in Figure 2. Click the New User Registration button at the bottom

of the page to proceed.

[ ok ][ cancel

Figure 1: DoD PKI Certificates

eMASS Site Agreement

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS (which includes any device attached to this IS), you consent to the following conditions:

» The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing,
COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI)
investigations.

» AL any time, the USG may inspect and seize data stored on this IS.

» Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG authorized purpose.

» This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or
privacy.

» Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of

privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and
their assistants. Such communications and work product are private and confidential. See User Agreement for details.

New User
Reglstratlon L-I_-J

Figure 2: eMASS Site Agreement

New User Registration

Complete all required fields (identified in bold text and with a red asterisk) on the New User Registration screen
as shown in Figure 3. eMASS populates select information fields, such as First Name and Last Name directly
from the user’s DoD PKI certificate. Email Notification Preferences on the right of the New User Registration
screen allow users to configure which type(s), and how often eMASS will send notifications. The Workload
Tasks section at the bottom of Email Notification Preferences allows a user to set how often they will receive a
Workload Task summary email of required actions. Once the form is complete, click [Save].
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New User Registration

i | Instructions l

* First Name: Middle Initial: * Last Name: * Email:

EMAIL@userguide.mil

* Organization: * Phone: [(sxsmple: 3999999599) EMAIL NOTIFICATION PREFERENCES:
DoD ﬂ 304-050-4049
DATE APPROACHING (Daily message, as date approaches)
Title:
System Aluthorlzatlon Termination Date
Approaching
POA&M Vulnerability Scheduled Completion Date
Position: -
Approaching
UPDATE NOTIFICATIONS
* Grade: System Update Summary
CTR (POARM Vulnerability, Artifact, Security Control

Status)

Certificate Issue To: USER.TEST.0000000044; ; Booz Allen

Identity: Hamilton;STL;eMASS HUBHEEHARERSES

Serial No: 2¢ Workload Task Summary Frequency:
Issue By: BAH eMASS Root CA; Booz Allen Hamilton; Newver ﬂ

STI;eMASS

Issue On: 2/2/2012 1:25:19 PM Immediate Workload Task Emails
Expire On: 1/31/2017 1:25:19 PM Yes ﬂ

Fingerprints: 91EE3E536DDD4F1B4A0420B752ECFCSD8C1DE297

Cancel l

Figure 3: New User Registration

Verify Account Email
After clicking [Save], a confirmation message appears, as shown in Figure 4, and eMASS sends the user a
verification email.

Pending Account

Your eMASS user account request has been created and a verification email has been sent to
test@testbah.com. Please navigate to the link provided in the email inside your web browser to confirm
your email address. Your user account request will be sent to the eMASS System Administrator and
Organization Administrator after your email address is verified.

Figure 4: Pending Account

A user verifies their email address by navigating to their email verification link as shown in Figure 5. The
organization’s SA will then receive a workload task alerting them of a pending user account request.

Wed 4/27/2016 2:37 PM

eMASS E-Mailer (USAF) <No-Reply@csd disa mil>

[External] New User Registration Account Email Veerification
To Carpenter, Jacquelynne [USA]
Thank you for your user account request to the eMASS system at https://emass-airforce.csd.disa.mil/. Please go 113 https:f,’emass—al’r‘force.csd.d\'sa.mH/PubIl’c/Ven’nymaHUgdate,’AcScZ?d9869d—45d}9d8b—039914b053dcia
verify your email address. Once your email address is confirmed, your user account request will be sent to the eMASS System Administrator and Organization Administrator for approval. If you did not request this e user

account, please go to https://emass-airforce.csd.disa.mil/Public/DenyEmailUpdate/6declbba-a326-498e-9620-ad2adfe 1532 to cancel this account request.

Request Details:

Certificate Identity: CARPENTER.JACQUELYNNE.M.1516741283; U.S. Government; DoD;PKI;CONTRACTOR; 4c-70-45, Issued By: DOD CA-31; U.S. Government; DoD;PKl, Issued On: 1/10/2016 7:00:00 PM, Expire On: 6/29/2016
7:58:55 PM, Fingerprints: 531E8BDBES4EACSD77B0OC3FDE292363E35552626

You receive eMASS notifications as a complement to your eMASS account at hittps://emass-airforce.csd.disa.mil/.

To manage when you receive these notifications, update your user profile in eMASS. For questions or help with problems with your eMASS account: disa.tinker.eis.mbx.okc-disa- peo-service-desk@mail. mil

Figure 5: Verify Email
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Once the user’s SA approves their eMASS account, the user will receive an email notification informing their
eMASS account has been activated as shown in Figure 6.

Wed 4/27/2016 9:46 PM
eMASS E-Mailer (USAF} <No-Reply@csd.disa.mil»
[External] Access Granted to eMASS

To Carpenter, Jacquelynne [USA]

Your eMASS account has been activated. Go to https://emass-airforce.csd.disa.mil/ to access eMASS.

You receive eMASS notifications as a complement to your eMASS account. You were sent this notification because your request for an e MASS account has
been accepted.

You receive eMASS notifications as a complement to your eMASS account at https://emass-airforce.csd.disa.mil/.

To manage when you receive these notifications, update your user profile in eMASS. For questions or help with problems with your eMASS account:
disa.tinker.eis.mbx.okc-disa-peo-service-desk@mail. mil

Figure 6: Access Granted to eMASS

If the user’s account registration is denied by their SA, eMASS will send the user an email with the comments
entered by the SA with the reason for denial. The user should address all issues identified by their SA and then
re-submit their account registration following the steps outlined above.
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References

Any questions regarding user accounts, verification links, Organization URLs, and eMASS roles should be
directed to the Organization’s POC. A list of Organization POCs is in Table 1. A POC list specific to each
Combatant Command (COCOM) is in Table 2.

eMASS instances highlighted in yellow are considered White Listed and accessible from a public domain,

while the rest are accessible through a .GOV or .MIL domain only.

Table 1: eMASS URLSs and Organization POCs

eMASS Instance URL POC Name & Email
Air Force NIPR: https://emass-airforce.csd.disa.mil | Charles Evans
SIPR: https://emass- charles.evans12.civ@mail.mil
airforce.csd.disa.smil.mil
Terence Goodman
terence.l.goodman?2.ctr@mail.mil
Robert Queen
robert.d.queen.ctr@mail.mil
Lisa Thurman (AFSPC)
lisa.thurman@us.af.mil
Alternate:
James Hale (AFSPC)
AFSPC.eMASS@peterson.af.mil
Air Force Sub Organization POC List
https://csl.eis.af.mil/sites/SAFCIOAG6/AG
S/afcks/Compliance/ AFAAP/Lists/eMAS
S AcctMgr/Allltems.aspx
Army NIPR: https://emass-army.csd.disa.mil Leslie South
SIPR: https://emass- leslie.d.south.civ@mail.mil
army.csd.disa.smil.mil )
Henry Fields
henry.l.fields2.civ@mail.mil
Army Sub Organization POC List
https://army.deps.mil/NETCOM/sites/RM
F/SitePages/SCA-Army.aspx
BTA NIPR: https://emass-bta.csd.disa.mil Valerie Smiley
Business SIPR: https://emass-bta.csd.disa.smil.mil valerie.smiley@dla.mil
Transformation
Agency
DAU NIPR: https://emass-dau.csd.disa.mil Chris Johnson
Defense Acquisition chris.johnson@dau.mil
University
DCAA NIPR: https://emass-dcaa.csd.disa.mil Mark Frank
mark.frank@dcaa.mil
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eMASS Instance

URL

POC Name & Email

Defense Contract
Auditing Agency

DCMA

Defense Contract
Management Agency

NIPR: https://emass-dcma.csd.disa.mil

Dale Canty
Dale.d.canty.civ@mail.mil

DeCA

Defense Commissary
Agency

NIPR: https://emass-deca.csd.disa.mil

SIPR: https://emass-
deca.csd.disa.smil.mil

April Brewer
april.brewer@deca.mil

DFAS

Defense Finance and
Accounting Services

NIPR: https://emass-dfas.csd.disa.mil

SIPR: https://emass-dfas.csd.disa.smil.mil

Angela Starks
angela.d.starks2.civ@mail.mil

DHA

Defense Health
Agency

NIPR: https://emass-dha.csd.disa.mil
SIPR: https://emass-dha.csd.disa.smil.mil

SSgt. Erin Bloodgood
erin.f.bloodgood.mil@mail.mil

Corinne Dennie
corinne.r.dennie.ctr@mail.mil

Richard Sabatini
richard.j.sabatini.ctr@mail.mil

Mailbox
dha.ncr.cyber.mdx.emass-
administrators@mail.mil

DHRA

Defense Human
Resource Activity

NIPR: https://emass-dhra.csd.disa.mil

SIPR: https://emass-
dhra.csd.disa.smil.mil

Rikki Welsh
rikki.l.welsh.ctr@mail.mil

Don Anthony
donald.j.anthony4.civ@mail.mil
DISA NIPR: https://emass-disa.csd.disa.mil Bobby Hall
Defense Information | SIPR: https://emass-disa.csd.disa.smil.mil bobby .¢.hall2.civ@mail.mil
Systems Agency
Lauren Robinson
lauren.a.robinsonll.ctr@mail.mil
DLA NIPR: https://emass-dla.csd.disa.mil Valerie Smiley

Defense Logistics
Agency

SIPR: https://emass-dla.csd.disa.smil.mil

valerie.smiley@dla.mil

DMA NIPR: https://emass-dma.csd.disa.mil Kevin Utter

Defense Media SIPR: httos://emass- kevin.a.utter.civ@mail.mil
Agency dma.csd.disa.smil.mil

DoDEA NIPR: https://emass-dodea.csd.disa.mil Dr. Linda Sudi

Department of
Defense Education
Activity

SIPR: https://emass-
dodea.csd.disa.smil.mil

linda.Sudi@hg.dodea.edu

Gurdev Bajwa
gurdev.bajwa@hq.dodea.edu
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eMASS Instance

URL

POC Name & Email

Vastee Gilmore
vastee.gilmore@hq.dodea.edu

DPAA

Defense POW/MIA
Accounting Agency

NIPR: https://emass-dpaa.csd.disa.mil

SIPR: https://emass-
dpaa.csd.disa.smil.mil

Mike Abel
michael.e.abel.civ@mail.mil

Bill Yarian
William.r.yarian.ctr@mail.mil

DSCA

Defense Security and
Cooperation Agency

NIPR: https://emass-dsca.csd.disa.mil

SIPR: https://emass-
dsca.csd.disa.smil.mil

Ronald Greenfield
ronald.greenfield@dsca.mil

DSS

Defense Security
Service

NIPR: https://emass-dss.csd.disa.mil

SIPR: https://emass-dss.csd.disa.smil.mil

Barbara Jackson
barbara.jackson@dss.mil

Nancy Lopez-Zapata
nancy.lopez-zapata@dss.mil

DTIC

Defense Technical
Information Center

SIPR: https://emass-dtic.csd.disa.smil.mil

Sharol A. Leonard
sharol.A.Leonard.civ@dtic.mil

DTRA

Defense Threat
Reduction Agency

NIPR: https://emass-dtra.csd.disa.mil

SIPR: https://emass-dtra.csd.disa.smil.mil

Tamera Kumpe
dtra.belvoir.J6.list.dtra-c-and-a@mail.mil

DTSA

Defense Technology
Security
Administration

NIPR: https://emass-dtsa.csd.disa.mil

SIPR: https://emass-dtsa.csd.disa.smil.mil

Myriam Seay
myriam.e.seay.civ@mail.mil

Forge NIPR: https://emass-forge.csd.disa.mil N/A

HPCMP NIPR: https://emass-hpcmp.csd.disa.mil Miriam Britt

High Performance SIPR: https://emass- miriam.britt.ctr@hpc.mil

Computing hpcmp.csd.disa.smil.mil

Modernization Alternates:

Program Jaqueline Steele
jackie.steele.ctr@hpc.mil
LaTricia Sistrunk
latricia.sistrunk.ctr@hpc.mil

JIDA SIPR: https://emass-jida.csd.disa.smil.mil | Michael Harris

Joint Improvised-
Threat Defeat

michael.harris.ctr@jieddo.mil

Agency Ryan Becker
ryan.becker.ctr@jieddo.mil
Joint Staff NIPR: https://emass-joint.csd.disa.mil Miguel Curbelo

miquel.j.curbelo.mil@mail.mil
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eMASS Instance

URL

POC Name & Email

SIPR: https://emass-
joint.csd.disa.smil.mil

Cheryl Williams
cheryl.l.williams102.ctr@mail.mil

Jim Wagner
william.j.wagner34.ctr@mail.mil

MDA https://emass-mda.csd.disa.smil.mil Luke Madson

Missile Defense luke.madson@mda.mil

Agency
Terry Trussell
terry.trussell@mda.mil
Patrick Light
patrick.light.ctr@mda.mil
Ervinado Whittaker
ervinado.whittaker.ctr@mda.mil
Emily Kane
emily.kane.ctr@mda.mil
Greg Owens:
gregory.owens.ctr@mda.mil

NAVSEA NIPR: https://emass-navsea.csd.disa.mil Eric Mallo

Naval Sea Systems | (READ-ONLY SITE) eric.mallo@navy.mil

Command
Tonja Stewart
tonja.stewart.ctr@navy.mil
Emily Gawne
emily.gawne.ctr@navy.mil

NAVY NIPR: https://emass-navy.csd.disa.mil Eddie Reed
eddie.d.reed@navy.mil

Navy (ODAA) SIPR: https://emass- @navy

navy.csd.disa.smil.mil
NGB NIPR: https://emass-ngb.csd.disa.mil Kenneth Flowers
: kenneth.flowers4.ctr@mail.mil

National Guard SIPR: https://emass-ngb.csd.disa.smil.mil @

Bureau

OSD NIPR: https://emass-osd.csd.disa.mil Barbara Fink-Oster

Office of the SIPR: https://emass-0sd- barbara.s.fink-oster.ctr@mail.mil

Secretary of Defense

cio.csd.disa.smil.mil

Aurora White
aurora.l.white.ctr@mail.mil

PFPA

Pentagon Force
Protection Agency

NIPR: https://emass-pfpa.csd.disa.mil

Wilson "Keith" Dolan
wilson.k.dolan.civ@mail.mil
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eMASS Instance URL POC Name & Email

Pilot NIPR: https://emass-pilot.csd.disa.mil N/A

RACE NIPR: https://emass-race.csd.disa.mil Guy Weber

Rapid Access guy.weber@mail.mil

Computing

Environment

SECDEF NIPR: https://emass-sd.csd.disa.mil N/A

Secretary of Defense | SIPR: https://emass-sd.csd.disa.smil.mil

WHCA SIPR: https://emass- Stephen Waggoner

White House whca.csd.disa.smil.mil stephen.waggoner@whmo.mil
Communication

Services

WHS Navy Pilot Only WHS now falls under OSD and this site is
Washington currently utilized as the Navy pilot site.
Headquarters NIPR: https://emass-whs.csd.disa.mil The POC for the WHS URL is the same
Services SIPR: https://emass-whs.csd.disa.smil.mil | as the Navy POC:

Eddie Reed
eddie.d.reed@navy.mil

Table 2: COCOM POCs

eMASS Instance

URL

POC Name & Email

Joint Staff NIPR: https://emass-joint.csd.disa.mil Miguel Curbelo
SIPR: httos://emass- miqguel.j.curbelo.mil@mail.mil
joint.csd.disa.smil.mil Alternates:
Cheryl Williams
cheryl.L.williams102.ctr@mail.mil
Jim Wagner
william.j.wagner34.ctr@mail.mil
AFRICOM SIPR: https://emass- Kenneth Stacy
joint.csd.disa.smil.mil kenneth.d.stacy.civ@mail.mil
CENTCOM SIPR: https://emass- Renee Anderson
joint.csd.disa.smil.mil renee.anderson4.ctr@mail.mil
Ronald Ford
ronald.j.ford.civ@mail.mil
EUCOM NIPR: https://emass-joint.csd.disa.mil Thomas Clements

SIPR: https://emass-
joint.csd.disa.smil.mil

Thomas.a.clements4.civ@mail.mil

Valerie Parks
Valerie.l.parks.civ@mail.mil

Dominic Montez
Dominic.g.montez.mil@mail.mil
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eMASS Instance URL POC Name & Email

JWAC SIPR: https://emass- Ellen Moran

Joint Warfare joint.csd.disa.smil.mil emoran@jwac.mil

Analysis Center

JSSO SIPR: https://emass- N/A
joint.csd.disa.smil.mil

PACOM SIPR: https://emass- Joshua Margolin
joint.csd.disa.smil.mil joshua.margolin@pacom.mil

Austin Ramsburg
austin.ramsburg.ctr@pacom.mil
SOCOM SIPR: https://emass- N/A

joint.csd.disa.smil.mil

SOUTHCOM SIPR: https://emass- Rosalynn Jefferson-Miller
joint.csd.disa.smil.mil rosalynn.e.jeffersonmiller.civ@mail.mil
STRATCOM SIPR: https://emass- Rich Kock
joint.csd.disa.smil.mil kochr@stratcom.mil

Kevin Brokaw
brokawk@stratcom.mil

Roger Smith
smithrl@stratcom.mil

Chris Maxey
maxeyc@stratcom.mil

Albert Barreuther
barreuta@stratcom.mil

Dave Botsford
botsford@stratcom.mil

USTRANSCOM | NIPR: https://emass- Darrin Hawkins
ustranscom.csd.disa.mil Darrin.l.hawkins2.civ@mail.mil

SIPR: https://emass-

ustranscom.csd.disa.smil.mil Ralph Moran

ralph.g.moran.ctr@mail.mil

Gregory Wold
gregory.s.wold.ctr@mail.mil

|
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