DEPARTMENT OF THE ARMY
OFFICE OF THE DEPUTY CHIEF OF STAFF, G-1
300 ARMY PENTAGON
WASHINGTON, DC 20310-0300

REFLY TO
ATTEMTION CF

DAPE-CPP 2 3 APR 2013

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Extension of Schedule A Authority for Cyber Security Positions

1. On November 27, 2009, the Office of Personnel Management (OPM) granted the
Department of Defense (DOD) a Schedule A authority to staff certain cyber security
positions worldwide. The Schedule A authority was extended on December 18, 2012,
until December 31, 2013. The enclosed DOD memorandum provides guidance on the
use of the authority.

2. The authority is limited to positions that require unique qualifications not currently
established by OPM to perform functions such as cyber risk and strategic analysis,
incident handling and malware/vulnerability analysis, program management, distributed
control systems security, cyber incident response, cyber exercise facilitation and
management, cyber vulnerability detection and assessment, network and systems
engineering, enterprise architecture, intelligence analysis, investigation, investigative
analysis, and cyber related infrastructure inter-dependency analysis.

3. The authority applies to the following occupational series: security (GS-0080),
intelligence analysts (GS-0132), computer engineers (GS-0854), electronic engineers
(GS-0855), computer scientist (GS-1550), operations research (GS-1515), criminal
investigators (GS-1811), telecommunications (GS-0391), and IT specialist (GS-2210).
All positions will be at the General Schedule (GS) grade levels 09 through 15 or
equivalent. In addition to being limited to the series listed above, this authority may only
be used for positions that require the unique cyber security skills and knowledge
covered by this Schedule A authority to the extent that a selective placement factor is
both justified and used.

4. Please note the miscellaneous administrative and program (0301) series is omitted
from this authority. Use of this authority in the 0301 series is limited to US Cyber
Command and does not authorize its use outside this command. Effective immediately,
no appointments in occupational series 0301 may be made until further notice. We are
working with DOD and OPM to include the 0301 series for Army usage.

5. Positions filled under this authority must adhere to veterans’ preference procedures
when applicants have been solicited. In addition, the Command allocations issued in
April 2010 remain unchanged. Commands needing additional requirements please
contact the POC listed below for additional information.
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6. The Civilian Human Resources Agency and Civilian Personnel Advisory Centers are
advised that the authority for these appointments is Schedule A, 213.3106(b)(11), legal
authority code XZM.

7. Questions concerning this authority should be directed to Ms. Sylvia Godfrey at
sylvia.d.godfrey.civ@mail.mil or (703)806-3854, DSN 656-3854.

aN

Encl JAY D.

ASD(RFM) 27 Mar 13 memo Assistant
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ADMINISTRATIVE ASSISTANT TO THE SECRETARY OF THE ARMY
COMMANDER

U.S. ARMY FORCES COMMAND
U.S. ARMY TRAINING AND DOCTRINE COMMAND
U.S. ARMY MATERIEL COMMAND
U.S. ARMY EUROPE
U.S. ARMY CENTRAL
U.S. ARMY NORTH
U.S. ARMY SOUTH
U.S. ARMY PACIFIC
U.S. ARMY AFRICA
U.S. ARMY SPECIAL OPERATIONS COMMAND
MILITARY SURFACE DEPLOYMENT AND DISTRIBUTION COMMAND
U.S. ARMY SPACE AND MISSILE DEFENSE COMMAND/ARMY FORCES
STRATEGIC COMMAND
U.S. ARMY NETWORK AND ENTERPRISE TECHNOLOGY COMMAND/9™ SIGNAL
COMMAND (ARMY)
U.S. ARMY MEDICAL COMMAND
U.S. ARMY INTELLIGENCE AND SECURITY COMMAND
U.S. ARMY CRIMINAL INVESTIGATION COMMAND
U.S. ARMY CORPS OF ENGINEERS
U.S. ARMY MILITARY DISTRICT OF WASHINGTON
U.S. ARMY TEST AND EVALUATION COMMAND
U.S. ARMY INSTALLATION MANAGEMENT COMMAND
SUPERINTENDENT, U.S. MILITARY ACADEMY
DIRECTOR, U.S. ARMY ACQUISITION SUPPORT CENTER
(CONT)
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CF:

COMMANDER, US ARMY CYBER COMMAND

COMMANDER, EIGHTH US ARMY

COMMANDER, US ARMY RESERVE COMMAND

DIRECTOR, ARMY NATIONAL GUARD

DIRECTOR OF BUSINESS TRANSFORMATION

EXECUTIVE DIRECTOR, ARMY NATIONAL CEMETERIES PROGRAM

DIRECTOR, CIVILIAN HUMAN RESOURCES AGENCY

DEPUTY CHIEF OF STAFF FOR INTELLIGENCE, ATTN: DAMI-CP

OFFICE, ASSISTANT SECRETARY OF THE ARMY (MANPOWER AND RESERVE
AFFAIRS), ATTN: SAMR-CQ

OFFICE OF THE GENERAL COUNSEL, ATTN: SAGC (MS. JOHNSOCN)

OFFICE OF THE JUDGE ADVOCATE GENERAL, ATTN: DAJA-LE (MS. NUGENT)
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4000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-4000

READINESS AND FORCE
MANAGEMENT

MEMORANDUM FOR: SEE DISTRIBUTION
SUBJECT: Extension of Schedule A Authority for Cyber Security Positions

The Office of Personnel Maﬁagemen‘t {OPM) has approved an extension to the Schedule
A appointing authority for cyber security positions. The attached extended autherity is effective

through December 31, 2013,
Requirements:

» This appointing authority may not be used when other appointing authorities are suitable.
This authotity is intended to enable the Department to fill positions where the
Depattient has special requirements that are not currently reflected in the existing OPM
qualification standards.

e Only the U.S. Cyber Conimand is authorized to hire individuals in the 0301 series When
those positions require unique cyber secmity skills and knowledge.

o Appointments:may be either permanent or temporary in accordance with section 213.104
oftitle S, Code of Federal Regulations (CFR) ot-titme-limited to mirror the service
limitations stated in section 316.301{a) of title 5, CFR.

¢ This Schedule A appointing authority is not covered by section 302.101 (¢) of title 5,
CFR, “Positions exempt from appointment procedures.” Positions filled under this
authority for which applicants have been solicited must follow the veterans’ preference
provisions stipulated inrpatt 302 of title 5, CFR.

e Al appointments under this authority must be documented on the Notification of
Personnel Action, SF-50, with authority code “XZM/Sch A, 213.3106(b)(11).”

o The XZM authotity code may-betised togéther with nature of action codes 170,
171, 570, 571, or 760. Use of this code for new appointments exp1reb on

. December 31, 2013.

o NOTE: Accurate coding ofuse of this authority is critical for information
repo_rtiﬂg purposes,

» Use of the authority remains limited to-4 specific number of =posiﬁi‘tﬁir‘1's; and the allocations.
remain unchanged based on previously projected needs. If an adjustment to the
allocation is needed, a request should be submitted through the-appropriate chain.

AR 2 20



o The Office of the Secretary of Defense, Military Departrments, Deferise Agencies,
Department of Defense Field Activities with independent appointing authority, and other
entities and organizations that use this authority must submit quarterly reports detailing
its use until the authority expires. Reports should include the information shown on the
attached sample report. Please submit your reports to stalling@cpms.osd.mil, altention
Special Hiring Authorities. The next report is due on April 15, 2013, and subsequent
reports are due on the 15™ of the month following the end of the quarter until the
authority expires.

e Schedule A authority allocations are attached. Additional allocations are available, if
required.

Should you have any questions regarding the use of this authority, my point of contact for
this guidance is Mr. Jeff Nelson, DCPAS, Chief, Staffing Policy Advisory Branch. Mr. Nelson
may be reached at (571) 372-1540 or Jeffrey Nelson@cpms.osd.mil.

Paige Hinkle-Bowles
Deputy Assistant Sccretary
Civilian Personnel Policy

Attachments:
As stated
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ASSISTANT G-1 FOR CIVILIAN PERSONNEL POLICY
(DEPARTMENT OF THE ARMY)

DEPUTY ASSISTANT SECRETARY, CIVILIAN HUMAN
RESOURCES (DEPARTMENT OF THE NAVY)

DIRECTOR, PERSONNEL POLICY
(DEPARTMENT OF THE AIR FORCE)

DIRECTOR FOR MANPOWER AND PERSONNEL. (J1)
(JOINT CHIEFS OF STAFF)

DIRECTOR, HUMAN RESOURCES MANAGEMENT
(DEFENSE COMMISSARY AGENCY)

* CHIEF, HUMAN RESOURCES MANAGEMENT DIVISION

{(DEFENSE CONTRACT AUDIT AGENCY)

CHIEF, CIVILIAN PERSONNEL DIVISION

(DEFENSE THREAT REDUCTION AGENCY)
DIRECTOR, HUMAN RESOURCES
(MISSLE DEFENSE AGENCY)
DIRECTOR, CIVILIAN HUMAN RESOURCES MANAGEMENT
(UNIFORMED SERVICES UNIVERSITY OF THE HEALTH
SCIENCES)
DIRECTOR FOR HUMAN RESOURCES
(NATIONAL GUARD BUREAU)

DIRECTOR (CIVILIAN PERSONNEL MANAGEMENT SERVICE)

DIRECTOR FOR CORPORATE RESOURCES

(DEFENSE FINANCE AND ACCOUNTING SERVICE)
DIRECTOR, MANPOWER PERSONNEL AND SECURITY

(DEFENSE INFORMATION SYSTEMS AGENCY)
CHIEF, OFFICE FOR HUMAN RESOURCES

(DEFENSE INTELLIGENCE AGENCY)

DIRECTOR, HUMAN RESOURCES OFFICER

(DEFENSE SECURITY SERVICE)

EXECUTIVE DIRECTOR, HUMAN RESOURCES
(DEFENSE LOGISTICS AGENCY)

DIRECTOR, HUMAN RESOURCES
(NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY)

DIRECTOR, HUMAN RESOURC VICES

(NATIONAL SECURITY AGENCY)

(DEPARTMENT OF DEFENSE EDUCATION ACTIVITY)
DIRECTOR FOR HUMAN RESOURCES

(WASHINGTON HEADQUARTERS SERVICES)
EXECUTIVE DIRECTOR, HUMAN RESOURCES

(DEFENSE CONTRACT MANAGEMENT AGENCY)
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