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DEFENSE INVESTIGATIVE SERVICE

1900 HALF ST., s.w,
Washington. ©.€, 20324-1700

FOREWORD

This Suppl enent, together with the DoD 5220. 22-M “Industri al
Security Manual for Safeguarding Classified Information” ( ISM ,
establishes uniform security practices for commercial carriers
used by User Agencies, prinme and subcontractors, to transport
SECRET material. Recomendations for amendnents to this

Suppl ement shoul d be submtted to the Deputy Director
(I'ndustrial Security) , Defense Investigative Service through
respective Cognizant Security Ofices.

DoD 5220.22-C, “Carrier Supplenent” to the Industrial Security
Nhnuaf gor Saf eguarding dassified Information, April 1970 is
cancel ed.

Thi s Sugplenent IS Issued pursuant to and constitutes notice
Béescr| ed by Section 1A of the DIS Form 1149, “Departnent of
fense Transportation Security Agreenent. "

Distribution of this S%Eplenent by the Defense Investigative
Service is limted to User Agency activities and qualified
carriers. Qualified carriers shall also receive distribution of
oA the basic Minual. Al other requests for distribution shall be
acconpl i shed through government procurenment channels or by
direct purchase from the Superintendent of Docunents, U.S.
Governnent Printing Of ice, Washington, D. c. 20402.
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SECTI ON |
GENERAL
1. DEFILN TIONS

a. Jeared Carrier. A commercial carrier who has net the
following criterra ftor handling SECRET shipnents:

(1) Has a SECRET facility clearance issued by the
Def ense | nvestigative Service (DIS).

(2) Has authorization by law or regulation to provide
the required transportation service.

3) Has furnished Headquarters, MIlitary Traffic Mn-
agement mmand (HQ MTMC) with an applicable tariff, tender, or
agreenent that provides for Protective Security Service (PSS).

_ (4) Can provide the Protective Security Service (PSS)
requi renent established by a government transportation office.

b. Protective Security Service (PSS). A transportation
protective Service provided by a cleared conmerci al
carrier qualified by MIMC to transport SECRET shipnments. The
carrier must provide continuous attendance and surveillance of
t he shi pnent E¥ qualified carrier representatives and maintain a
DD Form 1907, Signature and Tally Record.

In the case of air novenent, however, observation of the shipnent
Is not required during the period it is stored in the carrier’s
aircraft in connection with flight, provided the shipment is

| oaded into a conpartnent that I's not accessible to any

unaut hori zed person aboard. Conversely, if the shipment is

| oaded into a conpartnment of the aircraft that is accessible to
an unaut horized person aboard, the shipment nust remain under the
constant surveillance of a cleared escort or qualified carrier
representative.

c. W@aliified Carrier Representative. A U S citizen enployed
b¥ra carrier of termnal 1nvolved 1 n the handling of DoD
shi

St pments under a Transportation Protective Service (TPS) and
01IS:

(12 Desi gnated by carrier or termnal nmanagenment to
attend (safeguard) a transportation conveyance.

1(252 Aware of the sensitivity of DoD material noving
under a TPS.

(3) Knowl edgeabl e of the safety, security and
emer gency procedures that nust be foll owed.

(4) Authorized to nove a transportation conveyance and
has the nmeans and ability to do so.



(5) When providing Protective Security Service (PSS), IS
cl eared under the DoD Industrial Security Programto handl e
SECRET shi pnents and possesses carrier-issued identification.

d. Refuge Location. A DoD activity that neets statutory
requirements for storing classified or protected (sensitive
material) (excluding Cass A and B explosives) and which can
provide security for such shipnents in energencies.

e. Safe Haven (DoD). A DoD Activity that nmeets the
quantity and distance requirenments of DoD 6055.9 STD. “DoD
Ammunition and Expl osive; Safety Standards” for storln% Cass A
and B expl osives and that can provide security for suc
shipments n emergencies.

f. Signature and Tally Record. A DD Form 1907 (Annex D) is
an integral part of PSS and provides continuous accountability
and custody of a shipnent from point of pickup to delivery to
the consignee. For comercial air shipnments, a signature is not
reqU|ned from the flight crew or attendees of the carrier's
aircraft.

'g. Jermnal. The area used by the carrier (to include an
of fice used as 1 nterchange/transfer p0|nté for | oading, unload-
Ing, tenporary storage, or transfer of a SECRET shipnent.
(Termnals |ocated on mlitary installations and operated by
mlitary personnel are subject to the regulations of the
Commander or Head of the User Agency installation.)

h. Transportation Protective Service (TPS). A conmerci al
carrier service performed according to DoD policy that provides
In transit physical security for s |Pnents_of classified
material. The TPS requirenent used for shipments of SECRET
material is PSS

1. udepartnent of Defense Transportation Security Agreenent
(DIS Form 1T4Y9). An agreement befween a cleared conmmercl al
carrier and the CGovernnent which stipulates that classified
Information wll be gffro riately protected by the carrier, as
outlined in the DoD 5220.22-M Industrial Security Manual for
Saf eguarding Cassified Information and Annex A of this
Suppl enent .

2. DESI GNATI ON OF COGNI ZANT SECURI TY OFFI CE (CS0)

a. The Director, DIS, has delegated authority for securit
oversight to cognizant Regional Directors of Industrial Securi
for cleared commercial carriers physically located wthin the
geogr aphi cal boundaries of their regions.

b. Al industrial security matters between the Governnent
and cleared commercial” carriers on safeguarding SECRET shi p-
ments shall be handled through or in coordination wth the CSQO



Al'l questions of interpretation wth respect to this
Suppl enment, or problens involving the safeguarding of SECRET
classified shipnments shall also be addressed to the CSO

3. GENERAL REQUI REMENTS. Cleared commercial carriers shall be
responsible Tor safeguarding all SECRET classified shipnments
under their control in accordance with the provisions of this
SuPpIenent and applicable sections of the basic Minual as
referenced herein. In furtherance of this requirenent, the
followng shall apply to all cleared comercial carriers:

a. Protective Security Service

(1) The cleared comercial carrier shall have on file
at HQ MIMC an applicable tariff, Governnent tender, or
aﬂreenent whi ch provides Protective Security Service (PSS)on
shipments of SECRET classified material.

(2? Cl osed and | ocked compartnents of vehicles shall
be used unless specifically exenpted by the shipper. Packages
wei ghi ng | ess than 200 pounds shall be transported in a | ocked
container, such as a CONEX, dronedary, or simlar equipnent.

b. Security Supervisor. A US. citizen enployee shall be
aﬁp0|nted f 0 supervise and direct security neasures necessary for
t he safeguarding of SECRET shipments. A security supervisor
shal | al so be appointed at each termnal used for SECRET
shi pnent s.

c. Limtation on Handling. Assurances shall be nade that
al | SECRET shirpnmenis are enirusted only to qualified carrier rep-
resentatives who have been issued a personnel security clearance
by the Governnent.

d. Safeguarding. Suitable protective neasures shall be
rovided withimithe (termnals for the safeguarding of SECRET
hi pments in accordance wth the provisions of this Suppl enent.

P
S

e. Individual Responsibility for Safeguarding. On a
recurring basrs, personnel shall be remnded of Their
continuing individual responsibilities for the protection of
SECRET shipments. Each enpl oyee shall be made aware of the

r

security procedures which pertain to his or her particular work
assi gnment and of any security deficiencies cited during
recurring inspections that require individual corrective

action.

f. Security Briefing. Prior to performance of duties, a
qual ified carrrer representative (or other personnel as specified
In paragraph 7 of this Supplenent?, shall be briefed on his or
her responsibility to safeguard classified information as
specified in paragraph 5g of the basic Manual and instructed to
read the portions of the espionage | aws, conspiracy |aws and




Federal Crimnal statutes applicable to the safeguardln% of
classified information appearing in Appendix VI of the basic
Manual . The security briefings shall include, as appropriate,
the procedures to be followed in each case of irregularities,

m shandl i ng of shipnents, or security conpromses and, as appro-
priate, those functions of a carrier escort prescribed in Appen-
dix | X of the basic Mnual.

g. Termnation of Departnent of Defense Transportation
Security Agreenment. Tn the event the DIS Form 1149, "Depart nent
of Defense Transportation Agreement” is term nated for any reason
by either party and is not superseded by a new DI'S Form 1149, all
SECRET shipments in the carrier’s possession shall be tendered to
t he shipper or consignee concerned. The Letter of Notification
of Facility Security Cearance for a Comercial Carrier, DIS
FL-19 (see Annex C) and the carrier’s copy of the DIS Form 1149
shal | be returned to the CSO. Required records for which the
retention period has not expired at the time of the termnation
of the DIS Form 1149 shall continue to be maintained by the
carrier until the expiration of the prescribed retention period.
These records shall be subject to review by the Government at any
time wthin the retention period.

h. Standard Practice Procedure (SPP). Prior to receipt of

cl earance, an SPP shallT be prepared, sufficient in detail toO

lace into effect all security controls required by the DI'S

orm 1149 and this Suppl ement which are applicable to the
carrier’s operations. The SPP shall be applicable and on file

t hroughout the organization, including all termnals. If
necessary, a termnal nmanager may augnment the hone office SPP

to ensure conpliance theremmth. Copies of the SPP and |
augnentation shall be furnished the appropriate CSO The carrier
shal | nodify the SPP upon notification fromthe CSO that it does
not adequately inplenent the requirements of this Supplenment and
within four nonths fromthe date of receipt of a change to or
revision of this Supplenent.

i. kEmergency Procedures. The carrier shall devel op
procedures T Of sareguard|n3_PSS shipments in energency sit-
uations such as a natural disaster or civil disturbance. The
procedures shall be as sinple and practical as possible and
shoul d be adaptable to any type of energency that may arise.
This procedure shall be i'ncorporated in the SPP. The carrier
shal | provide for submssion of a report to the CSO and the
consi gnor, by the nost expeditious nmeans, of any enmergency
situation which renders the carrier incapable of safeguarding
the PSS shipnent. Possible courses of action available to the
carrier to safeguard the PSS shipnment during energency
situations are:

(1) requesting assistance fromappropriate civil au-
thorities, DoD safe haven/refuge or local and State |

enf orcenment agenci es;

| V
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(2) seeking legal remedi es such as the issuance of a
court restra!nln% order or |ngunct|on agai nst interference wth
the carrier in the exercise of its property rights or in the
di scharge of its obligation to safeguard PSS shipnents; ar

_ ~(3) requesting, the assistance of the CSO for exanple,
In obtaining the described [egal renedies.

| . lnvestigative Assistance. Representatives of Federal
I nvestigatlve agencies and of the CSO conducting official

I nvestigations pertaining to the unauthorized disclosure of
classified material shall be afforded full cooperation.

4,  REPORTS . The carrier, in coordination wth its termnals
which have been issued a facility security clearance by the
Covernnent, shall submt inmediately in witing to the CSO, the
reports required by paragraph 6 of the basic Mnual, and in
addition, a report shall be submtted for the followng
situations:

a. cnaanges in Termnals. An initial report and a report
of any change INn Termnals To be used in handling PSS
shi pnent s.

b. lnability to Safequard SECRET Material. A report, by the
nost expeditious neans, of any enmergency Situation which renders
the carrier incapable of safeguarding a PSS shipnent. A report
shal | al so be provided the consignor and the Governnent
transportation officer concerned. This requirenent does not
preclude simlar reporting of the incident to appropriate local,
State and Federal civil authorities or mlitary establishments as
the situation warrants.

5. | RREGULARI TI ES. M SHANDLI NG OF SHI PMENTS, SECURITY COVPRO-
M SES, OR SUSPECTED COVPROM SES

a. The carrier shall establish procedures to ensure that
any enpl oyee discovering less, conpromni se, or suspected
conprom se of SECRET shipnents pronptIY reports such to the
security supervisor or other responsible officials if the
security supervisor Is not available.

- b. Immediately upon receipt of a report and in accordance
wth policy, the security supervisor at the nearest term nal
shall initrate a prel|n1narK inquiry to ascertain all of the
ci rcunstances surrounding the reported conpromse. |f the
prelimnary inquiry indicates that a conprom se may have
occurred, the carrier shall inmediately submt a report of
the incident to the appropriate CSO and conduct a conplete
investigation of the incident. Additionally, the carrier shall
submt a report to the consignor and to the nearest office of
t he Federal Bureau of Investigation (FBI) and furnish sufficient
Information to assist in identification of the shipnent.



c. Upon, conpletion of the investigation a final report
shall be submtted to the CSO containing the foll ow ng:

o (1) an outline of the essential facts surrounding the
I ncident, such as where, when, and how it occurred, and what
were the contributing factors;

. (2) the nane and position of the individual(s) primarily
responsible for the incident; and

(3) a statement as to the corrective action taken to
preclude a recurrence of simlar incidents and the disciplinary
action taken against the responsible individual(s), if any,

- d. This policy above also applies in the case of irregular-
Ities or mshandling of shipments; however, reporting to the ral
IS not a requirenent in these cases.




SECTI ON 11

CLEARANCE REQUI REMENTS
(Al so see Section 3, basic Manual)

6. FACILITY. A comercial carrier may be permtted to
transport SECRET shipnments only after qualifying to do so.

This 1 ncludes the issuance of a facility security clearance

by the Governnent. The CSO shall advise the carrier of the
actions required for the processing, issuance and continuation
of a facility security clearance. ~In connection with the

| ssuance of a facility security clearance, personnel security
cl earances nmust be granted to certain managenent personnel as
prescribed in this Supplement. |In addition, the home office
of the carrier shall (1) execute a DIS Form 1149, *“Depart nment
of Defense Transportation Security Agreement” (Annex A) , (i)

a DI'S Form 1150, Appendage to the Departnent of Defense
Transportation Security Agreenment (Annex B) , listing those
termnals which shall be used for transportation of PSS
shipments, and (iii) a Db Form 441s, Certificate Pertaining to
Foreign Interest (see Appendix 1, basic Manual) . Termnals
engaged in the transportation of PSS shipnents shall also be
cleared by the Government. Before a carrier is eligible to
transport SECRET shipnents, it shall, in addition to having a
facility security clearance, prepare an SPP as prescribed In
this Supplenent and be prepared to apply the other protective
safeguards set forth in Section 111. The hone office of the
carrier is responsible for ensuring the adherence, by each of its
cleared termnals, to the terns of the DoD Transportation
Security Agreement and to the protective safeguards required for
t he novenent of SECRET classified shipnents.

7. PERSONNEL

a. The personnel security clearance requirenents and
procedures set forth in the basic Manual are equally applicable
to commercial carriers which are corporations or associations,
sole proprietorships or partnerships, respectively.

b. The termnal manager and the security supervisor are
required to be issued a personnel security clearance in con-
nection wwth the facility security clearance of a carrier
termnal listed in the DIS Form 1150.

¢c. Concurrent with, but not as a part of the facility
security clearance, a sufficient nunber of qualified carrier
representatives, consistent with operational necessity, shall
be issued personnel security clearances to provide adequate

Brotection of SECRET shipnments at each termnal listed in the
| S Form 1150.



SECTION |11
PROTECTI ON SAFEGUARDS

8. GENERAL . This section outlines those special requirenents,
| imtaftrons and safgguards_appllcable to the various nodes used
for transporting SECRET shipnents as set forth as foll ows:

a. Ar and Mdtor Carriers.

_ (1) A DD Form 1907, Signature and Tally Record is
required to be signed by each carrier representative from

point-of-origin to destination.

o (2) Only enpl oyees designated by the carrier as qual -

| fied representatives who have been issued a personnel security
cl earance by the Governnment or cleared escorts nay be assigned
responsi bility for SECRET shipnents.

between receipt fromthe consignor until delivery 0

si gnee by one or nore qualified carrier representatives. In

case of accident, fire, or conparable situation involving

SECRET shipnents, the interest of public safety shall transcend
the responsibility to preclude unauthorized access, thereby
permtting access by firefighting, denolition, or other emergency
personnel as necessary.

(3) .SECRET shipnments shall have constant surveillance

. (4) General instructions for safeguardi ng SECRET ship-
ments in energency situations shall be pronul gated.”  These
Instructions shall include, but not be limted to, (i) pro-
visions for contacting the nearest mlitary establishment if
t he SECRET shipnment is threatened for any reason, and (ii) pro-
visions for ensuring the maintenance of custody and the preven-
tion of conpromse of the SECRET shipment in the event of acci-
dent, or arrest arising froma violation of State |aw, or other
conparabl e situation.

(5) SECRET shipnments normally shall be nade by through
nmovenent from point-of-origin to destination. If time or dis-
tance does not permt through nmovenents. the carrier mav, nmake
schedul ed stopovers, provided the shipment is afforded constant
surveillance and observation by a qualified carrier
representative.

_ éG) When a SECRET shipnent is unloaded fromthe
vehicle during stopovers en route, it shall be under the

constant surveillance and observation of a carrier repre-
sentative or shall be placed in storage in an approved cl osed
area, vault, or strongroom as prescribed in the basic Mnual. In
t hose cases in which the SE shipment is placed in storage,

the qualified carrier representative responsible for the shipment
while in storage shall execute the DD Form 1907. Larger pieces
of SECRET shipnents, such as a mssile, may require outside
storage. In these instances special protective neasures shall be

8




taken to include constant and continuous surveillance and
observation by at |east one or nore carrier representatives.

7) Termnals shall maintain conplete records or |ogs
of SECRET shipments which pass through. Such a record or ng
shall indicate the qualified carrier representative responsible
for receipt, control, dispatch, and inventory of the material.
These records wll permt a rapid check on the status of any
SECRET shi pment when the cargo is delayed or not received by
the consignee. In addition, procedures shall be established
for pronmpt notification to the consignor whenever a SECRET
shipment is unduly del ayed en route.

(8) Cl osed and locked conpartnments or seal ed vehicles
shal | be used for the transportation of SECRET shipnents.

~(9) Positive identification of the individuals
receiving custody of the shipnent and verification of their
SECRET security clearances shall be required prior to each
custody transfer. To assist in such identification, all
qualified carrier representatives shall be issued a consecu-
tively numbered identification card which substantially neets
the specifications set forth in paragraph 8, of the basic
Manual .  The clearance status of a person who holds such an
Identification card shall be verified by the possessing carrier
rePresentatlve with the Defense Industrial Security C earance
Otice (DISCE%, Col umbus, Chi o, whenever there i S doubt as to the
validity of the card. DISCO tel ephonic verification nunbers are:
comercial (614) 238-2265 or Autovon 850-2265.

(10) The followng is applicable to air carriers only:

_ (a) Procedures shall bhe established for in-flight
reporting of irregularities, |ncIud|n? flight deviations, so
or

energency measures can be taken to afford protection of SECRET
shipments upon arrival at an alternate airport.

_ (b) SECRET shipnents shall be under constant
survei |l ance while in carrier carts, open cargo pits, or cargo
transfer areas. \Wen taken to plane side, the shipnent shall
be | oaded in the fusel age cargo _area when practical and the
conpartment shall Dbe secured.  The aircraft shall remain under
the continuous observation of the carrier representative until
the aircraft departs the gate. During the course of transfer
between aircraft at transfer points, surveillance shall be
mal ntained until the connecting flight has departed fromthe
gate. If shipnents are carried on aircraft scheduled to make
stops at intermediate points short of final destination,
surveillance shall be maintained during the entire tlpF.the
aircraft is on the ground during such Stops. During tlight
observation of the shipment IS Not required Provided the cargo
has been |oaded into a-conpartment which i S not accessible to
any unaut horized person aboard. At destination, the shipment



shal|l be the first unloaded, when practical, and under the
constant surveillance of a carrier representative.

_ (c) Air carriers providing pick-up and delivery
service by notor vehicle nust conply wth all applicable
security requirenents during the notor phase of transport.

| (11) The followng is applicable to motor carriers
only:

(a) In those instances where the vehicle is
seal ed by the shipper, the seals shall not be broken except in
case of emergency or upon prior authority of the consignor or
consi gnee. f found broken or if broken for emergency reasons,
carrier’s seals shall be applied as soon as possible and

| mmedi ate notification shall be furnished both the consignor
and the consignee.

~ (b) Carriers shall establish procedures providing
for periodic checks of drivers en route to ensure the
saf eguardi ng of SECRET shipments. The records resulting from
such procedures shall be subject to inspection by the CSO

~(c) Amnimmof tw qualified carrier
representatives (one or both may be drivers) shall accompany
each “SECRET shipnent in order to maintain constant and

continuous surveillance at all stops en route and remain wthin
10 feet of the truck at all tines.

b. Water and Rail Carriers. SECRET shipnents may be trans-
ported Via water or rail carriers only when escorted by one or
nmore authorized U S. Government or DoD contractor personnel
(including qualified carrier representatives). \Wen using these

nmodes of transportation the provisions of paragraph 17¢(3) and
Appendi x | X, basic Mnual apply.

9. RECORDS . Unless otherwi se noted, the follow ng records
shall be retained for two vears after delivery of SECRET
shi pments to consi gnee:

~a A copy of the executed Db Form 1907 shall be centraIH%
mai ntai ned at each termnal involved in a SECRET shipnent . €
formshall readily identify the consignor (shipper), consignee

(receiver), bill of lading number, date of receipt and dispatch,

and carrier representatives (drivers) responsible for the SECRET
shi pnent . ' :

b. Copies of incident reports (including reports of over-

age, shortage, and damage) shall be centrally naintained by the
termnal involved in the incident.

c. caarrier’'s periodic reports of shipnents en route

rescribed in 8a(n)(b) above shall be naintained by respective
erm nal nmanagers.
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d. FEach termnal admnistratively involved in the novenment
of SECRET shipnents shall maintain the follow ng enpl oyee records
(such records may be conbined or maintained separately):

| (1) A current record of all enployees |ocated at the
termnal who have been cleared, indicating the name, position,
date, and |evel of clearance.

(2) Alist of qualified carrier representatives used
or to be used for SECRET shi pnents who have been issued an
Identification (1D card indicating the name of the carrier
representative, level and date of clearance, and ID card
nunber assi gned.

(3) Appropriate briefing forns.
10 . STORAGE
a. Because of the nature and size of SECRET shipnents,

such shipnments shall be safeguarded while in storage in one of
the foll ow ng ways:

_ (1) If outside storage IS necessary, one or nore
carrier representatives shall at all tinmes maintalin constant
and direct surveillance of the area where the SECRET shi pnment
Is located. The qualified carrier representative must, if
necessary due to the size of the shipnment, patrol the area around
t he shipnent.

(2) If inside storage is necessary, SECRET shipnents
must be placed into a DI'S approved cl osed area, vault, or
strongroom as defined in Section |V of the basic Minual, or
remai n under the constant surveillance of a qualified carrier
representative as defined in paragraph lc of this Supplenent.

~(3) In any manner that exceeds the protective safe-
guards in paragraph (1) and (2).

11. SAFEGUARDS EN ROUTE

a. Prior to accepting a SECRET shipnent, the carrier
representative 'shall ensure that the materials used for the
outer packaging are of sufficient strength and durability to
preclude itens from breaking out of the container en route, and
to facilitate detection of tanpering while in transit, a?
required by paragraph 17a(2)(a), of the basic Manual. IT the
shi pment does not neet this mnimumcriteria, the carrier shall
I nform the shugger that Governnent regulations prohibit the
handl i ng of SECRET shi pnents which are not securely packaged.

b. All carrier'representatives shal | be thoroughly

briefed in their responsibilities. The required briefing shall
I nclude admnistrative actions and notification procedures to be
followed in the event of an enmergency or route diversion.

11



c. At all stops en route at |east one qualified carrier
representative shall maintain constant surveillance over the
shipment and be in a position to detect loss or pilferage. The
motor vehicle shall not be left unattended en route. See
paragraph 8a(n)(c) of this Supplenent.

d. Whenever a qualified carrier representative rel eases
custody and control of a SECRET shipnent en route or at final
destination (except for flight crews or attendants) he or she
shal| effect a signature on the DD Form 1907, Shipments shall
not be left at unattended docks nor at a consignee's dock after

busi ness hours.

e. Advance arrangenents shall be made when airlines are
used to ensure that, in case of diversion of the flight, the
alternate airport termnal manager shall be notified so that
arrangenents can be made for tenporary guarding of the SECRET
shipment by airport security police or simlar personnel until
other protection can be arranged.

f. As time and circunstances permt, seals or |ocks shall
be checked per|od|paIIK (i ncluding seal nunbers) to ensure that
breaki ng or tanpering has not occurred.

g. Wen carrier representatives act as escorts in water or

rail movenents, the provisions of Appendix 1X, of the basic
Manual are applicable.

12



ANNEX A

DEPARTVENT OF DEFENSE TRANSPORTATION SECURI TY AGREENENT
(DIS FORM 1149)

This formis prescribed for use by the CSO in obtaini n% t he
formal agreement of management of the hone office of the
comrercial carrier to abide by the DoD 5220.22-M Departnent of
Def ense | ndustrial Security NManual for Safeguarding Cassified
Information and the Carrier Supplenment thereto. Once executed,
a DIS Form 1149, Transportation Security Agreenment continues In
effect until termnated by one of the parties thereto, as
rovided for in Section VI -- Termnation, of the form As

ong as the DIS From 1149 is in effect, the carrier shall not

be required to execute another formunless there _

IS a change in operating nane or |ocation of the hone office

or reincofporation. Execution of the DIS Form 1149 is a
prerequisite to nmaking an eligibility determnation wth regard
to transportation of SECRET shipments. The €S0 shall retain the
original of the DIS Form 1149.
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DIS Form 1149

SAMPLE

D EpARTMENT &F DEFENSE

TRANSPORTATION

FORM AFPROVED
OME NO. 0704-0199

SECURITY AGREEMENT &=xr oaATE: mar 31.1987

THIS AGREEMENT, entered into this

day of 19

by and between THE UNITED STATES OF AMERICA through the Defense Investigative Service
acting for the Department of Defense Agencies and other user agencies, (hereinafter called the Government) and

(i) the following named corporation:

organized and existing under the laws of the State” of

(i) a partnership consisting of

(iif) an individual trading as

w ith its principal office and place of business at

in the City of , State of

(hereinafter called the Carrier).

WITNESSETH THAT:

WHEREAS, the Carrier is e uthorized by law, regulatory body
or regulation to transport Property; and

WHEREAS, the requirement for the Carrier’s service has
been e stablished by a shipping component; and

WHEREAS, Military Traffic Management Command (MTMC)
has determined that the Carrier meets current quali fication
requirements; and

WHEREAS, the Government has SECRET material to be
transported (hereinafier called SECRET Shipments);
and

WHEREAS, it is essential that certain security measures be
taken by the Carrier pricr to. and e fter. his being e ccorded
custody of SECRET Shipments; ¢ nd

WHEREAS. the parties desire to define e nd set forth the
precautions e nd specific safeguards to be taken by the Carrier
and the Government in order to preserve e nd maintain the
security of the United States through the prevention of improper
disclosure of the contents of SECRET Shipments, sabotage,
or any other e ct detrimental to the security of the United
States regarding such shipments.

NOW, THEREFORE, in consideration of the foregoing snd
of the mutual promises herein contained, the parties hereto
agree, as follows:

SECTION | « SECURITY CONTROLS

(A) The carrier e grees to provide ® nd maintain & system of
security controls in accordance with the requirements of the
Department of Defense Industrial Security Manual for Safe -
guarding Classified Information and the Carrier Supplement
thereto, (hereinafter referred to as the Manual) attached
hereto and made a part of this Agreement. subject, however.
to any revision of the Manual required by the demands of
national security as determined by the Government, notice and
copy of which will be furnished to the Carrier.

(B) The Carrier agrees to place in effect such security
controls, by preparing Standard Practice Procedures such
procedures to be consistent with the Manual. The Carrier)s
Standard Practice Procedures shall be subject 1o review by

DIS Form 1149, Sep 86

the Government. Such precedures. te . prerequisite 1o the
granting of . facility security clearance.

(C) The Carrier o grees to comply with all requirements ¢ nd
conditions set froth in the Manua} e pplicable to the type of

transportation being furnished for the movement of SECRET
Shipments.

(D) The Carrier agrees that he shall not use the services of
snother business e ntity, which will involve ¢« SECRET Ship -
mem entrusted to the Carrier named herein, without the specific
e uthorization of the Gevernment.

(E) The Government e grees that it shall, via shipping order
or bi]] of lading, indicate which shipments require the protec-
tion e greed to herein.

(F) The Govemment agrees that if the Carrier meets the
requirements of the Manual ¢ nd this Agreement, it shall be
granted authority totransport SECRET Shipments. Such
e uthorization shall be made e matter of record in the files of
MTMC e nd the Defense investigative Service,

SECTION Il . APPLICABILITY

(A) This Agreement e pplies enly to the specific locations
of the Carrier which have been e rthorized by the Government
for handling SECRET Shipments and listed on the Appendage
hereto.

{BY This Agreement does not e pply to other Carriers or
brokers e cting e s @ aents for the Carrier.

(C) As e condition to the granting of clearance by the
Government te the carrier to receive e nd transport SECRET
Shipments, the carrier shall complete and execute ¢ DD Form
44 1s with necessary attachments thereto if any, 8s required
by the Manusl, which foerm e id attachments shalf become
a part of this Agreement by reference.

SECTION Il . INSPECTION

Designated representatives of the Government responsible
for inspection shall have the right to inspect at reasonable

intervals, the specific locations of the Carrier authorized to
handle SECRET Shipments. Such inspection will

{Continue onreverse side,

Replaces DIS Form 1149, May 83, whith is obsolete.
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include the procedures. methods, operating facilities and
records utilized by the Carrier in complying with the require -
ments of the terms snd conditions of the Manual. Should the
Government, through its e uthorized representative, determine
that the Carrier$s security methods, procedur es, operating
facilities and records do NOt comply with such requirements, it
shall submit a written report to tfre Carrier named herein
advising him of the deficiencies.

SECTION IV - SUSPENSION

The I'ailixre of the Carrier to comply with security procedures
and requirements set forth in this Agreement shall be deemed

grounds for suspending the use of the Carrier for the transpor-
tation of SECRET Shipments for the Government.

SECTION V - MODIFICATION

Modification of this security e greement (as distinguished
from the Manual which may be modified as indicated in
Section | 01 this Agreement) may be made only by written
e wement of the parties hereto.

SECTION VI . TERMINATION

This Agreement shall remain in effect until terminated
through the giving of thirty (30) days written nrotice to the
other party of intention to terminate, provided, however,
notwithstanding any such termination, the terms and condi -
tions of this Agreement shall continue in e ffect so long as
the Carrier has SECRET shipments in his custody er under
his control.

SECTION ¥W - SECURITY COSTS

This Agreement does not obligate Govemnment funds, and
the Government shall not be liable for any costs or claims of
the Carrier e rising out of this- Agreement or instructions
issued thereunder.

IN WITNESS WHEREOF, the patties hereto have executet
this Agreement as of the day and year first above written

THE UNITED STATES OF AMERICA

By

(Authorized Representative of the Government)

(Carrier)

(Firm)

(Title)

(Address)

WITNESS

NOTE: In case of corporation, witnesses
not required but certificate below must be
completed. Typs or print names under o ||
signatures.

NOTE: Carrier, if a corporation, should cause the following certificate to & executed under its corporate seal, provided that
the same officer shall not execute both the Agreement and the Certificate.

CERTIFICATE

1, certify that I am the

of the corporation named as Carrier herein; that

who signed this Agreement on behalf of the Carrier, was then

of said corporation; that said Agreement was duly signed for and in behalf of said corporation by authority of its

governing body; and iswithin th’e scope of its corporate powers.

(Corporate Seal)

(Signal ure)
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ANNEX B

APPENDAGE TO DEPARTMENT OF DEFENSE TRANSPORTATI ON SECURI TY
AGREENENT
(DIS FORM 1150)

This formshall be used by nmanagenent of the hone office of the
carrier to indicate those termnals covered by the DI'S Form

1149 Departnment of Defense Transportation Security Agreement and
the DD Form 441s, “Certificate Pertaining to Foreign Interests”
Once executed, the home office of the carrier uses the DIS Form
1150, “Appendage to Departnent of Defense Transportation Security
Agreenment”™ to acconplish additions, deletions, or changes in the
termnals included in and covered by the DIS Form 1149.
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DIS Form 1150

SAMPLE

APPENDAGE TO DEPARTMENT OF DEFENSE FORM APPROVED

omp NO. 0704-0198

TRANSPORTATION SECURITY AGREEMENT EXP.DATE: MAR 31.19387

‘tis further agreed, on this day of 19—, by and
retween the United states Of  Anmeri ca through the Defense Investigative Service
icting for the Department of Defense, hereinafter called the Government, and

| which has entered ianto the Transportation Security
igreement t 0 which this appendage is made a part that the terminals listed below,
wned and/or operated by said carrier are included in and covered by the provisions
f the said Transportation Security Agreenent, and Certificate Pertaining to Foreign
affiliation, DD Form 441s . It is further agreed that the termnals listed bel ow are
:he only ones whifh will be used for the transportation of SECRET Shipnents.

NAME OF TERMINAL NUMBER AND STREET ADDRESS CITY AND sTATE

ARRIER TITLE

}Y (Authorizsed Representative of Carrier) ADDRESS

GPA-ARY rav

DIS Form 1150, Sep 86  Replaces DIS Form 1150, Jan 81, which is obsol ete.
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ANNEX C

LETTER OF NOTI FL.CATI ON OF FACI LI TY SECURI TY CLEARANCE
FOR A COWERCI AL CARRI ER

(DI'S FL-19)

This letter is prescribed for use by a CSO to notify a carrier
facility (home office or tern1na|2 that it has been granted a
facility security clearance. Letters of notification shall not
be duplicated except for essential carrier and Government re-
cords, and the fact that a facility security clearance has been
granted shall not be used for pronmotional or advertising pur-
poses. This letter shall be reproduced |ocally by the 1ssuing

Cso, Approved letterheads shall be used to indicate the office
ISSUIn?_the letter. A copy of the letter shall be furnished to
|

the MTitary Traffic Management Conmand.
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SAMPLE

LETTER OF NOTIFICATION OF FACILITY SECURI TY CLEARANCE
FOR A COMWERCI AL CARRI ER
(Appropriate DI'S Letterhead)

Gent | enen:

Reference is made to a request by Mlitary Traffic Management
Command (MIMC) that your organization be given, with respect to
your facility located at _ _ _, .an
authorization to transport SECRET material, and in connection
therewith a SECRET facility security clearance.

You are hereby advised that with respect to the above naned
facility, a SECRET security clearance has been granted your
organi zation

Thisl etter of notification is effective only so long as the
Departnent of Defense Tranigertatlon Securi'ty Agreenent between
your organization and the Governnent is effective. It does not
obligate any activity of any User Agencies to do business with
or enter into any contract with your organization

Reproduction of this Letter of Verification in any form except
for necessary record for your organization, or unless requested
by conpetent authority, is not authorized.

The fact that your organization has qualified for and has been
granted a facility security, clearance may not be used for ad-
vertising or pronotional purposes.

As your cognizant security office, we are vitally interested in
assisting you in developing a sound security posturece. We will
conduct periodic reviews of your programto ald you in

mai ntai ning proper security safeguards. W are available for
gui dance or assli stance.

Sincerely,

DIS FL-19, Ot 1986
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ANNEX D
SI GNATURE AND TALLY RECORD (DD Form 1907)

This formis prescribed for use by the Commander, Mlitary
Traffic Managenent Comand (MIMC) to identify each person
accepting custody of classified or protected naterial

requiring Transportation Protective Service (TPS) during
transit.
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DD Form 1907

SAMPLE

SIGNATURE AND TALLY RECORD FORM APPROVED
IChapter 226. A K 55—35 $/NA VS UPINST 4600. 70/A ¥M 7S = 2/MCQ P4600.14A/DSA R 4500.3) | OMB No. 49 RO4IV

DISTRIBUTION INSTR UCTIONS. (1 } The SNIPPER will prepare Copy ! thru 5 and retain Copy S. Deliver Copy | thru 4 10

the “origin tamer . . .

{2) The CARRIER will deliver Copy 1 thru 4 to the ,.destination carrier "’

f3)The DESTINATION CARRIER wili attach Copy ) freflecting all signatures) and SF Form 1 13 (Public Voucher For Transporiatio
Charges) to the original Government Bill of Lading and forwerd for payment., Cop? 2 end 3 will be delivered t. the “consignre .
Retain Copy 4.

{4) The CONSIGNEE will mail Copy 2 10 the shipper and retain Copy 3.

SECTION A - To be completed by the SHIPPER.
1. NAME OF SHIPPER g ORIGI N 2. PROTECTIVE SERVICE REQUESTED

3. GBL OR CBL NUMBER

. NAME OF cONSIGNEE & DEST INATION 5. PERMIT NUMBER (if any)

I® TRANSPORTATION CONTROL NUMBER

7. RoUTING ® . WEIGHT 9. CUBE
10. SPECIAL INST RUCTIONS 11. DATE SHIPMENT TENDERED TO CARRIER ® NAME OF
CARRIER
or_unstaled | 13. FREIGHT CLASSIFICATION DESCRIPTION

isads only) OR EYANCE IDENTIFICATION & SEAL
NUMBERS ({for ssaled loads oniy)

SECTION B - To be completed by each person accepting custody of classified or protected material
requiring the use of transportation protective service during transit.

14.
PRINT NAME OF PERSON ANO STATION _INTERCHANGE SIGNATURE OF PERSON TIME/DATE
COMPANY REPRESENTED POINT DESTINATION ACCEPTING CUSTODY
DD FORM 1907 REPLACEs EDITION OF 1 MAR 73 WHICH WILL BE USED UNTIL EXHAUSTED.
OR|G|NAL - Finance Center - COPY 1

1 MAR 78
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DD Form 1907
Paga Two

SAMPLE

SECTION B - f{Continued)

PRINT MNAME oFr PERSON » N D STF,)AT|ON TIME/DATE

INTERCHANGE SIGNATURE O
COMPANY REPRESENTED OINT DE

F PERSOMN
STINATION ACCEPTING CusSTODY

' l




