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Webinar Details 
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 Live closed captioning is available through Federal Relay 

Conference Captioning (see the “Closed Captioning” box) 
 

 Webinar audio is not provided through Adobe Connect or 

Defense Connect Online 

- Dial: CONUS 800-369-2075; International 312-470-7430 

- Use participant pass code: 9942561 
 

 Question-and-answer (Q&A) session 

- Submit questions via the Q&A box  
 

 

 



Resources Available for Download 
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Today’s presentation and resources are available for 

download in the “Files” box on the screen, or visit 

dvbic.dcoe.mil/online-education 

 

 
  

 



Continuing Education Details 
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 DCoE’s awarding of continuing education (CE) credit is limited in 

scope to health care providers who actively provide psychological 

health and traumatic brain injury care to active-duty U.S. service 

members, reservists, National Guardsmen, military veterans 

and/or their families. 
 

 The authority for training of contractors is at the discretion of the 

chief contracting official.  
‒ Currently, only those contractors with scope of work or with 

commensurate contract language are permitted in this training. 
 

 All who registered prior to the deadline on Thursday, March 26, 

2015, at 3 p.m. (ET) and meet eligibility requirements stated 

above are eligible to receive CE credit or a certificate of 

attendance. 

 

http://dcoe.health.mil/Libraries/Documents/DCoE_Accreditation_CEU.pdf


 

Continuing Education Details 
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 If you pre-registered for this webinar and want to obtain 

a CE certificate or a certificate of attendance, you must 

complete the online CE evaluation and post-test.  

 

 After the webinar, visit 

http://continuingeducation.dcri.duke.edu to complete the 

online CE evaluation and post-test, and download your 

CE certificate/certificate of attendance.  

 

 The Duke Medicine website online CE evaluation and 

post-test will be open through Thursday, April 2, 2015, 

until 11:59 p.m. (ET). 



 

Continuing Education Details  

 

 Credit Designation – The Duke University School of Medicine 

designates this live webinar for: 

‒ 1.5 AMA PRA Category 1 Credit(s) 
 

 Additional Credit Designation includes: 

‒ 1.5 ANCC nursing contact hours 

‒ 0.15 IACET continuing education credit 

‒ 1.5 NBCC contact hours credit commensurate to the length of the 

program 

‒ 1.5 contact hours from the American Psychological Association (APA) 

‒ 1.5 NASW contact hours commensurate to the length of the program for 

those who attend 100% of the program 
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Continuing Education Details 

 
 ACCME Accredited Provider Statement – The Duke University School of Medicine is accredited by the 

Accreditation Council for Continuing Medical Education (ACCME) to provide continuing medical education for physicians. 
 

 ANCC Accredited Provider Statement – Duke University Health System Department of Clinical Education & 

Professional Development is accredited as a provider of continuing nursing education by the American Nurses Credentialing 

Center’s (ANCC’s) Commission on Accreditation.  1.50 ANCC nursing contact hours are provided for participation in this 

educational activity. In order to receive full contact-hour credit for this activity, you must attend the entire activity, participate 

in individual or group activities such as exercises or pre/post-tests, and complete the evaluation and verification of 

attendance forms at the conclusion of the activity. 
 

 IACET Authorized Provider Statement – Duke University Health System Clinical Education & Professional 

Development is authorized by the International Association for Continuing Education and Training (IACET) to offer 0.15 

continuing education credit to participants who meet all criteria for successful completion of authorized educational 

activities. Successful completion is defined as (but may not be limited to) 100% attendance, full participation and 

satisfactory completion of all related activities, and completion and return of evaluation at conclusion of the educational 

activity. Partial credit is not awarded.  

Duke University Health System Clinical Education & Professional Development has been approved as an Authorized 

Provider by the International Association for Continuing Education & Training (IACET), 1760 Old Meadow Road, Suite 500, 

McLean, VA 22102. In obtaining this approval, Duke University Health System Clinical Education & Professional 

Development has demonstrated that it complies with the ANSI/IACET 1-2007 Standard, which is widely recognized as the 

standard of best practice in continuing education internationally. As a result of Authorized Provider status, Duke University 

Health System Clinical Education & Professional Development is authorized to offer IACET CEU’s for its programs that 

qualify under the ANSI/IACET 1-2007 Standard. 
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Continuing Education Details 

 
 NBCC: Southern Regional Area Health Education Center (AHEC) is a National Board for Certified Counselors and 

Affiliates, Inc.(NBCC)-Approved Continuing Education Provider (ACEPTM) and a cosponsor of this event/program. Southern 

Regional AHEC may award NBCC-approved clock hours for events or programs that meet NBCC requirements. The ACEP 

maintains responsibility for the content of this event. Contact hours credit commensurate to the length of the program will be 

awarded to participants who attend 100% of the program. 

 Psychology: This activity complies with all of the Continuing Education Criteria identified through the American 

Psychological Association (APA) Continuing Education Requirements. 
 

 NASW:  National Association of Social Workers (NASW), North Carolina Chapter: Southern Regional AHEC will award 

contact hours commensurate to the length of the program to participants who attend 100% of the program.   

8 



Questions and Chat 

 Throughout the webinar, you are welcome to submit technical 

or content-related questions via the Q&A pod located on the 

screen. Please do not submit technical or content-related 

questions via the chat pod. 
 

 The Q&A pod is monitored during the webinar; questions will 

be forwarded to presenters for response during the Q&A 

session. 
 

 Participants may chat with one another during the webinar 

using the chat pod.   
 

 The chat function will remain open 10 minutes after the 

conclusion of the webinar. 
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Webinar Overview 

As behavioral health care providers embrace the integration and incorporation of 

technology into current practice, it is important to understand both the benefits and 

risks.  The presentation will include a discussion of statutory and regulatory 

guidance regarding security and privacy issues involving telehealth and other types 

of behavioral health technology tools in the clinical environment.  Specifically, it will 

address the Health Insurance Portability Act of 1996 (HIPAA), the Privacy Act and 

related DoD guidance and will discuss ethical considerations regarding the use of 

technology in a clinical setting. 

 

During this webinar, participants will learn to:  

 

• Identify security and privacy risks related to the use of mobile technology in 

clinical care 

• Evaluate potential security and privacy risks in current clinical practice 

• Implement administrative, physical and technical safeguards used to protect 

patient data 

• Interpret the security and privacy guidelines and be able to explain them to 

patients to allow them to make informed decisions regarding their health data. 
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 Previously served as Associate General Counsel with the 

Office of General Counsel (OGC), TRICARE Management 

Activity (TMA), Falls Church, VA with primary duties as 

counsel to the Defense Centers of Excellence for 

Psychological Health and Traumatic Brain Injury and the 

TRICARE Regional Office-North 
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Disclosure 
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• The views expressed in this presentation are those of the 

presenters and do not reflect the official policy of the 

Department of the Army, Defense Department or U.S. 

Government. 

• I have no relevant financial relationships to disclose. 

• I do not intend to discuss the off-label/investigative 

(unapproved) use of commercial products. 

• I will be discussing web and mobile applications that have been 

developed by the Defense Department, including those 

developed by the National Center for Telehealth and 

Technology (T2).   



Introduction 

14 

• Legal Issues 

– More than telemedicine 

– More than licensure, credentialing and privileging 

issues 

– More than reimbursement issues 



Overview 
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• Legal Considerations 

• Security and Privacy Issues 

• Ethical Concerns 

• Cultural Considerations 
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• Privacy Act (1974) 

• HIPAA (1996) 

• Health Information Technology for Economic and 

Clinical Health Act’’ or the ‘‘HITECH Act (2011) 

 

Legal Considerations 
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PC COACH 
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Photo credit by National Center for Telehealth and Technology  



Case Study 1 
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• You are using PE Coach with a PE patient. 

Their saved session audio recording is 

backed up by another audio app they have 

on their phone and uploaded to the cloud. 

This recording is then accessed by a friend 

who has access to their audio uploads.  

 

• What are the clinical implications of this? 



T2 Mood Tracker 
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Photo credit by National Center for Telehealth and Technology  



Case Study 2 
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• You are using moodtracker with a bipolar 
patient and they want to send you their 
results 2 times a week (by screen shot).  
This information is sent to you via the 
patient’s personal email to your military 
email account. You put this information in 
the patient EHR. 

• What security/privacy concerns might you 
have? 



Case Study 3 
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• You have a patient that is wearing a fitbit 
and tracking their exercise, calorie, and 
sleep. They are also using moodtracker 
and Mindfulness coach. Your patient 
transmits all this information to you via 
NFC that is on your personal phone as 
well as your clients personal phone.  

• What security/privacy concerns might you 
have or things you might want to consider.  
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• Telepsychology is defined as the provision of 

psychological services utilizing telecommunication 

technologies 

• Psychologist’s proper knowledge of and competence 

in the use of telecommunication technologies 

• The psychologist’s need to ensure that client/patient 

has a complete understanding of the increased risks 

to loss of security and confidentiality when using 

telecommunication technologies.  

• Understanding of Interjurisdictional Practice 

 

 

Guidelines for the Practice of Telepsychology 

(American Psychological Association, 2012)   



25 

Standard 2: Competence 

Standard 3: Human Relations 

Standard 4: Confidentiality 

Applicable APA Ethical Standards 
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• When using a treatment or tool in therapy that 

you aren’t familiar with, what do you need to 

consider? 

– What ethics codes would inform this? 

Ethics Code Refresher 



Ethics Code Refresher 
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• When using a treatment or tool in therapy 

that you aren’t familiar with, what do you 

need to consider? 

– What ethics codes would inform this? 
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This Standard will address two topics of relevance: 

2.01 Boundaries of Competence 

2.03 Maintaining Competence 

 

APA Ethics Standard 2: Competence 



Group Discussions 
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Are there technologies with current limited empirical evidence that 

have been used effectively? 

 

-   Discuss why the technology was selected for that individual 

- How did therapist monitor effectiveness?  

- How did therapist safe guard against 

harm/contraindications? 

- How is this the same/different than competent integration of    

    telepsychology in clinical care?  



 

APA Ethics Standard 2: Competence 

Recommendations 
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• Always put evidence-based practices first 

• Take the time to practice prior to integration in 

therapy 

• Education and training 

• Consultation with colleagues 



 

APA Ethics Code Standard 3:  

Human Relations 
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This Standard will address three topics of relevance: 

3.05  Multiple Relationships 

3.06  Conflicts of Interest 

3.10  Informed Consent 

 

 

 

 



 

 

APA Ethics Code Standard 3:  

Human Relations 
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This Standard will address three topics of relevance: 

3.05  Multiple Relationships 

3.06  Conflicts of Interest 

3.10  Informed Consent 

 

 



 

Section 3.05 Multiple Relationships 

Recommendations 
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• Psychologists are aware of potential boundary issues 

that may arise in using specific telecommunication 

technologies.  

• Psychologists are encouraged to weigh the risks and 

benefits of dual relationships that may arise with their 

client/patient during the use of telecommunication 

technologies before entering such a relationship 

 



 

APA Ethics Code Standard 3:  

Human Relations 
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This Standard will address three topics of relevance: 

3.05  Multiple Relationships 

3.06  Conflicts of Interest 

3.10  Informed Consent 



 

Section 3.06 Conflict of Interest 

Recommendations 
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• Know what’s available 

• Think of what tools would be valuable to you and 

your patients 

• Know the tool 



 

APA Ethics Code Standard 3:  

Human Relations 
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This Standard will address three topics of relevance: 

3.05  Multiple Relationships 

3.06  Conflicts of Interest 

3.10  Informed Consent 

 



 

Section 3.10 Informed Consent 

Recommendations 
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• Full disclosure with patients regarding empirical 

support 

• Ensure capacity and comprehension  

• Ensure understanding of voluntariness 

• Add something to your informed consent  



Activity 

Adding Something to your Informed Consent 
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• By yourself, or with your neighbor, create a 

few lines of text that you might add to your 

current informed consent that relate to use 

of technology in sessions. 

• Share with the group? 



 

Corresponding Guideline from the  

APA Task Force on Telehealth 
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Considerations to be included in informed consent: 

• Manner in which they and clients/patients will use 

the specific technologies 

• Boundaries that will be established and observed 

• Procedures for responding to electronic 

communications from clients 

• Provide client/patient with adequate information 

regarding inherent risks a technology may pose in 

both equipment and in the processes that will be 

utilized with the equipment 

 



 

APA Ethics Code Standard 4:  

Confidentiality 
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This standard will address four topics of relevance: 

 4.01 Maintaining confidentiality 

 4.02 Discussing the limits of confidentiality 

 4.03 Recording 

 4.04 Minimizing Intrusions on Privacy 
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Case Study 4 
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Patient arrested and has mobile app data on 

phone with assessment results indicating they 

have a substance use problem and anger 

problems.  What are the limits of confidentiality of 

the data on his phone?  What if the data was sent 

to his provider as well? 

 

 



Case Study 5 
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Patient commits suicide and had tracked her very 

depressed mood via a mobile app and sent that 

information to their provider.  What is the liability of 

provider?  

 



 

APA Ethics Code Standard 4:  

Confidentiality 
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This standard will address four topics of relevance: 

 4.01 Maintaining confidentiality 

 4.02 Discussing the limits of confidentiality 

 4.03 Recording 

 4.04 Minimizing Intrusions on Privacy 

 

 

 

 



 

APA Ethics Code Standard 4:  

Confidentiality 
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This Standard will address four topics of relevance: 

 4.01 Maintaining confidentiality 

 4.02 Discussing the limits of confidentiality 

 4.03 Recording 

 4.04 Minimizing Intrusions on Privacy 

 

 

 

 



 

APA Ethics Code Standard 4:  

Confidentiality 
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This Standard will address four topics of relevance: 

 4.01 Maintaining confidentiality 

 4.02 Discussing the limits of confidentiality 

 4.03 Recording 

 4.04 Minimizing Intrusions on Privacy 

 

 

 

 



 

APA Ethics Code Standard 4:  

Confidentiality 
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This Standard will address four topics of relevance: 

 4.01 Maintaining confidentiality 

 4.02 Discussing the limits of confidentiality 

 4.03 Recording 

 4.04 Minimizing Intrusions on Privacy 

 

 

 

 



Cultural Considerations 
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• What comes to mind when you think of cultural 

considerations and technology? 



Cultural Considerations 
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 Variables to consider 

 

• Ethnic, linguistic and culturally diverse 

populations (racial/ethnic) 

• Military culture  

• Technology culture (familiarity with, knowledge 

of use of technology, “Digital native vs. Digital 

Immigrant”) 
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• Standup if you were born after 1985 

• PEW Research Center’s Internet & American 
Life Project (Pew Research, 2012)  

– Smartphone owners in 2014: 
• White 53% 

• African-American 59% 

• Hispanic 61% 

 

• PEW (2012) Mobile Health report: 
– “Younger adults, minorities, and those in particular 

need of health information lead the way” 

Digital Natives vs Immigrant 
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Need to consider: 

  

• Differences between provider and patient 

• How differences may impact quality of care 
provided 

• Methods of assessing variables  

• Level of acculturation (influence on 
psychological help-seeking behavior, 
compliance with treatments and treatment 
outcomes  

• Addressing preconceived notions.   

Cultural Considerations 
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Questions? 

 Submit questions via the 

Q&A box located on the 

screen. 

 

 The Q&A box is monitored 

and questions will be 

forwarded to our 

presenters for response. 

 

 We will respond to as 

many questions as time 

permits. 
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Continuing Education Details 
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 If you pre-registered for this webinar and want to obtain a 

CE certificate or a certificate of attendance, you must 

complete the online CE evaluation and post-test.  

 

 After the webinar, please visit 

http://continuingeducation.dcri.duke.edu to complete the 

online CE evaluation and post-test and download your CE 

certificate/certificate of attendance.  

 

 The Duke Medicine website online CE evaluation and 

post-test will be open through Thursday, April 2, 2015, 

until 11:59 p.m. (ET). 

 
      



Webinar Evaluation/Feedback  

We want your feedback! 

 

 Please complete the Interactive Customer Evaluation 

which will open in a new browser window after the 

webinar, or visit:  

 https://ice.disa.mil/index.cfm?fa=card&sp=134218&s

=1019&dep=*DoD&sc=11 

 Or send comments to usarmy.ncr.medcom-usamrmc-

dcoe.mbx.dcoe-monthly@mail.mil 

 

 

 

56 

https://ice.disa.mil/index.cfm?fa=card&sp=134218&s=1019&dep=*DoD&sc=11
https://ice.disa.mil/index.cfm?fa=card&sp=134218&s=1019&dep=*DoD&sc=11
mailto:usarmy.ncr.medcom-usamrmc-dcoe.mbx.dcoe-monthly@mail.mil
mailto:usarmy.ncr.medcom-usamrmc-dcoe.mbx.dcoe-monthly@mail.mil
mailto:usarmy.ncr.medcom-usamrmc-dcoe.mbx.dcoe-monthly@mail.mil
mailto:usarmy.ncr.medcom-usamrmc-dcoe.mbx.dcoe-monthly@mail.mil
mailto:usarmy.ncr.medcom-usamrmc-dcoe.mbx.dcoe-monthly@mail.mil
mailto:usarmy.ncr.medcom-usamrmc-dcoe.mbx.dcoe-monthly@mail.mil
mailto:usarmy.ncr.medcom-usamrmc-dcoe.mbx.dcoe-monthly@mail.mil


Chat and Networking 

 

Chat function will remain open 10 minutes after the 

conclusion of the webinar to permit webinar attendees to 

continue to network with each other. 
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Save the Dates 
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Next DCoE TBI Webinar: 

Date/Time: Thursday  April 9, 2015, 1-2:30pm ET 

Title:  Prevention and Management of Concussion/mild Traumatic 

Brain Injury (TBI) in Youth Sports 

Next DCoE PH Webinar: 

Date/Time: Thursday  April 30, 2015, 1-2:30pm ET 

Title:  Psychological Health and Resilience of Children in Military 

Families: How Child Narcissism Impacts their Development and 

Implications for Clinical Practice 



DCoE Contact Info 

DCoE Outreach Center 

866-966-1020 (toll-free) 

dcoe.mil 

resources@dcoeoutreach.org 
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