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MEMORANDUM

“A democracy requires
accountability, and
accountability requires
transparency.”




Clear Presumption
of Disclosure

“In the face of doubt,
openness prevails.”

Information should not be kept
confidential merely because:

- officials might be
embarrassed,

- errors and failures might be
revealed, or

- because of speculative or
abstract fears.




“Nondisclosure should
never be based on an
effort to protect the
personal interests of
Government officials at the
expense of those they are
supposed to serve.”
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The Attorney General’s
FOIA Guidelines were
written to underscore our
nation’s “fundamental
commitment to open
government.”




The Attorney General
“strongly encouragels]
agencies to make
discretionary
disclosures of
information.”

Agencies will now be defended
“only if

(1) the agency reasonably foresees
that disclosure would harm an
interest protected by one of the
statutory exemptions, or

(2) disclosure is prohibited by
law.”

The Attorney General also
comprehensively
addresses a range of
principles applicable to
establishing an effective
system for improving
transparency.




In doing so, he emphasizes
that: “Each agency must
be fully accountable for
its administration of the
FOIA.”

All agency employees are
responsible for the FOIA,
not just those who

interact directly with
FOIA requesters.

The Attorney General
highlights the key roles
played by both the
agency Chief FOIA
Officers and the FOIA
professionals in each
agency.




“Unnecessary bureaucratic
hurdies have no place in
the ‘new era of open
Government’ that the
President has
proclaimed.”

Agencies need to work
“proactively” to post
information online in

advance of FOIA
requests.

When responding to
requests, agencies
are directed to “make
it a priority to
respond in a timely
manner.”




Chief FOIA Officers are asked
to review “all aspects of their
agencies’ FOIA administration”
and to report each year to the
Department of Justice on the
steps taken “to improve FOIA
operations and facilitate
information disclosure

at their agencies.”

Combined impact of these two
memos is to usher in the
new era of open Government.

IMPACT OF MEMORANDA

New standards for responding
to requests and working with
requesters.




IMPACT OF MEMORANDA

New, more limited defensibility
standard when agencies
withhold records.

IMPACT OF MEMORANDA

New reguirement to maximize
use of technology to disclose
information.

- IMPACT OF MEMORANDA

New requirement to post
information online
affirmatively, in advance of
FOIA requests.




IMPACT OF MEMORANDA

New focus on broad array of
agency personnel who are
responsible for the FOIA.

IMPACT OF MEMORANDA

New accountability standards,
particularly for agency Chief
FOIA Officers, who must
report to the Department of
Justice each year.

Starting Point:
Altering the Mind Set

The key frame of reference is
the new presumption of
openness.




Starting Point:
Altering the Mind Set

To achieve a “new era of
open Government,”
agencies must think about
the FOIA differently.

Starting Point:
Altering the Mind Set

Ask “what can be released.”

Applying the presumption
of openness.

10




Records should not be
withheld just because an
exemption technically or
legally might apply.

Records cannot be withheld
merely to protect public
officials from embarrassment,
or because errors or failures
might be revealed, or because
of speculative or abstract
fears.

Applying the “foreseeable
harm” standard.
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The disclosure obligation of the
FOIA is not absolute.

Congress included exemptions
from mandatory disclosure to
protect against certain harms,
such as harm to national
security, harm to personal
privacy, and harm to law
enforcement interests.

FOIA professionals should
examine documents with an
eye toward harm.

When an agency determines
that it cannot make a full
release, it should consider
whether it is possible to make
a partial release.
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Discretionary releases.

Such releases are possible with
a number of FOIA exemptions,
including Exemptions 2, 5, and
7, but they will be most
applicable under Exemption 5.

For certain exemptions,
discretionary disclosures are
not possible because the
information is protected by

some other legal authority.

Records protected by the
exemptions covering national
security, personal privacy,
commercial and financial
information, and information
protected by statute, are not
generally subject to
discretionary releases.




Records protected by the
exemptions covering
governmental interests can
be subjects of discretionary
disclosure.

Factors to consider in
determining whether there
is “foreseeable harm” from
disclosure.

For all records, the sensitivity
of the document’s content and
its age are universal factors
that guide a decision to make
a discretionary release.
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Agencies should handie
Low 2 differently from High 2.

For the subparts of Exemption 7,
agencies should ensure that the
harm being considered is not
“speculative or abstract,” but
instead is reasonably foreseen.

There is no doubt that records
protected by Exemption 5 hold
the greatest promise for
increased discretionary
releases under the Attorney
General's Guidelines.
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Such releases will be fully
consistent with the purpose of
the FOIA to open up agency
activity to the light of day.

These are the principles
embodied in the FOIA. The

President has asked all agencies

to renew their commitment to
them.

} Thus, as a result of the “new
era of open Government” that
the President has proclaimed,
agencies should view each

FOIA request with a
presumption of openness.

Agencies should strive to
maximize the amount of
records released, aim to
release portions of records
when full release is not
possible, and make
discretionary releases.
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Achieving transparency in
new ways.

Providing information to
the public proactively.

Anticipate interest in
records.
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Establish systems to identify
records of interest to the
pubilic.

Post those records on
the agency website.

Utilize technology.
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Agencies should
exponentially increase the
amount of information on

their websites.

The FOIA is everyone’'s
responsibility.

The Attorney General
recognized the important role
of FOIA professionals.
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Working cooperatively
with requesters.

“Unnecessary bureaucratic hurdles
have no place in the ‘new era of
open Government’ that the
President has proclaimed.”

Timely Disclosures.
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“Long delays should not be
viewed as an inevitable and
insurmountable consequence
of high demand.”

Accountability.

Each agency must
be fully accountable
for its FOIA
administration.
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Chief FOIA Officers will be
reporting each year to the
Department of Justice on
the steps “taken to improve
FOIA operations and
facilitate information
disclosure at their agencies.”

SUMMARY

Presumption of disclosure applies to
all decisions involving the FOIA.,

If responding to a request, approach
review of documents by asking: What
can [ release?

SUMMARY

Records should not be withheld merely
because they technically fall within an
exemption.

Review each document with a focus on
whether there is foreseeable harm
from disclosure of that particular
record.
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SUMMARY

Determinations of foreseeable
harm are made on a case-by-case
basis, but universal factors to
consider are the age of the
document and the sensitivity of its
contents.

SUMMARY

Make discretionary releases.

When full disclosure is not
possible, strive to make partial
disclosure.

SUMMARY
When full disclosure is not
possible, consider what can be
made available to the public on
that topic. Ask whether there is
information that can be put on

the website to satisfy public
interest in the topic.
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SUMMARY

Separate and apart from the handling
of individual FOIA requests, agencies
should anticipate interest in records,
should set up systems for identifying
and retrieving such records, and
should post them on the website.
Information about agency operations
and decisions should be available to
the public online.

SUMMARY

Agencies should work
cooperatively with
requesters and respond
promptly to requests.

SUMMARY

To achieve the “new era of open
Government” that the President
has proclaimed will require the
commitment of all agency
personnel.
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President Obama’s FOIA Memorandum

And
Attorney General Holder’s FOIA Guidelines

Melanie Ann Pustay
Director
Office of Information Policy

{Tina, Please next insert existing Obama slides that [ have hand numbered 1 thru 5, 6]

Attorney General's FOIA Guidelines were written to underscore our nation's "fundamental
commitment to open government"

The Attorney General "strongly encourage[s] agencies to make discretionary disclosures of
information."

' Agencies will now be defended "only if (1) the agency reasonably foresees that disclosure would
harm an interest protected by one of the statutory exemptions, or (2) disclosure is prohibited by
law."

Attorney General also comprehensively addresses a range of principles applicable to establishing
an effective system for improving transparency.

In doing so he emphasizes that "{e]Jach agency must be fully accountable for its administration of
the FOIA." '

All agency employees are responsible for FOIA, not just those who interact directly with FOIA
requesters. ' '

The Attorney General highlights the key roles played by both the agency Chief FOIA Officer and
FOIA professionals in each agency.

~

"Unnecessary bureaucratic hurdles have no place in the 'new era of open Government' that the
President has proclaimed."

Agencies need to work "proactively" to post information online in advance of FOIA requests.

When responding to requests, agencies are directed "to make it a priority to respond in a timely
manner."

Chief FOIA Officers are asked to review "all aspects of their agencies' FOIA administration" and
to report each year to the Department of Justice on the steps taken " to improve FOIA operations
and facilitate information disclosure."




Combined impact of these two memos' is to usher in the new era of open government

New standards for responding to requests and working with requesters

New, more limited defensibility standard when agencies withhold records

New requirement to maximize use of technology to disclose info@ation
New requirements to post information online affirmatively, in advance of FOIA requests
New focus on broad array of agency personnel who are responsible for FOIA

New accountability standards, particularly for agency Chief FOIA Officers who must report to
the Department of Justice each year '

Startihg Point: Altering the Mind Set
The key frame of reference is the new presumption of openness.
| Applying the Presumption of Openness
Records should not be withheld just because an exemption technically or legally migh; apply.

Records cannot be withheld merely to protect public officials from embarrassment, or because
. etrrors or failures might be revealed, or because of speculative or abstract fears.

Applying the "foreseeable harm" Standard

The disclosure obligation of the FOIA is not absolute.

Congtess included exemptions from mandatory disclosure (o protect against different harms,
such as harm to national security, harm to personal privacy, and harm to law enforcement
interests. :

FOIA professionals should examine documents with an eye toward harm.

When agency determines that it cannot make a full release, consider whether it is possible to
make a partial release.

Discretionary Release

Such releases are possible with a number of FOIA exemptions, including Exemptions 2, 5,
and 7, but they will be most applicable under Exemption 5.




For certain exemptions, discretionary disclosures are not possible because the information is
protected by some other legal authority.

Records Protected by the Exemptions Covering National Security, Personal Privacy,
Commercial and Financial Information, and Information Protected by Statute, are not
.Generally Subject to Diseretionary Releases

Records Protected by the Exemptions Covering Governmental Interests Can be Subjects of
Discretionary Disclosure

Factors to consider in determining whether there is “foreseeable harm” from disclosure

For all records, the sensitivity of the document's content and its age are universal factors that
guide a decision to make a discretionary release.

Agencies should handle Low 2 differently from High 2.

There is no doubt that records protected by Exemption 5 hold the greatest promise for
increased discretionary releases under the Attorney General's Guidelines.

Such releases will be fully consistent with the purpose of the FOIA to open up agency activity
to the light of day.

These are the principles embodied in the FOIA which the President has asked all agencies to
renew their commitment to.

Thus, as a result of the "new era of open Government" that the President has proclaimed,
agencies should view each FOIA request with a presumption of openness,

-- should strive to maximize the amount of records released and aim to release portions of
records when full release is not possible.

Discretionary relcascs arc cncouraged

A;:hieving Transparency'ln New Ways
Providing Information to the Public Proactively
Utilizing Technology

FOIA is Everyone's Responsibility

Recognition of FOIA Professionals




Wor_king Cooperatively with Requesters and Disclosing Records Promptly

Accountability




President Obama’s FOIA Memorandum
And

Attorney General Holder’s FOIA Guidelines

Background:

/ o President Obama issued his FOIA Memorandum on J anuary 21, 2009 ¢
office. e b o Qf&-”’k— [ Qcco U*-bk% { Xteas chj\

President directed Attorney General Holder to issue FOIA Guidelines

“reaffirming the commitment to accountability and transparency.”

ey General Holder issued.a.

Memorandum for Heads of Executive Departments and Agencies on the FOIA

/ o These Attorney General FOIA Guidelines were written to underscore our nation's

A T




0 The Guidelines stress that the FOIA is to be administered with the presumption of

openness called for by the President

/ The Attorney General also "strongly encourage[s]-agencies to make:

disclosures of information."

While recognizing that:thie: F(

Guidelines stress. that the President has ditected agencies not to withhold to prevent.

cmbarrassment, or because "errors and failures might be revealed or because of

ral rescinded the October

2,,2001 Attorney;
\/ General Memorandum on FOIA and

decisions to withhold information.
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presumption of disclosure, the Attorney General also ecomprehensively-addiesses a range

of principles applicable to &§
In doing so he emphasizes that "[e]ach agency must bé

adminiStration 6f the FOIA."

‘/ _ The Guidelines emphasize that glliagei

v

\/

not just those who interact directly with FOIA requesters. The Attorney General

deer and FOIA

hlghhghts the kevid

The Guidelines also focus on théi
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year to the Department of Justice on the steps taken " to improve FOIA operations and

facilitate information disclosure."

koo ok ok ok ok

4ndard when agencies withhold records

26f technology to disclose information

New:iéi i fiativelyiin advance of FOIA
requests

. New fogus

must report to the Department of Justice each year

Kok dkok

Starting Point: Altering the Mind Set:
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The President has proclaimed that this is a "new era of open Government." The Attorney

General has issued FOIA Guidelines that strongly favor disclosure and transparency.

ALTEE- WMWN\DSET
\WM |

Agency personnel must adjust their mind set accordingly. Th

The key frame of reference is the newy ionofopentiess. Agency

personnel shouldkg

—

designed to epg

QD exemptio G

Bistead;records should be reyi

rather that asking how can this be withheld.

. Understand that wh > involves boxes.of material,

pages, the increased transparency is worthwhile.
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/ Applying the Presumption of Openness

v, O Keep inmind that fesesd

Indeed, if you find yourselfSituppling

aware of the President's directive that in:f

something into an exemption, be

| 4ré tecotds for +

which protection will remain entirely appropriate.

@y mm—
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As the Attorney General recognized in his Guidelines, theig

ptions frorii
as hiatm to national security;

tifotoerment interests.;

Each record should beifes:

of:that.particulatvecord of doctiment of the -

type of file the record is Tocated in.
N

Thus, for example, a requested recor

recominetidation; and su

‘Exemption 5, butithit isxiotithsse

in should be

Rather, the eonteit:o

reviewed and a determination made whether the agency:r
disclosure of that particular document would:h; man interest protected by

Exemption 5.

Remember that mere “speculative:or.abstraet fears” aremot a-stufficisnt basis for

withholding.




8

Instead, the agency must reasonably foresee that disclosure would cause harm.
Be mindful of the President’s directive that in the face of doubt openness prevails

\/ Moreover, the Attorney General's Guidelines emphasize that agencies should

[éase, whether it is

consider in each case where it determines that it;

possible to make a partial release. Just as FOIA statute requires that agencies review

documents for purposes of determining whether there is any & gregable;non-

exempt information that can be released, the Guidelines require agencies to consider

‘techiical serise Gnrelated

whether there is-any-information that "may be:cover

to.the actual impact-of diselosure:"

Thus, for each record that is fesponsive to a FOIA request for which the agency
has determined that it is reasonably foreseeable that disclosure would cause harm, the
segregaﬁon review must also encompass application of the foreseeable harm standard.
Within a record that cannot be disclosed in fuu, agencies should consider whether it is

possible to release the record in part.

\/ Discretionary Release

0 Agencies are encouraged-to:make discretionary releases-
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O Thus, even if an exemption would technically apply, discretionary disclosures are

encouraged.

skemptions, including

&because the

O shich protects classified information, if an agency determines that
the information is:proper 10-discretionary

ct;a statute that prohibits release.
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Here, again, a discretionary disclosure cannot be made. Agencies should be sure

that thesstii jitee. For

example, if the camg s being considered agencies must be sure

that they have a detai tive harm from the submitter before

invoking the exemption.

if the-material is-also-protected by thec Privacy Act, it is

generally not possible to make a discretionary release, as the Privacy Act protects

against disclosure without consent.. Agencies should be mindful of the need to -

rilerthese exemptions-and also should consider whether

hijust:the identities of the:individy

tivacy and te further the public's interest in d1sclosure

. When reviewing documents to determine whether Exemptions

7© apply, agencies must ensure that all portions of each record squarely fall within

the claimed exemption. Because no discretionary release is possible for records

protected by these exemptions, it is all the more important to be sure that the

exemptions themselves are properly applied in the first instance.. In addition,

agencies should strive to reasonably segregate any non-exempt information from

such documents, in order to make a partial disclos

/ Records Protected by the Exemptions Covering Governmental Interests Can be Subjects

of Discretionary Disclosure
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. Documents protected by the:r in all be subjects of

discretionary release

. Moreover, these exemptions should not be invoked unless an agency reasonably

foresees that disclosure would harm an interest protected by the exemption.

0 If an agency finds foreseeable harm for portions of requested records, it should

strive to release other portions that would not cause foreseeable harm

&
2 koo g

nisider-in-determining whether there is “foreseeable harm” from disclosure

dsx €)Q\CN.\'N3

g@ords, the sensitivity of the document's'¢ontent and-its.age ar¢amiversal:factors
g

that guide a decision to make a discretionary release. There are:
applying discretion. Agency FOIA professionals mustuse theirjudg
determinations for-each-document, but they should be guided.by the

ettty opern government! that the Attorney General directed should be "realized

in practice.”

Fundamentally, in reviewing a record the agency must first ensure that any portion being
considered for withholding fits all requirements of the exemption being considered. If the

exemption squarely applies, the agency should then take the second step of making a
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determination whether to make a discretionary release of the record or portion of the

record.

/ For Exemption 2, agencies should handle {3
information considered for withholding under]

eiieral rule:

Before applying High2:to-

$6¥d, agencies should ensure that they are not
withholding based on "speeulative or.abstract-fears;! but instead are withholding because

they reasonably foresee that disclosure would harm an interest protected by Exemption 2

— deoin mert

/ Similarly, for the subparts of Exemption 7 other than 70, agencies should ensure . :—L

' o
that they are not withholding based on g “abstract fears," but instead are _ P rocedut €
withholding because they-reasonabl se& that disclosure would harm an interest W”"' Ssnrdu

protected by one of those subparts of Exemption 7. — "7 B " A \w\ﬂ Q‘Q

wnhe prows hed,

o 60\\00\. é'ﬁ@. - cht’\'
cecoraS

\/ There is no doubt that records protected by Exemptio

for increased discretioﬁary releases under the Attorney General's Guidelines. Such = \ﬂ.&‘\\'wr\m»&
Saswcee §

V" releases will be fully consistent wi of the § ivity

to the light of day. These are the piinciples eribodied inithe:FQIA which the President

has asked all agencies.to.renew their.commiitment to.
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rocedored

wand thespersopmelifiviéived, are
I

is appropriate. Ree

€> CH‘C_ 0?\n$00bs

In sum, as a result of the "new era of open Governrhcn " that the President has

N\

Ssible. Agencies should only withhold when documents

gitiption:beingassetted. For any document or portion of

a document for which a discretionary release is possible, agencies should consider making
such a release and should withhold only if the agency reasonably foresees that disclosure

would harm an interest protected by an éxemption.

& ok & ok ok ok
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Providing Information to the Public. ‘

. Agencies should notawaitsfo: hade

iotiagency websites, the greater the potential to

if requests made for records EY '

| - | -\ IR
% . here:agencies:shouldsstrive-tomake:siptitficatit iiprovemert P(c?ﬁ «
v

whek oA
ere records of interest to the public are '
dusclosed |

. Agencies should set up sy

§18d. The President has directed that information

about the gperatio ey shiiild be onliris and readily -

swhere records are sought out by FOIA

rds are finalized, those that

e Utilizing Technology




. President directed agencies to sehnology to+inform citizens "about
what is known and done by their Government"

. President directed that such disclosures should be timely

/ . As mentioned, agencies should use technology vigorously te:dr

sof:information: posted-on their-webpages -

. Agencies started this process with activities under FOIA'E

/ . FOIA is everyone;s responsibility
. AG emphasized that FOIA is the responsibility of:all:agenecy:petsotiniel, not

Just:the-FOIA professionals who work with requesters day to day.
. Agencies identified competing-agency priorities and lack:of support froni:-IT
personnel as factors that hindered- EQ:6perations

. Ageneies must-address the-key toles playsd-byabroad speetit

personnel who work with FOIA professionals in responding to FOIA requests

/ Recognition of FOIA Professionals

.« Speciﬁcally notes that such professionals deserve fullssupport-of-agency €hief

FOIA Officers to be sure they have tools they need
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th Requesters and D'

/ Working €oope

. President directed agencies to act promptly

v Unnecoess aca . ot cavcakea hot dag ..

. Delay is key complaint of requesters

. Note: DOJ now requires information on backlogs to be reported in Annual Report

/ . Significantly, the AG declared that "lgngide ‘be:viewed asan ..

inevitable and insurmountable-consequence of high:demand." .

PR

. That means all agencies, but particularly those with large volumes of requests and

large backlogs, must:e ormation tos:

requesters-in-orderito-be able to-respond more promptly

Don't have:systems-in here approvals; for.example, must-be

obtained from-far-off sites that routinely add:significant-amounts:of time to'the

process

. Chief FOIA Officers should be involved in this as well




17
. President likewise directed agehcies to act in a "spirit of cooperation"
. Unnecessary bureaucratic hurdles have no place in the "new era of open

government that the President proclaimed.

. Note; R's should not have to jump thru hoops to make request or to contact

agency or to receive requested records

AG emphasizes thatiga

. AG also stressed that €&

. Chief FOIA Officers required by law to be seni
Secretary level or equivalent

mend.adjustmentsfo:practices; personnel;:and funding-

. These officials mustzeco

n.cach-ageney:

As mentioned, common concerns cited by agencies in their reports under the
FOIA EO, 13,392, were competing priorities and insufficient technology support. These
are key areas where the assistance of the Chief FOIA Officer can be vital. When, for

example, FOIA personnel are pulled away from FOIA to work on other matters, or when
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tons-negatively

1 are not available to FOIA professionals, thes

agetiey Clisf FOTA Officer plays a critical’

ibtitizingdemandsand allocating resources so that FOIA operations do not suffer

needlessly. As the Attorney General emphasized, FOTAsprofessionals "deserve:the full:

pofitheagensyls Ghief ROIA Qfficer to-ensure-that they have the tools they need to

SURpPOr

respond:promptlyandiefficiently to. FOIA requests.”

/ Chief FOIA Officers will now be required to'repottito-the:AG each year on the

steps they have taken in their agency to improve transparency
. Key: FOIA Professionals must utilize their agency Chief FOIA Officer
Summary

Alter

N ~
gstire:applies:-to-all.decisions involving the FOIA W\.\f\.ﬁ SE T

2. If responding to a request, approach:eview of docurients:by asking "What-can'T*

release.™

\/ 3. Records should not be withheld merely because they teghnically fall- within an

exemption.




/ 5. Make discretionary releases.

ure s ot possible strive-to-make-partial disclosure.

\/ 7. When full disclosure is not possible, consider what-can be made-available to the public
onithat-topi¢: Is there information that-can be put;on%the-vééb’éﬁe to satisfy public interest

in the topic.

/ 8. Separate and apart from the handling of individual FOIA requests, agencies should

ailablé to the public-online. -

9. Agencies should workefc_,e),Qpes@tizvgly;wifth;r;gquesters and:respond:promptly.

ve the "new era-of open Government" the President has proclaimed, will

nmitment of all agency personnel.




