
 he Secretary of Energy RECEIVED 
Washington, DC 20585 

Mziy 30,2002 

MEMORAND'CJM FOR ALL 

FROM: 

SUBJECT: 
Mass Destruction and Other Sensitive Infomation 

On March 19,2002, Andrew H. card, Jr., ~ssihtant to the President and Chief of 
Staff, sent a memorandum to Executive Branch Departments and agencies 
concerning additional measures to be tdcen to safeguard infomarion pertaining to 
weapons of mass destruction or that could be misused to harm the security of the 
united States. Mr. Card particularly emphasized that sensitive ~ o v e n m k t  

. information should not be disclosed simply because of its age. 

The Card rnemorandun~ transrnirs recent guidance from the Department of Jutice 
(DOJ) on the subject and direcrs Departments and agencies to review their records 
in~agernent  procedures aid, where appropriate, document holdings to ensure 
that they are in accordance with the DOJ guidance. A copy of the Card 
memorandum and the accompznying DOJ guidance are attached. No later than 
June 19,2002, the Department o f  Energy is required to provide hfr. Card's office, 
rhrough the Office o f  Homeland Security, a status report on our review. 

To facilitate the Department's work, I request that 30 dzys from &e date of this 
nemorandum and consistent with the attached guidance, you report to the Office 
of Security on your zfforts: (a) to ensure that appropriate mechanisms are in placc 
to identify and safeguard information concerning weapons of mass destmctjon or 
that could be misused to harm the security of the United States or its people; and 
(b) to coz11Tn-n th'at materials accessible to the public ha>-e been screened for any 
such information. I believe that your response to the former Deputy Secretary's 
memorandum of October 26,2001, regarding departmental web sites has pi~pared 
the Department to respond efEciently to the recent direction from the White 
House. 

The Office of Security will provide guidance to assist you in conducting this 
expanded review, as well as 2 recomnlended procedure, developed last fall in 
conjunction Gith several of the Headquarters' program offices to help 
hstitutionalize a process for reviewing information prior to public release. The 
Office of Security has designated Mr. Ray Holmer, Technical and Operations 
Security, 3s the poim-of-contact for this effort. Mr. Holmer can be reached at 
(301) 903-7325. 



Action to Szf -3rd i n f ~ ~ a t i o n  3egardir.g Keapons 
of Mass Destruction a d  other Sensiti-re D o c u m ~ n t s  

AS nared i n  mmy ~ ~ S C U S S ~ O ~ L S  d u r h g  the pas': several noaths, 
you =d your Separtmenc o r  agency have ab l iga t io~ l  to 
3afegirard G o ~ e ~ m e n t  recozds r~gardiag weapons of mass destmc- 
cicn. waqor-s of mzss destruction incl~de chemical, biological, 
radiological, a ~ d  mclear wesgons , G o v ~ m m e n t  inforrriZtion; 
regardless of its age, t h z t c o u l d  reasonably be expscred zo 
ass i s t  in t h e  development or use of weapons of mass des'truction, 
including i ~ f o m a t i o n  ebout the c=,renk locations of s t o c l q i l ~ s  
05 auclezr materials  that could be, exploited for u s e  in such 
weapons, should not  be disclosed ir5,agpropriately. 

i: asked the  Acting Direc tor  of, the Informatian Security O-qersi~ht  
O f f  ice 2nd the Co-Directors of the Justice Depzrtment ' s  O f f  ice 
of information am3 Prfvaey to p r q a r e  gtzi6zzce f o r  reviewing 
G o 0 ~ e n m e n t  informazlox in your department or  a g e n c y  rsgardiag 
weapoas of nzss destruction, as well aa other i r i io rmat ion  chz t  
could be misused to haAm the seL-urity of OL- Nztfox and tke ' 

ssfety of oEr people, Their p i d a t e  is attached, m d  it should 
bz df stributed to apprwriate o f f i c i a l s  within your de~zrtrnent 
o r  zge-n-cy, together w F t n  t h i s  rnenic7kzndun:, to a ~ s i s t  5n your 
1.x-dert aking a immediate ree:.:mination of current neasurzs f o r  
identifying and safeguarding sll scch i z f o m t i o n  at yo= 
de>eztmcszit or agency. 

/ 
f -: 

hl i deparkments zr,d agemies should review their re cords 
management proce&ures and, where apsrops=a-te, cheik, hol&ings of 
documents co enzt lre t h a t  chey are acting in accordazrce w i t h  xlhe 
artached guidance. They should report the c a q l e t i o n ,  or status, 
of t h e i r  r e v i e w  to my off ice  tbrou-Jfi the Off ice  of =.iomel,ar~d 
Security na h t e r  tbzn 9 0  ciays f r o m  the &tp of t h i s  mewrandurn. 



ff agency o f f i c i a l s  need assis~znce in determizing the 
clzssbfication s t a t u s  of records re la ted to ths devolopnent 

use of weapons of mass destrucCion, they should contack 
the  I n f ~ n a t i o n  Security Biersigbt Office, at 2 O Z - Z I 9 - 5 2 S O .  
For assistance is determining she clzssification of nuclesr 
an3 z a Z i o 7 o ~ i c a l  W e - Z p o i l s  c l a s s i f i k d  w d e r  the Atomic Energy 
~ c t ,  they should contzct  the D e p 2 r t r n e n t  of Energy's O f f i c e  
of Security,, at 202-586 -3345 .  If they need assistance in 
applying a e q r i  ons of the F-resdom of. Informaticn A c t  (POIA) 
to sensitive but unclassified. info-?natioa, they should contact 
the Jvs t ice  Department's O f f i c e  of Information -d Pzlvacy 
( O I P ) ,  , at 202-514-3642, 05- conault 012' 3 POT2  Web site at 

www-usdoj . 9 0 - ~ / 0 4 f  oia/Fcd~x/html. 



LziDFA L . S.- K D B E X Y  
Acting Director 
1aformati.on S e c c r l t y  Oversight O f f i c e  

RiCKPJiD L- HUFF 
DANIEL J. METCALFF, 
Co-Directors  
O f f i c e  of Z n f o m t i c n  
Department of Jnstice 

and ?riv=.cy 

Safeguarding I n f o m a t i o n  Regarding Weapons of Elass 
~ e s t r u c t i o n  and O t h e r  S e n s i t i ~ e  -cords >elated to 

p,t ihe request oZ the -? j~sbs tzn t  zo thc President  2r:d Ckief of 
S t a f f ,  we hzve prepared  t h i s  nemoran~un to provide guldance for 
re-ri exing GcTernmenc inr'o,mtstion zqzrding weapons of 'msss- 
destruc-lion, as w e l l  e s  ocher inforraatFon that could be misused 
to harm 4he s e c v r i t y  of o u r  na t ion  or t h r e a t e n  prrblie safety. It 
is approp r i a t e  t h a t  sll fsderal departments and agencies cbns ider  
the need to ssfeguard such info-mtion on an ongoing b a s i s  and 
also upon receipt  of any r e q e s t  for rzcords containing such 
infornation t h a t  is made m d e r  the Freedom of Info,mt%on A c t  
( F o I A ) ,  5 D-SAC. § 5 5 2  ( 2 0 0 0 ) .  Consis ten t  w i t h  existkq l a w  and 
p o l i c y ,  ths appropriate steps f o r  safeguarding slzch inr^omation 
will vary according to rhe rensici~ity of the information 
i nvo lved  and whetner the i n f o r i c e t i o n  currently I s  c la s s i f i ed .  

I. Classified hfoxznatian 

- 
if the F n f o m a k ~ o n  c u r r e n t l y  is classified end is e p z l  to or' 
less than 25 years a i d ,  it should rena%n classified -;il 
accordance with E;xs~ut i t -e  Order 7,295Er Sec. 1.5 ~ n d  Sec. 1.6. 
Although classifild i,?formatbon g e n e r z l l y  i n u s t b y  declassif i ea  
w i t h i n  10 years  of  its o r i g i n a l  clzssification, cl&ss~fication 
o r  r2clnssificarion m y  be srtended for lip to 2 9  years in zhe 
case of information t h a r  c o u l d  reasonably be expected to 
" r e - ~ e a l  F n f c m a ~ i o n  that: would ~ s s i s t  Ln the development o r  
use of weapons of msss destruction. " &, Sec- 1.6 (d )  ( 2 )  . 



. ~f the information j.5 n o r e  t'na~.. 2 5  yea r s  old, and is s t i l l  
classified, it' should r e ~ a i n  classified in accordaace w i t h  
Executive O r d e r  12955,  Sec. 2 . 4  ( b )  ( 2 ) ,  vnich authorizes agency 
heads to exeriipt from au'comztlc declasslflcation any "specific 
infomation, the release ,of- which s h o u l d  be expected to . . . 
revea l  i n f o m a t i o n  t h a t  would assis? in the d e v e l o p e n c  02  US^ 

of weapons of m a s s  dcs tzuc t ion .  " (Agencies should  nor5 t h a t  
the a u t o s a t i c  declassification date Tor any classified ' 

information over 25 .years old t h a t  invo lves  the e w t i e s  of 
n o z ~  than one agency was  extended u n t i l  A p _ r i l  2 0 0 3 .  by - t x e c u t i - ~ e  Order 13162. Agencies n a ~ e  until then to . exemp? 
such i ~ f  oxtation from autoz ia t ic  declasslfbcation under any. cne 
of t h e  pertinent exapt ion ca tegor ies  i n  Executive 0 r d - c ~  
12958, S e c .  3 . 4  (bJ . ) . . 

in t h i s  regard, zgeficies should note t h a t  Department of 
~ s s e n s e  (DCD) i n i = = a t i e n  that invclves t h e  =quFties of more 
than one DOD aomponent is considered to have multi-agency 
e q u i t i e s .  Inf o-?ation rna in~s ined  by t h e  Defense Technical 
Znfozmatlon Center ( D T I C )  oz the National Archives and Recards 
>d.-ninF szzation (NFA4) also is deemed t o  'nave m u l t  i-agency 
eqnicies, i , e,  , t h o s e  pert2ining T O  DTIC or NA3A and Those 
sertaining to the component agsncy or agencies =ha t  created - 
xhe inf oL?natlon. 

If the  i r r f o m a ~ i o n ,  r e g a r d l e s s  of zge, riever was classif ied 
2nd never w a s  disclosed to the publ ic  mder proper a u t h o r i t y ,  
buc it c o u l d  r e ~ s o n a b l y  59 expected to o s s i s t  in the 
development or use of weapons of aass des t ruc t ion ,  it should 
be c l a s s i f i e d  in accordance u i t h  Executl-c-2 O r d e r  12558, Part 
1, sub jec t  t o  the provisions of Sec. 1 . 8  (d) if t h a  information 
has bsen the 'subject  or' a n  access demand [ o r  Sec 6 , l ( a )  if the 
information coxcercs nuclear or radiological w ~ , a p o n s ) .  

- ~f such sensitive information, regzrdless of age, w a s  
classified and s-&sequentll\t uas -declassified, but it never was 
disclosed to t h e  public under proper  a u t h o r i t y y ,  it should be 
reclassified in accordance with E . ' : e c u r i  O r d e r  129.58, Part I, 
subjec", 20 t he  provisions of Sec.  1-8 (dl if the i n f o m a t i o n  
h2s been the sub jec t  of an access demand (or Sec ,€?.l(S) if -the . - ~nzormation concerns nuclezr o r  rzdiologicaL weapons) . 

I, 
121, Sensitive 3ut Unclessifisd inf  o ~ d a t i o n  I 

in adcllti.cn to i n f o m a t i o n  tSat could reasonzbly be expected to 
a s s i s t  in t he  development o r  t2se of xeepons of mzss dosQruct ion ,  
which should be c l a s s i f i ~ d  or reclassified as d e s c r i b e d  in 



EXESECRETARY 

p i r t s  I and I1 &over depzrtments 2nd agencies rnaintzin 2nd 
c o n t ~ o l  o e n s i t i - ~ e  i n ~ o m z t i o n  re la ted  to ?m~rica* s homeland 
securi~y t h a t  mighr i io t  mset one or more of the standards for 
classification set forth in ? a r t  1 of Executi~e Order 12956. The 
need r o  protect such sezsitive i n f  oma t ion  from i nappropr i a t e  
disclosure should bz carefully considered, on a case-by-case 
bas i s ,  toge2her with the bene f i t s  thalt resrtlt fron the  opsn 2nd 
efficient exchange of scientific, tech~ical, and l i k e  
inf ormacion- 

AS f i e  accornpanyi-n,g menorandm f r o m  the P.ssistznt to the 
r e s i d e n r  and C h i e f  02 S t a f f  indicates, f ede ra l  d e p a r t m e n ~ s  and 
zgenc ies  should n o t  hes i ra te  t o  consu l t  with the Office cf 
I n f o m a t i o n  and Privacy, either with general znticipazory 
qves t lonr  or on  2 case-by-case b a s i s  as  articular natters acise, 
r 2 g a r d F ~ q  any FOIA-relatsd hornclad security issue. Likewise, 
rhey s h o u l d  consult v i t h  the i n f o m a t i o n  Securi2y Oversight 
O f f i c e  on any matter pertaining t o  the clzrsification r 
declassificacion, o r  reclassification of  info--tion r e g a r d i ~ g  
zh2 dervelopnent or use of  Weapons of mass d e s L , r ~ d i o n ,  or with  
zhs Department of Energyf s Off ice  of Security if the infozmatFon 
concerns nuclear  or cad-iologlcal  $Gapons. 


