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JOINT LESSONS LEARNED PROGRAM

References: See Enclosure D.

1. Purpose. To establish CJCS policy, guidance, and responsibilities for the
Joint Lessons Learned Program (JLLP).

2. Cancellation. CJCSI 3150.25D, 10 October 2008, “Joint Lessons Learned
Program,” is superseded by this publication.

3. Applicability. This instruction applies to the Joint Staff, Combatant
Commands, Services, Combat Support Agencies (CSAs) (Defense Intelligence
Agency, Defense Information Systems Agency, Defense Logistics Agency,
Defense Threat Reduction Agency, National Geospatial-Intelligence Agency,
National Security Agency, Defense Contract Management Agency), and other
organizations participating in the JLLP. Services include Regular and Reserve
Components. This instruction is provided as information to the Office of the
Secretary of Defense (OSD) and to other U.S. Government (USG) organizations
involved in lessons learned programs, such as the United States Coast Guard.

4. Policy. See Enclosure B.
5. Definitions. See Glossary — Part II.

6. Responsibilities. See Enclosure C.
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7. Summary of Changes

a. Updates Enclosure A to reflect changes to the JLLP phases; provides
administrative and reference updates, and aligns processes and procedures
with those documented within CJCSM 3150.25, “Joint Lessons Learned
Program,” dated 15 Feb 11.

b. Clarifies roles of those JLLP participants impacted by the
disestablishment of Joint Forces Command, and further defines the specific
responsibilities of the lesson manager (LM) originally introduced in CJCSM
3150.25.

c. Provides additional detail on the deliberate observation validation
process, data entry into the Joint Training Information System (JTIMS) and
integration with the JLLP.

d. This instruction provides guidelines for use of the Joint Lesson
Memorandum (JLM) as well as an example for use by the combatant
commands, Services, combat support agencies in the submission of issues to
the Joint Staff [ssue Resolution process.

e. Provides policy and procedures for establishing a joint community of
practice within the Joint Lessons Learned Information System (JLLIS).

8. Releasability. This instruction is approved for public release; distribution is
unlimited. Department of Defense (DOD) Components (to include the
Combatant Commands), other federal agencies, and the public may obtain
copies of this instruction through the Internet from the CJCS Directives Home
Page--http:/ /www.dtic.mil/cjcs_directives.

9. Effective Date. This instruction is effective upon receipt.

s

Director, Joint Staff

Enclosures:
A - Program Overview
B - Policy and Guidance
C - Responsibilities
D - References
GL - Glossary
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ENCLOSURE A

PROGRAM OVERVIEW

1. JLLP Overview. The JLLP is a knowledge management program established
to enhance joint capabilities through discovery, validation, integration (with
functional resolution processes), evaluation, and dissemination of lessons from
joint operations, training events, exercises, experiments, and other activities
involving DOD assets of the Armed Forces of the United States and applying to
the full range of joint operations in peacetime and war. The primary objective
of the JLLP is to enhance joint capabilities by contributing to improvements in
doctrine, organization, training, materiel, leadership and education, personnel
and facilities (DOTMLPF) and readiness/policy. Through its tenet of sharing
best practices and lessons learned, the JLLP informs other joint development
processes, enables learning and collaboration from joint activities, enhances
joint force capabilities, and advances force readiness.

a. The JLLP influences joint training and education by providing a path to
ensure lessons are injected into joint learning processes, thereby improving
their viability and enhancing readiness to meet changing demands.

b. The observations, issues, best practices, recommendations, lessons, and
lessons learned of the JLLP influence the Joint Capabilities Integration and
Development System (JCIDS) by identifying gaps and shortfalls with the goal of
delivering the best military capabilities in support of our national security.

c. A critical component of the JLLP is for issues to be resolved at the lowest
possible level. An equally important aspect is for best practices and lessons
learned to be shared with the relevant community of practice.

2. JLLP Community. The JLLP community is comprised of distributed lessons
learned organizations and programs as described at the introduction of this
document within the section describing applicability. While these JLLP
stakeholders have primary areas of focus, they are neither constrained from
investigating other areas of focus when necessary nor rigidly separated by
process or activity. JLLP stakeholders support the priorities and equities of
their host organization and, when appropriate, shall contribute information,
data, and lessons learned that are germane to improving joint capabilities and
readiness. DOD stakeholders of the JLLP include the Joint Staff, Services,
Combatant Commands, and CSAs and operate their programs in accordance
with (IAW) this instruction.

A-1 Enclosure A
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a. Effective relationships between lessons learned organizations and
programs promote complementary discovery, validation, integration (with
functional resolution processes), evaluation, and dissemination of lessons
throughout the joint community. To this end, the JLLP strives to create an
environment where JLLP stakeholders freely share observations, issues, best
practices, recommendations, lessons, and lessons learned without
unwarranted restrictions in order to effect positive changes for the joint force.

b. The JLLP community meets semiannually to share information and
discuss and explore methods and processes for improving JLLP knowledge
management of observations, issues, recommendations, lessons, and lessons
learned. During these meetings, stakeholders share best practices and
program updates, as well as develop processes and procedures in support of
the JLLP.

3. Joint Lessons Learned Information. Knowledge management is the
cornerstone of the JLLP community. Organizations participating in the JLLP
shall coordinate activities and collaboratively exchange information (e.g.
observations, issues, best practices, recommendations, lessons, and lessons
learned) to the maximum extent possible. Effective information exchange
contributes to the improvement of operations conducted by the joint force and
other USG organizations. JLLP knowledge management is enabled by JLLIS,
the DOD JLLP system of record. JLLIS facilitates the collection, tracking,
management, sharing, collaborative resolution, and dissemination of lessons
learned to improve the development and readiness of the joint force.

4. Program Phases

a. Overview. The JLLP four-phase process includes discovery, validation,
integration (with functional resolution processes), and evaluation. Additional
information on these phases is explained in detail within reference a.

(1) While commanders and directors are responsible for the execution

of these phases within their organizations, the basic method for JLLP execution
shall be consistent with the process chart depicted in Figure 1.

A-2 Enclosure A
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Figure 1. The Joint Lessons Learned Program Process

(2) The discovery, validation, integration, and evaluation phases of the
JLLP are shown as part of a sequential process, culminating in lessons learned
that may be used in a variety of ways by the lessons learned community, joint
force commanders, joint warfighters, the Joint Staff, DOD leadership, and
other appropriate organizations. Through this process, the JLLP produces
validated information that enables actionable DOTMLPF changes, which
improve joint capabilities.

b. Discovery Phase. The discovery phase is the foundation phase of the
JLLP, producing observations from multiple sources and approaches. At this
entry point in the process, all observations, reports, and/or summaries provide
a basis for additional review and analysis; however, they are neither refined nor
validated yet. Discovery phase activities include active and passive collection,
both of which contribute to a comprehensive JLLP discovery process.

(1) Active Collection. Active collection consists of activities specifically
generated to collect information on training, wargaming, experiments,
operations, and real world events.

(2) Passive Collection. Passive collection activities are not limited by
time, location, personnel training, or event, and are conducted for the purposes
of drawing analytical conclusions. This type of collection provides the JLLP
with a flexible, adaptive, responsive, and pervasive source of inputs which may
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provide context and conclusions beyond direct observation. Passive collection
consists of reviewing information from outside sources generally focused in
three information classes: (1) after action reports (AAR); (2) information
collected via collection tools; and (3) information collected via individual inputs
from observers, trainers, and operators. Services, Combatant Commands, and
CSAs shall designate review, validation, and release authorities for internal
collection activities.

c. Validation Phase. During the validation phase, observations are
reviewed and analyzed to produce lessons for integration into learning or issue
resolution processes in the next phase. The JLLP validation phase ends once
review and analysis of an observation is complete and lessons move on to the
integration phase.

d. Integration Phase. During the integration phase, lessons from the
validation phase are integrated into learning or issue resolution processes. As
each lesson leaves the validation phase, it is reviewed to determine whether it
is a lesson requiring resolution, a lesson for dissemination as a best practice,
or a lesson that qualifies as a sustainment item that should be forwarded to
the learning processes.

A-4 Enclosure A
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Figure 2. Integration with Joint Issue Resolution Processes

(1) Service/Combatant Command/CSA JLLP integration with JS issue
resolution processes are depicted in Figure 2. The joint lesson memorandum
(JLM) is a tool that may be used by organizational leadership to inform the JS
of lessons requiring JS analysis and resolution. For submission of issues to
the Joint Staff Issue Resolution process, a General Officer (GO)/Flag Officer
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(FO) or Senior Executive Service (SES) certification is required using the JLM,
(see sample within Appendix A to Enclosure A).

(2) Conclusions derived from analysis of published lessons (when
conducted by other than the originating organization(s)) shall be annotated as
such within subject reports, publications, briefings, summaries, and/or the
JLLIS. This annotation shall include specific reference to the organization that
conducted the follow-on analysis and a statement noting that the assessment,
comments, or conclusions may or may not reflect those of the originating
organization. Published information should be purged of references that could
identify specific units or personnel. Identification of units and personnel by
“type” or “function” is preferred. Exceptions to this policy are only permissible
when specifically approved by the supported command and when necessary to
provide full context.

e. Evaluation Phase. The evaluation phase focuses on determining
whether a lesson was learned. During this phase, lessons move from
completion of the action plan through dissemination. During evaluation, if it is
determined that “learning” did not occur, the lesson is returned to the
integration phase. If the lesson is evaluated to have been “learned,” or that the
action plan solved the originally noted deficiency, the “lesson learned” is
disseminated. The primary means of dissemination for the JLLP is JLLIS.

A-6 Enclosure A
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APPENDIX A TO ENCLOSURE A
JOINT LESSON MEMORANDUM

1. Overview. The JLM serves as a tool that may be used by organizational
leadership to inform the Joint Staff of lessons requiring JS analysis and
assignment into the appropriate issue resolution venue.

2. Policy. For submission of issues to the JS issue resolution process, a
GO/FO/SES certification is required using the JLM. See Figure 3.

a. Prior to JLM submission:

(1) The submitting organization shall capture the detailed issue in
JLLIS. The JS Joint Lessons Learned Policy Branch (JLLPB) shall coordinate
with the submitting organization to reassign the OPR to the JS/J-7 and
identify a JS/J-7 JLLPB action officer as the Issue Coordinator.

(2) Based on the level of leadership submitting the issue to the Joint
Staff, a JLM should be directed as follows:

(a) Requests from Combatant Commanders, Service Chiefs and Vice
Chiefs, or Combat Support Agency Directors and Deputies: CJCS or VCJCS

(b) Requests from Deputy Commanders, Service Operations
Deputies, or Combat Support Agency Chiefs of Staff: DJS or DJ-7.

() Requests from Combatant Command, Service, and/or CSA Staff
Directorate Directors or Vice-Directors or equivalent GO/FO/SES: VDJ-7 or
DDJ-7 Strategy and Policy (S&P) and appropriate JS J-Dir GO/FO/SES.

(3) The JLM may be sent directly via e-mail attachment to the
appropriate principal. Service, Combatant Command, and CSA Lessons
Learned Directors should copy the submitted JLM via e-mail to the JS/J-7,
Joint Education and Doctrine Division Chief and JLLPB Chief to ensure timely
response.

b. After submission of an issue to the Joint Staff, the JLLPB will manage
these cross-cutting joint operational and strategic issues within the JS issue
resolution process, assign OPRs and Offices of Collateral Responsibility (OCR),
and develop action plans with an end state, milestones, estimated completion
date, recommended actions, and corrective actions.

A-A-1 Appendix A
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ABCXYZCOM STAFF
Letterhead

Eeply ZIF Code:
#HFE-FEEH ## Date ####

MEMORANDUM FOE DIRECTOR JOINT FORCE DEVELOFMENT
JOINT STAFF J7

Subject: (U) Operation J0C0CEE0EE Joint Lezszons

1. Thiz memoeorandum identifies leszon(s) collected and analyzed by
ABCIYZCOM perzonnel invelved in Operation 300000C00EEL ABCEYZCOM
has reviewed, validated, and approved lessonis) for collaboration with the Joint
atafi,

2. The lezsson is contained in SIPENET JLLIS using tracking number oo,
My staff will continue to meonitor and work with the Joint Staff to address this
izE1e.

3. The ABCXYZCOM point of contact for this action is Rank, Names, Service;
ABCKYZCOM / J#; XO00C-300-20000 firstname.lastnamef
ABCXYZCOM. =mil.mil,

NAME
Eanlk, Service
Position

Figure 3. Sample Joint Lesson Memorandum
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ENCLOSURE B
POLICY AND GUIDANCE

Overview. This instruction provides CJCS policy and guidance and applies to
the Joint Staff, Combatant Commands, Services, CSAs, and organizations
participating in the JLLP. Services include Regular and Reserve Components.
This instruction is provided as information to OSD and to other USG
organizations involved in lessons learned programs. It applies to individual,
staff, and collective joint lessons learned programs and affirms the
commander’s/director’s role in the gathering, archiving, reporting, and sharing
of lessons learned as related to joint training and readiness. Lessons learned
enhance the commander/director’s ability to prepare and integrate combat and
support forces to execute assigned missions. Policy and guidance are provided
in Appendices A and B to this enclosure.
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APPENDIX A TO ENCLOSURE B
POLICY

1. Overview. The JLLP is a knowledge management program established to
enhance joint capabilities through discovery, validation, integration (with
functional resolution processes), evaluation, and dissemination of lessons from
joint operations, training events, exercises, experiments, and other activities
involving DOD assets. The JLLP applies to the full range of joint operations in
peacetime and war.

2. Joint Capabilities. The JLLP contributes to joint capabilities integration,
development, and improvement, and complements other DOD issue resolution
processes. The JLLP improves mission effectiveness by enhancing the joint
operator’s ability to learn from the conduct of operations across all levels of
engagement. This focus supports the JLLP goals of enhancing joint capabilities
and joint force transformation.

a. Support to joint operations entails continuously improving and
adapting materiel and non-materiel solutions across the DOTMLPF spectrum
as well as improving DOD policy mandates.

b. Support to joint force transformation includes contributing to joint
concept development, joint experimentation and assessment, and change
implementation programs.

3. JLLP Stakeholders. The JLLP supports a wide range of stakeholders. The
observations, issues, best practices, recommendations, lessons, and lessons
learned directly contribute to improving operations conducted by the DOD in
support of the Combatant Commands and other USG organizations. The JLLP
influences joint training and education by providing procedures to inject
lessons into joint learning processes, thereby improving their viability and
responsiveness to meet changing demands. It also influences the JCIDS and
DOD transformation by identifying capability gaps and shortfalls.

a. The Joint Staff, Services, Combatant Commands, NGB, and CSAs shall
have a joint lessons learned program [IAW this instruction.

b. Organizations participating in the JLLP shall identify and assign LMs
and JLLIS administrators in their respective organizational structure.
Individuals assigned to these positions shall execute tasks as appointed within
Enclosure C of this document.

Appendix A
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4. JLLP Integration

a. Joint Training System (JTS). The JTS, as described in reference b, is
an interrelated series of disciplined, logical, and repeatable processes to
continuously improve joint training and readiness. The JTS process is a cycle
composed of four phases, each of which shall be informed by the JLLP.

b. Combatant Command Exercise Program. The deliberate observation
validation process permits the timely sharing of lessons from Combatant
Command exercises. Under this process, Combatant Commands capture and
share key, overarching, and crosscutting observations and lessons no later
than 45 days after the end of the exercise. Observations may be entered
directly into JLLIS or exported from JTIMS into JLLIS, IAW reference c.

c. National Exercise Program (NEP). After a Department of Homeland
Security national exercise concludes, participating DOD Components shall
provide their after-action review to the CJCS or a designated representative,
(reference d).

5. JLLP Collaboration and Information Sharing

a. Joint Lessons Learned Conference. The purpose of the joint lessons
learned conference is to provide a collaborative venue where the Joint Staff,
Combatant Commands, Services, CSAs, and other agencies involved in lessons
learned programs may present issues, share ideas, and work together towards
improving lessons learned program processes. This conference normally
occurs as part of the Worldwide Joint Training and Scheduling Conference
under the heading of the Joint Lessons Learned Working Group (JLLWG) and
meets on a semi-annual basis to discuss and explore methods and processes
for improving JLLP knowledge management of observations, issues, best
practices, recommendations, lessons, and lessons learned.

b. Foreign Disclosure. The sharing of joint lessons learned information
between the Department of Defense, USG agencies, partner nations, and other
non-DOD partners shall occur IAW DOD and CJCS policy. Specifically,
information contained within JLLIS shall be governed by DOD and CJCS policy
regarding information sharing and network security (references e through m).

c. The JLLIS Joint Community of Practice (CoP). Through the joint CoP,
JLLIS provides the JLLP with the ability to gather information quickly and
process larger quantities of information in a single location, thus allowing
dissemination of relevant data to a wider audience. Through group interaction,
joint CoP members can quickly create a knowledge base from which to share
valuable information across the joint lessons learned community even if they
do not belong to the same organization or serve in the same geographical area.

Appendix A
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(1) Management of the JLLIS Joint CoP. The joint CoP host/manager
identifies CoP members or subject matter experts (SME) in a particular area to
support sharing, collaboration, and the exchange of information to facilitate the
lesson resolution process. Through the joint CoP, JLLIS users view and
collaborate on active observations, issues, best practices, recommendations,
lessons, and lessons learned activities. See Enclosure C for additional
information and specific responsibilities of the JLLIS joint CoP host/manager.

(2) Synchronizing Collection Efforts in a JLLIS Joint CoP. The JS/J-7
shall establish a joint CoP for the synchronization of collection efforts, such as
during a contingency operation (e.g., humanitarian assistance and disaster
relief) where multiple organizations may collect and contribute lessons.

(a) Stakeholders participating in the collection effort shall post
relevant contingency operations information in the established joint CoP.

(b) JS/J-7, at the outset of a contingency operation, shall announce
the posting of an activity summary of collection efforts on the joint CoP.

(c) Stakeholders shall be tasked by the JS/J-7 to provide updates
on the collection effort.

Appendix A
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APPENDIX B TO ENCLOSURE B
GUIDANCE

1. JLLP Objectives

a. To conduct active and passive collection activities as appropriate.

b. To analyze information from joint operations, training events, exercises,
and other activities involving DOD assets. Stakeholders shall derive and
identify key data points and then document observations at strategic,
operational, and tactical levels.

c. To support timely feedback to joint operators and decision makers by
delivering lessons, enabling them to modify current (and future) training,
planning, exercises, and operations as necessary.

d. To disseminate information to the appropriate functional managers or
community lessons and lessons learned during planning and execution of real-
world operations, or anticipation of key joint training events, exercises, or
experiments involving DOD assets.

e. To formulate, recommend, track, and monitor lessons through joint
issue resolution processes to conclusion and implementation.

f. To observe implemented recommendations and courses of corrective
action and validate the benefit of DOTMLPF changes made as a result of the
JLLP. This evaluation process should verify whether a lesson is learned, and
results in feedback to joint operators when further action or reevaluation is
warranted.

2. JLLP Capabilities. The following capabilities are required of lessons learned
stakeholders (organizations) participating in the JLLP:

a. The ability to capture, analyze, validate, evaluate, and learn from their
collection efforts.

b. The ability to participate in issue resolution processes in their area of
operations and/or interests, enhancing their ability to advise their commands
in a timely manner.

Appendix B
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c. The ability to conduct small-scale active collection activities
immediately before, during, or immediately after a joint operation, training
event, or exercise, using active collectors who directly observe performance,
review activities focusing on that performance, and interview participants. This
guidance acknowledges that the participants in these collection efforts have
other duties and responsibilities. Therefore, characteristics found in small-
scale collection efforts may include:

(1) A relatively short duration or intermittent requirement.
(2) A relatively small collection contingent.
(3) Non-contiguous collection efforts.

3. JLLP and North Atlantic Treaty Organization (NATQO) Lessons Learned.

a. Supreme Allied Commander Transformation (SACT). SACT is the lead for
the overall NATO lessons learned process when dealing with those lessons that
are addressed and resolved at the strategic command level and below,
(reference n). SACT is supported by Allied Command Operations (ACO) in the
planning and execution of this task. Reciprocally, Allied Command
Transformation supports ACO with the overall output of the NATO Lessons
Learned process for the planning and execution of operations, military
exercises, training, and experimentation.

b. NATO Joint Analysis and Lessons Learned Centre (JALLC). The NATO
JALLC is the lead agency for the analysis of operations, exercises, training,
experiments, collection, and communication of lessons learned for NATO. The
JALLC deploys teams worldwide to support NATO, analyzing all aspects of the
alliance’s work at the operational and strategic levels. Headquartered at
Monsanto, Portugal, the JALLC hosts and maintains NATO’s lessons learned
database, where lessons are captured, stored, and processed.

(1) The JS and U.S. European Command normally attend the NATO
Lessons Learned Conference hosted by the JALLC and collaborate on all
briefings presented for the United States.

(2) The Services and other joint organizations attend the NATO Lessons
Learned Conference as deemed necessary and collaborate on all briefings
presented for the United States.

(3) The JS DJ-7 maintains a full-time liaison officer with JALLC who
may be used by any member of the JLLP as required to facilitate
communication with the NATO Lessons Learned Program.

Appendix B
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4. International Lessons Learned Conference (ILLC). U.S. DOD Components
participate in the ILLC to foster the sharing of lessons learned processes and
data.

a. The JS and the Combatant Command of the area of responsibility
(AOR) where the ILLC is held normally attend the ILLC and shall collaborate on
briefings presented for the United States.

b. The Services and other joint organizations attend the ILLC as deemed
necessary and shall collaborate on briefings presented for the United States.

Appendix B
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ENCLOSURE C
RESPONSIBILITIES

1. Overview. This instruction outlines the responsibilities of the offices,
organizations, and individuals assigned as participants within the JLLP.

2. Chairman of the Joint Chiefs of Staff. The CJCS provides policy, direction,
and guidance to the JLLP.

3. Director, Joint Staff (DJS). The DJS receives a periodic lessons learned
update from the Director for Force Development, Joint Staff (DJ-7). The DJS
provides guidance on issues elevated to the level of JS attention and handling.
Guidance may include sending issues to the TANK, or other joint issue
resolution venues, to open or close issues. The DJS shall notify the DJ-7 when
active collection and analysis may be required.

4. Director for Joint Force Development, Joint Staff (DJ-7). The DJ-7 supports
the CJCS and the joint warfighter through joint force development in order to
advance the operational effectiveness of the current and future joint force. The
DJ-7:

a. Serves as the office of primary responsibility (OPR) for the JLLP/JLLIS.
b. Ensures overall JLLP/JLLIS integration.

c. Serves as the OPR for the Lessons Learned General Officer Steering
Committee (LL GOSC). The DJ-7 meets with OSD principals (Homeland
Defense (HD), Personnel and Readiness (P&R), Comptroller (C), Acquisition
Technology and Logistics (AT&L), Office of the General Counsel (OGC), and
others as needed), J-Directors, Combatant Commands, Services, NGB, and
CSAs on a periodic basis to address joint operational and strategic lessons.
Observations, issues, best practices, recommendations, and lessons gained
from national level exercises, significant events, activities, and operations are
reviewed by the J-Directorates and recommended to DJ-7 for inclusion in the
LL GOSC for resolution. Lessons are developed into plans of action with an end
state, milestones, estimated completion date, recommended actions, identified
