Pre-Event Vaccination System
(PVS) Training

For Local Administrators
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PVS Training

Purpose and Audience

 Train local administrators to use the
Pre-Event Vaccination System (PVS)

* Designed for people who will use PVS
and/or train other to use the application
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Objectives

By the completion of this training, the participants
will be able to:

1. Describe the PVS components

2. Describe the steps for obtaining a digital
certificate and logging into the system

3. ldentify appropriate data entry forms

4. Describe the steps for entering data into the
Vaccine/Diluent Batch forms




PVS Training

Objectives (continued)

5. Describe the steps for entering data
into the Patient Information forms

6. Describe the steps for entering data
into the Organization and Program
Staff forms

/. Describe the steps for requesting and
printing standard forms and reports

8. Describe logging off the system
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PVS Training

Pre-Event Vaccination System

* Tracks patient and vaccination
information for those clinics that are
using PVS to manage the smallpox
vaccination campaign
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PVS Training

CDC Developed Vaccination Support
System for Public Health Entities

* The Pre-Event Vaccination System (PVS) is part
of a clinic process and management model

* PVS includes forms and unique vaccination
event numbers and stickers

 PVS includes Vaccination Roster for states that
have been certified to use their own systems

 \Web-based with a browser interface
« Secure data exchange over SDN
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Data Security

Secure Data Network (SDN) provides secure
data exchange that uses a two factor (multi-

layered) authentication and client certificates

Named data used for public health purposes only
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PVS Support Requirements

* Internet Explorer 5.5 and above or Netscape
6.0 and above

* Minimum computer resolution of 800x600

Internet access with speed of 56k Modem or
above

Adobe Acrobat reader
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Data Activities

o States:

— Pre-Event Vaccination System (PVS)
* With identifiers
 Without identifiers

— Certified alternative state system

e CDC:

— Aggregate reporting and analysis is
performed on datasets with patient identifiers
removed
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User Roles

Local Administrator

Local Viewer

Public Health Administrator
Public Health Viewer
Global Administrator
Non-PVS Administrator
Non-PVS Viewer
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PVS Components

 Data input screens « Reports for clinic,

— Patient information state, and federal
— Vaccine batch levels
information

— Take response * Data pre-loads

recording — Vaccine lots
— Adverse events — Diluent lots
recording — Organizations

— Organizational
information
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Overall Clinic Flow

Where does data entry fit into the system?

[—]
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PVS Training SDN

Secure Data Network

« Part of CDC System Integration Project

* Protects transmission of sensitive/critical data
and systems

* Provides:
— User authentication
— Access control
— Data communications routing
— Secure data storage and transfer, and management
— Encryption key
— Administration facilities
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PVS Training SDN

Security Overview

 PVS Secure Data Network (SDN) uses
a two-step login process
1. CDC SDN login

Validates the user has access to the
application

2. Application login

Specifies the user’s role(s)
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PVS Training SDN

Before You Apply for a Digital
Certificate ...

1. CDC Technical Assistance/Direct
Assistance (TA/DA) will contact the
Public Health Entity

2. Public Health Entity completes the
“PVS Organization End-User
Collection Utility” Access file

The Access file automatically generates
PVS logins and passwords

3. The Access file is returned to TA/DA

17
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PVS Training SDN

Before You Apply for a Digital
Certificate ... (continued)

4. TA/DA sends the file to CDC PVS Support

5. CDC PVS Support uploads the information
to the database

6. TA/DA will send the Public Health Entity
instructions on how to apply for a digital
certificate

/. Public Health Entity forwards the information
to the approved PVS users

8. PVS users may now apply for a digital
certificate
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Applying for a Digital
Certificate



PVS Training DC Application

General Registration Password

https://ca.cdc.gov

Verisign ) Password Check for
7 ONSITE CDC Digital ID Services

-

Fleasze enter the password for CDC's Digital ID Sernces and click the Aecept button.

Password: |
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PVS Training DC Application

g

General Information Page

Welcome to the CDC Secure Data Network client registration site

To immediately enroll
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PVS Training DC Application

Personal Information

Step 1: Enter Personal Information
Flease enter this information abo

Prefix Preferred Name

First Name Middie Name

Last Name Degree

Email Address CDC User Il

o
[Where Salc:

Employer ng{:qfn_ or
ivision
Employer Type |Academic/Research Organization
Job Type
Phone

Work Address U.S. State
{130 characters (reguired for LUS)
maximum) =] U.5. County

i

City Zip Code

Country

Alternate Contact:

Name Phone
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PVS Training DC Application

Program Selection

Step 2: Select A Program

welect the program whose actinties you want to ot

SEET S EESIE e

SOMB
Secure Data Metwaorlk

S mallpox Vaccination Frogram
TE Motification Swstem
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PVS Training DC Application

E-mail Confirmation

Microsoft Internet Explore x|

Your email address musk be correct ba receive your Digikal ID,
Is this wour correct email address?

wxiode, o
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PVS Training DC Application

PVS Activity Selection

Digital ID Enroliment for

—_— "

fm;,ﬂ;_l ) Centers for Disease
{ ON3SITE  control and Prevention
OPS/IRMO

i ___._____.---'""

Step 3: Select Smallpox Vaccination Program Activities

Select one or more actrnties fom the hst
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PVS Training DC Application

Select a Challenge Phrase

Choose a Challenge Phrase

i will need

Challenge Phrase I
Confirm I
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PVS Training DC Application

Cryptographic Service
Provider Selection

Select The Cryptographic Service

smattcard, please select the :'-.uI;I:-rI:-I:-ﬂat.v ptn"inlvt as -11.tm"tm1h" thr I'I:I.:I.tl'lli':l.l"t'l.lfﬁf.

Cryptographic Service Provider

Narme ticrosoft Base Cryptographic Fravider w1 .0
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PVS Training DC Application

VeriSign Subscriber
Agreement

Dlgltﬂl ID Subscriber Ag reement By applying for, accepting, or using a Digital ID you
are agreeing io the terms of the Verisign Subscriber Agreement (" Agreementi™). Your organization
requires you to follow this Agreement. By clicking the accepibution below, you indicate your acceptance of
this Agreement. If you do not agree to the terms of this Agreement, do not conpleie this application, click
accept, or use the Digital ID.

Whet you submit this Di icking ept, wour browser will generate your public and
private 18 bro ; Fi setup agp ordd to pro 7O LT v and to store
it o1 a di ""_ 1t e kev is ' dizits g1 Ot BHIC e-thail. ¥iout
public at D ssociates canuse itto v iy o digital
signature orto s -:nn.i :.ruu !:'ILIZ'I':.'I.I’[.EIZ;. e-triadl.

Your private key and password ate stored on your computer and are not transmatted to the Certification
{:F out Digital [0, When your Digital ID 18 ready, you will recedve e-mail that includes

S

iisttactions for retrieving and installing it.

If you have completed this enrollment formy, click Aecepd to submit this request to the A dminastrator,
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PVS Training DC Application

Setting the Security Level

Creating a new RSA exchange

Securty level et to bMedium
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DC Application

PVS Training

Medium Security

Creating a new RSA exchange key!

item is to be used.

+ M edium
quest my permizzion when this item iz to be used.

=]

Autormatically grant permizsion to uze this tkem
without natification.
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DC Application

2/20/03

High Security

Creating a new RSA exchange key!

Create a pazsword to protect this ke,

Create a new pazswaord far thiz itern.

F' SEEWOT |:| fI:IfZ ||7

[example: Tom)

Pazzword: Ii
Canfirmm: Ii

Finizh




PVS Training DC Application

Medium Security Confirmation

Creating a new RSA exchange key!

You have et pour security level to medium.

&, dialog will prompt for pour permizgion when thiz
itern iz to be uzed.

Cancel
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PVS Training DC Application

High Security Confirmation

Creating a new RSA exchange

Jdohn Doe

Security level et bo High
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PVS Training DC Application

E-mail Notification

Yerisign ) . .
7 ONSITE Digital ID Services

—

Check E-mail

Check your inbox at the e-mail address you entered in the enrollment form for
an e-mail from your administrator. It will contain instructions for installing the

Digital 1D.

Copyright & 1999, VeriSign, Inc. All Rights Reserved
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Installing the Digital Certificate
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PVS Training DC Install

g

-mail Instructions and PIN

From:

Dear JOHMN DOE,
YTour Adwinistrator has

cannot ain a Di al ID that contains your personal information,

wou . ) 1 ID £ b . unicue Fe 1l Identification

MNumber (PIN). ] . i e sSimple step
Wisit the Digital ID retriewval weh page:

ntrolandPrevent ion!

Pick-up ID
In the form, it vour Personal Identification MNumwber (PIN) :
PIN is: 1.
your Digital ID.

Follow the instructions on the . . . . h installation of

ions or probler L your Admin ator by replying to thizs e-mail

2/20/03



PVS Training DC Install

Digital Certificate Pick-Up

Centers for Disease Control and Prevention
OPS/IRMO Digital ID Center

o ENROLL

Choase this option to enrall far a client Digital 1D.

PICK-UP ID

Choose this option if you have enrolled for a Digital ID but have not picked it up.

SEARCH

2/20/03



PVS Training DC Install

Enter PIN

Pick Up Digital ID

Important: This step must be completed using the same computer used to
suhmit the Enrullment furm

: contained in an e-

t Ll-- the :lljlrllrll._-tl-:ltl_lr t|_| the - rrl.:ul 'ddr'EE:E ntered in the Pnrullrrwnt form.

Ctrl + c) the PIM number from the e-mail, paste (Ctrl +v) it into the box below, and hit

Enter the Personal Identification

Number (PIN): 1“""““"‘"‘"“"“‘"“"“‘"“"“‘"‘““"“““""‘
1e PIM iz listed in the canfirmation e-mail that !

ras sent from the administrator.,
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PVS Training DC Install

Install Confirmation

Congratulations!

Your Digital ID has been successfully generated and installed.

Your Digital ID Information.

se Control and Prevention

fisign.comgdrepository/CPS Incorp. by Ref. LIAB.LTD{c)

izational Unit loyeeID - 0000

zational Unit = M p - Atlanta, Georgia, United States

fistics

Serial Mumber

1er usefil 1

1 gEervices.
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Step 1: Digital Certificate Login
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PVS Training DC Login

SDN Access

https:// sdn.cdc.gov

Client Authentication

[dentifization

The ‘web site pou want to wiew requests identification.

! . Select the certificate to uze when connecting.

2/20/03



PVS Training DC Login

Verify Digital Certificate

Signing data with your private ﬂ

A application 1z requesting access to a Protected item.

John Doe I—

| Remember password

2/20/03



PVS Training DC Login

Enter Challenge Phrase

CDC Secure Data Network

Enter Challenge Phrase

Please enter your challenge phrase:

Client Authentication
Signing data with your private ex ﬂ

An application is requesting access ta a Protected item.

John Doe I—

[ Bemember p

Moare Info...

Cancel
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PVS Training DC Login

Main SDN Screen

|CDC Home

Health Topics A-Z

0%

i, %2 52 Secure Data Network

SDN Support

Shin iahnash Smallpox Vaccination Program

404-498-2110 ¢ Help and Questions and Answers
¢ Semi-Weekly Progress Reporting

lcdcsdn@cdc.gov
e VYaccine Administration Support (PVS)

Update
Challenge
Phrase

Request
Additional . -
Activities 2 S

Up date e & . aticn. 3 0 a Protected item.
Personal |
Information

Jiohn Dioe

I Bememb

are Info...

Carcel Detailz...
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Step 2: PVS Login



PVS Training PVS Login

PVS Login Screen

I. |' — — --f__ﬂ. |

Information Resources Management Office

! Pre-Event Vaccination System

Login

User ID 1
Password 1

Login \
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PVS Training PVS

Main PVS Screen

]. Information Resources Management Office

"8 pre-Event Vaccination System

BAFER * HEALTHIER * FEQPLE™

S

-

il Auckivity
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PVS

Data Entry Overview

 Day 1

2/20/03

Enter new batch information
and generate Batch ID

Print Patient Medical History
form

[Patients are vaccinated]
Enter patient information,
including demographic, past
vaccination, and current
vaccination information
Generate Daily Vaccination
Activity report

Generate Daily Summary
report

 Day 6-8

Generate Take-Response
Call-Back list

[Patient’s Take-Response is
read]

Enter Take-Response
reading

Generate Take-Response
Activity report

Generate Clinic Summary
report




PVS Training

CDC Contact Information
* Phone: 800-532-9929 Ext. 4

« Office Hours: 8:00 A.M. -8:00 P.M. EST
Monday - Friday

 Emaill: pvsinfo@cdc.gov or cdcsdn@cdc.gov
« Web: www.bt.cdc.gov/agent/smallpox
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