DOI LEARN
MINIMUM WORKSTATION CONFIGURATION AND IE BROWSER SETTINGS

Before You Access DOI LEARN

The steps for changing your browser settings should be used on every computer that
you intend to use to access DOI LEARN. Before you access DOI LEARN, you will need
to make adjustments to your computer to optimize its performance while using the
application.

This document will show you how to:

» Check Internet Explorer 6.0 for Cookies and Scripting,
* Add the DOI LEARN URL to the trusted sites area,

* Disable your Pop-Up blocker for the DOI LEARN site,
* Clear the Cache Using Internet Explorer 6.0,

* Configure your browser e-mail client,

+ Adjust your monitor resolution, and

* Resolve some issues related to use with Internet Explorer 7.0 and with MAC'’s.

DOI LEARN MINIMUM SYSTEM REQUIREMENTS

Note: A number of the configuration settings contained in this document may require
administrative rights to enable. Please contact your office’s IT Help Desk to assist you
with these settings prior to beginning.

* High speed Internet Connection (DSL, cable, ISDN 128)

— The paper or CD-ROM versions of mandatory courses are recommended for
employees in remote areas with dial-up internet connectivity.

* Platform(s): Windows 9x/NT/ME/2000/XP, Mac OS 10 or above, Linux and UNIX

* Browser: Internet Explorer 5.0 (or greater), or Netscape 6.01

* Flash 6.0 or greater plug-in

* Current Adobe Acrobat Reader

» Cookies, Java, and JavaScript Enabled (must support Java version 1.20 or higher)
- Only one version of Java Virtual Machine should be enabled at a given time.
- Microsoft VM java is not supported.

* Minimum screen resolution of 800 x 600, at 32-bit color depth

* Audio card *

» 233MMX megahertz minimum, 300MMX megahertz recommended

« 32 MB RAM minimum, 64 MB RAM recommended

» 25-50 MB of available disk cache space

*Some courses and features may require special multimedia plug-ins and players (see
Plug-in Installation Center in DOI LEARN).
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Note: Internet Explorer 7.0 Users should refer to the Troubleshooting section at the end

of this document for Active X controls / native XMLHTTP support settings.

Note: MAC Users should review the Troubleshooting section for recommendations on

settings for MACs.

A. Check Internet Explorer 6.0 for
Cookies

1. Open your Internet browser

2. Under the Tools menu,
select Internet Options.

3. Click the Privacy tab
located on the top of the
window.

4. Move the slider to Medium.
If no slider exists, click the
Default button.

5. Click the Advanced button.

6. Check Override automatic
cookie handling.

7. Click the radio buttons to
Accept First-party
Cookies and Block Third-
party Cookies. Check
Always allow session
cookies.

8. Click OK to return to the
Internet Options box and
leave Internet Options box
open.

nternet Options
Eenerall Security  Privacy | Content' Connectionsl Program&l .t’-‘«dvanc:edl
— Settings
P Move the slider bo select a privacy setting for the [ntemet
=& zone

M edium

- -Blocks third-party cookies that do not have a compact
_ i piivacy policy

: - Blocks third-party cookies that uze perzonally identifiable
"~ information without waur implicit consent
i - Restricts first-party cookies that use personally identifiable
i information withaut implicit cansent

Sites... | Import.. Adyvanced... [refault

 Pop-up Blocker
@ Frevent most pop-up windows from appearing.

[ BElock pop-ups

Settings... |

21X

o |

Cancel | Apply

Advanced Privacy Settings

P “ou can choogze how cookies are handled in the Internet
=) zote. This overides automatic cookie handling.

21X

- Cookies

¥ Ovenide automatic cookie handing

Third-party Cookies
" Accept
% Block
" Prompt

First-party Cookies
&+ Accept
L Elock
" Prompt

v Always allow session cookies

|

Cancel
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B. Add the DOI LEARN URL to the
Trusted Sites zone.

1.

4.

Click the Security tab.
Click the Trusted Sites icon.
Click the Sites button.

Uncheck the “Require server
verification (https)..."check box.

Under Add this Web site to the
zone type the following web
address: https://doilearn.doi.gov :
Click ADD, then type:
http://doilearn.doi.gov
Click ADD

Recheck the “Require server
verification (https)...” check box.

Click the OK button.

Check Internet Explorer 6.0 for

Scripting

1.

2.

From the Security tab click the
Trusted Sites icon. Note: Please
be sure that you perform the
following steps only after the
“Trusted sites” icon is selected, as
shown in the screen shot (and not

while the Internet icon is selected).

Click the Custom Level button.

General Security | F'rivacyl Euntentl Eonnectinnsl F'logramsl .i‘n.dvancedl

Select a'Web content zone to specify itz zecunty zetings.

Restricted
sites

Intermet Local intranet JMEEREIES

Trusted sites
Thiz zone contains Web sitez that you Hlics. |
truzt mok ko damage your computer or —

data.

‘o can add and remove YWeb sites from this zone, All Web sites
in this zone will use the zone's securiby setkings.

Add this Web site o the zone:

| https: ffdailearn.dai.gav]

eb sites:

htkps: fidailearn. doi. goyw
http:/ doilearn. doi.goy

Remove

v equire server verification (https:) for all sites in this zone

Of | Cancel |

General  Security |F'livac:y| Contentl Eonnectionsl Programsl Advancedl

Select a Web content zone to specify its security settings.

Restricted
sites

Intemet Local intranet JNIEEEEEES

Trusted sites

Thiz zone contains Web sites that pou Sites... |
trust not o damage your computer or —

data.

— Security level for thiz zone

Custom

Custom zettings.
- Ta change the settings, click Custom Level.
- To uze the recommended settings, click Default Level.

LCustam Level .. | Default Level |
kK I Cancel | Apply |
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In Security Settings dialog box, in the
Reset to: drop-down box, select
Medium.

Click the Reset button.

At the prompt, click Yes to confirm the
change.

Click OK to return to the Internet
Options Box and leave Internet
Options Box Open

D. Check that Internet Explorer Java VM
is Enabled

1.

2.

Click on the Advanced tab located on
the top of the window.
Scroll down the list of configurations
to the Java (Sun) section.
If the configuration box beneath it
does not contain a checkmark then
click the box to enable “Use JRE
1.5.xx for <applet> (requires restart)”
Microsoft VM is not supported or
compatible with DOI LEARN.
If Java (Sun) is not installed or if
Microsoft VM sections were found,
then an appropriate Java Virtual
Machine will need to be installed on
your computer. To do so, go to
http://java.com/en/download/windows
xpi.jsp, and download Java.
NOTE: Government computers may
require administrator rights to
download Java.
If both Java (Sun) and Microsoft VM
are installed, make sure all boxes are
unchecked under the Microsoft VM
heading and the single box is
checked under Java (Sun).
Click the OK button.

Security Settings

Settings:

% \MET Framework-reliant components -
% Run components not signed with Authenticode
) Disable
{*} Enable
O Prompt
% Run components signed with Authenticode
) Disable
(¥} Enable
) Prompt
@ Activer controls and plug-ins
@ Aukomatic prompting Far Activel controls
) Disable
{*} Enable

[FH Dim s mmd vk b o dimaem

<] |
 Reset cuskom settings

d

_'I_I
Reset |
614 I

Resel to:

Cancel |

General | Securityl Privacyl Conkent | Connections | Programs Advanced |

Sethings

Send IDN server names ;I
[0 5end IDN server names for Intranet addresses
[ send UTF-2 URLs

Show Information Bar for encoded addresses
FA e LITE-R Far railba linke

un)

Use JRE 1.5.0_10 for <applet> {requires restart)

=) Micrasoft ¥ J
[0 3ava console enabled {requires restart)

O zvalogaing enabled

[ 1T compiler For virtual machine enabled {requires re: tart)

< Multimedia
-
»

Always use ClearType for HTML*
Restore advanced settings |

Enable aukomatic image resizing
Reset. ., |

1] |
“ou should only use this iF wour browser is in an unusable state,

*Takes effect after vou restart Inkernet Explarer

Reset Internet Explorer settings

Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.,

[l 4 I Zancel Apply
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If you have the Internet Explorer Pop
Up Blocker enabled please disable the
Pop-up Blocker for the DOI LEARN
site.

1. Click the Privacy tab.

2. In the Pop-up Blocker section of the
window, click the Settings button.

3. Type https://doilearn.doi.gov in the

‘Address of Web site to Allow’ field.

4. Click Add.
5. Click Close to save your settings.

6. If you have additional internet
toolbars (i.e. Google or Yahoo!),
please be sure to disable toolbar
while using DOI LEARN.

Internet Options

2%

Generall Securty  Privacy |I:0ntent| Cnnnectinnsl F'mgramsl .t’-‘-.dvancedl

— Settings

LS
8

Sites... | Impart.... Advanced... Drefault |

To use the glider to et privacy level ingtead of uzing custom
zettings, click the Default Buttan.

Custom

- Advanced or imported settings

&’

— Pop-up Blocker

¥ Block popups

Frevent mozt pop-up windows from appearing. ‘

0k | Cancel | Apply

Pop-up Blocker Settings

- Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
‘web sites by adding the site ta the list below.

Address of Web zite to allow:

Ihttps:a’a’doileam.doi.gov

Allowed sites:

Hemove

I

Femoe il

¥ Play a

r Motifications and Filker Lewvel

zound whet a pop-up is blocked.

v Show Information Bar when a pop-up iz blocked.

Eilter Lewvel:

IMedium: Block most automatic pop-ups

Pop-up Blocker FAQ

Close |
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F. Keep Cache Cleared — change your 2| x|
Settlngs General |Securit_l,.l| Privac:_l,ll Eontentl Eonnectionsl F'mgramsl .&dvancedl

— Home page

lf the SyStem 1S Very SIOW or IOCkS % *You can change which page to use for your home page.

when trying to launch an application
or course, you may need to clear your
content cache.

Address: |http:,l',l'www.doiu.nbc.gov,l’

Usze Curnent | Usze Default Uze Blank

— Temporam Internet files

To Clear the Cache Usin g Internet < Pages pou view on the Interet are stored in a special folder
EXplO rer 6.0 " for quick viewing laber.

Delete Cookjes... | Delete Files...

1. Click the General tab.

settings 2| x|
2. Under the Temporary Internet files

section, click the Settings button. .’ Check For newer versions of stored pages:
' Every visit to the page

. . o Every time wou start Internet Explorer
3. In the settings dialog box, select the

Every visit to the page option.

" automatically
" Mever

. —Temparary Internet files Falder
4. Click the OK button. poray

Current location:  CriDocuments and
SettingsirveltkampiLocal
Setkingst Temparary Internet Files

Amount of disk space ko use:

- J [T = we

Mowe Folder. .. Wiew Files. .. | View Objects. . |

K I Cancel |
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5. Under the Temporary Internet files

G. To Set Your Browser E-malil

1.

2.

section, click the Delete Files button.
You can check the “Delete all offline
content” if you wish.

Click the OK button. You may see an
hourglass to wait for this step to
complete. It may take a few minutes if
you’ve never done this before.

Under the History section, set the
Days to keep pages in history
to 2.

Client
Click the Programs tab.

Click the drop-down arrow after E-
mail. Choose your appropriate email

client.

Click Apply. (If already set correctly,
skip this step.)

Click OK to close the Internet Options
Panel.

Internet Options

2]

General | Securityl F'rivacyl Contentl Connectionsl Programsl Advancedl

—Home page

% *f'ou can change which page to use for pour home page.

Address: EEp: v, daiu. nbe . gov

Usze Current Use Default Usze Blank

— Temporary Intemet files

<y Pages you view on the Internet are stored in & special folder
@ Y for quick viewing later.
Delete Files...

Delete Cookies... Settings...

— Hiztory

e

The History folder containz links to pages you've visited., for
quick access to recently viewed pages.

|2 3: Clear History |

| Languages... I Accessibilit}l...l

Diays to keep pages in histony:

Colors... | Fonts...

ok I Cancel I Apply |

Delete Files

'E Delete all files in the Temparary Internet Files
L

You can also delete all wour offling content stored
locally.

v Delete all offiine content:

o]

Cancel

k|

Internet Options

2

Generall Securityl F'rivau:yl Eontentl Connections  Programs |ﬁ3«dvanced|

r~ Internet programs

!

for each Intermet service.

You can specify which pragram Windows automatically uses

HTML editor:  |Microsoft Office Word

E-mail:

fLokus Motes

Mewsgroups: IOutIDDkExpress

Irtermnet call: INetMeeting

Calendar: IMichsnFt Office Cutlook,

Contact fist: IMicrosnFt Office Outlook
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H. Adjust Your Monitor Resolution 2|

o . . Themes' Desktopl Screen Saverl bppearance  Settings |
Note: This is an optional step and will apply
to your entire system. If your settings are set
higher than the resolution below — do not
change your settings.

Drag the manitar icons to match the physical anangement of your monitors.,

1. Minimize any open windows.

2. Right click on your computer

desktop. Display:
| 1. Plug and Play Moritor on 128MB ATI Radeon 1300 4
3 Select Properties §creer‘1_"resolution Color quality
Less | Mo ighest (32 bif =
4. In the Display Properties dialog box, 800 by 600 pixels I "' "'m
click on Setti ngs tab. ¥ Use this device as the primary manitor,
[ | Extend my %indaws deskiop anta this maritor.
5. Adjust slider to a screen resolution of dertty | Trowbleshoot.. | Advanced |

800 x 600 pixels or higher.

K I Cancel | Apply |

6. Click Apply then OK.

7. Launch Internet Explorer.

Note: If the minimum resolution setting
causes an inconvenient amount of scrolling,
you can change the setting to a higher
setting, such as 1024 X 768.

Now you’re ready. This should help you avoid any technical difficulties using
DOI LEARN. Thank you for your time and attention!
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TROUBLESHOOTING

Internet Explorer 7.0 Users:

If you are using Internet Explorer Version 7.0,
you will receive error messages and will not
be able to run some online courses if native
XMLHTTP support is not enabled.

To enable this feature within IE 7.0, click on
Tools, Internet Options, Security, and
Custom Level. Check the box next to
Enable native XMLHTTP support and then
click OK to exit.

Internet Options

General I Security | Privacy I Conkent | Connections I Programs Advanced |

Settings

O Just display the results in the main window
% Security
O allow active content from CDs bo run on My Computer®
O Allaw active content to run in files on My Computer®
O Allow software to run or install even if the signature is inw:
Check for publisher's certificate revocation
O Check For server certificate revocation™
Check For signatures on downloaded programs
Do not save encrypted pages to disk
Empty Temparary Internet Files Folder when browser is clc
A1 Friahle Trtearated WWindows &thentication® J

Enable native sMLHTTP support
-
»

# Prushing Filter
Restore advanced settings |

) Disahle Phishing Filker
Reset. .. |

1] |
¥ou should only use this if vour browser is in an unusable skate.

[ |

*Takes effect after you restart Internet Explorar

Reset Internet Explorer settings

Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

g 3

o]

Cancel | Apply

If you receive Active X Control error messages or pop-ups, you may need to enable Active

X Controls to run the mandatory online courses. (The default for Internet Explorer 6.0
enables Active X Control.) Consult your help desk for assistance in enabling Active X
controls.

MAC Users:
Here are a few recommendations and suggested resolutions for Macintosh users:

1. For optimal performance on Macintosh, use OS 10.3 and either IE 5.2 or Safari, as well as
Firefox Version 1.5.0.9 or earlier.

2. Mac users may want to try disabling the audio in the course if experiencing error messages
when the audio files attempt to play.

3. Mac users may have to configure Quicktime (the Mac standard audio player) to play the MIME

type WMA.



