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1 Introduction

The SPYRUS family of LYNKS Privacy Card tokens provide high performance, high
assurance cryptographic processing in a persona, portable PC card form factor. The
LYNKS Privecy Card, Version 1.c, product enables security critical capabilities such as
user authentication, message privacy and integrity, authentication, and secure soragein
rugged, tamper-evident hardware. The device is used within the U.S. Government with
the Defense Messaging System (DMS) and dso in commercid applications.

The LYNKS Privacy Card, Verson 1.c, implements the following cryptographic
agorithms: Digitd Signature Algorithm (DSA) FIPS PUB 186, Secure Hash Algorithm
(SHA-1) FIPS PUB 180-1, Key Exchange dgorithm (KEA), Skipjack, Data Encryption
Standard (DES) and Triple Data Encryption Standard (Triple DES). The LYNKS Privacy
Card, Verson 1.c, communicates with a host computer viaa PCMCIA 2.1 standard
interface.

The remainder of this document describes the security policy for the LYNKS Privacy
Card, Version 1.c.

Document No. 510-020000-01 1
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2 Product Overview

The LYNKS Privacy Card, Verson 1.c, isdesigned to be agenera purpose cryptographic
module that executes U.S. domestic agorithms.

The Data Encryption Algorithm (DEA) in its ECB, CBC, and CFB modes meetsthe
gpecifications of NIST FIPS PUB 46-3 (Data Encryption Standard (DES)). The LYNKS
Privacy Card, Version 1.c, aso supports Triple DES in the following modes. ECB, CBC,
and CFB. The Rivest- Shamir- Adleman (RSA) digitd sgnature, RSA key wrap, Diffie-
Hellman (D-H) key agreement, and MD5 hashing dgorithms are specified in the RSA
Public Key Cryptosystem Standards (PKCS). D-H X9.42 isavariant of the classc D-H
agorithm developed by the American National Standards Ingtitute (ANSI) for use with
financid services sysems The LYNKS Privacy Card, Verson 1.c, dso implementsthe
FORTEZZA suite of agorithms (KEA, Skipjack, SHA-1 and DSA) using an embedded
Capstone chip to ensure interoperability with government systems and the systems that
communicate with them.

Table 1 summarizes the FIPS-gpproved cryptographic agorithms on the LYNKS Privacy
Card.

Key Wrap Encryption/ . :
Key Transport Decryption Hashing Signatures
Skipjack (#1) Skipjack (#1) SHA-1 (#1) DSA (#1)
DES (#50) DES (#50)

Table 1. FIPS-approved Algorithms Supported by the LYNKS Privacy Card

Table 2 summarizes the non-approved cryptographic agorithms on the LYNKS Privacy
Card.

Key Wrap Encryption/

Key Transport Decryption Hashing Signatures
KEA Triple DES Triple DES MD5 RSA
D-H

D-H X942

Table 2. Non-approved Algorithms Supported by the LYNKS Privacy Card

The LYNKS Privacy Card, Version 1.c, generdly follows the FORTEZZA modd for
PCMCIA card configuration, initidization, user and SSO logons, state trangitions, and
hardware interface specifications.

Document No. 510-020000-01 2
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2.1 Command Description

This section describes the cryptographic cagpabilities on the LYNKS Privacy Card, Version
1.c, provided through aset of primitive cryptographic functions.

The CI_ functions denote common functions that are FORTEZZA-compliant. The CIS _
functions are used specificdly to access commercid agorithms and the Algorithm
Agile™ card management functions. Severa Cl_functions have CIS _ counterparts that
offer extended functiondity for the commercia agorithm variants. The services covered
by the set of CI_and CIS_ commands include encryption, decryption, hashing, key

transport, digital Sgnature, and key management.

Document No. 510-020000-01 3
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2.1.1 FORTEZZA Algorithm Commands

Cl_ChangePIN*
Cl_CheckPIN
Cl_Decrypt
Cl_DéeeteCertificate
Cl_DdeteKey
Cl_Encrypt
Cl_ExtractX*
Cl_GeneratelV
Cl_GenerateMEK
Cl_GenerateRa
Cl_GenerateRandom
Cl_GenerateTEK
Cl_GenerateX
Cl_FirmwareUpdate

Cl_GetCertificate
Cl_GetHash
Cl_GetPersondityList
Cl_GetTime
Cl_Hash
Cl_InitidizeHash
Cl_IngdIX
Cl_LoadCertificate

Cl_LoadDSAParameters

Cl_LoadinitvVdues*
Cl_LoadlV
Cl_LoadX
Cl_RdayX
Cl_GetStatus

2.1.2 Commercial Algorithm Commands

CIS _ConceadKey

CIS GenerateDHPublicPrivate

CIS GenerateDHTEK

CIS_GenerateRSAPublicPrivate

CIS_GenerateRSASplit
CIS GetCertificate
CIS_OAEP _Decrypt

CIS LoadCertificate
CIS LoadKey

CIS _LoadRSAPublicPrivate
CIS_LoadDHPublicPrivate

CIS RSAExtractPrivate
CIS RevedKey
CIS _RSAIngd|Private

Cl_Restore
Cl_Save
Cl_SetKey
Cl_SetMode
Cl_SetPersondlity
Cl_SetTime*
Cl_Sign
Cl_TimeStamp
Cl_UnwrapKey
Cl_VerifySignature
Cl_VeifyTimeStamp
Cl_WrapKey
Cl_Zeroize

CIS VeifySignature
CIS SetCurrentMode
CIS Sign

CIS SgnRSASplit

CIS _GetHash
CIS_OAEP_Encrypt

2.1.3 Commercial Algorithm Commands not allowed in FIPS mode

CIS Cover Ra

CIS ExtractDHPrivate

CIS_GenerateShroudedRSA PulbicPrivate

CIS_GetPersondity_Info
CIS_Policy

CIS RSA_Cipher

CIS Uncover_Ra
CIS_Cipher

CIS_GetPolicy

CIS Restore

CIS Rsa ExtractPrivate
CIS Des WrapKey
CIS_3DES Wrap

CIS_Ingd|DHPrivate
CIS GetMode
CIS_GetPublic

CIS Save

CIS Rsa IngallPrivate
CIS Des UnWrapKey
CIS 3DES UnWrap

* Available only when logged on as Crypto Officer.
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3 Roles

The LYNKS Privacy Card, Version 1.c, supportstwo roles. Crypto-Officer and User, and
enforces the separation of these roles by regtricting the services available to each one.
Therole of theindividud is determined by access control on the card prior to performing
any sarvices.

3.1 Crypto-Officer Role

The Crypto-Officer is respongble for initidizing the LYNKS Privacy Card, Version 1.c.
The Crypto-Officer role is avallable during card initidization. Card initidization is
typicdly performed on a Certificate Authority Workstation (CAW) that is secured
according to the Site security policy of the deploying organization. The Crypto- Officer
has access to al services on the card. Before issuing acard to an end user, the Crypto-
Officer initidizes the card with private keying materid, certificate information, and when
needed, new firmware.

The LYNKS Privacy Card, Version 1.c, vaidates the Crypto- Officer role by requiring
access using a Persond Identification Number (PIN). A vaid PIN must be passed to the
LYNKS Privacy Card, Verson 1.c, beforeit will accept any initidization commands.

An uninitidized card from the factory contains adefault PIN phrase, which isfirgt used

by the Crypto- Officer to load initidization vauesinto the card. The card then transitions

to an intermediate initiaization sate and the Crypto- Officer must change the PIN phrase
for the Crypto-Officer role. Next the Crypto- Officer can set the time on the card, generate
public/private key pairs, load the point-of-trust certificate of the certificate hierarchy into
the card, load the user’ s certificates into the card, and load the user’ s certificate

authority’ s certificates into the card. The Crypto- Officer is responsble for obtaining dl
certificate materia in accord with the security policy of the organization.

Lagtly, the Crypto- Officer must set the access control PIN phrase for the user. Only the
Crypto-Officer may change aPIN phrase.
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3.2 User Role

After the LYNKS Privacy Card, Version 1.c, hasbeen loaded with a User PIN, the User
roleis available and the remainder of the cryptographic functions are enabled, with the
exception of the following:

= ChangePIN Phrase

= Extract X
= Load Initidization Vaues
= SATime

The excluson of these commands provides the mechanism for separation of the Crypto-
Officer and User roles. The LYNKS Privacy Card, Version 1.c, vaidatesthe User role by
requiring a Persond |dentification Number (PIN) in order to accessit. When the User has
been successfully authenticated, he or she can then choose one of the available
persondities on the card. Each personality corresponds to a separate public/private key
pair plus other information. The Crypto- Officer sets up these user persondities during the
initiaization process.

Document No. 510-020000-01 6
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4 Services

This section describes the cryptographic services provided by the Lynks Privacy Card,
Verson 1.c.

4.1 Self-test

The LYNKS Privacy Card, Verson 1.c, performs sdlf-testsimmediately upon power-up to
ensure its integrity. Cryptographic and firmware checks are performed to ensure that the
device is operating properly prior to communicating with the host computer. Any failures
will causethe LYNKS Privacy Card, Version 1.c, to go into anon-operationa error state.
No authentication of the Crypto-Officer or user is required for the sdlf-test.

4.2 Firmware Update

Prior to any cryptographic processing, the LYNKS Privacy Card, Verson 1.c, must be
loaded with SPYRUS developed firmware. Firmware should be loaded only at afacility
designated by SPYRUS and in accord with the Site security policy of the user’s
organization. After the firmwareisloaded, the LYNKS Privacy Card, Verson 1.c, is
zeroized and reedy for initidization. The firmware, which isdigitaly sgned by

SPYRUS, will be loaded into the LYNKS Privacy Card, Version 1.c, only if itssSgneture
can be verified. Only FIPS certified versions of the firmware should be loaded into the
LYNKS Privacy Card, Version 1.c. All firmware modifications require FIPS 140-1 re-
validetion of the LYNKS Privacy Card, Version 1.c.

The LYNKS Privacy Card, Version 1.c, supports Firmware updates with the following
commeand:
Cl_FirmwareUpdate

4.3 Initialization

The Crypto-Officer initidizesthe LYNKS Privacy Card, Version 1.c, prior to transferring
it to auser. Initidization congsts of the fallowing:

= Authenticate the Crypto- Officer based on PIN input

= Load thelnitidization parameters

= Load an X.509 certificate into a Trusted Certificate space

= Generate public/private key pairsfor the user

= Obtain and load X.509 certificates for the user

= Specify auser PIN

Document No. 510-020000-01 7
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Upon completion of the Initidization process, the LYNKS Privacy Card, Verson 1.c,
provides encryption/decryption, hash, key transport, digital signature, and key
management cryptographic services.

The LYNKS Privacy Card, Verson 1.c, supportsinitidization with the following
commands: ClI_ChangePin, CI_CheckPin, CI_LoadInitVaues, Cl_Zeroize,
Cl_LoadCertificate, Cl_GetCertificate, Cl_GenerateX, Cl_SetTime, Cl_GetTime,
Cl_LoadDSA Parameters

4.3.1 Encryption/Decryption

Symmetric cryptography uses one key to encrypt and decrypt data. The originator must
ensure that the recipient has the key for decryption. This key must remain secure between
the intended parties or the security of the message will be compromised. Successful
encryption/decryption transformations require 100 percent bit integrity of al encryption
and decryption functions and data. In some gpplications, this feature of encryption may
be leveraged to provide an integrity check on the transmitted data.

The LYNKS Privacy Card, Version 1.c, supports symmetric encryption and decryption
with the following commands: Cl_Decrypt, Cl_Encrypt, Cl_GeneratelV, Cl_LoadlV,

Cl_GenerateMEK, Cl_Save, Cl_SetMode, CI_DeeteKey, Cl_SetKey, Cl_Restore,
Cl_SetCurrentMode, CIS OAEP_Encrypt, CIS OAEP_Decript.

4.3.2 Key Transport and Input

The LYNKS Privacy Card, Version 1.c, key exchange process uses public key
cryptography to encrypt (wrap) the key used in the encryption dgorithm. The wrapped
key can then be securely tranamitted to the recipient. Key exchange dlows only the
intended recipient to unwrap the needed key to decrypt data.

The LYNKS Privacy Card, Version 1.c, supports asymmetric key exchange for common
key negotiation using the following commands. CIS_DHGeneratePublicPrivate,
CIS DHLoadPublicPrivate, Cl_GenerateRa,Cl_GenerateTEK, and CIS DHGenerateTEK.

Pease note that the following security rule gppliesintheuse of CIS_L cadK ey for key
input operations;

If aplaintext DES key isloaded usng CIS LoadKey, the user must first disconnect
the host PC from any communications networks that it may currently be connected to
by physicaly unplugging any cablesthat are dedicated to these connections. Key
Input can be performed from ahard disk or floppy diskette containing the plaintext
key materid using the CIS L oadkey command. Remova of diskette/ erasure of key
materia on hard drive is recommended directly following this action, and prior to
reconnection of the PC host with the network(s).

Document No. 510-020000-01 8
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In order to remain in the FIPS-approve mode, the above procedure must be
performed each timethat CIS LoadKey isused to input a plaintext key. Failureto
observethis security rulewill result in a non-approved mode.

4.3.3 Hash

The hash function provides a check for dataintegrity. The card performs a mathematical
hash function on the data, producing a 160-bit (20-byte) hash vdue. Thishash vdueis
unique for every message because any change in the data, even asingle bit, changes the
hash vaue. An important property of hashing is that data cannot be reconstructed from
the hash value; hashing is aone-way function. This one-way property is key to generating
unique digital signatures that cannot be forged.

The LYNKS Privacy Card, Version 1.c, supports hashing using the SHA-1 and MD5
agorithms and the following commands. CI_InitidizeHash, Cl_Hash, Cl_GetHash
CIS GetHash, ClI_Save Cl_SetMode, and Cl_Restore.
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4.3.4 Digital Signature

A digitd sgnature alows a message originator to Sgn data (typicaly the hash value) and
provides arecipient with the means to verify the originator’ sidentity (user authentication
and non-repudiation). Any change in the data causes a change in the hash vaue. A recipient
can then use the cryptography to verify the originator’ s digital Sgnature over the hash vaue
to verify the integrity of the data.

Digital Sgnatures do not encrypt, transform, or otherwise dter data, so sengtive datais
usualy signed first and encrypted second. The signature may or may not be encrypted.

Alternatdy (but not routingly implemented), adigital Sgnature can be used asan
integrity check vaue (ICV), wherein the data is encrypted before sgning.

The LYNKS Privacy Card, Verson 1.c, supportsdigita sgnature with the following
commands. Cl_GenerateX, Cl_LoadX, Cl_SetPersonality,
CIS_RSAGeneratePublicPrivate, CIS RSALoadPublicPrivate, Cl_Sign,
Cl_VeifySignature, CIS Sign CIS VerifySignature, CIS GenerateRSASplit,

CIS SignRSASplit, CIS LoadCertificate, CIS GetCertificate..

4.3.5 Key Management

The primary key management responsibility of the LYNKS Privacy Card, Version 1.c, is
the adminigration of the DSA, KEA, RSA, and D-H public/private key pairs. The key
management concept employed in the LYNKS Privacy Card, Version 1.c, providesa
robugt, yet practical solution. The card provides key generation and key archiva
functions and dlows a user to perform revocation, expiration, notification, and
authentication functions. The principa component in the key management architecture is
the user’s certificate.

The LYNKS Privacy Card, Version 1.c, supports management of symmetric and
asymmetric keys usng the following commands. CI_ExtractX, Cl_IngdIX, Cl_RdayX,
Cl_GenerateX, Cl_LoadX, Cl_SetPersondity, CIS RSAExtractPrivate,

CIS RSAIngalPrivate, CIS ConceaKey, CIS RevealKey, CI_Wrap, and Cl_Unwrap.

Document No. 510-020000-01 10
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4.4 Matrix of Cryptographic Functions

Table 2 summarizes the services performed by the LYNKS Privacy Card, Version 1.c, ,
including the roles for which the service is available and whether the service performs

cryptographic functions.

Roles Cryptographic
Functions
Services Crypto-Officer User Yes No
Sdf-test

Cl Change PIN Phrase

Cl Check PIN Phrase

Cl Decrypt

Cl Ddete Certificate

Cl Delete Key

Cl Encrypt

Cl Extract X

Cl Firmware Update

Cl Generate IV

Cl Generate Mek

Cl Generate Ra

Cl Generate Random Number
Cl Generate TEK

Cl Generate X

Cl Get Certificate

Cl Get Hash

Cl Get Persondlity List

Cl Get Status

Cl Ga Time

Cl Hash

Cl Initidlize Hash

Cl Ingdl X

Cl Load Certificate

Cl Load DSA Parameters
Cl Load Initidization Vaues
Cl Load Iv

Cl Load X

Cl Relay

Cl Restore

Cl Save

Cl Set Key

Cl Set Mode

Cl Set Personality

Cl Set Time

Cl Sign

Cl Timestamp

X X[ X[ X

XX X[ XX
X

X XXX XX

x| X

X|X| X

XXX

XX XXX XXX XXX XXX XXX XX
x

XX XXX XXX XX

X X| X X X[ XXX

XX XX XXX X XXX XX XY XX XX X XX X XX XX X XX X[ KX XX XX XXX XX

x| X
x| X
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Cl Unwrap Key

Cl Veify Signature

Cl Verify Timestamp

Cl Wrap Key

Cl Zeroize

CIS Concea Key

CIS Generate DH Public/Private

CIS Generate DH TEK

CIS Generate RSA Public/Private

XX XXX XXX XX

CIS Generate RSA Split Key

XXX X[ XX XX XX X X

CIS Get Certificate

CIS OAEP Decrypt

CIS Get Hash

XX

CIS Load Certificate

CIS Load Key

CIS Load RSA Public/Private

CIS Load DH Public/Private

CIS RSA Extract Private

CIS Reved Key

CISRSA Ingtal Private

CIS Veify Signature

CIS Set Current Mode

CISSign

XX XX XXX XX

CIS Sign RSA Split Key

XX X XX X XX XXX XXX XXX XXX XX X XXX XX
XX

XX XXX XXX XX

CIS OAEP Encrypt

Table 3. Matrix of Services, Roles, and Cryptographic Functions

5 Key Lifecycle

This section describes the lifecycle of the keys that are generated, stored, and used by the
LYNKS Privacy Card, Version 1.c.

5.1 KFEK

Each LYNKS Privacy Card, Verson 1.c, containsaKey File Encryption Key (KFEK)
uniqueto that card. Thiskey isan internaly generated and maintained vaue and is not
available at the card interface. The KFEK is used to wrap/cover and unwrap/uncover
working vaues within the card’ s internd memory space.

Document No. 510-020000-01
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5.2 Skipjack Keys

Skipjack is a symmetric encryption adgorithm. Two types of keys are used to support
Skipjack operation, Message Encryption Keys (MEK) and Token Encryption Keys
(TEK). MEKsare used in bulk encryption operations, for example viathe Encrypt and
Decrypt commands. TEKs are used to wrap (encrypt) MEKs. The following describes
thelife-cycles of MEKsand TEKS.

5.3 MEK

An MEK is created using the GenerateMEK command. The MEK is applicable to either
DES, Triple DES or Skipjack encryption / decryption operations, depending on the mode
st by the cis_SetCurrentM ode command. The loading of skipjack MEKsis prohibited
on the LYNKS Privacy Card, Verson 1.c. ThisMEK isarandom vaue, sored in one of
the ten internal key registers. Once a (non-Skipjack) MEK isloaded onto the card or
generated on the card, it's plaintext value is never exposed. An MEK is ddeted usng the
DeleteKey command. When an MEK is required to be offloaded from the card, it must
first be wrapped using the WrapKey command. A wrapped MEK isloaded back onto the
card using the UnwrapKey command. When an MEK iswrapped, it is encrypted with
TEK, protecting the contents of the origind MEK. When power is removed from the
card, the contents of any MEK stored in one of the ten internd key registersis|ost.

5.4 TEK

A TEK iscreated as aresult of akey exchange ( KEA isthe key exchange dgorithm used
for generating Skipjack TEKs). A TEK isstored in one of the ten interna key regigters.
OnceaTEK isgenerated in the card, its plaintext value is never exposed. Multiple TEKs
may be stored smultaneoudy internaly in the card. A TEK may never be extracted from
the card, in any form. When power is removed from the card, the contents of any TEK
stored in one of the ten internd key registersislost. Skipjack TEKs may be used only to
wrap skipjack MEKs.

5.4.1 Ks

The card storage key (Ks) isaspecia case of a TEK. Ksoccupieskey dot 0 and may
only be loaded by the SSO. Ks may never be exported off of the card in any form.

Document No. 510-020000-01 13
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5.5 DES Keys

DES isasymmetric encryption dgorithm. Unlike Skipjack keys, only one type of DES
key exigts, thus any DES key may wrap any other DESkey. Also unlike Skipjack keys,
DES keys may be loaded into the card in their plaintext form, using the LoadK ey
command. If aplaintext key isloaded usng LoadK ey, the security rulein section 4.3.2
must be enforced, otherwise the system will be operating in a non-FI PS-approved mode.
Of course, DES keys may be randomly generated using the GenerateM EK command.
The WrapKey and UnwrapKey commands are used to wrap/unwrap DES keys for
passage out of and back onto the card. DES keys may be wrapped only with other DES
keys. A DESkey resdesin one of the ten interna key registers. Once aDES key is
loaded onto the card, it’s plaintext value is never exposed. When power is removed from
the card, the contents of any DES key stored in one of the ten internd key registersis
logt.

5.6 KEA/DSA Keys

KEA isan asymmetric agorithm used for key exchange and the generate of TEKs. DSA
is an asymmetric agorithm used for the generation and verification of digitd Sgnatures.
As asymmetric keys, DSA and KEA keys consst of 2 discrete but related parts, the
private (X) vaue and type public (Y) vaue. KEA/DSA private keys maybe be randomly
generated on the card using the GenerateX function or may be loaded directly onto the
card in their plaintext form using the LoadX command. Once a KEA/DSA private key is
loaded onto the card, its plaintext value is never exposed. When a KEA/DSA private key
isrequired to be extracted from the card, it must first be wrapped using the ExtractX
command. An extracted private key is restored to the card using the IngdlX command.
When a private key is extracted, it is encrypted with TEK and a password, protecting the
contents of the origind private key. When power is removed from the card, the contents
of any private key stored in one of the persondity registersis maintained. These private
keys are ddeted using the Zeroize command. The user must provide adequate protection
for the integrity and confidentidity of al KEA and DSA private keys. This responshility
is especidly relevant to keysthat are generated outside the card and loaded using the
LoadX command.

5.7 Diffie-Hellman Keys

Diffie-Hellman (DH) is an asymmetric dgorithm used for key exchange and the

generation of TEKs. Asasymmetric keys, DH keys consst of 2 discrete but related parts,
the private (X) vaue and type public (Y) vaue. DH private keys maybe be randomly
generated on the card using the GenerateDHPrivate function or may be |oaded directly
onto the card in their plaintext form using the LoadDHPrivate command. Once aDH
private key isloaded onto the card, it's plaintext value is never exposed. When a DH
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private key isrequired to be extracted from the card, it must first be wrapped using the
ExtractDHPrivate command. An extracted private key is restored to the card using the
InstalDHPrivate command. When a private key is extracted, it is encrypted with a TEK
and a password, protecting the contents of the origina private key. When power is
removed from the card, the contents of any DH private key stored in one of the
persondlity registersis preserved. These private keys are deleted using the Zeroize
command. . The user must provide adequate protection for the integrity and
confidentidity of dl Diffie-Hdlman private keys. Thisresponghbility isespecidly

relevant to keys that are generated outside the card and loaded using the LoadDHPrivate
command.

5.8 RSA Keys

RSA isan asymmetric adgorithm used for both key exchange and the generation and
verification of digita sgnatures. Asasymmetric keys, RSA keys conss of 2 discrete but
rdated parts, the private (X) value and type public (Y) vaue. RSA private keys maybe
be randomly generated on the card using the GenerateRSA PublicPrivate function or may
be loaded directly onto the card in their plaintext form using the LoadRSAPublicPrivate
command. Once an RSA private key isloaded onto the card, it’s plaintext vaue is never
exposed. When an RSA private key isrequired to be extracted from the card, it must first
be wrapped using the ExtractRSAPrivate command. An extracted private key is restored
to the card using the IngtalRSACommand command. When a private key is extracted, it
is encrypted with another RSA key and a password, protecting the contents of the origina
private key. When power is removed from the card, the contents of any private key
stored in one of the persondlity registersis maintained. These private keys are deleted
using the Zeroize command

5.9 RSA Rules of Operation

The use of RSA Algorithm will place the mode of operation in anon-FIPS mode.

5.10 CI Generate Random Number

Verson 1.c of the LYNKS Privacy Card isimplemented with afully compliant ANSI
X9.31 Random Number Generator (RNG). The CI Generate Random Number user
command, as well as those key generation commands that require RNG services, invoke this
RNG.
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6 Physical Security

The LYNKS Privacy Card, Verson 1.c, iseasily portable and can be carried readily in a
pocket or a Portable Computer (ie Laptop). However the User should be aware that the
loss of the LYNKS Privacy Card, Version 1.c, can place the information thet is protected
at risk, or could enable an unauthorized person to imitate the legitimate user. While the
LYNKS Privacy Card, Verson 1.c, employs a Persond Identification Number (PIN) to
prevent use of the card by unauthorized users, no PIN — based system is absolutely
foolproof. A hogtile entity, which obtains your card or other implementation, could
possible extract the PIN or User Certificates, and then use the LYNKS Privacy Card,
Verson 1.c, to decrypt information protected by that individud card.

The LYNKS Privacy Card, Version 1.c, isphysically packaged inaPCMCIA Type 2
Standard. This packaging alows for Tamper evident but is not Tamper proof. If any
evidence of physica tampering or if the card islost the User should report at once to the
cognizant Security Officer or Certificate Authority.
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7 Revision History

REV. # DATE DESCRIPTION

1.0 3/11/1999 | Initid Release

Al 4/13/1999 | Revisd

A2 9/27/1999 | Revisd

A3 11/9/1999 | Revised

A4 5/14/2001 | Revised for verson 1.8 firmware release

D1 10/03/2003 | Revised for verson 1.8 firmware upgrade / revaidation

D2 12/17/2003 | Revised for version 1.c with ANSI X9.31 RNG

D3 2/20/2004 | Addition of approved/non-approved dgorithm tables

D4 4/1/2004 Addition of security rulein section 4.3.2; changesto 5.5

1.cDO 12/20/2004 | Deletion of unsupported CIS Get_Card function

1lcD1 01/06/2005 | Correctionsto Table 1. add SHA-1 (#1) to Hashing column;
delete from Signatures column; delete SHA-1 from Table 2.
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