
 
 
 
 

SEL-3044 
Security Policy 

Schweitzer Engineering Laboratories, Inc. 
Version: 2.0 

 
 
 
 
 
 
 
 
 
 

Copyright 2009-2013 Schweitzer Engineering Laboratories, Inc. 
May be reproduced only in its original entirety [without revision]. 

 



SE

C
1 
2 
3 

4 

5 

6 

7 

8 
9 
10

11
 

 

EL-3044 Sec

ontents	
Definition
Reference
Module O

3.1  SEP ......
3.2  SEAP....
3.3  Security

Modes of
4.1  FIPS Ap
4.2  Approv

Ports and
5.1  Physica
5.2  Logical 

Identifica
6.1  Assump

Access Co
7.1  Roles a
7.2  Definiti
7.3  Definiti
7.4  Definiti

Operation
Security R

0  Physical S
10.1  Phys
10.2  Ope

1  Mitigatio

curity Policy

ns and Acrony
es .................
Overview ......
.......................
.......................
y Level ............
f Operation ..
pproved Mode 
ved and Allowe
d Interfaces ..
al Ports ...........
Ports .............

ation and Auth
ption of Roles .
ontrol Policy .
nd Services ....
ion of Critical S
ion of Public Ke
ion of CSPs Mo
nal Environm
Rules ............
Security Policy
sical Security M
rator Required
n of Other At

y 

yms ..............
.....................
.....................
.......................
.......................
.......................
.....................
of Operation ..
d Algorithms ..
.....................
.......................
.......................
hentication P
.......................
.....................
.......................
Security Param
eys ..................
odes of Access .
ent ...............
.....................
y ...................
Mechanisms ....
d Actions .........
ttacks Policy .

.....................

.....................

.....................

.......................

.......................

.......................

.....................

.......................

.......................

.....................

.......................

.......................
Policy .............
.......................
.....................
.......................

meters (CSPs) ....
.......................
.......................
.....................
.....................
.....................
.......................
.......................
.....................

......................

......................

......................

........................

........................

........................

......................

........................

........................

......................

........................

........................

......................

........................

......................

........................

........................

........................

........................

......................

......................

......................

........................

........................

......................

.....................

.....................

.....................

.......................

.......................

.......................

.....................

.......................

.......................

.....................

.......................

.......................

.....................

.......................

.....................

.......................

.......................

.......................

.......................

.....................

.....................

.....................

.......................

.......................

.....................

SEL-30

.....................

.....................

.....................

.......................

.......................

.......................

.....................

.......................

.......................

.....................

.......................

.......................

.....................

.......................

.....................

.......................

.......................

.......................

.......................

.....................

.....................

.....................

.......................

.......................

.....................

044 Security

Page 

......................

......................

......................
.......................
.......................
.......................
......................
.......................
.......................
......................
.......................
.......................
......................
.......................
......................
.......................
.......................
.......................
.......................
......................
......................
......................
.......................
.......................
......................

y Policy 

2 of 20 

.......... 4 

.......... 4 

.......... 4 
........... 6 
........... 6 
........... 6 
.......... 7 
........... 7 
........... 7 
.......... 8 
........... 8 
........... 9 
........ 12 
......... 12 
........ 14 
......... 14 
......... 15 
......... 16 
......... 16 
........ 18 
........ 18 
........ 19 
......... 19 
......... 20 
........ 20 



SE

T
Ta
Ta
Ta
Ta
Ta
Ta
Ta
Ta
Ta
Ta
Ta
Ta
Ta

 

F
Fi
Fi
Fi
Fi

 

 

EL-3044 Sec

Tables	
able 1: Modu
able 2: FIPS A
able 3: FIPS A
able 4: Non‐C
able 5: Physic
able 6: Logica
able 7: Gemin
able 8: Roles .
able 9: Identit
able 10: Roles
able 11: CSPs 
able 12: Publi
able 13: CSP A

igures	
gure 1: Image
gure 2: Point
gure 3: Point
gure 4: Modu

curity Policy

le Security Le
Approved Algo
Allowed Algor
Callable Funct
cal Ports ........
al Ports .........
ni Pins and FIP
.....................
ty Authentica
s and Service 
....................
ic Keys ..........
Access Rights

e of the Crypt
to Point Netw
to Multipoin
ule Block Diag

y 

evel Specificat
orithms Used 
ithms Used in
tions Present 
.....................
.....................
PS 140‐2 Port
.....................
ation Mechan
Matrix .........
.....................
.....................
 within Roles

tographic Mo
work ............
nt Network ....
gram .............

tion...............
in Current M
n Current Mo
in Current M
.....................
.....................
ts and Interfa
.....................
nism ..............
.....................
.....................
.....................
 & Services ...

odule .............
.....................
.....................
.....................

......................
Module ...........
dule ..............
odule ...........
......................
......................
ces................
......................
......................
......................
......................
......................
......................

......................

......................

......................

......................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

SEL-30

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

.....................

044 Security

Page 

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

y Policy 

3 of 20 

.......... 6 

.......... 7 

.......... 8 

.......... 8 

.......... 9 

.......... 9 

........ 10 

........ 12 

........ 13 

........ 14 

........ 15 

........ 16 

........ 16 

.......... 5 

.......... 5 

.......... 6 

.......... 9 



SE

1
A

SC

SE

SE

U

2
“S

3
Th
m
ca
cr

Th
da
pr

Th
el
T
m
pr
ch
co

Th

H

Fi

 

 

EL-3044 Sec

 Defini
ABI – Asynch

CADA - Sup

EAP – SEL 

EP – SEL En

USB – Unive

2 Refere
SEL Encrypt

3 Modu
he Schweitz

multi-chip sta
ase. The cr
ryptographic

he module i
ata on a pa
rotect the da

he SEL-304
lectric powe
erminal Uni

malicious att
rotection (e.
hannel (e.g. 
ommunicate 

he configura

Hardware: v1

irmware: R1

curity Policy

itions an
hronous Bus

pervisory Co

Encryption 

ncryption Pr

rsal Serial B

ences 
tion Protoco

le Overv
zer Engineer
andalone cry
ryptographic
c boundary. 

is a cryptogr
articular com
ata in transit.

44 is design
er revenue 
its (RTU), a
ack. The m
g. the SCAD
a modem c
with a remo

ation of hard

.0 

101, R103 

y 

nd Acron
s Interface 

ontrol And D

and Authent

rotocol 

Bus 

ol Specificati

view 
ring Labora

yptographic m
 boundary 

raphic protoc
mmunication
  

ned to prote
meters, pro
and SCADA

module provi
DA unit, RT
onnected to

ote module t

dware and fir

nyms 

Data Acquisi

tication Prot

ion” 

atories, Inc. 
module enca
is the entir

col daughter
n network. T

ct devices t
tective relay

A equipment
ides a plain
TU, or a co
 a leased ph
o provide a s

rmware for t

ition 

tocol 

SEL-3044 (
ased in a har
re module.

r card design
The SEL-30

that send an
ys, Program
t from unau
ntext port to
mputer). Th

hone line or 
secure chann

this validatio

(hereafter re
rd, opaque, 
No compo

ned to resid
044 implem

nd receive c
mming Logi
uthorized ac
o connect t
he cryptotex
r network co
nel over an i

on is: 

SEL-30

eferred to as
tamper evid

onents are e

de in a host d
ments the SE

critical, sens
ic Controlle
cess, contro

to a device 
xt port conne
onnection de
insecure netw

044 Security

Page 

s the modul
dent PCMCIA
excluded fro

device to sec
EP specifica

sitive data s
rs (PLC), R

ol, monitorin
that require

ects to a dis
evice) where
work.   

y Policy 

4 of 20 

le) is a 
A style 
om the 

cure its 
ation to 

such as 
Remote 
ng, and 
es data 
strusted 
e it can 



SE

 

 

 

EL-3044 Seccurity Policyy 

Figure

Clie

e 1: Image of t

SEL-3044
Local

SE
R

ent

Figure 2: Poin

he Cryptogra

EL-3044
Remote

M

Modem

nt to Point Ne

 
aphic Module

Modem

m

etwork 

SEL-30

 

044 Security

Page 

y Policy 

5 of 20 



SE

 

3.
Th
sy
es
th
m
us
an

3.

Th
au
C
na
co
du
pa
pr
pr
tr

3.
Th

 

EL-3044 Sec

.1 SEP 
he SEL Enc
ymmetric ke
stablished w
he session ke

message with
sing AES CT
nd create uni

.2 SEAP 

he SEAP pro
uthentication

CSPs) and vie
ame, and pas
onfidentiality
uring the ses
assword are 
rivileges. Se
rovide confid
ansported en

.3 Security
he cryptogra

curity Policy

ryption Prot
y cryptograp

with a remote
eys. Under a 
hin a SEP fra
TR mode. A
iqueness for

otocol secur
n. SEAP allo
ew status. Ea
ssword. The
y during the 
ssion negotia
securely pro

ession encryp
dentiality an
ncrypted usin

y Level  
aphic modul

y 

Client

SEL-3044
Remote

Fig

tocol (SEP) s
phy. The mo
 module usin
session, fram

ame. The ses
 sequence nu

r each frame 

res the opera
ows operator
ach operator
se paramete
session neg

ation process
ovided to the
ption and aut
nd authentici
ng AES CBC

e meets the o
Table 

Security Re

Distruste

SEL-3044
Local

gure 3: Point t

secures seria
odule uses SE
ng the AES 
mes within t
sion key of t
umber, conta
within the s

ator commun
rs to securely
r has a static 
rs uniquely i

gotiation proc
s. During the
e module to a
thentication 
ity of each fr
C and the op

overall requ
1: Module Se

equirements

ed Network

SEL-
Rem

to Multipoint

al control sys
EP to comm
key wrap me
the network 
the message
ained in the 

session.  

nication chan
y log into the
AES encryp
identify each
cess. The au
e session neg
authenticate
keys are tra

rame for the 
perator’s AE

irements app
ecurity Level S

s Section 

-3044
mote

Network 

stem commu
municate with

ethod and a 
are secured

e recipient is 
header, prot

nnel with str
e module to 
ption key, H
h operator. T

uthentication
gotiation pro

e the operato
ansported by 

remainder o
ES encryption

plicable to L
Specification

Lev

SEL-30

SEL-3044
Remote

 

unication thr
h remote mo
static system
by encapsul
used to encr

tect against m

ong message
input config
MAC authen

The encrypti
n key provide
ocess, the us
r and assign
the module 

of the session
n key. 

Level 2 secur

vel 

044 Security

Page 

rough the us
dules. Sessio

m key to tran
lating the ori
rypt the pay
message rep

e encryption
guration item
ntication key
ion key prov
es authentica
ser name and
n appropriate

and are used
n. These key

rity of FIPS

y Policy 

6 of 20 

e of 
ons are 
nsport 
iginal 
load 
lays 

n and 
ms (e.g. 
y, user 

vides 
ation 
d 
e access 
d to 
ys are 

140-2.   



SE

4
4.
Th
th
in
nu
in
ve

4.
Th

 

EL-3044 Sec

4 Modes
.1 FIPS A
he module o

his documen
nitialization. 
umber match
nspect the m
ersions listed

.2 Approv
he cryptogra

FIPS Ap
AES 
Modes: E

SHS 
Modes: S
DSA 
Modes: S
RNG 
Modes: F
HMAC 
Modes: S

curity Policy

s of Ope
Approved Mo
only provide
nt. The mo
The view st

hes one of th
module label 
d in this docu

ed and Allow
aphic modul

T

pproved Alg

ECB, CBC, 

SHA-1, SHA

Signature Ve

FIPS 186-2 G

SHA1, SHA-

y 

Cryptograph
Module Port
Roles, Servi
Finite State 
Physical Sec
Operational 
Cryptograph
EMI/EMC 
Self-Tests 
Design Assu
Mitigation o

eration 
ode of Opera
es a FIPS A
odule will 
tatus comma
he FIPS appr

to verify th
ument. 

wed Algorith
e supports th

Table 2: FIPS 

gorithm 

CTR (Key S

A-256 

erification (M

General Purp

-256 (Key S

hic Module S
ts and Interf
ices and Aut
Model 
curity 
Environmen

hic Key Man

urance 
of Other Atta

ation 
Approved mo

enter FIPS
and can be u
roved firmw
he hardware

hms 
he following
Approved Alg

Sizes: 128/25

Mod 1024, S

pose ( x-Orig

izes: KS<BS

Specification
faces 
thentication

nt 
nagement 

acks 

ode of opera
S Approved
used by an o

ware versions
e version ma

g FIPS Appro
gorithms Used

56 bits) 

SHA-1) 

ginal, SHA-1

S) 

n 3
2
3
2
2

N/A
2
3
2
3

N/A

ation, compr
d mode fol
operator to v
s listed in thi
atches on of

oved algorit
d in Current M

Validati
1272 

1170 

412 

1) 
710 

739 

SEL-30

 
 
 
 
 
A 
 
 
 
 
A 

rising all ser
lowing suc

verify that th
is document
f the FIPS a

thms. 
Module 

ion Number

044 Security

Page 

rvices descr
cessful pow

he firmware v
t. The operat
approved ha

r 

y Policy 

7 of 20 

ribed in 
wer up 
version 
tor may 
ardware 



SE

Th
fo

Th

Th
ca

 

5
5.
Fi
sh

 

EL-3044 Sec

he cryptogra
or use in FIP

FIPS 
An N
AES (
provid

he cryptogra

FIPS Ap
AES 
Modes: E
SHS 
Modes: S
DSA 
Modes: S
RNG 
Modes: F
HMAC 
Modes: S

he cryptogr
allable and n

5 Ports 
.1 Physica
igure 4 dep
hown in red.

curity Policy

aphic modul
PS mode. 

Allowed Al
DRNG is us
(key transpo
des 128 or 2

aphic modul
T

pproved Alg

ECB, CBC, 

SHA-1, SHA

Signature Ve

FIPS 186-2 G

SHA1, SHA-

aphic modu
non-callable.

and Inte
al Ports 

icts a block
  

y 

le supports 

Table 3: FIPS

lgorithm 
sed to genera
ort) (Cert. #1
256 bits of en

e does not su
Table 4: Non-

gorithm 

CTR (Key S

A-256 

erification (M

General Purp

-256 (Key S

ule performs
 

erfaces 

k diagram o

the followin

S Allowed Alg

ate a 512-bit
1272, key wr
ncryption str

upport any n
-Callable Func

Sizes: 128/25

Mod 1024, S

pose ( x-Orig

izes: KS<BS

 a start-up 

f the modul

ng non-FIPS

orithms Used 

t seed key fo
rapping; key
rength). 

non-Approve
ctions Present

56 bits) 

SHA-1) 

ginal, SHA-1

S) 

KAT on all

le’s physica

S Approved 

 in Current M

or input into 
y establishme

ed algorithm
t in Current M

Validati
1279 

1171,11

413 
 

1) 
714 

744,745

l algorithms

al ports, wit

SEL-30

algorithms 

Module 

the RNG. 
ent methodo

ms. 
Module 

ion Number

172 

s present on

th the crypto

044 Security

Page 

which are a

ology 

r 

n the modul

ographic bo

y Policy 

8 of 20 

allowed 

e; both 

oundary 



SE

P
U

AB

P

IR

St

Al

Cr

 

5.

L
Da

 

EL-3044 Sec

ort D
SB 

BI 

ower 

RIG 

tatus 

larm 

rypto Reset 

.2 Logical

Logical Inter
ata Input 

curity Policy

Description 
• The U

such as

• The U

• The A
embed
to prov

• The po
the US

• The IR
synchr

• The St

• The Al
occurr

• The po

l Ports 

rface D
D

y 

P
ow

er

F

USB port provi
s PCs. Virtual 

SB port can be

ABI port prov
dded host devic
vide the service

ort is the prima
SB interface.  

RIG port is u
ronization with

tatus port indic

larm port indic
ing during ope

ort is used for m

Description 
Data input cons

SEL
U

S
B

A
B

I

Figure 4: Mod

Table 5: 

des a standard
logical ports e

e used as an alt

ides a 16-bit 
ces over their m
es of the modu

ary power sup

used to receiv
h other devices 

cates the health

cates alarm con
eration. 

module zeroiza

Table 6:

sists of: 

L-3045

IR
IG

dule Block Dia

Physical Port

dized device si
xist on this phy

ternate method 

memory map
memory interfa
ule. 

pply to the dev

ve time codes
and time stam

h and state of th

nditions due to

ation. 

: Logical Ports

5

S
ta

tu
s

A
la

rm
agram 

ts 

ide interface fo
ysical port to p

d for supplying 

pped register i
ace. Virtual log

vice. Alternativ

s from a vali
mping log event

he module. 

 the module en

s 

SEL-30

C
ry

pt
o 

R
es

et

 

for communica
provide the serv

power to the m

interface for 
gical ports exi

vely the device

d IRIG sourc
ts. 

ntering a failed

044 Security

Page 

ation with host
vices of the mo

module.  

interfacing wi
st on this phys

e can be power

ce for the pur

d state or system

y Policy 

9 of 20 

t devices 
odule. 

ith other 
sical port 

red from 

rpose of 

m events 



SE

Da

C

St

Po

M

 

EL-3044 Sec

ata Output 

Control Input 

tatus Output 

ower Input 

Module servic

curity Policy

D

C

S

P

ces are descr

Pin 
GND 

VCC  

y 

• Plainte
by the 

• Crypto
proces

Data output con

• Plainte
by the 

• Crypto
by the 

Control input co

• Crypto
control

• A sing
any sec

• Input 
relevan

• Input d

• Input d

Status output co

• Crypto
status o

• Status 
health 

• A sing
conditi
operati

• Syslog
provid

• Two st
device

Power input con

• Power 

• Power 

ribed in Sect
Table 7: Gem

ext network da
SEP service an

otext network 
sed by the SEP

nsists of: 

ext network da
SEP service fr

otext network d
SEP service fr

onsists of: 

otext control da
l and configure

gle control inpu
curity relevant

data entering 
nt data. 

data entering on

data entering on

onsists of: 

otext data exiti
of the control a

data exiting o
of the module.

gle status outpu
ion if the mod
ion. 

g data exiting o
des logging info

tatus outputs e
. 

nsists of: 

supplied on th

supplied on th

tion 7 below
mini Pins and 

Physica
Ground 

Power 

ata entering on 
nd encoded int

data entering
P service and d

ata output on e
rom decoded C

data output on 
rom encoded P

ata entering on
e the module. 

ut entering on t
t data. 

on the ABI p

n the IRIG por

n the ABI port

ing on either
and configurati

on the Status 
. 

ut exiting on th
dule has entere

on the either U
ormation of eve

exiting on the 

he Power port.

he USB port.  

w. 
FIPS 140-2 Po

al Port Asso

either the USB
to Cryptotext.

g on either th
decoded into Pl

either the USB
Cryptotext. 

either the USB
Plaintext. 

n either the US

the Crypto Res

port is used to

rt is used to syn

t is used to cha

the USB or A
ion the module

port. This dat

he Alarm port. 
ed a failed stat

USB or ABI po
ents occurring 

Status port allo

orts and Inter

ociation D
G

Po

SEL-30

B or ABI port.

he USB or A
laintext. 

B or ABI port. 

B or ABI port.

SB or ABI por

set port is used

o zeroize all C

nchronize the c

ange the clock. 

ABI port. This
e.. 

ta is used to i

This data is us
te or a system 

ort. This data is
during operati

ow the card to

rfaces 

Description 
Ground 

ower (3.3 V) 

044 Security

Page 1

 This data is p

ABI port. This

This data is g

 This data is g

rt. This data is

d to zeroize all 

CSP and any 

clock. 

s data is used 

indicate the st

sed to indicate 
event occurre

s Syslog forma
ion. 

o be detected b

y Policy 

10 of 20 

processed 

s data is 

generated

generated 

s used to 

CSP and 

security 

to show 

tatus and 

an alarm 
ed during 

atted and 

by a host 



SE

 

EL-3044 Seccurity Policy

D0 

D1 

D2 

D3 

D4 

D5 

D6 

D7 

D8 

D9 

D10 

D11 

D12 

D13 

D14 

D15 

A0 

A1 

A2 

A3 

A4 

A5 

A6 

A7 

A8 

A9 

A10 

/CS 

/OE 

y 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

ABI 

D

D

D

D

D

D

D

D

D

D

D

D

D

D

D

D

A

A

A

A

A

A

A

A

A

A

A

Ch

O

SEL-30

Data  

Data  

Data  

Data 

Data 

Data 

Data 

Data 

Data  

Data  

Data  

Data  

Data  

Data  

Data  

Data  

Address  

Address  

Address  

Address  

Address  

Address  

Address  

Address  

Address  

Address  

Address 

hip select 

Output enable 

044 Security

Page 1

y Policy 

11 of 20 



SE

6
6.
Th
us
ke

R
Ad

Cr

U

N

 

EL-3044 Sec

6 Identif
.1 Assump
he module 
sing identity
ey(s) and a u

Role 
dministrator 

ryptographic O

ser 

etwork 

curity Policy

/WE 

/IRQ 

/CRST 

Alarm 

VCC  

IRIG B 

Status 

CD1 

CD2 

RESET 

USB VBUS

USB VBUS

USB D+ 

USB D- 

fication 
ption of Role
supports fou

y-based auth
unique opera

D
T
c
fi

Officer A
c
th

A
k

A
m
N

y 

S 

S 

and Au
es 
ur distinct r
entication.  

ator ID.        

Description 
The module su
ontrol the con
irmware of the

An operator as
onfiguration (i
he module.  

An operator ass
key and CSP da

A Network role
module and the
Network roles a

ABI 

ABI 

Crypto Rese

Alarm 

Power 

IRIG 

Status 

Ground 

Ground 

N/A 

USB / Powe

USB / Grou

USB 

USB 

thentica

oles. The cr
All operator

Tab

upports a sing
nfiguration (inc

 module. 

ssigned the ro
including key 

signed the role
ata), monitor th

e is any remo
e ability to de
assigned in a m

et 

er 

und 

ation Po

ryptographic
rs are identif

le 8: Roles 

gle Administra
cluding key an

ole of Cryptog
and CSP data)

 of User has th
hat status, and u

te module tha
ecode SEP pac
module. 

W

In

Ze

A

Po

IR

C

C

C

H

Po

G

D

D

olicy 

c module en
fied through

ator role. The 
nd CSP data), 

graphic Office
), monitor that

he privilege to 
upgrade the fir

at has the priv
ckets from this

SEL-30

Write Enable 

nterrupt 

eroization  

Alarm 

ower 

RIG 

ard status 

ard detection 

ard detection 

HW reset 

ower (5 V) 

Ground 

Data 

Data 

nforces the 
h knowledge

Administrator
monitor that s

er has the pr
t status, and up

 control the co
rmware of the m

vilege to encod
s module. The

044 Security

Page 1

separation o
e of the appr

r has the priv
status, and upg

rivilege to con
pgrade the firm

onfiguration (e
module. 

de SEP packet
ere can be up 

y Policy 

12 of 20 

of roles 
ropriate 

vilege to 
grade the 

ntrol the 
mware of 

xcluding 

ts to this 
to 1500



SE

R
Ad

Cr
O

U

N

 

EL-3044 Sec

Role A
dministrator T

id
c
a
A
d
o
b

ryptographic 
fficer 

T
e

ser T
e

etwork T
id
c
u
u
m

curity Policy

Authenticati
The authenticat
dentity based a

comprised of an
authentication k
A unique name 
distinguish this 
operators and is
be ‘Administrat

The authenticat
equivalent to th

The authenticat
equivalent to th

The authenticat
dentity based a

comprised of an
unique 16-bit ad
used to distingu
modules assum

y 

Table 

ion Mechan
tion mechanism
authentication 
n encryption ke
key, and passw
is used to 
role from the o

s hard-configur
tor’. 

tion mechanism
he Administrato

tion mechanism
he Administrato

tion mechanism
authentication 
n encryption ke
ddress identifie
uish between re
ing this role. 

9: Identity Au

nism Authe
m is an 

ey, 
word. 

other 
red to 

Knowle
encrypt
authent
SHA-2
printab

m is 
or’s. 

The aut
equival

m is 
or’s. 

The aut
equival

m is an 

ey. A 
er is 
emote 

Knowle
Encryp

 

uthentication

entication D
edge of the adm
tion key (256-b
tication key (25
56 key) and pa
le ASCII chara

thentication da
lent to the Adm

thentication da
lent to the Adm

edge of a uniqu
tion Key (256-

Mechanism 

Data 
ministrator’s 
bit AES key), 
56-bit HMAC 
assword (6-80 
acters). 

ata is 
ministrator’s. 

ata is 
ministrator’s. 

ue Network 
-bit AES key)

SEL-30

Strength o
In order to au
operator unde
role an attack
values of the 
parameters (C
the Administr
encryption ke
authentication
password). 

Assuming tha
independent, 
length, eight 
the probabilit
attempt will s
acceptance w
1/(2^256*2^2
170 which is 
1,000,000. 

Assuming tha
process 1 gue
module has a
for incorrect 
probability of
authenticating
one minute is
8.72 E -169 w
in 100,000. 

 

The strength 
equivalent to 

The strength 
equivalent to 

An attacker m
the unique Ne
Key. The pro
attempt will s
or 8.636 E-78
one in 1,000,

The module i
performing ap
authentication
This results in
authentication
60000 attemp
probability of
authenticating

044 Security

Page 1

of Authentic
uthenticate as a
er the Adminis
ker must know 
cryptographic 

CSPs) associate
rator (256 bit 
ey, the 256 bit 
n key, and the 

at all paramete
and that a min
byte password
ty that a random
succeed or a fa

will occur is 
256*92^8)  or 
less than one i

at the module c
ess per second 
a one second lo
attempts), the 
f successfully 
g to the modul
s 1.45 E -170 *
which is less th

of the authenti
the Administr

of the authenti
the Administr

must know the 
etwork Encryp

obability that a 
succeed is 1/ (2
8 which is less 
000. 

is capable of 
pproximately o
n every .001 se
n a maximum 
n processing ra
pts per minute.
f successfully 
g to the modul

y Policy 

13 of 20 

cation 
an 
strator 
the 
security 

ed with 

ers are 
nimum-
d is used, 
m 

alse 

1.45 E -
in 

can 
(the 

ockout 

le within 
* 60 or 
han one 

ication is 
rator’s. 

ication is 
rator’s. 

value of 
ption 
random 

2^256) 
than 

one 
econds. 

ate of 
  The 

le within 



SE

7
7.

 

EL-3044 Sec

7 Acces
.1 Roles a

Service 
Create a m
for the con
device and

Close a m

Change no
configurat
data that i
CSP (e.g. 
collection

Change cu
log-in cre
associated
keys) 

Change C
This is an
configurat
considered
passwords

View statu

Clear statu

Upgrade f
zeroize Fi
keys 

Encode pl
into SEP m

Create SE

Decode S
plaintext m

FIPS self-
diagnostic

View statu
as health a
indicators

curity Policy

ss Contr
and Services 

management se
nfiguration of 
d status monito

management ses

on-CSP 
tion. This is an
is not considere
event log 

n configuration

urrent operator
dentials (e.g. 

d password and

CSP configurati
ny available 
tion data this is
d a CSP (keys,
s, etc.). 

us and event lo

us and event lo

firmware and 
irmware Upgra

laintext messag
messages 

EP sessions 

EP messages in
messages 

-tests and 
cs 

us indicators su
and alarm outp
s. 

y 

rol Polic

T

Admini
ession 
the 
oring 

●

ssion ●

ny 
ed a 

) 

●

r’s 

d  

●

ion. 

s 
, 

●

ogs ●
ogs ●

ade 
●

ges 

nto 

uch 
put 

cy 

Table 10: Role

istrator Cryp

● 

● 

● 

● 

● 

● 

● 

● 

 

 
 

 

 

s and Service

ptographic Of

● 

● 

● 

● 

● 

● 

● 

● 

 

 
 

 

 

Matrix 

fficer User N

● 

● 

 

● 

 

● 

 

● 

 

 
 

 

 

SEL-30

one minute is
or 5.18 E-73 
in 100,000. 

Network Un-
 

 

 

 

 

 

 

 

● 

● 

● 

 

 

044 Security

Page 1

s 2.938 E-39 * 
which is less th

-Authenticated
 

 

 

 

 

 

 

 

 

 

 

● 

● 

y Policy 

14 of 20 

60000 
han one 

d 



SE

7.
Th

N
Ad
K

Ad
Au

Ad

Op

Op
K

Op

Op
En

Op
Au

DR

DR

FW
K

Re
Sy

Re
Se

 

EL-3044 Sec

Zeroize th
service re
from NV 
Firmware
returns the
factory de

Change T

Output Sy

.2 Definiti
he module c

Name 
dministrator E
ey 

dministrator 
uthentication K

dministrator Pa

perator[s] Encr

perator[s] Auth
ey 

perator Passwo

perator Session
ncryption Key 

perator Session
uthentication K

RNG State 

RNG Seed Key

W Upgrade En
ey 

emote Network
ystem Key[s] 

emote Network
ession Encrypt

curity Policy

he device. This
moves all CSP
memory (exce
 Upgrade keys
e device to its 
efault state. 

Time 

yslog event log

ion of Critic
contains the f

D
ncryption A

cr
th

Key 
A
au

assword A
au

ryption Key E
a
k

hentication E
o

ord[s] E
a

n A
fr

n 
Key 

A
au
m

A

y A

ncryption A

k Device A
w
N
d

k Device 
ion Key[s] 

A
c

y 

s 
P data 
ept the 
s) and 

gs 

cal Security P
following C

Description 
A 256-bit AES 
reation messag
he Operator Se

A 256-bit HMA
uthenticate ses

An 8 to 80 char
uthenticate the

Equivalent to th
ssuming the ro

keys. There can

Equivalent to th
perator assumi

Equivalent to th
ssuming the ro

A 256-bit AES 
rames travellin

A 256-bit authe
uthenticate all 

management se

A 512-bit state 

A 512-bit key u

A 256-bit AES 

A 256-bit AES 
with a remote d
Network Device
devices (and co

A 256-bit AES 
an be up to 150

 

 
 

Parameters 
SPs: 

Tabl

key used durin
ges that create a
ession Encrypti

AC (SHA-256) 
ssion creation m

racter password
e operator. 

he Administrato
ole of a Cryptog
n be up to 32 op

he Administrato
ing the role of 

he Administrato
ole of a Cryptog

key generated 
ng to and from 

entication key g
frames travelli
ssion. 

maintained by 

used to seed the

key used to de

key used durin
device. This key
e Session Encr
nsequently up 

key used to en
00 remote devi

 

 

 

(CSPs) 

le 11: CSPs 

ng the managem
an operator ses
ion Key and Op

used during th
messages that c

d used during t

or Encryption K
graphic Office
perators. 

or Authenticati
a Cryptograph

or Password. T
graphic Office

during the man
the manageme

generated durin
ing to and from

the FIPS 186-

e FIPS 186-2 D

ecrypt received

ng the SEP key
y is used with t
ryption and De
to 1500 keys).

ncode the data s
ices (and conse

 

 

 

ment session cr
ssion. This key
perator Session

he during the m
create an opera

the during the m

Key. This key 
er or User and p

ion Key. This 
hic Officer or U

This key is used
er or User. Ther

anagement sess
ent interface da

ng the managem
m the managem

-2 DRNG. 

DRNG. 

d FW upgrades

y exchange han
the AES key w

ecryption Key. 
. 

sent under a SE
equently up to 

SEL-30

 

 

 

reation to encr
y is used to enc
n Authenticatio

management se
ator session. 

management se

is used to auth
protect the tran

key is used to 
User. There can

d to authentica
re can be up to

sion creation an
ata during a ma

ment session c
ment interface d

. 

ndshake to esta
wrap algorithm

There can be u

EP session to a
1500 keys). 

044 Security

Page 1

● 

● 
● 

rypt the session
crypt the transp
on Key. 

ession creation 

ession creation

henticate an op
nsport of the se

authenticate an
n be up to 32 op

ate an operator 
o 32 operators.

nd used to encr
anagement sess

creation and us
data during a 

ablish a SEP se
m to wrap the R

up to 1500 rem

a remote device

y Policy 

15 of 20 

n 
port of 

to 

n to 

perator 
ession 

n 
perators.

rypt all 
sion. 

ed to 

ession 
emote 

mote 

e. There 



SE

Re
Se

7.
Th

N
FW
K

7.

Th
ro

• 

• 

• 

• 

A

A

A

O

O

 

EL-3044 Sec

emote Network
ession Decrypt

.3 Definiti
he module c

Name 
W Upgrade Au
ey 

.4 Definiti

he below tab
oles.  The mo

G = Gene

R = Read
uses the C

W = Writ
imported 
CSP.  

Z = Zeroi

Administrator 

Administrator 

Administrator 

Operator Encry

Operator Auth

curity Policy

k Device 
tion Key[s] 

A
d

ion of Publi
contains the f

D
uthentication 1

so

ion of CSPs

ble defines t
odes of acce

erate:  The m

d:  The modu
CSP. 

te:  The mo
into the mo

ze:  The mod

Na

Encryption Ke

Authentication

Password 

yption Key[s] 

hentication Key

y 

A 256-bit AES 
device. There ca

ic Keys  
following pu

Description 
024-bit DSA k
ource. 

Modes of A

the relationsh
ess shown in 

module gener

ule reads the

odule writes 
odule, or the

dule zeroize
Table 13: 

ame 

ey 

n Key 

y[s] 

key used to de
an be up to 150

ublic keys: 
Table 12

key used to ver

Access 

hip between
the table are

rates the CSP

e CSP. The 

the CSP. T
e module ge

es the CSP. 
CSP Access R

ecode the data r
00 remote devi

2: Public Keys

rify a received 

n access to C
e defined as:

P. 

read access

The write acc
enerates a C

Rights within R

Access

received under
ices (and conse

s 

firmware imag

CSPs and the
: 

s is typically

cess is typic
CSP, or the m

Roles & Servi

s Control 
R 

W 

Z 

R 

W 

Z 

R 

W 

Z 

R 

W 

Z 

R 

W 

SEL-30

r a SEP session
equently up to 

ge was signed b

e different m

y performed 

cally perform
module ove

ces 

Create a ma

Change CSP

Zeroize 

Create a ma

Change CSP

Zeroize 

Create mana

Change CSP

Zeroize 

Create a ma

Change CSP

Zeroize 

Create a ma

Change CSP

044 Security

Page 1

n from a remot
1500 keys). 

by an authentic

module servic

before the m

med after a 
rwrites an e

Service 
anagement sess

P configuration

anagement sess

P configuration

agement sessio

P configuration

anagement sess

P configuration

anagement sess

P configuration

y Policy 

16 of 20 

e 

cated 

ces and 

module 

CSP is 
existing 

sion 

n 

sion 

n 

on 

n 

sion 

n 

sion 

n 



SE

O

O

O

D

D

F

R

R

 

EL-3044 Sec

Operator Passw

Operator Sessi

Operator Sessi

DRNG State 

DRNG Seed K

FW Upgrade E

Remote Netwo

Remote Netwo

curity Policy

word[s] 

ion Encryption

ion Authentica

Key 

Encryption Key

ork Device Sys

ork Device Ses

y 

n Key 

ation Key 

y 

stem Key[s] 

ssion Encryptioon Key[s] 

Z 

R 

W 

Z 

G 

R 

Z 

G 

R 

Z 

G 

Z 

G 

Z 

R 

W 

Z 

W 

R 

Z 

G 

R 

SEL-30

Zeroize 

Create a ma

Change CSP

Zeroize 

Create a ma

Change non

View non C

Change CSP

View status 

Clear status 

Upgrade firm

Zeroize 

Close manag

Create a ma

Change non

View non C

Change CSP

View status 

Clear status 

Upgrade firm

Zeroize 

Close manag

N/A 

N/A 

N/A 

N/A 

Upgrade firm

Upgrade firm

Upgrade firm

Change CSP

Create SEP 

Zeroize 

Create SEP 

Encode plai

044 Security

Page 1

anagement sess

P configuration

anagement sess

n-CSP configur

CSP configurati

P configuration

and event logs

and event logs

mware 

gement session

anagement sess

n-CSP configur

CSP configurati

P configuration

and event logs

and event logs

mware 

gement session

mware 

mware 

mware 

P configuration

session 

session 

intext message

y Policy 

17 of 20 

sion 

n 

sion 

ration 

ion 

n 

s 

s 

n 

sion 

ration 

ion 

n 

s 

s 

n 

n 

s 



SE

R

F

 

8
Th
do

9
Th
se

1.

2.

3.

4.

5.

 

EL-3044 Sec

Remote Netwo

FW Upgrade A

8 Opera
he FIPS 140
oes not conta

9 Secur
his section 
ecurity requi

. The crypt
User, and 

. The crypt

. The crypt

. When the
cryptograp

. The crypt

A. Power

1. Fa
it w

2. Th
by

3. Cr
a. 
b. 
c. 
d. 
e. 
f. 
g. 

4. Fir
a. 

B. Critica

curity Policy

ork Device Ses

Authentication 

ational E
0-2 Area 6 O
ain a modifi

rity Rule
documents 

irements of t

tographic mo
the Cryptog

ographic mo

ographic mo

e module ha
phic service

ographic mo

r up Self-Tes

ailure of any
will be unres
he operator s
y cycling pow
ryptographic

DSA Verif
SHA-1 Kn
SHA-256 K
HMAC-SH
HMAC-SH
RNG Know
AES Encry

rmware Inte
A 32-bit C
not match 

al Functions

y 

ssion Decryptio

Key 

Environm
Operational 
able operatio

es 
the security

this FIPS 14

odule shall p
graphic Offic

odule shall p

odule shall c

as not been p
s.  

odule shall p

sts 

of the self t
sponsive and
shall be capa
wer or resett
c algorithm t
fy Known A
nown Answe
Known Answ
HA-1 Known
HA-256 Kno
wn Answer 
ypt and Decr
grity Test 

CRC is calcu
the value in 

 Tests 

on Key[s] 

ment 
Environmen

onal environ

y rules enfo
0-2 Level 2 

provide four
cer, and Netw

provide ident

lear previou

placed in a 

perform the f

tests listed h
d cease all cr
able of comm
ing the mod
ests  

Answer Test
er Test 
wer Test 
n Answer Te
own Answer
Test 
rypt Known 

ulated over t
NV memory

nt requireme
nment.  

rced by the
module.   

r distinct op
work roles.

tity-based au

us authentica

valid role, 

following tes

here will cau
ryptographic
manding the

dule. 

est 
Test 

Answer Tes

the program 
y, the modul

Z 

G 

R 

Z 

R 

W 

Z 

ents are not 

e cryptograp

erator roles.

uthentication

ations on pow

the operator

sts 

use the modu
c functions. 
e module to 

st 

image.  If t
le declares a

SEL-30

Zeroize 

Create SEP 

Decode SEP

Zeroize 

Upgrade firm

Upgrade firm

Upgrade firm

applicable 

phic module

.  These are 

n. 

wer cycle.  

r shall not h

ule to enter a
 
perform the

the calculate
a failure and 

044 Security

Page 1

session 

P messages 

mware 

mware 

mware 

because SEL

e to implem

the Admini

have access 

a failed state

e power-up s

ed CRC valu
disables itse

y Policy 

18 of 20 

L-3044 

ment the 

istrator, 

to any 

e where 

self-test 

ue does 
elf. 



SE

6.

7.

8.

9.

10

11

12

13

14

15

16

17

 

1
10
Th

 

EL-3044 Sec

1. Fa
wh

2. Ru
a. 

3. Se
a. 

C. Condi

1. Co
a. 

b. 

2. Fir
a. 
b. 

. Power-up 

. Data outp

. Status inf
compromi

. The modu

0. There are 

1. The modu

2. The modu

3. The modu

4. The modu

5. The modu

6. The modu

7. The modu

0 Physi
0.1 Physica
he cryptogra
• Produ

curity Policy

ailure of any
here it will b
untime volat

Read and 
memory a
failure and

ettings integr
A 32-bit C
not match 

itional Self-T

ontinuous Ra
One test c
output.  If 
A second 
output.  If 

rmware Loa
The device
The modul

self tests do

ut shall be in

formation d
ise of the mo

ule ensures th

no restrictio

ule does not 

ule does not 

ule does not 

ule does not 

ule shall not 

ule does not 

ule does not 

cal Secu
al Security M
aphic modul
ction-grade 

y 

y of the criti
be unrespons
tile memory 

write tests 
address spac
d disables its
rity test 
CRC is calcu
the value in 

Tests 

andom Num
compares th
the two valu
test compar
the two valu

ad Test 
e will reject 
le verifies a 
o not require

nhibited dur

does not con
odule. 

hat the seed 

ons on which

support conc

support a ma

support man

have any ex

support a by

enter or outp

output interm

urity Po
Mechanisms
e includes th
components

ical tests lis
sive and ceas
tests 
are perform

e during run
elf. 

ulated over t
NV memory

mber Generat
he last 32 b
ues are equal
res the last 
ues are equal

the potential
DSA digital
 any operato

ing key gene

ntain CSPs 

and seed ke

h keys or CS

current oper

aintenance in

nual key entr

ternal input/

ypass capabi

put plaintext

mediate key 

licy 
s 
he following
s 

ted here wil
se all cryptog

med on the 
ntime.  If a

the settings 
y, the device

or Tests  
bit NDRNG 
l the module
512 bit RN

l the module

l firmware if
l signature w
or action. 

eration, self-

or sensitiv

y inputs to th

SPs are zeroi

rators. 

nterface or r

ry. 

/output devic

ility. 

t CSPs. 

values.  

g physical se

ll cause the 
graphic func

memory.  
an error is d

image.  If t
e declares a 

output with
e declares a f
NG output w
e declares a f

f the firmwa
when loading

-tests, zeroiz

ve data that

the Approved

ized by the z

role. 

ces used for 

curity mech

SEL-30

module to 
ctions. 

This contin
detected, the

the calculate
failure and d

h the curren
failure and d
with the cur
failure and d

are load test 
g firmware. 

zation, and e

t if misused

d RNG are n

zeroization s

entry/outpu

hanisms: 

044 Security

Page 1

enter a faile

nuously chec
e device dec

ed CRC valu
disables itsel

nt 32 bit N
disables itsel
rrent 512 bi
disables itsel

fails. 

error states. 

d could lea

not equal. 

ervice. 

ut of data. 

y Policy 

19 of 20 

ed state 

cks the 
clares a 

ue does 
lf. 

NDRNG 
lf. 
it RNG 
lf. 

ad to a 



SE

10

Th
Th
st

1.
2.
3.

1
Th

 

EL-3044 Sec

• Hard p
penetr

• Hard m

0.2 Operato

he operator 
he operator 
teps: 

. Inspect to

. Inspect to

. Inspect to

1 Mitiga
he module h

curity Policy

potting mate
ration attemp
metallic com

or Required 
is required t
is required t

o make sure 
o make sure 
o make sure 

ation of O
has not been 

y 

erial encaps
pts causing s

mposite enclo

d Actions 
o periodicall
to verify that

the shipmen
the tamper-e
the module 

Other A
designed to 

sulation of m
serious dama
osure compr

ly inspect th
t the module

nt packaging
evident case
on first pow

ttacks P
mitigate any

multiple chip
age 
ises the cryp

he enclosure 
e was deliver

g and seals ha
e of the modu
wer up is in th

Policy 
y attacks out

p circuitry e

ptographic b

for tamper e
red in a secu

ave not been
ule has not b
he default st

tside of the s

SEL-30

enclosure w

boundary 

evidence. 
ure manner u

n broken. 
been broken.
tate. 

scope of FIP

044 Security

Page 2

ith removal

using the fol

. 

PS 140-2. 

y Policy 

20 of 20 

and/or 

llowing 


