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1. INTRODUCTION

A new Postal Payment System has been proposed. This system relies on secure accounting of postage funds and
printing of secure postage information on amail piece. A Postal Security Device (PSD) provides security services
to support the creation of mail pieces as defined by the Information Based Indicia Program (IBIP).

1.1 Score

This document describes the security policy for the smart card vault of the Pitney Bowes PC Meter. It isintended
to describe the requirements for the vault only and not the entire system.

1.2 REFERENCES

Th_e following documents are referenced by this document, are related to it, or provide background materid related
toit:

Data Encryption Standard — FIPS PUB 46-2, March 28, 1994

The Elliptic Curve Digital Signature Algorithm - ANSI X9.62 (draft standard), August 31, 1996
Financid Indtitution Retail Message Authentication — ANS| X9.19, August 13, 1986

|EEE P1363 Standard (Working Draft) Elliptic Curve Systems, February 6, 1997

Information Based Indicia Program Indicium Specification, June 13, 1996

Information Based Indicia Program Key Management Plan, April 25, 1997

Information Based Indicia Program Postal Security Device Specification, June 13, 1996
PKCS#1: RSA Encryption Standard version 1.5, November 1, 1993

Secure Hash Standard — FIPS PUB 180-1, April 17, 1995

Security Requirements for Cryptographic Modules — FIPS PUB 140-1, January 11, 1994
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2. SECURITY LEVEL

The PC Meter Cryptographic Module consists of a single integrated circuit. The interface to the integrated circuit
is a serid interface which conforms to the ISO/IEC 7816-3 smart card standard. The cryptographic module meets
the overd| requirements applicable to Leve 3 security of FIPS 140-1..

Security Requirements Section | Level
Cryptographic Module 3
Module Interfaces 3
Roles and Services 3
Finite State Machine 3
Physicd Security 3
EFP/EFT 3
Operating System Security NA
Key Management 3
Cryptographic Algorithms 3
EMI/EMC 3
Sdf Test 3

Module Security Level Specification

3. ROLES AND SERVICES

The cryptographic module shal support one digtinct role, the Crypto Officer/lUser Role. A Crypto
Officer/User mugt authenticate himself to the module via a digitd sgnature for each command executed.
The ability to provide a correct signature proves the knowledge d a key. This key is stored in a secure
coprocessor which must be initidized by at least three Pitney Bowes corporate officers. As a result, al
successful Crypto Officer/User authentications can be traced back to these three individuas.  Other
module services may be accessed by anyone in possesson of the device. Authentication is vaid for only
one command a a time. After execution of any command by the Crypto Officer/User the module will
automaticaly return to its default (unauthenticated) Sate.

3.1 CRYPTO OFFICER/USER ROLE

Since no key data or agorithm parameters of the cryptographic module may be modified after the
module has been manufactured, there is no explicit cryptographic officer role. Therefore, the Crypto
Officer and User Roles have been combined. The Crypto Officer/User Role shdl provide dl the services
necessary to credit funds register values and modify IBIP data (Date of next required remote ingpection,
meter license information and public key certificate). The Crypto Officer/User shal be authenticated
based upon a correct digitd sgnature presented with each service request.  This includes the following
services.
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m Credit. This service dlows the Crypto Officer/lUser to add funds to the descending
register (and control sum) of the module.

m Put IBIP Data. This service dlows the Crypto Officer/User to write data related to I1BIP
functions to the module, such as Date of next required remote ingpection, meter license
information and public key certificate.

m Zeoize Keys. This savice dlows the Crypto Officer/lUser to ingruct the module to
zeroize the Vault Private Key and Certificate Keys.

3.2 ON BEHALF OF CRYPTO OFFICER/USER

Two services are available to the operator of the module. These functions do not permit the operator to
modify the security or cryptographic state of the module. However, these services do dlow the operator
to act on behdf of the Crypto Officer/User to perform the following functions:

m  Get Ingection Certificate. This sarvice indructs the module to generate a Sgnature of the
data contained in the modul€s interna regigers.

m Debit & Sgn. This sarvice debits funds from the module and generates a certificate
verifying that the funds have been debited.

m Postage Vaue Update. This sarvice debits funds from the module and generates a
certificate verifying that the funds have been debited.

3.3 OTHER SERVICES
The module shdl provide dl the services necessary to produce IBIP open sysems compliant digita
ggnatures to anyone in possession of the module. Thisincludes the following services

m Cad Info. This service queries the module to obtain: the card serid number, GEMPlus
and PBI references, Card reference date, funds register values (ascending and descending
registers), piece counter, recharge counter and optionaly the Chip Seria Number.

m  Red Time. Thissarviceinforms the module of the current time.
m  GetInfo. Thisservice reads data from the card related data areas.

m Get IBIP Data This service reads data related to IBIP functions from the module, such
as Date of next required remote ingpection, meter license information and public key

certificate.
m Veify Code This service enddles the reading of various log files (via the Get Daa
command) by entering a specific code.

m  Get Data. Thisservice returns the data contained in various log files.

4. SECURITY RULES

This section documents the security rules enforced by the cryptographic module to implement the
security requirements of this module,

1. The cryptographic module shdl provide one distinct operator role.  The Crypto/Officer
User Role.
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2. The cryptographic module shdl provide identity based authentication.
3. Immediately, following the execution of any service request the cryptographic module

10.

shdll return to the default Sate.

The cryptographic module shdl authenticate the Crypto Officer/User for each service
requested based upon the presence of a correct digital sgnature.

The cryptographic module shal vdidate the User dgnaiure usng a digita dgnature
(message authentication code) as defined by ANSI X9.19.

The cryptographic module shdl dgn digitd indicum data usng the RSA dgorithm as
defined by PKCS#1 (ANSI X9.62).

Digita indicium data shdl not be dgned unless the proper accounting has been
performed.

After gpplication of power and prior to execution of the fird service request the
cryptographic module shdl perform the following sdf-tests RSA digitd sgnature known
answer test (includes a SHA-1 test), DES known answer test, firmware checksum.

The cryptographic module shall be covered with a hard opague epoxy.

The crypographic module shall dlow the Crypto Officer/User to zeroize the keys of the
module.

5. ITEMS PROTECTED BY THE MODULE

The module shdl protect two types of dataitems. Security Relevant Data Items (SRDI’s) and Funds

).

5.1 SECURITY RELEVANT DATA ITEMS (SRDI'S)

5.1.1 Definition of SRDI's

The moduleés SRDI's consst of two dgnature keys. These keys ae dtored in plantext within the
cryptographic module boundary. Programming of these keys is peformed a the time of manufacture of
the module. Once the module has been manufactured these keys are unable to be output by the module

inany form. Thekeysare:

1.

Vault Private Key: This is an RSA private key used to sgn postd indicium and
ingpection certificates produced by the nodule. All data sSigned by this key has the USPS
asitsintended recipient.

Cetificate Key: This is two DES keys used to authenticate the signatures of the Crypto
Officer/User. All data correctly signed by this key originated from the Pitney Bowes Daa
Center.

5.1.2 Definition of SRDI Modes of Access

1

Create RSA Signature: This operation crestes an RSA signature of the supplied data using
the Vault Private Key.
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2. Veify Crypto Officer/lUser Signature. This operation uses the Communication Key to
veify the identity of the Crypto Officer/User (the Pithey Bowes Data Center) requesting a
sarvice.

5.1.3  Service to SRDI Access Operation Relationship

The following table has been devised to show these relationships:

SRDI
Access
Services Versus SRDI Access | Operation | Applicable Role
9
-]
Bl |
p B
5 2l s
o = 04
5 8 8
Bl £| B §
s 8| 2| &
21 gl Bl 5| &
3l 2| B| s (%
cl o 3| 2
| Bl 5| 5 2| £
User Service 651 > 6]l 61 6
Credit X | X
Put IBIP Data X X
Card Info X
Rea Time X
Get Info X
Get Inspection Certificate X X
Debit & Sign X X
Postage Value Update X X
Get IBIP Data X
Verify Code X
|Get Data X
Zeroize Keys X | X
Service to SRDI Relationship
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5.2 FUNDS RELEVANT DATA ITEMS (FRDI'S)

5.2.1 DEFINITION OF FRDI’s

The funds regigters are used to account for funds credit to and debit from the module. The module may

be debited by anyone in possesson of it. The module may only be credited by a Crypto Officer/User.
Theseregigersare:

1. Ascending Regiger. This regiger contains the totd amount of funds spent over the
lifetime of the module.

2. Dexending Regiger. This regiser contains the amount of funds currently avalable in the
module.

3. Control Sum. This regiger contains the totd amount of funds credited to the module over
the lifetime of the module.

5.2.2 Definition of FRDI Modes of Access

1. Debit Funds This operation subtracts funds from the vaullt.
2. Credit Funds: This operation adds funds to the vault.
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5.2.3 Service to FRDI Access Operation Relationship

The following table has been devised to show these relationships:

FRDI
Access
Services Versus FRDI Access | Operation | Applicable Role
B
2
8
5
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2 &
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5 2| 8| B| &
gl B| B 2| &
User Service a| 6] 6] & &
Credit X 1 X
Put IBIP Data X
Card Info X
Real Time X
Get Info X
Get Inspection Certificate X
Debit & Sign X X
Postage Value Update X X
Get IBIP Data X
Verify Code X
Get Data X
Zeroize Keys X

Service to FRDI Relationship

DOC NO.
This document/data record is the property of Pitney Bowes Inc. and contains
P 2 9 7 O 1 2 PROPRIETARY and CONFIDENTIAL information, and is not to be copied.

SHEET 11




6. OTHER SERVICES DISABLED IN MANUFACTURING

The PC Mee Cryptographic Module includes additional services common to other Fitney Bowes
products which may be used in the future. However, these services require another type of authentication
process  This authentication will be dissbled in Pitney Bowes manufecturing fecility by seting the
Falled Authentication Counter (FAC) stored in Card Data Area 2 to its maximum vaue (255). In
addition, two commands exig for initidization purposes. These commands will dso be dissbled (by
locking the cad, Bissua=1l) immediady following card persondization in menufacturing.  The
commands are ligted in the fallowing table:

Command Function Disable
M echanism
Select Key Set up a Session Key FAC = 255
Debit Deduct funds FAC = 255
Sign Generate Digital Tokens FAC = 255
Update Keys Compute new Token Keys FAC =255
Externa Authenticate Verify knowledge of a key, enable commands FAC = 255
Put Info Modify Card Related Data Areas 1 and 2 FAC = 255
Update Memory Card Initidization Bissuer =1
Read Memory Card Initidization Bissuer =1
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