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Provide individual g ot T I (= B control room settings. Many users share
accountability for all | 8 . computer consoles. Active console sessions
actions taken at Control 4 b & must be handed off from user to user.
System computers. KREw o * Group accounts satisfy operational needs but
T | do not provide individua accountability.
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Unlock | : network

* Primary login }Nith group account user / pa_ss_vvord. * Direct network logins with group account are disallowed using Linux
* Secondary login via ScreenlLock with individual user/password. Pluggable Authentication Modules (pam)

* Screen s locked while not in active use, display continues 1o Update « Users first log in with individual credentials and then 'switch user' to

.VC\:’h”te'?C';ed- S NI h group account.
ontrol of group SessIon IS transterred from one individual to another e Switch user(su) operation, including originating individual account, is

with Screenl ock — underlying group session continues uninterrupted. oaced in local
" . . . st | d f ded t tral BNL
* Individual authentication with ScreenLock Is logged In local system c(;/?:)ger lIJrr]ity(I)c():gs ySEm 10gs - dd Torwd 0 o

logs and forwarded to central BNL cybersecurity logs.
* The ScreenLock program was developed in-house at C-AD.




